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Design of Accurate Low-Cost On-Chip Structures
for Protecting Integrated Circuits Against Recycling
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Abstract— The recycling of electronic components has become
a major industrial and governmental concern, as it could
potentially impact the security and reliability of a wide variety
of electronic systems. It is extremely challenging to detect a
recycled integrated circuit (IC) that is already used for a very
short period of time because the process variations outpace
the degradation caused by aging, especially in lower technology
nodes. In this paper, we propose a suite of solutions, based on
lightweight negative bias temperature instability (NBTI)-aware
ring oscillators (ROs), for combating die and IC recycling (CDIR)
when ICs are used for a very short duration. The proposed
solutions are implemented in the 90-nm technology node. The
simulation results demonstrate that our newly proposed
NBTI-aware multiple pair RO-based CDIRs can detect ICs used
only for a few hours.

Index Terms— Combating die and IC recycling (CDIR),
counterfeit integrated circuits (ICs), negative bias temperature
instability (NBTI)-aware, recycling.

I. BACKGROUND

COUNTERFEIT integrated circuits (ICs) can potentially
impact the security and reliability of a wide variety of

electronic systems. These ICs pose a significant challenge
to the global electronic component supply chain due to
the lack of efficient, robust, and low-cost detection and
avoidance technologies. Although there are different types
of counterfeit ICs [2]–[4] (recycled, remarked, cloned,
overproduced, and out-of-spec/defective) in the supply chain,
it is reported that recycled and remarked ICs contribute
to more than 80% of reported counterfeit incidents [5].
A recent report [6] from the IHS (Englewood, CO, USA)
shows that the reports of counterfeit parts have quadrupled
since 2009. These data have been compiled from two
reporting entities: 1) ERAI (Naples, FL, USA) and 2) GIDEP
(Norco, CA, USA). This report states that the majority
of counterfeit incidents were reported by the U.S.-based
military bodies and electronic firms from the aerospace
industry. It is also mentioned in [7] that the five most
commonly counterfeited components (e.g., analog ICs,
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microprocessor ICs, memory ICs, programmable logic ICs,
and transistors) represent U.S. $169 billion in potential
annual risk for the global electronics supply chain based on
all reported counterfeit incidents in 2011.

Over the past few years, numerous reports have pointed to
counterfeiting issues in the U.S. electronics component supply
chain, and multiple investigations have been conducted to keep
the entities accountable for participating in the counterfeit
IC trade [8].

Recycled ICs are those that are reclaimed or recovered from
a used system and are then misrepresented as new components
produced by an original component manufacturer. Recycled
ICs generally exhibit lower performance and have shorter
lifetimes compared with the authentic ones, due to the effects
of aging during their prior usage and mishandling during
the recycling process. The recycling [9] process consists
of aggressively removing components from printed circuits
boards under very high temperatures. The components are then
subjected to washing, sanding, repackaging, and remarking, all
of which could damage the ICs and introduce many defects
and anomalies. The recycling process may also introduce latent
defects that pass initial testing but are prone to failure in later
stages. The electrical defects could be resistive open/short,
time-dependent dielectric breakdown (TDDB), out-of-spec
leakage current, and out-of-spec dynamic current [8]. These
defects could even make the components completely non-
functional because of the components’ exposure to extreme
conditions.

A. Related Work

Guin et al. [2], [4], and Koushanfar et al. [10] presented
a survey of various detection and avoidance measures for
counterfeit ICs. The detection and avoidance approaches for
the recycled ICs are broadly classified into four different
categories: 1) physical and electrical tests; 2) track and trace;
3) data analysis; and 4) aging sensors. First, a wide variety of
physical and electrical test methods [2], [4], [8], [11] are cur-
rently available for detecting recycled ICs. The goal of these
methods is to identify the defects and anomalies present in
those recycled ICs, which are not typically found in authentic
ones. Since we assume that foundries and assemblies have a
fairly consistent manufacturing process and comprehensively
test their components, one should not expect to see many
defective parts. A counterfeit part often contains one or more
different anomalies and deviations from the normal/usual form
and/or functionality of a genuine component. These anomalies
may be physical (i.e., related to the leads, package, and so on)
or electrical (e.g., degradation in its performance or a change
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in its specifications). Tehranipoor et al. [8] and Guin et al. [12]
presented a comprehensive assessment of these test methods.
The major limitation and challenges of implementing these
test methods are the excessive test time, high cost, and low
confidence of identifying recycled ICs.

Zhang et al. [13] and Huang et al. [14] proposed electrical
test approaches for detecting recycled ICs. In [13], the path-
delay fingerprinting was used to differentiate recycled digital
ICs from genuine ones through changes in their path-delay
distribution caused by prior usage. However, this technique
requires data from genuine ICs, which can make its
implementation impractical. Zheng et al. [15] presented a
scan-based characterization technique to detect recycled ICs.
The access to the scan chains may not be always possible when
the chips are already in the market, thus making it difficult
to implement because of burnt fuses commonly practiced in
industry. Zheng et al. [16] utilized a dynamic current analysis
to determine the aging difference between high-activity and
low-activity portions of symmetric structures. However, this
approach requires at least a year of aging for the reliable
detection of recycled ICs. In [14], a statistical approach
was presented to distinguish recycled ICs by measuring
electrical parameters and using a one-class support vector
machine (SVM). This technique can be applied to all types
of ICs (analog and digital), but requires data from genuine
samples for SVM training. Dogan et al. [17] proposed a
two-phase detection approach that utilizes one-class
SVM classifier to detect only recycled FPGAs.

Extensive research has been carried out by the solid-state
circuits community to analyze aging degradation in ICs.
Karl et al. [18] proposed two separate structures to monitor
negative bias temperature instability (NBTI) and TDDB.
A silicon odometer using on-chip ring oscillators (ROs)
has been first proposed in [19] to monitor NBTI-induced
degradation by measuring the beat frequency between the
reference and stressed ROs. An improved version of the
odometer was presented in [20] to separately monitor
NBTI- and hot-carrier injection (HCI)-induced degradation.
Keane et al. [21] presented a measurement system with an
array of ROs that utilized the statistical aging measurements
to monitor the degradation. Hofmann et al. [22] described a
product-level aging monitoring system, which consists of a
performance critical ARM1176 path. Saneyoshi et al. [23]
presented a hybrid on-chip aging monitor consisting of an
RO and a delay line. The objective of these sensors was to
improve the reliability of ICs by accurately measuring the
aging degradation, not to accelerate the degradation to its
maximum value to identify recycled ICs. To address the short-
comings in these technologies, low-cost structures have been
proposed to detect recycled ICs with greater ease [24], [25].
The technique introduced in [24] inserts a lightweight
RO-based sensor (similar to one proposed in [19]) in the chip
to capture the usage of the chip in the field. We call this
sensor the O-CDIR, where “O” stands for original. In [25],
two additional antifuse-based structures are proposed to
improve the granularity of detection. These structures are
composed of counters and an embedded antifuse memory
block. The counters are used to record the usage time of

ICs while their values are continuously stored in an antifuse
memory block. All these sensors will be ineffective for
detecting recycled ICs when they have been used for a very
short duration with a high process variation (PV).

B. Contributions and Paper Organization

The major difference between detecting recycled ICs by
physical and electrical test methods and on-chip sensors is
that test methods rely on finding the defects, and anomalies
present in the recycled ICs. These test methods are extremely
expensive and slow. Moreover, recycling has evolved over
the last few years, and the level of sophistication in the
recycling process has significantly improved. We believe that
this trend will continue and that recyclers will continue to
adopt new processes and technologies as time passes, making
it more difficult to detect recycled ICs [8]. It may even be
possible that we will not find any of today’s gross defects and
anomalies [8], [12] in the recycled ICs of the future.
In addition, recycling processes may introduce latent defects
that pass acceptance tests but eventually become visible in
the field at some point in their lifetime. Therefore, we cannot
completely rely on the traditional test methods to confidently
detect recycled ICs.

It is very difficult, if not impossible, to restore the
degradation caused by aging in recycled ICs. A shift in circuit
parameters due to aging will occur when a chip is used in the
field for any period of time. The O-CDIR proposed in [24]
works based on utilizing this aging phenomena. However,
this design can detect recycled ICs that have only been used
for longer duration in the field. This is clearly not sufficient
when ICs have to be used in high-risk or critical applications,
where recycled ICs could cause catastrophic system failures or
pose a significant risk [8], [12]. Thus, this necessitates further
improvements of the O-CDIR.

To address these challenges, this paper presents several
different CDIR structures based on ROs. We present a sig-
nificantly improved version of the O-CDIR that can detect
recycled ICs used for a very short period of time. This is
beneficial, as used ICs are not acceptable, no matter how long
they have been used, especially in critical applications. For
example, an untrusted entity in the supply chain may use chips
for a short period of time for evaluation and then return them.
The component could be exposed to abnormal conditions or
possibly mishandled. These types of cases may be missed
by physical inspections, electrical tests, and the previously
proposed sensors. Our contributions include the following.

1) We propose a lightweight CDIR structure suitable for
both large and small digital ICs. The structure itself
is an RO-based sensor and is similar in spirit to the
O-CDIR proposed in [24]. However, our new design is
NBTI-aware and exploits aging much more efficiently
than the O-CDIR. We call this design as N-CDIR, where
“N” stands for NBTI-aware.

2) We propose a new N-CDIR with multiple reference and
stressed RO-pairs. We introduce an averaging approach
to reduce the impact of PVs during the estimation of
a threshold, which will be used in the authentication
process (see Fig. 3). We call this design as the multiple
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pair NBTI-aware RO CDIR with averaging (AN-CDIR).
This design provides a much better detection for ICs
used for only a few hours in the field with the cost of
small misprediction.

3) We propose another modified design of N-CDIR by
adding multiple NBTI-aware reference and stressed
RO-pairs like AN-CDIR. However, in this case, we
propose a selection algorithm (see Fig. 8) to find the
best reference and stressed RO-pair. We call this design
the multiple pair NBTI-aware RO CDIR with selection
(SN-CDIR). This CDIR with the best selected RO-pair
provides even better detection (no misprediction) of
recycled ICs, even if they have been used only for a
few hours, unlike the AN-CDIR.

This paper is organized as follows. In Section II, we
present our N-CDIR sensor design. Section III introduces the
AN-CDIR consisting of multiple reference-stressed RO-pairs.
Section IV presents our proposed the SN-CDIR consisting
of multiple reference-stressed RO-pairs. The experimental
results are presented in Section V. We conclude this paper
in Section VI.

II. NBTI-AWARE RO-BASED CDIR SENSOR

The detection of recycled ICs by prior approaches [13], [14]
has exploited the aging phenomenon. These approaches
require that the performance measurements of new chips be
collected and analyzed, a challenge for legacy parts when
golden ICs may not be available. Furthermore, large PVs in
lower technology nodes can make it very difficult to separate
recycled ICs from a batch when the PVs outpace aging
degradation.

An anticounterfeit structure was proposed in [24] based on
ROs that avoided the data collection altogether and applied
a self-referencing concept to the measurement of use time
with the help of aging degradation. The degradation of an
IC’s performance can be attributed to two distinct phenomena:
1) NBTI [26]–[28] and 2) HCI [29]–[31], which are promi-
nent in pMOS and nMOS devices, respectively. NBTI occurs
in the p-channel MOS devices stressed with negative gate
voltages and elevated temperatures due to the generation of
interface traps at the Si/SiO2 interface. A removal of this stress
can anneal some of the interface traps, but not completely.
As a result, it manifests as an increase in both threshold
voltage (Vth) and absolute OFF current (IOFF) and a decrease
in absolute drain current (IDSat) and transconductance (gm).
HCI occurring in nMOS devices is caused by the trapped
interface charge at Si/SiO2 surface near the drain end during
switching. It results in nonrecoverable Vth degradation.

The O-CDIR design in [24] embeds two ROs within the
chip and compares them to detect the prior IC usage. The first
RO is called the reference RO and is designed to age at a slow
rate. The second RO is referred to as the stressed RO, and it
is designed to age at a much faster rate than the reference RO.
As the IC is used in the field, the stressed RO’s rapid aging
reduces its oscillation frequency while the reference RO’s
oscillation frequency remains largely static over the chip’s
lifetime. Thus, a large disparity between the ROs frequencies
implies that the chip has been used. To overcome global and

Fig. 1. NBTI stress on stressed ROs. (a) Stressed RO in RO-CDIR sensor [24]
in stress mode. (b) Stressed RO in our proposed N-CDIR sensor in stress
mode.

Fig. 2. Architecture of N-CDIR sensor.

local PVs, the two ROs were placed physically very close
together, so that the PV and environmental variation between
them are negligible.

Given the objectives for designing CDIRs, the best
CDIR sensor (i.e., the one that detects recycled ICs with
the highest accuracy) should possess minimal aging in the
reference RO and maximum aging for the stressed RO. This
cannot be achieved by the O-CDIR proposed in [24] because
in the O-CDIR design, only half of the inverters in the stressed
RO are under NBTI stress in one oscillation cycle, as shown
in Fig. 1(a).

This problem is overcome in our proposed N-CDIR design
by giving NBTI stress to all inverters. Fig. 1(b) shows the
proposed solution where all the inverters are stressed during
normal operation. This is achieved by breaking the connection
of each inverter to its prior one and pulling their inputs down to
ground. Here, all the inverters of the stressed RO are stressed
during the entire time of the operation, so they cannot get a
chance to recover from aging. When the chip is completely
powered off, a partial recovery may occur; however, the
permanent degradation is proved to be much larger than the
recovery [32]. We call our proposed sensor N-CDIR.

A. Architecture of N-CDIR

Fig. 2 shows the design of the proposed N-CDIR sensor.
The stressed RO is modified in such a way that all the
inverters are stressed constantly. To achieve this, we have
introduced a pass transistor in between every pair of inverters.
The inputs of all the inverters are pulled down to ground
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TABLE I

MODES OF OPERATION

using an nMOS network. We have mimicked the stressed RO’s
structure in the reference RO in order to match all the internal
parameters (node capacitance, resistance, and so on). This is
to ensure that at time 0, when there is no aging, the difference
between the two ROs is minimal and is mainly impacted by the
small variations present between the two ROs. The DECODER
generates all the internal signals for a specific mode. When
EN = 0, both ROs oscillate while the sleep transistors are ON.
The signals E N and SRO_EN can never be 1 simultaneously
as this would create a short circuit in the design. Like
O-CDIR, the COUNTER measures the cycle count of the two
ROs during measurement, which is controlled by the TIMER.

Table I highlights the four distinct modes of operation.
In manufacturing and burn-in tests (MODE = 00), our
objective is to protect both ROs from aging. In this mode,
both ROs enter in sleep mode by being cut off from the
power and ground line. R_SLEEP and S_SLEEP will be
assigned to 0 during this entire operation. In normal operation
(MODE = 01), the reference RO will remain in the sleep
mode while the stressed RO will be in the stressed mode.
All the inverters in the stressed RO will be given a dc stress
by pulling their inputs to ground. In authentication mode
(MODE = 10 or 11), the reference RO will be activated
to measure its frequency, which should correspond to the
RO frequency of the new IC at time 0. Then, the stressed RO
will be activated by setting SRO_EN to 0, and its degraded
frequency will be measured.

To eliminate the confusion among different symbols, which
will be introduced shortly, we summarize the notations
in Table II.

B. Registration and Authentication Flow

Fig. 3 shows the registration and the authentication flow.
The objective of the registration process is to determine a
threshold (� fth), which will be used during the authentica-
tion process. The frequency differences of the reference and
stressed ROs (� f ) of an IC are measured during authentica-
tion. If � f of an IC is greater than � fth, then the IC will be
treated as recycled; otherwise, it will be marked as new.

During registration phase, a number of new ICs are used to
generate the distributions to determine the threshold (� fth)
after the manufacturing test process at the foundry. It is
recommended to select the samples from different wafers and
lots to capture within-die and within-wafer PVs. The larger

TABLE II

NOTATIONS AND THEIR DESCRIPTIONS

Fig. 3. Registration and authentication flow for N-CDIR.

Fig. 4. Probability density function of frequency differences (� f ) between
reference and stressed ROs.

this sample space is, the more accurate the � fth will be. In the
following, we describe the � fth determination process.

Due to the PVs, the difference between the reference and
stressed RO frequencies (� f ) will not be zero even though
we place these ROs very close to each other in the circuit
layout. We observe a Gaussian distribution of � f when we
perform a Monte Carlo (MC) simulation with 1000 samples
(see Section V). Fig. 4 shows a simplified representation of
the two distributions (probability density functions) of � f at
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times 0 and t (g0(� f ) and gt (� f )). The x-axis represents
the frequency differences between the two ROs (� f ), and the
y-axis represents the corresponding distribution function. The
overlapping area represents the misprediction of identifying
new or recycled ICs. The red area represents the probability
of identifying recycled ICs as new, whereas the green area
denotes the probability of identifying new ICs as recycled.
These areas (θ1 and θ2) are represented by

θ1 =
∫ � fth

−∞
gt (� f ) d� f and θ2 =

∫ ∞
� fth

g0(� f ) d� f

(1)

where g0(� f ) and gt(� f ) correspond to the distribution of
frequency differences for new and ICs with t amount of usage,
respectively. The decision threshold should be the point (� fth)
where both distributions intersect each other. This represents
the frequency difference that minimizes the total probability
of error (θ1 + θ2).

C. Motivation for a CDIR With Multiple RO-Pairs

The N-CDIR proposed in Section II-A can efficiently detect
recycled ICs with little misprediction when the chips are aged
for a short period of time. However, when the workload
decreases (i.e., the chip is used less frequently in case of
mobile and automotive applications), we require the chips to
be used much longer for detection, which eventually results
in a higher rate of misprediction. In addition, there may be
a recycling activity from the overstock of electronic systems
where the recyclers extract components from never used
systems. The detection of these components can be performed
with a CDIR that can detect a small amount of aging (for
example, the amount of aging caused during the test of a
system). When the application risk is critical [2], [8], [12],
we do not have the luxury for any test escapes as the system
failure due to using recycled chips could cause a significant
financial loss, as well as risks to safety and security. Thus, this
necessitates further improvements of the N-CDIR.

Fig. 5 shows the process of reducing the rate of
misprediction for identifying a recycled IC as new and vice
versa. Misprediction arises from the overlap of the reference
and stressed ROs frequency difference distribution at
time 0 (g0(� f )) and the distribution at time t (gt(� f )), which
is the aged replica of g0(� f ). This overlapping area can be
reduced by the following.

1) Increasing the separation of these two distributions. This
separation (aging degradation, δ f ) can be increased by
shifting the distribution g0(� f ) to the left (g′0(� f ))
or shifting the distribution gt (� f ) to the right g′t(� f ),
or by doing both simultaneously [see Fig. 5(a)]. Our
proposed N-CDIR provides better detection of recycled
ICs by shifting the distribution gt (� f ) to the right as
compared with O-CDIR.

2) Reducing the spread of these two distributions. This
spread results from their variances (σ 2

0 and σ 2
t ).

Fig. 5(b) shows no overlap between g′0(� f ) and g′t(� f )
(σ ′0 < σ0 and σ ′t < σt ). Our proposed AN-CDIR utilizes
this technique to reduce misprediction rate.

Fig. 5. Reduction of misprediction (overlapped area). (a) Shifting two dis-
tributions away from each other. (b) Reduction of spread of two distributions.
(c) Reduction of spread and shifting of mean of two distributions.

3) Simultaneously reducing the spread and increasing the
separation of two distributions. Fig. 5(c) shows such
case. The overall spread can be reduced by discarding
the right-hand side, and reducing the left-hand side
spread of g0(� f ). The separation can be increased by
shifting gt (� f ) to the right. Our proposed SN-CDIR
utilizes this technique and provides the best detection of
recycled ICs.

By introducing multiple RO-pairs in a CDIR, it becomes
possible to achieve 1, 2, and/or 3, thereby reducing mispre-
diction when the ICs are used only for a short period of
time. In the following, we describe two different architectures
utilizing multiple RO-pairs to minimize the misprediction.
It is also analytically proved that both approaches are better
than the single N-CDIR. In Section V, the simulations for all
sensors support our conclusions.

III. CDIR SENSOR WITH MULTIPLE RO-PAIRS

AND AVERAGING APPROACH

The AN-CDIR works based on the averaging of reference
and stressed RO frequencies. In the following, we provide
a proof that the spread (σ) of g0(� f ) [see Fig. 5(b)] is
reduced significantly after averaging. In this method, one must
measure all the frequencies of the stressed and reference ROs
consecutively and then take the average of the reference RO
and stressed RO frequencies.

A. Averaging to Reduce Spread

Let us assume that there are n ROs present in the reference
and stressed block of an AN-CDIR. We treat the frequencies
of the reference ROs and stressed ROs as random variables,
denoted by X1, X2, . . . , Xn, and Y1, Y2, . . . , Yn, respectively.

As the distribution of g0(� f ) is formed by the frequency
differences of the reference and stressed RO frequencies, we
construct the following random variables:

Zi = Xi − Yi.



1238 IEEE TRANSACTIONS ON VERY LARGE SCALE INTEGRATION (VLSI) SYSTEMS, VOL. 24, NO. 4, APRIL 2016

Here, Zis are Gaussian as all Xis and Yis are Gaussian.
We also assume that these newly formed variables have the
same mean (μ) and variance (σ 2), as all the ROs experience
the same PVs.

The objective is to find the mean and variance of a newly
formed random variable Wn, where

Wn = 1

n

n∑
i=1

Xi − 1

n

n∑
i=1

Yi (2)

= 1

n

n∑
i=1

(Xi − Yi) = 1

n

n∑
i=1

Zi. (3)

As all Zis are Gaussian, the resultant random variable Wn
will also be Gaussian, and its statistics will be com-
pletely determined by the mean and variance, which can be
formulated as

E[Wn] = E

[
1

n

n∑
i=1

Zi

]
= 1

n

(
E

[
n∑

i=1

Zi

])

= n × μ

n
= μ (4)

var(Wn) = var

(
1

n

n∑
i=1

Zi

)
= var

(
n∑

i=1

Zi

n

)

= 1

n2

n∑
i=1

var(Zi)+ 1

n2

∑
i �= j

cov(Zi, Zj). (5)

In (4) and (5), E[A] denotes the expected value of random
variable A, which is equivalent to the mean for a Gaussian
random variable; var(A) denotes the variance of random
variable A; and cov(A, B) denotes the covariance between
random variables A and B . Let us assume that the frequencies
of all the ROs are independent. This results in Z1, Z2, . . . , Zn
being independent. Then, all of the covariances in (5) are zero

var(Wn) = 1

n2

n∑
i=1

var(Zi) = n × σ 2

n2 = σ 2

n
. (6)

Thus, the mean (μ) and the standard deviation (σ ) of Wn
become

μWn = μ (7)

σWn =
σ√
n
. (8)

In (4) and (7), the mean of the average difference Wn

is unchanged when compared with each Zi . However, the
variance (spread) of Wn is a factor on

√
n smaller (8).

A similar treatment can be performed for the distribution gt(.)
at time t to estimate the resultant mean and variance. This
implies that the overlap between the two distributions can
be made negligibly small by adding additional RO-pairs, as
shown in Fig. 5(b).

B. Architecture of AN-CDIR

Fig. 6 shows our proposed architecture for the AN-CDIR.
It consists of a reference RO block and a stressed RO block.
Each block again consists of equal numbers of NBTI-aware
reference and stressed ROs. The number of ROs in each block

Fig. 6. Architecture of our proposed AN-CDIR.

depends on the detection of recycled ICs used for a minimum
amount of time (we label this time as resolution). For example,
our results show that by placing four ROs in each block, we
can detect recycled ICs that have been used for only one day
with 100% workload (see Table VII). Larger numbers of ROs
are necessary to achieve a superfine recycled IC detection
resolution. The requisite number of ROs can be determined
based on the available area on the chip.

All the ROs in the reference block and stressed blocks are
fed to a multiplexer (MUX). The selection input of MUX is
provided by a shift register of log2(2n) bit to minimize the
I/O pin count for this CDIR. This register is loaded through
a serial in RO_SEL pin. The rest of the design is similar to
the N-CDIR described in Fig. 2. The DECODER generates all
the internal signals (see Table I) for the reference and stressed
RO blocks. It is not necessary to generate the control signals
for each RO in the reference and stressed RO blocks. All the
ROs in each block utilize the same internal signals generated
by the DECODER. The COUNTER and TIMER operate as
described in N-CDIR.

The registration and authentication flow are very similar
to the one described in Fig. 3. The only difference is the
measurement of � f , where it is the difference of the average
of reference and stressed RO frequencies (2).

IV. CDIR SENSOR WITH MULTIPLE RO-PAIRS

AND SELECTION APPROACH

SN-CDIR is based on the selection of the best RO-pair that
minimizes misprediction. Increasing the difference between
the mean of two distributions (δ f ) for time t and 0 and
reducing their spread (σ0 and σt ) are the key parameters for
improving the detection of the recycled ICs. The selection
of the best RO-pair is the primary objective for minimizing
the level of misprediction. As the reference RO remains quiet
during normal operations, our objective is to find a stressed RO
that degrades the most among all of the available stressed ROs.
At the same time, we need to find a reference RO, which is
slower than the stressed RO at time 0. In the following, we
present a novel RO selection flow to select the best RO-pair for
minimizing the misprediction. Let us start with a mathematical
proof to find a maximum δ f , the aging degradation.
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Fig. 7. Scatter plot of percentage degradation (%δ fS) versus percentage
frequency differences (%∂ fS ) of stressed ROs. (a) ICs aged for 3 days.
(b) ICs aged for 15 days.

A. Correlation Between Aging Degradation (δ fS) and ∂ fS

To find the maximum aging degradation (δ f ) of a CDIR,
we have conducted an experiment to observe how δ f varies
with the percentage frequency differences (∂ fS) at different
supply voltages. As the reference ROs remain quiet during
normal operations, we have selected stressed ROs for this
experiment. We have performed a MC simulation with 1000
stressed RO samples implemented in the predictive technol-
ogy model (PTM) 90-nm technology node [34] with two
different supply voltages (1.2 and 1.4 V). Fig. 7 shows the
scatter plot of δ fS versus ∂ fS at time t , where ∂ fS =
( f0S,1.4 V − f0S,1.2 V)/ f0S,1.2 V. Here, f0S,1.4 V and f0S,1.2 V
are the frequencies of the stressed RO at 1.4 and 1.2 V
supply voltage. We have observed a positive correlation (ρ)
for aging degradation and normalized frequency differences
[see Fig. 7(a) and (b)]. A theoretical proof has been presented
in Appendix A.

B. δ f Versus ∂ fS

Let us assume that a stressed RO is used for about time t
in the field. Due to aging, it slows down and the frequency
ft S at time t becomes lower than the frequency f0S at time 0.
Thus, its aging degradation, δ fs , becomes

δ fS = f0S − ft S.

The RO is operated at two different supply voltages at time 0
to calculate the percentage frequency differences

δ fS = f0S,VDD1 − f0S,VDD2

f0S,VDD2

where VDD1 > VDD2.
There exists a positive correlation ρ [see Fig. 7(a)] between

δ fS and ∂ fS . Now, our objective is to select a RO-pair that will
maximize the aging degradation (δ f ) of the SN-CDIR based
on the stressed RO percentage frequency differences (∂ fS) at
different supply voltages

δ f
ρ←− ∂ fS .

Here, the aging degradation for a CDIR is expressed as

δ f = � ft −� f0

where

� fi = fi R − fiS .

Note that δ f and ∂ fS are random variables due to PVs.

TABLE III

PROCESS VARIATIONS

Since we have shown above that a positive correlation
exists between δ fS and ∂ fS , it is possible to find an optimal
estimate δ̂ f for δ f . In particular, the minimum mean-square
error (MMSE) estimator [33] for the stressed RO degradation
can be expressed as

ˆδ fS = ρ
σδ fS

σ∂ fS

(∂ fS − μ∂ f S)+ μδ fS

where ρ represents the correlation between δ fS and ∂ fS ;
σδ fS and σ∂ fS represent the standard deviations for δ fS and ∂ fS ,
respectively; and μδ fS and μ∂ fS denote the means for
δ fS and ∂ fS , respectively.

The MMSE estimator for the CDIR degradation (δ f ) can
be written in terms of ∂ fS as follows:

δ̂ f = �̂ ft − �̂ f0 = ( f̂t R − f̂t S)− ( f̂0R − f̂0S)

= −( f̂0R − f̂t R)+ ( f̂0S − f̂t S)

= f̂0S − f̂t S .

Assuming f̂0R = f̂t R as reference RO ages very little

= ˆδ fs = ρ
σδ fS

σ∂ fS

(∂ fS − μ∂ f S)+ μδ fS .

As ρ is positive, maximizing ∂ fS will maximize δ f , which is
the separation between the two distributions at t = 0 and t = t .
This implies that in the SN-CDIR, where we have several
RO-pairs to choose from, it is optimal to choose the one
with the largest ∂ fS at t = 0. This will maximize the
distance between the two distributions of frequency difference,
as shown in Fig. 5(a), resulting in a lower probability of
misprediction than the single N-CDIR.

C. Proposed Registration and Authentication Flow

Fig. 8 shows the proposed registration flow of the SN-CDIR.
The registration flow consists of the selection of the best refer-
ence and stressed RO-pair. During registration, a large number
of new ICs are used to generate the distributions to determine
the threshold after the manufacturing test process at the
foundry. It is better to select the samples from different wafers
and lots to capture the actual PVs. The larger this sample space
is, the more accurate the PVs will be. In our simulation, we
selected PV2 (mentioned in Table III) as the extreme case,
and we believe that any PVs will be well below PV2. The
environmental conditions during measurement should be as
uniform as possible to reduce measurement errors. However,
we believe that the environmental variations should not impact
the measurement as the reference and stressed ROs are placed
close to each other, so that environmental conditions will
impact all of the ROs uniformly.

The objective of the registration phase is to find the best
reference and stressed RO-pair. During this phase, all the ROs
in the CDIR are selected, and their frequencies are captured.
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Fig. 8. Proposed registration flow for SN-CDIR.

Let us assume that there are n reference and n stressed
ROs in a CDIR. Two vectors �fR = [ fR1 fR2 . . . fRn] and
�fS = [ fS1 fS2 . . . fSn] are formed to store all the reference and

stressed RO frequencies. Now, all the frequency differences are
stored in a matrix � f = [� fi j ]n×n , where � fi j = �fR(i) −
�fS( j), ∀(i, j). If all the � fi j are positive, a reference-stressed

RO pair is selected with min(� fi j ); otherwise, � f is updated
with only negative � fi j values. The resultant distribution g′0(.)
by applying these treatments can be visualized in Fig. 5(c)
where the spread has been reduced significantly.

It is now necessary to shift the distribution at time t , gt (.) to
the right in order to increase δ f even further [see Fig. 5(a)].
A stressed RO is selected, which has maximum

−→
∂ f S( j) =

(
−−−−−→
f0S,VDD1( j)−−−−−−→f0S,VDD2( j))/

−−−−−→
f0S,VDD1( j). The corresponding

reference RO is selected with max(� fi j ) to reduce the spread
of both g0(.) and gt(.) distributions. Once the best RO pair is
selected, the frequency difference (� fi j ) is stored to form the
distribution (g0(.)). A fuse block is used to select these two
ROs permanently. All the ICs go through a similar treatment to
find out the best RO pair. Finally, the threshold is calculated,
which will be used later for the detection of recycled ICs.

Note that in the worst case, there may not be a correlation
present between δ fS and ∂ fS , as some researchers reported
a very weak or zero correlation between the aging degra-
dation with threshold voltage [35]. However, this will not
impact the result significantly as the removal of the right-
hand side and the reduction of the spread of the distribution
at t = 0 (g0(.)).

The authentication flow is exactly the same as the one
described in Fig. 3. The frequency differences (� f ) of the

Fig. 9. Architecture of our proposed AN-CDIR.

reference and stressed ROs of an IC under authentication are
measured and compared with the threshold (� fth) to determine
whether the IC is recycled or not. The CDIR will experience
more degradation once it has been used longer in the field,
and � f will be much larger than � fth making it easier to
identify.

D. Proposed Architecture of SN-CDIR

Fig. 9 shows our proposed architecture for the SN-CDIR.
It also consists of reference RO and stressed RO blocks such
as AN-CDIR. Each block consists of an equal number of
NBTI-aware ROs. The number of ROs in each block depends
on the recycled IC detection resolution. For example, it is
required to place four ROs in each block when we want to
detect recycled ICs aged for only 12 h with a 100% workload
(see Table VII). Larger numbers of ROs are necessary to
achieve a superfine recycled IC detection resolution. Like
AN-CDIR, the required number of ROs can be determined
after observing the available area on a chip.

All the ROs in the reference and stressed blocks are fed
to two different multiplexers (MU X R and MU X S ), respec-
tively. The selection input of MUX R and MUX S is provided
by the LSBs and MSBs of a shift register. If there are
n ROs in each block, the selection input of each multi-
plexer will be log2(n). Thus, the size of the shift register
will be 2log2(n). This shift register can accept data from
the MUX_SEL pin or a 2log2(n) bit fuse/antifuse block.
During the registration phase, all the ROs are selected to
measure their frequencies. In this phase, MUX_SEL selects
each RO. At the end of the registration phase, the best
RO-pair is determined. The selection bits corresponding to
these ROs are programmed in a 2log2(n) fuse/antifuse block.
VPROG provides the programming voltage to the fuse/antifuse
block.

The rest of the design is similar to the N-CDIR described
in Fig. 2. The DECODER generates all the internal signals
(see Table I) for the reference and stressed RO blocks.
It is not necessary to generate the control signals for each
RO in the reference and stressed RO blocks. All the ROs
in each block utilize the same internal signals generated by
the DECODER. The MUX, COUNTER, and TIMER operate
as described before.
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TABLE IV

MISPREDICTION RATE

V. SIMULATION RESULTS AND ANALYSIS

A. Simulation of N-CDIR

In order to verify the effectiveness of the NBTI-Aware
RO-CDIR, we implemented and simulated it using the 90-nm
technology node [34]. HSPICE MOSRA from Synopsys is
used to simulate and measure the impact of aging on this CDIR
sensor. The nominal supply voltage is 1.2 V. In this simulation,
we selected 21-stage and 51-stage ROs to compare the results.
To model the variation, the MC simulation was performed
with 1000 samples of the N-CDIR in HSPICE. Since we were
mostly concerned about detecting ICs used in the field for a
very short period of time, here, the total aging time was set to
15 days in steps of 3 days. Larger usage time would be easily
detected using this sensor.

Three different PVs were considered to investigate the
impact of variation on the detection of recycled ICs.
Table III shows the different PVs used in our simulation.
Moving from PV0 to PV2, interdie and intradie variations both
become larger. That is because as feature size decreases and
die size increases, PVs are increased significantly due to the
complex semiconductor manufacturing process. However, we
acknowledge that the impact of PVs on ROs will be minimal as
they are placed physically near to each other. PV0 represents
the expected PVs between ROs, while the other two are the
worst case scenarios.

Fig. 10 shows the simulation results of our proposed
N-CDIR sensor. The x-axis represents the frequency differ-
ence (� f ) between the reference RO and the stressed RO. The
y-axis represents the frequency of occurrence (i.e., # of MC
samples). The legend in the figures denotes the aging time
(for example, T = 3-D denotes the RO-CDIR is aged
for 3 days). The green (0-D aging) distribution for � f is
centered at 0 Hz while the pink and blue (3-D and 15-D aging)
distributions shift to the right. This is because the stressed RO
has aged and become slower resulting in larger � f .

We can clearly identify recycled ICs when the two
distributions (T = 0 and T = 3-D/15-D) do not overlap with
each other. The percentage of misprediction (new ICs detected
as counterfeit and vice versa) can be estimated as the area of
overlap between these two distributions. We apply Gaussian
fit to find the mean and variance of the distributions and
then calculate the overlapped area. We can certainly identify
recycled ICs with aging more than 15 days in almost all cases.
Based on the figure, we expect a higher misprediction rate:
1) as the PVs increase and 2) when the 21-stage RO is
used rather than the 51-stage RO (see Appendix B). As PVs
increase, the variance in � f grows resulting in larger overlap
between 0-D and 3-D/15-D distributions. Similarly, since
the 21-stage RO distributions have a larger spread than the
51-stage RO, we should also expect higher misprediction
rate. The best case scenario occurs for the 51-stage RO

Fig. 10. Distribution of frequency differences between reference RO and
stressed RO with different PVs, PV0, PV1, and PV2. (a) PV0: 21 stage RO.
(b) PV0: 51 stage RO. (c) PV1: 21 stage RO. (d) PV1: 51 stage RO.
(e) PV2: 21 stage RO. (f) PV2: 51 stage RO.

with PV0 where we can detect recycled ICs in 3 days
with a negligible penalty of misprediction. This represents
a substantial improvement over the prior work [24], which
required at least one month of aging to identify recycled ICs.
As we described in Section II, the design in [24] only ages
50% of inverters in each oscillation cycle while the other
half of inverters recover. This results in a slower aging of
the stressed RO. In contrast, our proposed design ages all the
inverters in the stressed RO constantly (without recovering)
during normal operation. Thus, we expect higher aging for
the stressed RO that allows our N-CDIR to detect recycled
ICs used much less than one month (as little as 3 days).

Table IV shows the misprediction rate, i.e., recycled ICs
identified as new (θ1) and new ICs identified as recycled (θ2)
for 21-stage and 51-stage N-CDIR sensors, with PVs men-
tioned in Table III. The rate is higher in PV2 as stressed
and reference ROs frequencies differ significantly between two
samples due to higher PVs. This results in a higher overlapped
area between two distributions. However, we obtain signifi-
cantly lower θ for 51-stage RO. θ1 is 2.79% and 0.21% when
the N-CDIR has aged 3 days and 15, respectively. For PV1,
it is 0.32% and 0% for the same use times. We can predict
all the samples as recycled or new when they are aged only
3 days. As we described earlier, with these two ROs placed
very close to each other, the variation will be well below PV1.
Under different cases, we also observe a similar misprediction
rate (θ2) of identifying new ICs as recycled. In both these
cases, the 51-stage RO outperforms the 21-stage RO.
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TABLE V

WORKLOAD ANALYSIS

In the simulation, we have only considered PVs. We did
not include any results for temperature and power supply
variation. As the two ROs are placed very close in the circuit
layout, the temperature variation between the two is practically
negligible (
T = 0) as the temperature variation is a global
phenomenon. At higher temperatures, we would also expect
more rapid aging in the stressed RO, which should only
improve our results. A similar argument can be made for power
supply variation.

It is also important to analyze different workloads that
impact the detection of recycled ICs. We define workload
as the percentage of time per day the IC is in use. The
workload/usage depends on the type of application. For exam-
ple, the ICs used in: 1) medical applications may remain on
during the entire day (workload may be 100%) or 2) tele-
visions or laptops may be ON for a fraction of day (work-
load may be well below 100%). We have considered 100%
workload for all the simulations unless specified otherwise.
Table V shows the minimum usage time of ICs under various
workloads required for proper identification. Note that we have
shown the results only for 51-stage N-CDIR as it provides
minimum misprediction. The results show that the length
of time required to detect the recycled IC increases as the
workload decreases. For example, a workload of 10% and 1%
requires the IC be used for 30 days and 300 days, respectively.
With reduced workload, we can only identify ICs as recycled if
the system is used over a longer period of time because when
the system is OFF (i.e., not in use), time passes but the stressed
RO does not age at all. Note that the impact of low workload
environment would be similar for all prior approaches based
on aging [13], [14], [24]. Hence, the proposed N-CDIR will
outperform all prior works at any workload.

B. Simulation of AN-CDIR and SN-CDIR

In this section, we present the simulation results for the
AN-CDIR and SN-CDIR structures. We present the simulation
results for the PVs PV2 to evaluate the performance of the
CDIRs in the most extreme cases. We believe that these CDIRs
will perform better than standard manufacturing processes, as
these ROs are placed very close to each other. As in the
case of the N-CDIR, we have implemented and simulated
these CDIRs using the 90-nm technology node [34]. HSPICE
MOSRA from Synopsys is used to simulate and measure the
impact of aging on this CDIR sensor. The nominal supply
voltage is 1.2 V. In this simulation, we selected the 51-stage
ROs as they outperform the 21-stage RO (see Table IV).
To model the variation, the MC simulation was performed
with 1000 samples of the CDIRs. First, we will present
the results when the CDIRs are aged for only 3 days with
a 100% workload. Larger usage time than 3 days would be
easily detected using these sensors.

Fig. 11 shows the histogram plot of the average frequency
difference between the reference and stressed RO-pairs for

Fig. 11. Frequency difference distribution at PV2 of AN-CDIR with different
numbers of RO-pairs.

TABLE VI

MEAN AND VARIANCE f DISTRIBUTION OF AN-CDIR

different numbers of RO-pairs in an AN-CDIR.
We have observed that the spread of the distributions at
time 0 and 3 days reduced significantly while increasing the
RO-pairs in the CDIR. However, the separation between the
two distributions remains the same. The threshold (� fth) for
determining whether the ICs under tests are new or recycled
is the same for all the different RO-pairs in a CDIR and is
(μt=0 + μt=3−D)/2 = 2.77 MHz. Fig. 11 also reveals the
same fact that the detection of recycled ICs aged fewer than
3 days requires more than 2 RO pairs in a CDIR. The higher
the number of RO pairs, the better the likelihood that we will
be able to detect recycled ICs that have been used less in the
field.

It is relevant to analyze how the mean (μ) and variance (σ 2)
of the frequency difference distribution of the AN-CDIR
changes with an increased number of RO pairs to estimate the
misprediction accuracy and the number of RO-pairs required
to achieve nearly a zero misprediction rate. Using the norm f i t
MATLAB function [36], we measure the actual mean and
variance (denoted as Act . in Columns 3, 5, 7, and 9 of
Table VI) of different distributions with different numbers of
RO pairs in a CDIR, and compare them (denoted as Ex p. in
Columns 2, 4, 6, and 8 of Table VI) with 7 and 8 to measure
the accuracy of our averaging algorithm. Table VI shows the
values for μ and σ . We have observed an error in the expected
value (Ex p.) compared with the actual value (Act .), which is
<0.5% for μ and <9% for σ .

Now, we will analyze the performance of the SN-CDIR.
Fig. 12 shows the histogram plot of the frequency difference
between the selected best reference and stressed RO-pairs.
We have observed that there is no overlap between the
two distributions at time 0 and 3 days for all the figures,
Fig. 12(a)–(d). However, the separation between the two dis-
tributions increases as the number of RO-pairs increases.
The threshold (� fth) (see Fig. 8) for determining whether
the ICs under tests are new or recycled is 2 MHz for all the
CDIRs with different RO pairs. Fig. 12 reveals that, to detect
a recycled IC aged for only 3 days with zero-misprediction,
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Fig. 12. Frequency difference distribution at PV2 of SN-CDIR with different
numbers of RO-pairs. (a) Best of 2 RO-pairs. (b) Best of 4 RO-pairs. (c) Best
of 6 RO-pairs. (d) Best of 10 RO-pairs.

TABLE VII

MISPREDICTION ANALYSIS OF AN-CDIR AND SN-CDIR

does not require more than 2 RO-pairs in a CDIR. However,
there will be an inevitable overlap between the two distribu-
tions when the ICs are aged for fewer than 3 days. In that case,
a higher number of RO-pairs in a CDIR would be required.

Table VII shows the prediction accuracy of the AN-CDIR
and the SN-CDIR. The rate of misprediction [i.e., recycled ICs
identified as new (θ1) and new ICs identified as recycled (θ2)]
is also estimated using 1 for the AN-CDIR. We cannot apply
this equation to estimate the rate of misprediction for the
SN-CDIR, as the distributions are no longer Gaussian. These
mispredictions are calculated as

θ1 = #samples with � f < � fth

Total samples
× 100%

θ2 = #samples with � f > � fth

Total samples
× 100%.

Column 1 represents the duration for the two CDIRs that are
aged. Column 2 represents the number of RO-pairs in a CDIR.
In this simulation, we have implemented a maximum of 10
RO-pairs in a CDIR. We observe from this table that a larger
number of RO-pairs are required to detect ICs that have been

TABLE VIII

AREA OVERHEAD ANALYSIS

aged less amount of time. We can identify all ICs (recycled
or new) without any error for both CDIRs with 2 RO-pairs
when the aging duration is more than 15 days. All ICs with
3 days of prior usage can be detected using the SN-CDIR with
2 RO-pairs without any error, whereas the prediction errors
for AN-CDIR with 2 RO-pairs are 0.2938% and 0.2511%.
We require 4 RO-pairs for both CDIRs to identify ICs with
only 1 day of aging. However, the SN-CDIR provides better
prediction accuracy. We require 6 and 4 RO-pairs for the
SN-CDIR and the AN-CDIR to identify ICs with only 12 h of
aging. For the SN-CDIR, we need to set the threshold (� fth)
carefully such that θ1 and θ2 are of similar value.

If there is no overlap between the two distributions
(g0(.) and gt(.)), then one can select a threshold (� fth)
greater than 0. For example, one can select � fth = 2 MHz
for Fig. 12(b)–(d). However, in this table, we mention fth = 0
even though there is no overlap. When the ICs are aged
with a less amount of time the distribution (gt(.)) shifts
very little to the right, and there might be a possible overlap
by the tail of gt(.) with g0(.). Thus, it is wise to select a
threshold (� fth) near 0.

When the ICs are used for a very small amount of time, the
performance of the SN-CDIR outperforms the AN-CDIR. For
example, θ1 and θ2 are 13.07% and 12.85% for the AN-CDIR
with 2 RO-pairs, whereas they are 7.3% and 7.5% for the
SN-CDIR. We can detect recycled ICs with 2 h of aging
using an SN-CDIR with 6 RO-pairs, whereas it requires an
AN-CDIR with 10 RO-pairs. In addition, the misprediction
rate is also higher for the AN-CDIR.

C. Area Overhead Analysis

Table VIII shows the area overhead analysis of all the
CDIRs. We simulated several IWLS 2005 benchmarks ranging
from low to high sizes to compute the area overhead. The area
overhead is defined as the ratio of the size/area of the CDIR
with the size/area of the benchmark. We have not considered
the size of the timer and counter while calculating the area
for the CDIRs as we assume the frequency measurement
can be performed off-chip. We also assume that the area for
the AN-CDIR and the SN-CDIR with the same number of
RO-pairs is almost the same. The additional area for the
SN-CDIR comes from the fuse/antifuse block, and we can
neglect this for simplicity’s sake.

As seen above, the overhead is more than 1% for small
benchmarks (i2c, spi, and b14) for the 51-stage N-CDIR
that could make it challenging to use them in small designs.
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The area overhead for the 51-stage O-CDIR [24] is lesser than
that for our 51-stage N-CDIR. However, for medium and large
designs, the area of the O-CDIR or N-CDIR would hardly
impact the overall area of the design.

The area overhead for the AN-CDIR and the SN-CDIR is
comparably high for higher numbers of RO-pairs. Both CDIRs
with 2 RO-pairs can be implemented in designs larger than the
benchmark DM A with minimum area overhead. On the other
hand, these CDIRs with 10 RO-pairs can only be implemented
in large designs. As the size of most current system-on-chips
(e.g., microprocessors, digital signal processors, and microcon-
trollers) are comparable or larger than vga_lcd benchmark, we
can successfully implement these CDIRs without affecting the
area overhead. In summary, the designers can select a CDIR
depending on the area budget that can satisfy the requirements
on minimum usage time for detection.

D. Attack Analysis

Due to the evolving nature of IC recycling activities, it is
of utmost importance to analyze all of the possible attacks on
these CDIRs and their vulnerabilities in order to examine their
robustness. Recyclers are always in the process of improving
their old technologies through experience and adopting new
methodologies. In this section, we analyze all the possible
attack scenarios and their impact on our CDIRs.

1) Removal or Tampering of the CDIR: The first attack
on the CDIRs could be removal or tampering attacks. In this
scenario, the attacker tries to replace the stressed RO with a
new counterpart or tries to tamper with the connections inside
the multiplexer. However, it is fairly impossible to replace the
stressed RO with a new one. Currently, recyclers have the
capability to tamper with the connections using focused ion
beam circuit edit [37]. If we assume that the tampering is
possible, then the counterfeiter must remove the old package
and again repackage and remark it according to its original
specifications. This removal and repackaging may not be cost
effective to the counterfeiters. Hence, it is unlikely to be used
in practice.

2) Age Reference RO: The attacker will try to intentionally
age the reference RO to mask the frequency differences
between the reference and stressed ROs. In this scenario,
the attacker forces the CDIR to work in authentication mode
(MODE 10, in Table I) under accelerated stress conditions.
However, in this mode, the stressed RO will also be in
oscillation resulting similar amount of aging. To mask the
initial aging difference, the recycler must age the chip for a
long period of time. Burn-in is very expensive as there are
hundreds of different IC types, and the recycler must have an
expensive setup for all different ICs. The primary incentive
for counterfeiting is cheap recycling, not adding extra cost to
the components. There might not be any motivation left for
the counterfeiters when they are forced to add burn-in to their
recycling process.

VI. CONCLUSION

In this paper, we have presented three different structures
based on NBTI-aware ROs to detect recycled ICs used only for
a very short period of time. The reference ROs in these CDIRs

Fig. 13. Transient response of the CMOS inverter.

remain quiet during the normal operation of the IC while the
stressed RO gets aged at an accelerated pace utilizing NBTI
of pMOS transistors. This helps to get a reasonable frequency
difference between the reference and stressed ROs even though
an IC is used only a very short duration. We proposed two
different versions of CDIRs with multiple RO-pairs where
the designer can select the number of RO-pairs depending
on their area budget. These CDIRs provide better prediction
accuracy compared with N-CDIR. AN-CDIR with 10 RO-pair
can detect recycled ICs aged only for 2 h with a very little
misprediction rate. SN-CDIR provides even better accuracy
than AN-CDIR. We can detect recycled ICs with certainty
even though they have been used only for 2 h in the field.

APPENDIX

A. Correlation Between δ fS and ∂ fS

The amount of threshold voltage degradation (�Vth) due to
voltage profiles experienced by the pMOS transistor can be
represented by [38]

�Vth ∝ exp

( |Vgs| − |Vtp|
E0tox

)

where tox is the gate oxide thickness, Vgs is the gate–source
voltage and E0 = 2 MV/cm. Now, differentiating �Vth with
respect to |Vtp| results in

d�Vth

d|Vtp| ∝
−1

E0tox
exp

( |Vgs| − |Vtp|
E0tox

)
< 0.

Thus, �Vth is a monotonic decreasing function with |Vth|,
which results in higher degradation in at low Vth corner. This
will result in a higher δ fS for low Vth corner. We can prove a
positive correlation between δ fS and ∂ fS if we prove higher
∂ fS leads to the selection of a low |Vth| pMOS transistor.

For simplicity, let us consider a simple RO [see Fig. 1(a)]
with n inverters consisting of one pMOS and one nMOS
transistors. The frequency of that RO is f = 1/(2 ∗ n ∗ td),
where td is the delay of an inverter. Clearly, the frequency
of an RO is inversely proportional to the delay of an inverter
while assuming all the inverters are identical.
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Fig. 13 shows the transient response of an inverter and the
charging and discharging circuits during its switching. The rise
time tr depends on the charging of the output capacitor Cout
through Rp , while the fall time t f depends on the discharging
of Cout through Rn . The RC time constants during charging
and discharging are τp = RpCout and τn = RnCout. The rise
time and fall time are proportional to τp and τn , respectively.
Now, the propagation delay of an inverter

td ∝ (tr + t f ) ∝ (τp + τn) = (Rp + Rn)Cout

where
Rp = 1

βp(VDD + Vtp)

and
Rn = 1

βn(VDD − Vtn)
.

Thus, f ∝ (1/Rp + Rn) = (k/Rp + Rn) where k is a
constant.

Now, the percentage frequency differences

∂ fS = f0S,VDD1 − f0S,VDD2

f0S,VDD2

=
1

Rp1+Rn1
− 1

Rp2+Rn2

1
Rp2+Rn2

=
(

Rp2 + Rn2

Rp1 + Rn1
− 1

)
. (9)

Differentiating ∂ fS with respect to |Vtp|
d

dVtp
(∂ fS) = d

dVtp

(
Rp2 + Rn2

Rp1 + Rn1
− 1

)

=
(Rp1+Rn1)

d
dVtp

(Rp2)− (Rp2+Rn2)
d

dVtp
(Rp1)

(Rp1 + Rn1)2

as Rn1 and Rn2 are constants.

Now
(Rp1 + Rn1)

d
dVtp

(Rp2)

(Rp2 + Rn2)
d

dVtp
(Rp1)

=
(

1
VDD1+Vtp

+ 1
VDD1−Vtn

)
×

[
− 1

(VDD2+Vtp)2

]
(

1
VDD2+Vtp

+ 1
VDD2−Vtn

)
×

[
− 1

(VDD1+Vtp)2

]

= VDD1 − Vt

VDD2 − Vt

assuming Vtn = −Vtp = Vt ; βn = βp >1 as VDD1 > VDD2.
Thus, (d/dVtp)(∂ fS) > 0 signifies that ∂ fS is a monotonic

increasing function with Vth. We can infer that the selection of
a higher ∂ fS leads to the selection of a lower |Vth| (higher Vth
as it is negative) pMOS transistor. This results in a positive
correlation (>0) between δ fS and ∂ fS .

B. Δ f Distribution Versus ROs Stages

Let us consider two n-stage reference and stressed ROs.
The frequency of an RO becomes: f = 1/(2

∑
tdi), where

tdi is the delay for the i th stage. We can express tdi as
tdi = td0 + �i , where td0 is the fixed delay for all the
inverters and �i is the variable delay due to PV. Thus, the
frequency becomes

f = 1

2ntd0 + 2
∑

�i
.

Now

� f = fR − fS

= 1

2ntd0 + 2
∑

R �i
− 1

2ntd0 + 2
∑

S �i

=
(∑

S �i −∑
R �i

)
(
ntd0 +∑

R �i
) (

ntd0 +∑
S �i

) . (10)

From (10), it can be inferred that � f ( fR − fS) tends to be
near the mean (0) of � f distribution as n increases due to the
numerator increases at the order of n, whereas the denominator
increases at the order of n2. This results in the reduction of the
spread of � f distribution for a 51-stage RO and thus increase
in the accuracy.
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