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ABSTRACT
With the widely deployed cloud services, data center net-
works are evolving toward large-scale and multi-path net-
works, which cannot be supported by conventional routing
methods, such as OSPF and RIP. To alleviate this issue,
some new routing methods, such as PortLand and BSR, are
proposed for data center networks. However, these routing
methods are typically designed for a specific network ar-
chitecture, and thus lacking adaptability while complex in
fault-tolerance. To address this issue, this paper propos-
es a generic routing method, named fault-avoidance routing
(FAR), for data center networks that have regular topolo-
gies. FAR simplifies route learning by leveraging the regu-
larity in a topology. FAR also greatly reduces the size of
routing tables by introducing a novel negative routing table
(NRT) at routers. The operations of FAR is illustrated by
an example Fat-tree network and the performance of FAR
is analyzed in detail. The advantages of FAR are verified
through extensive OPNET simulations.
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1. INTRODUCTION
In recent years, with the rapid development of cloud com-

puting technologies, the widely deployed cloud services, such
as Amazon EC2 and Google search, bring about huge chal-
lenges to data center networking (DCN)1. Today’s data cen-
ters (DCs) require large-scale networks with higher internal
bandwidth and lower transfer delay, but conventional net-
works cannot meet such requirements due to limitations in
their network architecture.
In recent years, some new network architectures have been

proposed for data centers [1][2]. These network architec-
tures can support more than tens of thousands of servers
with very high internal bandwidth, and some of them can

1In this paper, depending on the context, DCN represents
data center network and data center networking interchange-
ably.

be used to construct non-blocking networks, such as Fat-tree
[3], BCube [4] and MatrixDCN [5]. To connect large num-
bers of servers, many switches or servers with routing func-
tionality are used in a DCN. For example, to accommodate
27,648 servers, a Fat-tree network requires 2,880 switches,
each of which has 48 switching ports. It is unlikely that
generic routing protocols such as OSPF and IS-IS can be
scaled to support several thousands of routers [6], so some
specific routing protocols are proposed for these architec-
tures. These specific routing protocols have better perfor-
mance than the generic routing protocols, because they are
delicately designed according to the topological feature of
the network architecture.

In the future, an extra-large-scale DCN may be composed
of several heterogeneous networks, and each network em-
ploys a different architecture [7]. Several network architec-
tures coexist in a DC. From the cost-effective point of view,
a desirable routing device should have agility for supporting
various mainstream network architectures and the related
routing protocols, which enables the reuse of the routing
device when the architecture is changed. But in fact, the
proposed routing algorithms for various architectures are so
different, which causes difficulty to renovate a routing de-
vice to support multiple existing routing protocols. Further-
more, these routing methods have poor compatibility with
the current routing protocols, since the structure and query
method of their routing table, fault-tolerance and routing
mechanism are all different with current routing protocols.
It’s a challenging issue to implement these specific routing
protocols through modifying the current routing protocols.
In addition, to deal with link failures, these specific routing
methods of new network architectures introduce complicat-
ed fault-tolerance mechanisms, which makes these routing
methods more complex [3] [4].

In this paper, to address the problems above, we propose
a generic routing method, named fault-avoidance routing
(FAR) method, for DCN. Not limited by a specific type of
network architecture, this routing method can be used in
any network architectures with regular topologies.

FAR consists of three components, i.e., link state learning
unit, routing table building unit and routing table query-
ing unit. In the link state learning unit, FAR exchanges link
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failures among routers to establish a consistent knowledge of
the entire network. In this stage, the regularity in topology
is exploited to infer failed links and routers. In the routing
table building unit, FAR builds up two routing tables, i.e., a
basic routing table (BRT) and a negative routing table (N-
RT), for each router according to the network topology and
link states. In the last component, routers forward incoming
packets by looking up the two routing tables. The matched
entries in BRT minus the matched entries in NRT are the
final route entries to be used for an incoming packet.
FAR simplifies the computing of routing tables by lever-

aging the regularity in topology and decreases the size of
routing tables by introducing the NRT at routers. As op-
posed to the existing routing methods, FAR has the follow-
ing advantages:

• Each router is only configured one IP address, which
greatly simplifies the configuration of a data center
network.

• By leveraging the regularity in topology, FAR avoids
the problem of network convergence and reduces the
complexity of calculating routes. The time of calcu-
lating routes is shortened to hundreds of milliseconds
from tens of seconds for typical DCN scenarios.

• By introducing NRT, FAR decreases the size of rout-
ing tables. In a DC that contains tens of thousands
of severs, FAR routing tables only have tens of route
entries.

• FAR has good adaptability. It can be used in many
kinds of network topologies after slight modifications.

The main contributions of this paper are three-fold: 1)
propose a generic routing framework for the DCN with a
regular topology; 2) introduce the negative routing table to
routing methods, which can reduce the size of routing tables;
3) give a performance analysis and a thorough simulation
study of FAR with OPNET.
The remainder of this paper is organized as follows. Sec-

tion 2 introduces the related research on routing for DCN.
Section 3 presents the framework of FAR routing and uses a
Fat-tree network to illustrate the operations of FAR. Section
4 analyzes the performance of FAR. Section 5 verifies FAR
routing through OPNET simulations. Section 6 concludes
for this paper.

2. RELATED WORK
RIP and OSPF are the two generic routing protocols that

are widely applied for interior (intra-domain) routing. As
a distance-vector based algorithm, RIP works fine only for
small-size network, as it uses a hop count of 15 to denote in-
finity and has the slow convergence or count-to-infinity prob-
lem, which makes it unsuitable for large networks. OSPF
addresses all RIP shortcomings and thus is better suited for
modern large, dynamic networks. But in really large config-
urations, the huge number of router updates–that flow be-
tween routers–can become an issue. In very large OSPF net-
works, topology convergence can be delayed, while routers
exchange link-state messages, update databases, and recal-
culate routes. To address this issue, an OSPF network is
divided into many areas and each area calculate routes in-
dependently. But in practice, it is very difficult to divide a

data center network, such as a Fat-tree network, into mul-
tiple OSPF areas, so OSPF is not suitable to a large-scale
data center network.

To support large data center networks, some layer-2 rout-
ing methods were proposed. In these layer-2 switching meth-
ods, such as TRILL[8] and Cisco’s FarbricPath[9], some layer-
3 routing technologies are applied for Ethernet frames’ for-
warding in layer-2 network. TRILL is an IETF standard
that is used in devices called RBridges (routing bridges) or
in TRILL Switches, which provide multi-path forwarding for
Ethernet frames. In TRILL, RBridges compute the shortest
path and equal-cost paths in layer 2 by using TRILL IS-IS,
which is a link-state routing protocol similar to IS-IS routing
protocol. MAC-in-MAC encapsulated packets are forwarded
to the destination host via the switched network comprising
RBridges. FabricPath is a similar but private technology
provided by Cisco.

Another layer-2 routing solution is SEATTLE, which us-
es a link-state routing protocol to establish a routing path
between switches [10]. Unlike TRILL, SEATTLE uses the
global switch-level view provided by a link-state routing pro-
tocol to form a one-hop DHT. The DHT stores IP to MAC
mapping and MAC to host location mapping of each host in
switches. SEATTLE converts an ARP request to a unicast-
based message to obtain a destination host’s MAC address
and destination switch that the destination host is connect-
ed to, and then forwards packets to the destination switch.
At last the destination switch forwards packets to the desti-
nation host.

SPAIN [11] and NetLord [12] demonstrate a new think-
ing about layer-2 interconnection based on existing switch
devices in an arbitrary topology. Within these methods, a
set of paths is pre-computed offline for each pair of source-
destination hosts by exploiting the redundancy in a given
network topology. Then, these paths are merged into a set
of trees, and each tree is mapped onto a separate VLAN. In
this way, a proxy application is installed on the hosts, and
the proxy chooses several VLAN paths transmitting packet-
s to the destination host. The advantage of this method is
that multipath is implemented, and routing load is balanced
on multiple paths in an arbitrary topology. Its drawbacks
are inflexibility to changes in topology and the modifications
to hosts.

Besides these generic routing algorithms, researchers pro-
posed some specialized routing algorithms for some special
network architectures. These routing algorithms leverage
the regularity in the topology, so they have higher efficiency
on route computing and packet forwarding.

BCube[2] is a sever-centric network architecture in which
servers are responsible for both computing service and rout-
ing function. In BCube, a source routing protocol called
BSR is deployed on servers. BSR has the abilities of load
balance and fault-tolerance. When a new flow comes, the
source sends probe packets over multiple parallel paths and
selects the best path according to probe responses. In gen-
eral, using a source routing protocol in a large-scale network
may result in too much network overhead and too long con-
nection time.

Fat-tree [3] uses two-level routing tables to spread out-
going traffic on multiple equal cost paths. When making
a routing decision, a switch looks up a main routing table
firstly. If no route is hit, then the switch looks up a s-
mall secondary table. To implement fault-tolerance in rout-
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Figure 1: The Routing Framework of FAR

ing procedure, Fat-tree detects link failures by a Bidirec-
tional Forwarding Detection session (BFD) [13] and broad-
casts those failures between switches. When assigning new
flows, switches check whether the intended output port cor-
responds to one of link failures and try to avoid link failures
if possible.
PortLand is a layer-2 network solution specifically for the

Fat-tree network [14]. It uses a lightweight location discov-
ery protocol (LDP) that allows switches to discover their
location in the topology. In PortLand, every end host is
assigned an internal pseudo MAC (PMAC) that encodes
the location of the end host. Different with other layer-2
technologies, PortLand leverages the knowledge of network
structure within layer-2 routing, which helps that PortLand
has smaller switching overhead, more efficient forwarding,
and higher fault tolerance than others. Its drawback is that
PortLand is specified for the Fat-tree network only.
Compared with generic routing methods, topology-aware

routing algorithms leverage the regularities in topology in
route computing and thus have a higher efficiency. The
shortages of those topology-aware routing algorithms are:
1) they are closely designed for the special topology of net-
works; 2) their fault-tolerance mechanisms are complicated.

3. FAR ROUTING
We propose a generic distributed routing method, fault-

avoidance routing (FAR), specifically designed for a data
center network with regular topology. FAR simplifies route
computing by leveraging the regularity in network topologies
and solves the problem of lack of adaptability in existing
routing methods of data center networks. Compared with
other routing methods, FAR is simpler and more efficient,
and has good fault-tolerance performance.
FAR requires that a data center network has a regular

topology, and network devices, including routers, switches,
and servers, are assigned IP addresses according to their
location in the network. In other words, we can locate a
device in the network according to its IP address. Note that
these assumptions are generally true for most data center
networks. To run FAR in a data center network, each router
or switch with routing functionality should be deployed with
a FAR instance.
FAR is divided into three parts: 1) the link state learning

unit, which learns all the link failures in the entire network;

2) the routing table building unit, which builds up routing
tables according to learnt link states; and 3) the routing
table querying unit, which looks up routing tables to forward
packets. The framework of FAR is shown in Fig.1.

The link state learning unit consists of 4 modules. In the
neighbor/link detection module (M1), switches detect their
neighbor switches and connected links by a heartbeat mech-
anism. The device learning module (M2) learns all the active
switches in the entire network, and then infers failed switch-
es according to the network topology. In the link failure
inferring module (M3), switches infer their invisible neigh-
bors and related failed links. If a link between router Sa

and its neighbor Sb breaks, then Sb can’t be detected by Sa

through a heartbeat mechanism. In this case, Sb is called an
invisible neighbor of Sa. In the link failure learning module
(M4), every switch learns all the failed links in the entire
network.

Different with other routing methods, FAR uses two rout-
ing tables, a basic routing table (BRT) and a negative rout-
ing table (NRT). The function of a BRT is the same as the
routing table in conventional routing methods, telling FAR
what paths are available to reach a destination node. Oppo-
sitely, an NRT tells what paths FAR should avoid because
those paths pass through some failed links. FAR looks up
the two routing tables to get the final applicable paths. BRT
building module (M5) builds up a BRT for a router depend-
ing on its neighbors and links detected in M1. NRT building
module (M6) builds up an NRT for a router depending on
the failed switches and links learned in M2 and M4. Routing
table querying module (M7) looks up both an NRT and a
BRT, and then combines query results together to forward
incoming packets.

3.1 Example Fat-tree Network
The example Fat-tree network is built with 4-port switch-

es, as shown in Fig.2. The Fat-tree network is composed of
layer-3 switches. There are 4 layers in the Fat-tree network.
The top layer is the core layer, and the other layers are the
aggregation layer, edge layer and server layer, respectively.
Except for core switches, all the other devices are partitioned
into many pods.

In the example network, devices are elaborately assigned
IP addresses according to their locations. Aggregation switch-
es, edge switches and servers are given addresses in the form
of 10.pod.0.switch, 10.pod.switch.1 and 10.pod.switch.dev,
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Figure 2: The example Fat-tree Network

respectively, where pod denotes the pod number, switch de-
notes the switch’s position in the pod and dev denotes a
server’s position in the pod. Core switches are given ad-
dresses in the form of 10.0.i.j.
In the following paragraphs, we will take the Fat-tree net-

work as an example to introduce the principles of FAR.

3.2 Learn Link States
To avoid failed links when forwarding packets, every switch

needs to know the states of all links, active or failed. FAR
spreads all the switches and link-state changes to each switch
by a flooding method. To avoid a message looping in the
network, each switch only forwards unknown switches and
link failures to their neighbors. The flooding method insures
that each switch can learn all the switches and link failures
since a switch will receive a message multiple times from its
neighbors. The procedure of learning link states is divided
into four steps.
1) Neighbor Discovery
Adjacent switches send hello messages (heartbeat) to each

other for detecting their neighborhood relationship. M1
sends hello messages periodically to all of its ports and re-
ceives hello messages from its neighbor routers. M1 detects
neighbor switches and directly-connected links according to
received hello Messages and stores these neighbors and links
in a local database.
2) Device Learning
FAR learns all the switches in the entire network through

device announcement (DA) messages and device link re-
quest (DLR) messages. When a switch starts, it sends a
DA message announcing itself to its neighbors and a DL-
R message requesting the knowledge of switches and links
from its neighbors. When M2 receives a DA message, it
stores unknown switches encapsulated in the message into
its local database and then forwards them to its neighbors
except for the incoming one. M2 replies a DLR message
with a DA message that encapsulates all the routers in its
database. Device announcements will be repeatedly pub-
lished by a long period such as 30 minutes.
When M2 has learned all the active switches, it infers

failed switches in the network by leveraging the regularity
in topology. For example, we suppose that the node 10.1.0.1

fails, so it cannot be detected by node 10.1.1.1 through the
heartbeat mechanism. But according to the regularity in
topology and assignment rules of IP address in the Fat-tree
network, 10.1.1.1 can infer that there exists a failed aggrega-
tion switch whose IP address is 10.1.0.1 and the aggregation
switch is in failure.

3) Link Failure Inferring
Because a device’s location has been coded into its IP

address, it can be determined whether two routers are adja-
cent according to their IP addresses. For example, we can
infer that the core switch 10.0.1.1 (Sa) and the aggregation
switch 10.1.0.1 (Sb) are adjacent. If Sa learns the existence
of Sb through a DA message but Sa can’t detect Sb through
M1 module, Sa can infer that Sb is an invisible neighbor of
Sa and a failed link lies between Sa and Sb. Based on this
idea, M3 infers all the invisible neighbors of a router and the
related link failures.

4) Link Failure Learning
FAR requires the knowledge of link failures in the en-

tire network. It learns link failures through link failure an-
nouncement (LFA) messages and DLR messages. When a
switch starts, it sends a DLR message to request the knowl-
edge of routers and links from its neighbors. M4 will answer
an LFA message that encapsulates all the link failures in its
database. If a link fails or recovers, M4 will also broadcast
the change to its neighbors through an LFA message. When
M4 receives an LFA message, it updates its local link-state
database and then forwards them to its neighbors except for
the incoming one.

3.3 Basic Routing Table
By leveraging the regularity in topology, FAR can calcu-

late routing paths for any destination and build a BRT for a
router without the complete knowledge of a network topolo-
gy. For example, the core switch 10.0.1.1(Sa) knows that its
port 1 is connected to the aggregation 10.1.0.1(Sb) and the
subnet 10.1.0.0/16. When Sa receives a packet whose desti-
nation is 10.1. ∗ .∗, it will forward the packet to Sb from its
port 1. In order to implement such a routing, Sa will create
a route entry whose destination is 10.1.0.0/16, whose next
hop is Sb and whose corresponding interface is port 1 in its
BRT. Since IP addresses of network devices are continuous,
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FAR only creates one route entry for a group of destination
addresses that have the same network prefix by means of
route aggregation technology.
Module M5 builds up a BRT for a router depending on

the detected neighbors and links in M1. Every switch in a
Fat-tree network clearly knows how it forwards a packet, so
it’s easy to build BRTs for the switches. The forwarding
policy of a switch is described as follows: When a packet
arrives at an edge switch, if the destination of the packet
lies in the subnet that the switch connects with, then it di-
rectly forwards the packet to the destination server through
layer-2 switching; otherwise, the switch forwards the packet
to any of the aggregation switches in the same pod. When a
packet arrives at an aggregation switch, if the destination of
the packet lies in the current pod, then the switch forwards
the packet to the corresponding edge switch that the des-
tination server connects to; otherwise, the switch forwards
the packet to any of core switches that it connects to. If a
core switch receives a packet, it forwards the packet to the
corresponding aggregation switch that lies in the destina-
tion pod. The forwarding policy discussed above is easily
expressed through a BRT. For example, the BRT of the ag-
gregation switch 10.1.0.1 is as follows:

Destination/Mask Next Hop
10.1.1.0/255.255.255.0 10.1.1.1
10.1.2.0/255.255.255.0 10.1.2.1
10.0.0.0/255.0.0.0 10.0.1.1
10.0.0.0/255.0.0.0 10.0.1.2

The BRT of an edge or core switch is similar to aggrega-
tion switches, which are omitted for brevity.
The number of route entries in a BRT of a switch is equal

to the number of its neighbor switches, which is from several
to tens, so the size of a BRT is very small and looking up
an entry in such a small table will be very fast.

3.4 Negative Routing Table
Because a BRT doesn’t consider link failures, the rout-

ing paths calculated by a BRT can’t avoid failed links. To
solve this problem, one method is to tell a switch what hops,
i.e. paths, it can forward packets to, and another method
is to tell a switch what hops it can’t. Conventional rout-
ing methods, such as OSPF and RIP, are all based on the
first method. In FAR, the second method is used. FAR us-
es a NRT to exclude the routing paths that pass through
some failed links from the paths calculated by a BRT. The
M6 module builds up a NRT for a router depending on the
learned device and link failures in M2 and M4.

Figure 3: An example of multiple paths network

Compared with conventional routing method, using an N-
RT to avoid failed links in a multiple paths network is simple
and can decrease the size of routing tables remarkably. For
example, in Fig. 3, if the network has no failures, the routing
table of node 10.1.16.1 has 16 route entries as follows:

Destination/Mask Next Hop
10.1.0.0/255.255.0.0 10.1.0.1
10.1.0.0/255.255.0.0 10.1.0.2

. . .
10.1.0.0/255.255.0.0 10.1.0.16

If the link between node 10.1.1.1 and 10.1.0.2 fails, in order
to avoid this failed link for communications from the sub-
net 10.1.16.0/24 to the subnet 10.1.1.0/24, in conventional
routing methods the node 10.1.16.1 should add 15 additional
route entries as follows:

Destination/Mask Next Hop
10.1.1.0/255.255.255.0 10.1.0.1
10.1.1.0/255.255.255.0 10.1.0.3

. . .
10.1.1.0/255.255.255.0 10.1.0.16

The above entries tell the switch that the traffic to subnet
10.1.1.0/24 can be forwarded to 10.1.0.1, 10.1.0.3, . . . , and
10.1.0.16 except for 10.1.0.2.

But in FAR, only one route entries is needed:

Destination/Mask Next Hop
10.1.1.0/255.255.255.0 10.1.0.2

It tells the router, for the traffic to subnet 10.1.1.0/24, the
next hop cannot be 10.1.0.2.

Module M6 builds up an NRT for a switch based on link
and device failures of the entire network. If a link or device
comes back up, related route entries should be removed from
NRTs. In a Fat-tree network, only aggregation switches and
edge switches require NRTs. Next we illustrate how a switch
builds its NRT in a Fat-tree network. As a device failure can
be treated as a group of link failures, we don’t discuss device
failures in this paper. We also don’t discuss recovering of
links or devices since it just is a reverse procedure of link
failures.

3.4.1 Single Link Failure
In a Fat-tree network, links can be classified into three

types according to their locations: (1) servers to edge switch-
es; (2) edge to aggregation switches; (3) aggregation to core
switches. Link failures between servers to edge switches only
affect the communication of the corresponding servers and
don’t affect any switch’s routing tables. So we only need to
consider the failures of the second and third type of links.

1) Edge-to-aggregation link Failures
If a link between an edge switch, such as 10.1.2.1(Sa),

and an aggregation switch, such as 10.1.0.1(Sb), fails, it may
affect three types of communications:

• A communication whose source lies in the same subnet
with Sa, but whose destination does not. In this case,
the link failure will only affect the routing of Sa. As
this link is attached to Sa directly, Sa only needs to
delete the route entries whose next hops are Sb in its
BRT and doesn’t add entries to its NRT.
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• A communication that its source and destination both
lie in the same pod with Sa, and the destination lies in
the same subnet with Sa but the source does not. In
this case, the link failure will affect the routing of all
the edge switches in the pod except for Sa. When an
edge switch, such as 10.1.1.1, learns the link failure, it
will add a route entry into its NRT:

Destination/Mask Next Hop
10.1.2.0/255.255.255.0 10.1.0.1

• A communication whose destination lies in the same
subnet with Sa and whose source lies in another pod.
In this case, the link failure will affect the routing of
all the edge switches except for those lie in the same
pod with Sa. When an edge switch, such as 10.3.1.1,
learns the link failure, because all the routes that pass
through 10.3.0.1 to Sa will certainly pass through the
link between Sa and Sb, 10.3.1.1 needs to add a route
entry to its NRT in order to avoid 10.3.0.1:

Destination/Mask Next Hop
10.1.2.0/255.255.255.0 10.3.0.1

2) Aggregation-to-core link failures
If a link between an aggregation switch, such as 10.1.0.1(Sa),

and a core switch, such as 10.0.1.2(Sb), fails, it may affect 2
types of communications:

• A communication whose source lies in the same pod
with Sa and whose destination lies in another pod. In
this case, only Sa’s routing will be affected. As the
failed link is attached to Sa directly, Sa only needs to
delete the route entries whose next hops are Sb in its
BRT.

• A communication whose destination lies in the same
pod with Sa and whose source lies in another pod.
In this case, the link failure will affect the routing of
all the aggregation switches except for those lie in the
same pod with Sa. When an aggregation switch, such
as 10.3.0.1, learns the link failure, it needs to add a
route entry to its NRT:

Destination/Mask Next Hop
10.1.0.0/255.255.0.0 10.0.1.2

3.4.2 Combination of Link Failures
We call two aggregation switches at the same position in

different pods as a pair of inter-pod aggregation switches.
For example, 10.1.0.1 and 10.2.0.1 are a pair of inter-pod
aggregation switches. There exist multiple paths between a
pair of inter-pod aggregation switches. If all the paths be-
tween a pair of inter-pod aggregation switches are broken,
then the two aggregation switches cannot play as interme-
diate nodes for the communications between the two pods.
In this case, the combination of a group of link failures will
affect NRTs of some edge switches. In a Fat-tree network,
only combinations of aggregation-to-core link failures affect
NRTs, and affect only NRTs of edge switches.
We take the pair of 10.1.0.1(Sa) and 10.2.0.1(Sb) as an

example. Ca and Cb denote the set of core switches that

the failed uplinks of Sa and Sb connect to, respectively. Ci

denotes the intermediate core switches between Sa and Sb.
If Ca + Cb = Ci, then all the paths between Sa and Sb via
core switches are broken. In this case, we need to add a
route entry to the NRT of each edge switches in pod 1:

Destination/Mask Next Hop
10.2.0.0/255.255.0.0 10.1.0.1

And we need to add a route entry to the NRT of each
edge switches in pod 2:

Destination/Mask Next Hop
10.1.0.0/255.255.0.0 10.2.0.1

When an edge switch receives an aggregation-to-core link
failure, the edge switch calculates its NRT according to not
only the single link failure but also combinations with other
link failures. Because the related aggregation switch of the
failed link can compose multiple pairs with other aggregation
switches in different pods, the edge switch will calculate its
NRT for each combination of link failures corresponding to
each pair of aggregation switches.

3.5 Lookup Routing Tables
FAR looks up both the BRT and the NRT to decide the

next hop for a forwarding packet. Firstly, FAR takes the
destination address of the forwarding packet as a criterion
to look up route entries in a BRT based on longest prefix
match. All the matched entries are composed of a set of
candidate entries. Secondly, FAR looks up route entries in
an NRT also taking the destination address of the forward-
ing packet as criteria. In this lookup, there is no regard to
longest prefix match, and any entry that matches the cri-
teria would be selected and composed of a set of avoiding
entries. Thirdly, the candidate entries minus the avoiding
entries represent the set of applicable entries. At last, FAR
sends the forwarding packet to any one of the applicable en-
tries. If the set of applicable entries is empty, the forwarding
packet will be dropped.

We take the following example to illuminate the routing
decision procedure. In this example, we suppose that the
link between 10.0.1.2 and 10.3.0.1 has failed. Next we look
into how node 10.1.0.1 forwards a packet to the destination
10.3.1.3.

1) Calculate candidate hops. 10.1.0.1 looks up its BRT
and obtains the following matched entries:

Destination/Mask Next Hop
10.3.0.0/255.255.0.0 10.0.1.1
10.3.0.0/255.255.0.0 10.0.1.2

So the candidate hops = {10.0.1.1, 10.0.1.2}.
2) Calculate avoiding hops. 10.1.0.1 looks up its NRT and

obtains the following matched entries:

Destination/Mask Next Hop
10.3.0.0/255.255.0.0 10.0.1.2

So the avoiding hops = {10.0.1.2}.
3) Calculate applicable hops. The applicable hops are

candidate hops minus avoiding hops. So the applicable hops
= {10.0.1.1}.

4) Finally, the packet is forwarded to the next hop 10.0.1.1.

186



Table 1: Required messages in a Fat-tree network
Message Type Scope Size Rate Bandwidth

Hello
Between adjacent
switches

< 48 bytes 10 messages/sec <4 kbps

DLR
Between adjacent
switches

< 48 bytes
Produce one when a
router starts

48 bytes

DA
In the entire net-
work

< 48 bytes
The number of switches
(2,880) in a period

1.106M

LFA
In the entire net-
work

< 48 bytes
Produce one when a link
fails or recovers

48 bytes

4. EVALUATION
In this section we evaluate FAR’s performance with re-

spect to the number of control messages, the route calculat-
ing time and the size of routing tables. A Fat-tree network
composed of 2,880 48-port switches and 27,648 servers is
used for the test in this section.

4.1 The number of control messages required
by FAR

FAR exchanges a few messages between routers and only
consumes a little network bandwidth. Tab. 1 shows the
required messages in the test Fat-tree network.
The last column of Tab. 1 presents the bandwidth con-

sumed by one type of message on each link. From Tab. 1,
we can see that hello messages are only exchanged among
neighbor switches, so hello messages use less than 4kbps
bandwidth. An LFA message is produced when a link fails
or recovers from failure and a DLR message is produced only
when a switch is booted up, so the two types of messages are
very few and consume very little bandwidth. Each switch
will produce a DA message in a DA period and the mes-
sage will pass through a link no more than one time when
the message is spread throughout the entire network, so the
number of DA message passed through a link is no more than
the number of switches in a DA period. The maximum band-
width consumed by DA messages in a DA period is no more
than the number of switches× the size of DA message =
2, 880 × 48 × 8bits = 1.106Mbits. Because a DA period is
very long (30 minutes), DA messages use little bandwidth.
It can be concluded that even in a very large data center

with about 30,000 servers and 2,880 switches, FAR produces
a few number of messages and uses little bandwidth.

4.2 The calculating time of routing tables
A BRT is calculated according to the states of its neighbor

routers and attached links. An NRT is calculated according
to device and link failures in the entire network. So FAR
does not calculate network topology and has no problem of
network convergence, which greatly reduces the calculating
time of routing tables. In FAR, a router can calculate its
BRT and NRT in several milliseconds. But in OSPF, the
calculating time may require several minutes for a large net-
work. Dijkstra algorithm is used in OSPF to calculate the
shortest path tree. Using Dijkstra algorithm, it spent 15 sec-
onds to calculate the shortest path tree for the test Fat-tree
network in our experiment running on a machine with an
Intel I7 2.8GHz Dual-core CPU, 8G memory and Windows
7 OS.
The detection and spread time of link failures is very short

in FAR. Detection time is up to the interval of sending Hello

message. In FAR, the interval is set to 100ms, and a link
failure will be detected in 200ms. The spread time between
any pair of routers is less than 200ms.

If a link fails in a data center network, FAR can detect it,
spread it to all the routers, and calculate routing tables in
no more than 500ms.

4.3 The size of routing tables
For the test Fat-tree network, the sizes of BRTs and NRTs

are shown in Tab. 2.

Table 2: The size of routing tables in FAR

Routing Table
Core
Switch

Aggregation
Switch

Edge
Switch

BRT 48 48 24
NRT 0 14 333

The BRT’s size at a switch is determined by the number
of its neighbor switches. For example, in the test network, a
core switch has 48 neighbor switches (aggregation switch),
so it has 48 entries in its BRT.

Only aggregation and edge switches have NRTs. The NRT
size at a switch is related to the number of link failures in
the network. Suppose that there are 1000 link failures in
the test Fat-tree network. The number of failed links is
1.2% of total links, which is a very high failure ratio. We
suppose that link failures are uniformly distributed in the
entire network. Next, we analyze NRTs’ size of aggregation
and edge switches.

The link failures that affect NRTs of edge switches are
mainly the link failures between edge and aggregation switch-
es, and the number of these link failures is about 1000/3
= 333, due to the uniform distribution assumption. Be-
cause each link failure of this type will generate an NRT
entry in an edge switch, the NRT size at an edge switch is
about 333. The link failures that affect NRTs of aggrega-
tion switches are mainly the link failures between aggrega-
tion and core switches, and the number of these link failures
is about 1000/3 = 333 too. We put aggregation switches
into groups by their locations or IP addresses. All the ag-
gregation switches whose IP addresses have the same forth
number are put into a group, so aggregation switches in the
test network are divided into N/2 = 24 groups and each
group has about 333/24 = 14 link failures. An uplink fail-
ure of an aggregation switch will elicit one NRT entry on
other aggregation switches in the same group, so the NRT
size of an aggregation switch is about 14.

Next we measure the routing table of a Fat-tree network
running OSPF in an OPNET simulation. The version of
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OPNET is 14.5. This Fat-tree network is composed of 20 4-
port switches and 16 servers, as shown in Fig. 4. To simplify
network provision, we replace layer-3 switches with routers
in the core and aggregation layers, and replace a layer-3
edge switch with a router plus a layer-2 switch. We assign
IP addresses to servers and each interface of routers by the
auto-assign IP addresses mechanism of OPNET.

Figure 4: A Fat-tree network running OSPF

We configure OSPF as the routing protocol for the Fat-
tree network and then execute it to compute routing tables.
When the simulation is over, each router has 40 valid entries
in its routing table and each entry corresponds to a network
segment. In this network, there are 40 network segments
totally and each interface of a router is attached to a network
segment. If we run OSPF in the test Fat-tree network, there
will be 56,448 network segments, so each router would has
56,448 entries in its routing table, as shown in Tab. 3.

Table 3: The size of routing table in OSPF

The Scale of Network
Core
Switch

Aggregation
Switch

Edge
Switch

A Fat-tree network with
4-port switches

40 40 40

A Fat-tree network with
48-port switches

56,448 56,448 56,448

Comparing Tab. 2 and Tab. 3, we can conclude that the
size of routing tables in FAR is much smaller than that in
conventional routing mothods, such as OSPF.

5. VERIFYING FAR WITH SIMULATIONS
We verify FAR with OPNET simulation in this section.

The version of OPNET is 14.5. The FAR switches are de-
veloped based on the standard layer-3 Ethernet switch mod-
el. FAR is implemented as a process model in the stan-
dard layer-3 Ethernet switch model and the process model
is placed over the ip encap process model, similar to oth-
er routing protocols such as OSPF and ISIS. We modi-
fied the standard IP routing model slightly and applied the
destination-based multi-path load balancing to our routing
algorithm.
Fig. 5 is the state transition diagram of the FAR pro-

cess. At the entrance of Neighbor Detection (ND) state,
ND TIMEOUT and SELF INTR HELLO self-interruptions
are created. At the exit of ND state, the DA message and
DLR message are broadcast to its neighbor switches. When

Figure 5: State transition of the FAR Process

there is an ND TIMEOUT interruption, FAR process goes
into the Listen state. The far schedule procedure is respon-
sible for detecting link and node failures and for generating
Hello, DA and LFA messages periodically.

In the simulation, we build up a Fat-tree network using
4-port FAR switches, as shown in Fig. 6. In the figure,
red solid lines between network nodes represent 100Mbps
links. The blue thin dotted line presents a traffic flow form
node N13 to node N32. The blue and red thick dotted lines
present two routes for the traffic flow.

Figure 6: A Fat-tree network running FAR

The traffic starts at second 165 and finishes at second 250,
as shown in Fig. 7. At first, the traffic is forwarded along
the blue thick dotted line. At second 200, the link between
C2 and A31 breaks, then FAR recalculates routing tables
and the traffic is switched to the red thick dot line. Be-
cause the traffic is interrupted about 200ms when the route
is switched at second 200, the number of received packets
in second 200 drops down and then recovers to the normal
rate immediately.
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Figure 7: Traffic Sent & Received in FAR
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Through the simulation, we demonstrate that FAR works
well in a Fat-tree network. It can forward packets properly
and respond to link failures quickly by avoiding the failed
link in several hundred milliseconds.

6. CONCLUSIONS
In this paper, we proposed a generic routing method,

FAR, for data center networks. FAR leverages the regulari-
ty in network topology to effectively simplify the calculating
procedure of routes, to decrease the size of routing tables,
and to improve the efficiency of routing. Different from con-
ventional routing methods, FAR uses two routing tables in
its routing procedure, a BRT and a NRT. When making a
routing decision, FAR firstly looks up the BRT and obtain-
s a set of candidate route entries, then looks up the NRT
and obtains a set of avoiding route entries. The final route
entries are obtained by removing the avoiding route entries
from the candidate route entries. Compared with alterna-
tive routing methods, FAR has many obvious advantages:
1) The network convergence and calculating the short-

est path tree require a long time in most routing methods,
but FAR doesn’t have these requirements, which effectively
shortens the time of calculating routes, accelerates its re-
sponse time to network changes, and relieves the computing
burdens of a router.
2) In FAR, the calculating of the BRT and NRT is very

simple and requires only a few computations. So it can be
quickly completed in several milliseconds, even for very large
scale data center networks.
3) The size of routing tables in FAR is very small. A

BRT only has tens of entries and an NRT has no more than
hundreds of entries. It is very fast to look up routing tables
in FAR.
4) FAR has very good adaptability. It can be used in

many kinds of data center network topologies with slight
modifications.
For future work, we will focus on extending FAR to sup-

port virtual machine (VM) migration and multiple tenants,
since these are the two important features of data center
networks.
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