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Abstract
The trustworthiness of integrated circuits is susceptible to the hardware Trojans in the third-party intellectual property (IP)
cores. Various hardware Trojan detection approaches have been proposed to identify the Trojans from a given netlist at the
design stage, however, such methods suffer from low detection accuracy, poor scalability, small-scale circuit, and inability to
cover more types of Trojans. To address these issues, a hardware Trojan detection framework for third-party IPs is proposed,
which is capable of detecting the various types of Trojans with high accuracy and scalable to find the unknown Trojans. Some
typical gate-level Trojans in the benchmark circuits are analyzed and 13 common features are introduced as the Trojan features.
Furthermore, a feature extraction method is presented to extract 13 features of each node from 23 gate-level circuits and form
the Trojan’s feature set. Besides, a feature rebalancing method is proposed to balance the distribution of genuine and Trojan
class, and a feature combination selectionmethod is proposed to choose the optimal Trojan feature combination of each Trojan
circuit, and thus the Trojan’s feature database is established. Finally, the Trojan detection is formulated as the anomalous
feature identification problem, and a feature-adaptive classifier based on the random forest is proposed to identify various
types and features of Trojans. Simulation results of 23 Trojan circuits demonstrate that the proposed approach achieves a
comparable precision (TPR=90.48%), recall (TNR=97.92%), and accuracy (ACC=97.96%) compared to the existing methods.
Besides, the proposed approach is not only able to detect the existing Trojans in the circuits that scale from 0.2K to 120K
nodes, but more importantly, it also has the unique advantage of identifying more types of Trojans by adding new Trojan
features to the Trojan feature database.
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1 Introduction

With the continuous development of integrated circuit design
technology, modern designs equip themselves with several
memory modules, various interfaces, and numerous proces-
sors or co-processors to seek high performance, deploying
them in critical applications and sensitive fields. The com-
plexity of ultra-large design, the urgent time-to-market, and
the limited developing cost motivate the designers to reuse
numerous third-party IP cores during the design stage. For
the third-party IP cores, adversaries can easily modify the
original design and insert hardware Trojans into it. Figure 1
shows the insertion stage of hardware Trojans during the
design stage. Hardware Trojan is a well-designed malicious
alteration of the original design, which can change the func-
tion specified by the design specification, leak the sensitive
information of the circuit, or even make the entire system
disabled. Consequently, the trustworthiness of third-party IP
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Fig. 1 Overview of the IC design flow and its security risk caused by hardware Trojan

cores is challenged by adversaries using the hardware Trojan,
which has caused a tremendous threat to the security of inte-
grated circuits and even information systems.

Recently, various hardware Trojan detection techniques
have been explored in the literature over the past decades,
including the design-time, run-time, and test-time counter-
measures. Run-time countermeasures employ built-in-test
logics (e.g. thermal sensors [1], dynamic function verifica-
tion [2], and time-to-digital converter [3]) to monitor the
anomalous behaviors in a given design. These techniques,
however, need to modify the original design, which can
degrade the main performance (e.g. power consumption,
delay overhead, and area cost) that may not be allowed
for the resource-constrained fields. Test-time countermea-
sures, including reverse engineering [4, 5], logic testing [6],
and side-channel analysis [7–9], validate the trustworthiness
of fabricated chips. However, once the hardware Trojan is
detected at the test-time stage, it will cause a tremendous eco-
nomic loss for integrated circuit suppliers. Considering the
test cost and time, it is significant to have extra detection steps
to evaluate the trustworthiness of the original design before
fabrication. Recently, various design-time countermeasures
have been explored over the past decades, including formal
verification [10, 11], proof-carrying hardware [12], feature
analysis [13], and so on. Formal verification and proof-
carrying hardware exploit the specified security properties
to validate the violations of design, which can only detect
the functional-change hardwareTrojans. Feature analysis has
proven as a scalable and practicable software Trojan detec-
tion solution, and the Trojan feature database is extended
when a new Trojan appears. Inspired by this, several feature
analysis approaches for hardware Trojan, including the UCI
[14], VeriTrust [15, 16], FANCI [17], FIGHT-metric[18],
FASTrust [19], DeTrust [20], COTD [21], ML-FASTrust
[13], and so on, have introduced. Specifically, various struc-
tural Trojan features [22–27], functional Trojan features
[28–30], andmultilevel Trojan features [31–33] are extracted

from the Trust-HUB website benchmarks and used to iden-
tify the existence of hardware Trojan during the design stage.
But those features are limited to several types of hardware
Trojans. In the actual case, an imbalanced data problemexists
wherein the samples belonging to genuine class heavily out-
number the Trojan class, and the conventional supervised
classifiers are biased towards the genuine class. However,
feature analysis approaches pay little attention to the imbal-
anced dataset problem, and the trained classifiers predict a
poor performance of the other type of Trojans.

In this paper, a scalable hardware Trojan detection frame-
work is proposed to identify the Trojan nodes from the
gate-level netlist. The structural and stealthy characteristics
of several gate-level Trojans are analyzed, and 13 Trojan fea-
tures are introduced to cover all the existing Trojans. Further,
a multi-level feature extraction method is proposed to extract
the features of the gate-level netlist. Specifically, we estab-
lish the node-level directed graph for a gate-level netlist and
calculate seven structural features upon the directed graph
using the breadth-first search approach, and also analyze
the stealthy behavior of Trojan and extract six testability
features. Moreover, the synthetic minority over-sampling
technique (SMOTE) andK-nearest neighborhood (KNN) are
combined to generate synthetic data of the Trojan class and
balance the Trojan feature database. Then, a feature-adaptive
Trojan identification method based on the random forest is
proposed to identify the Trojan features. Multiple decision
trees are trained with a balanced dataset of all the possi-
ble feature combinations for learning all the Trojan features
sufficiently. Experimental results show that the proposed
framework scales well with large circuits and various types
of Trojans. The main contributions are listed as follows.

• A data rebalancing method is proposed to expand the
Trojan feature database. The classifier trained with the
balanced dataset is sufficient to learn the Trojan features,
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and the proposed approach achieves a comparable detec-
tion accuracy compared to the existing methods.

• A feature-adaptive Trojan detection method based on the
random forest is proposed to establish multiple decision
trees with the feature combinations and determine the
Trojan nodes using themaximumvoting principle ofmul-
tiple decision trees. The proposed approach covers the
existing Trojans and has detected 23 gate-level Trojan
circuits.

• The proposed hardware Trojan detection framework
scales well with different types of Trojans and vari-
ous sizes of benchmarks. Besides, the features of the
emerging Trojan can be also added to the Trojan feature
database, which makes the proposed approach scalable
to emerging Trojan.

The rest of this paper is organized as follows. Section 2
investigates the related work of feature analysis for hard-
ware Trojan detection. Section 3 discusses the attack model
and motivation of this paper. Section 4 introduces the multi-
level Trojan feature analysis. Section 5 presents the overall
framework of hardware Trojan detection. Section 6 gives
the simulation results and discusses the proposed approach.
Section 7 concludes this paper.

2 PreviousWork

Since the hardware Trojan was proposed by Agrawal [34],
numerous hardware Trojan detection approaches have been
proposed over the past decades. Among them, feature
analysis for hardware Trojan has become the most promis-
ing approach during the design stage. Feature analysis
approaches, including structural feature analysis, functional
feature analysis, and multi-level feature analysis, are aimed
to extract and identify the specific features of Trojan. Next,
we present the state-of-the-art feature analysis approaches
for hardware Trojans.

Structural feature analysis: Hicks et al. propose a MUX-
based Trojan that can evade the code coverage test and intro-
duce the UCI algorithm to identify this type of Trojan[14].
Further, four stealthier features of Trojan are extracted
from the control-data flow graph [19]. Authors propose
a third-party IP trust verification framework named FAS-
Trust, which identifies the time-triggered, data-triggered,
sequential-triggered, and implicitly triggered Trojan. After
that, a new feature quantitative analysis approach is pro-
posed to calculate the Trojan rank by summing up three
Trojan features. If the Trojan rank value exceeds the pre-
defined threshold, it is regarded as a Trojan net [24]. The
VeriTrust technique presented in [15] regards the redundant

inputs as Trojan and identifies the potential trigger inputs
at the design stage. In [23], the authors propose nine struc-
tural Trojan features and detect the Trojan net when the sum
of these features exceeds the threshold. However, a fixed
decision boundary will cause high false negatives and false
positives on various benchmarks [23, 24]. Therefore, several
machine learning algorithms, such as support vectormachine
[25, 27] and random forest [22], propose to improve the Tro-
jan detection accuracy using an adaptive threshold. Further,
Chen et al. introduce 13 structural features as Trojan features
and exploit the local outlier factor algorithm to identify the
anomalous features [34].

Functional feature analysis: In [17], functional analysis,
namely FANCI, is proposed to identify the nodes with low
control values as hardware Trojans. The low transition prob-
ability is considered as a Trojan feature [35]. However, Ref.
[17] and [35] only aim at the combinational logic. After that,
Sullivan et al. calculate the control value of sequential logic
and identify the sequential Trojans according to the control-
lability and control value of internal signals [18]. Moreover,
Zou et al. regard the extreme state and low switching proba-
bility as Trojan features. The author proposes a fast heuristic
method to identify the nodes with low state and switching
probability [36]. Further, Both the Ref. [37], [21], [38], and
[39] regard the low testability nodes as the best candidate for
the insertion sites of Trojan [21, 37–39]. Specifically, Sayan-
deep et al. detect the small pairwise correlation value of low
controllability nodes [37], Salmani and Xie et al. assume
the combinational controllability and observability features
as the Trojan feature [21, 30], Priyadharshini et al. use sev-
eral tools to extract the testability features, and Tebyanian
et al. regard the combinational and sequential testability fea-
tures as the Trojan feature [39]. However, a hardware Trojan
design method presented in [40, 41] can disable the Trojan
detection based on testability metrics. Further, the testability
metric and dynamic transition analysis are combined to iden-
tify the inactive nodes of the netlist and locate the Trojan’s
trigger circuit [33].

Multilevel feature analysis: Structural feature analysis
usually remarks numerous genuine nodes as Trojan because
the structure of Trojan circuits is much similar to the original
circuit, and functional feature analysis cannot cover all the
types of Trojans. Therefore, several structural and testability
features are combined to extend the scalability to differ-
ent types of Trojans. In [32], two sets of structural features
and three combinational testability features form the Trojan
feature set. Further, the authors propose a feature-matching
algorithm to match and identify the Trojan features from the
netlist. Chen et al. exploit four structural Trojan features and
a functional Trojan trigger feature to build a hardware Trojan
detection framework [13]. Although the multi-level feature
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analysis is an efficient and scalable hardware Trojan detec-
tion approach, researchers have given little attention to the
imbalanced data problem and the bias of the classification
model toward the majority class. Therefore, several genuine
nodes are classified as Trojan nodes, and a functional testing
or formal verification is needed to validate the trustworthi-
ness of suspicious nodes.

3 AttackModel andMotivation

3.1 Attackmodel

In this paper, our proposed approach aims at distinguishing
the Trojan features in a gate-level netlist using the Trojan
feature database. We assume that the Trojan attack scenario
is at the design stage, and the other stage is trustworthy.
Specifically, the adversaries hidden in the design team may
insert additional circuits into the original netlist, or the mali-
cious module already exists in the third-party intellectual
property cores.We focus on the structural and functional fea-
ture extraction of digital Trojans. However, analog Trojans,
mixed-type Trojans, and parametric Trojans are not taken
into consideration in this paper.

3.2 Motivation

Since the concept of hardware Trojan was proposed by
Agrawal in 2007 [42], scholars have designed various Tro-
jans with different types, sizes, and functions over the past
decades. As mentioned above, numerous hardware Trojan
detection approaches, including formal verification, logic
testing, side-channel analysis, and so on, have been proposed
to ensure the trustworthiness of circuits. However, there is no
universal method to detect all known and unknown Trojans.
Thus, feature analysis for software Trojan is applied to the
hardware Trojan detection because the feature analysis can
identify all the existing and future software Trojans. Simi-
larly to the software Trojan, hardware Trojans with different
types have common features that make it possible to propose
a scalable hardware Trojan detection.

Based on this idea, several structural and testability fea-
tures have been proposed over the past decades. More
specifically, several structural features, including the unused
circuit [14], redundant inputs [15], trigger structure, and typi-
cal structures, are extracted frombenchmarks [22, 23, 25] and
are used as the structural features of Trojans. Meanwhile, the
control value [17], transition probability [35, 36], testability
metrics [21, 30, 33, 37–39] are adopted as testability features
of Trojan. Besides, various classification algorithms (e.g. K-
means clustering [21], SVM [25, 27], and RF [22]) are used
to match the features with the Trojan feature database and
identify the existence of hardware Trojan.

The existing structural feature analysis approaches achieve
a high hardware Trojan detection accuracy on various bench-
marks with some false positives and negatives. Because
the Trojan is a well-designed malicious modification for a
specific design, and the structure of the Trojan is nothing
different from the other design. Moreover, the size of Trojan
nodes is much smaller than genuine nodes, and the genuine
feature set outnumbers the Trojan feature set. Based on these
imbalanced feature sets, the training model using traditional
machine learning algorithms biases toward the genuine class,
and several Trojan nodes are misclassified as genuine nodes
using this classifier. There is no doubt that the increasing
number of false alarms increases the workload of the man-
ual check. To the best of our knowledge, the majority of
the supervised learning algorithms ignore this imbalanced
data problem during the classification model training stage.
Besides,most of these techniques focus on the combinational
features of Trojan’s trigger part and ignore the sequential
trigger and payload features. Moreover, all the existing func-
tional feature analysis approaches can only detect triggered
hardware Trojans and do not mention the other types of
hardware Trojans. Consequently, multi-level feature analysis
methods have been proposed to strengthen the current feature
analysis approaches, which combine structural features and
testability features to cover more types of Trojans. However,
Ref. [13] exploits four structural features and a testability
feature to detect the Trojans, and Ref. [32] uses six struc-
tural and three combinational testability features to identify
the existence of Trojans. Besides, multi-level feature analy-
sis methods mainly focus on the Trojan’s trigger features and
rarelymention the payload features. The combination of trig-
ger and payload features may cover more types of Trojans.
Although the multi-level feature analysis is an efficient hard-
ware Trojan detection approach, the Trojan feature database
should expand continuously with the increasing number of
emerging Trojans.

Inspired by this, 13 features are proposed to make the
hardware Trojan framework more universal. More specifi-
cally, we introduce six testability features (including the four
trigger features and two payload features) and seven typical
structural features extracted from the benchmarks to form the
Trojan feature database that can cover all the types of existing
hardware Trojans. Furthermore, a data rebalancing method
based on the SMOTEKNN is proposed to balance the Trojan
feature database. The supervised classification model using
the balanced Trojan feature database learns well with the
Trojan features and genuine features. Then, a Trojan feature
identificationmethod based on the random forest is proposed
to identify the Trojan features from a netlist. Wherein multi-
ple random forests with numerous decision trees predict the
class of nodes with a maximum voting rule, which improves
theTrojan detection accuracy and reduces theTrojanmisclas-
sification ratio simultaneously. Finally, a hardware Trojan
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detection framework is introduced, which can be scalable
to detect the future Trojan and locate the vulnerability of a
gate-level netlist.

4 Multilevel Hardware Trojan Feature
Analysis

In general, hardware Trojan consists of two parts: trigger and
payload. The trigger condition can be a single/multiple logic
value, a fixed time, a specific input pattern sequence, and
a given state change. The payload implements information
leakage, functional change, performance degradation, and so
on. In this section, we analyze the characteristics of several
hardware Trojans and introduce a set of Trojan features.

1) Feature of single-logic-triggered Trojans
The single-logic-triggered Trojan is activated when the

predefined logic value reaches. From the testability perspec-
tive, high controllability signals are hard to reach a specified
logic value. Therefore, signals with high controllability value
are the ideal candidate for the insertion site of a single-
logic-triggered Trojan. Several works have regarded the high
observability signals as the Trojan nodes[21, 30, 36, 39].
The controllability metrics include the combinational con-
trollability of logic 0 (CC0), combinational controllability of
logic 1 (CC1), sequential controllability of logic 0 (SC0), and
sequential controllability of logic 1 (SC1). The controllabil-
ity value ranges from 1 and ∞, and the detailed calculation
formulas are presented in [21, 39]. The feature of a single-
logic-triggered Trojan can be summarized as follows.

Lemma 1 The trigger signal of a single-logic-triggered Tro-
jan has a high controllability (CC0, CC1, SC0, and SC1)
value.

2) Feature of multiple-logic-triggered Trojans
The multiple-logic-triggered Trojan is triggered when all

the trigger inputs meet the predefined values. Due to its
stealthy nature, adversaries typically select high observabil-
ity signals as the trigger inputs. Purely using Lemma 1 can
detect this Trojan, but some rare nodes may be misjudged
as Trojan. Besides, the number of trigger inputs should be
large enough to obtain a low activation probability. We use
the value of FAN_IN to show the number of trigger inputs.
The larger the FAN_IN is, the greater the number of trigger
inputs is. Therefore, we use the Lemma 1 and the value of
FAN_IN to detect the multiple-logic triggered Trojans. This
observation can be summarized as Lemma 2.

Lemma 2 All the trigger inputs of multiple-logic-triggered
Trojans have a high controllability value and the trigger part
has a large FAN_IN value.

3) Feature of time-triggered Trojans

The time-triggered Trojans, like the AES-T2100, B19-
T200, and RS232-T500, use a counter to count the number
of clock cycles or transitions of internal signals. This Trojan
is activated when the current counter is equal to a predefined
value. In general, the size of a counter should be large enough
to evade the functional verification methods. In [31], authors
assume the counter size of time-triggered Trojans is at least
larger than 20. Notice that a counter includes several flip-flips
that form a loop group. The predecessor and successor of
each counter node have several flip-flops. To detect the time-
triggered Trojans, we use the number of flip-flops from the
input side (FF_IN) and output side (FF_OUT) of the signal
in a loop group as the Trojan feature. For the time-triggered
Trojans, the FF_IN or FF_OUT of counter nodes tends to be
large. The feature of time-triggered Trojans is described as
follows.

Lemma 3 All the trigger signals of time-triggered Trojans
form a large loop group, and the trigger signal has a large
FF_IN and FF_OUT value.

4) Feature of pattern-triggered Trojans
The pattern-triggered Trojans, such as AES-T1000,

BASICRSA-T100, and MC8051-T800, monitor whether the
input pattern matches the specified trigger pattern. In this
case, adversaries select an extremely low activation probabil-
ity as the trigger pattern. Specifically, the width or the length
of the trigger pattern’s sequences should be large enough to
avoid the spurious triggering of Trojan. For the former case,
we use the minimum level from the primary inputs to the
internal signal (LPI) to show the relationship between the
input and internal node. The smaller the LPI value is, the
higher the correlation between the input and internal node
is. For the latter, such a trigger part has a large number of
multiplexers. We use the number of multiplexers (MUX) for
the path where the internal signal is located as the Trojan
feature. The feature of pattern-triggered Trojan is presented
as Lemma 4.

Lemma 4 The pattern-triggered Trojans have a small LPI
value or large MUX value.

5) Feature of functional-change Trojans
The functional-change Trojans (e.g. B19-T100, RS232-

T100, and WB_CONMAX-T300) modify the original spec-
ification after the Trojan is activated. It is well known that
signals with a high observability value are difficult to propa-
gate to the outputs. To better hide the function-changeTrojan,
adversaries generally choose the high observability signals
as the implantation site of the Trojan’s payload part. In the
testability metrics, the observability metrics include com-
binational observability (CO) and sequential observability
(SO). The observability value ranges from 0 to ∞, and the
detailed calculation formulas are presented in [21]. Thus,
we adopt the observability metrics (CO and SO) as the
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functional-change Trojan’s feature. This feature can be sum-
marized as Lemma 5.

Lemma 5 The payload signal of functional-change Trojans
has a large observability (CO and SO) value.

6) Feature of information-leakage Trojans
The information-leakage Trojans leak the secret informa-

tion through the primary outputs (e.g. BASICRSA-T100,
AES-T400, S38584-T200, and S38584-T300), covert chan-
nel (e.g. AES-T700, AES-T800, and AES-T900), or side-
channel (e.g. AES-T600, AES-T1500, and S38417-T300).
For the first case, Trojans use the primary outputs as the
insertion site of the payload. Therefore, the level from the
Trojan signal to the primary outputs is much smaller than
other genuine signals. We exploit the minimum level from
the signal to the primary output (LPO) as the Trojan feature.
For the second and third cases, the payload part does connect
with the original design, which will be removed during the
synthesis process. Besides, Trojans use a large bit-width shift
register and eight flip-flops to create a covert code-division
multiple access channels in the second case. Such a structure
has numerous flip-flops, thus, the payload signal has a large
FF_IN and FF_OUT value. We can detect this type of Trojan
using Lemma 3. For the third case, Trojans exploit a large
bit-width shift register or ring oscillator with an odd number
as the leakage circuit. Lemma 3 can detect the first type of
Trojans in the third case. The ring oscillator is a loop. Fur-
ther, we use the number of inverters in a loop group (denoted
as INV) as the Trojan feature, which can detect the second
type of Trojans in the third case. The feature of information-
leakage Trojans can be summarized as follows.

Lemma 6 The information-leakage Trojans have a small
LPO value, large FF_IN and FF_OUT value, or large INV
value.

7) Feature of performance-degradation Trojans
The performance-degradation Trojans decrease the expected

lifetime of the battery by increasing the power consumption
(e.g. AES-T500, AES-T1800 and AES-T1900) or reduce
the critical frequency by extending the critical path (e.g.
S35932-T300). In the former case, the Trojan payload con-
tinuously rotates after the Trojan is activated. We can detect
this hardware Trojan using Lemma 3. For the latter, the
Trojan payload is a ring oscillator along the critical path,
which slows down this path when the ring oscillator oscil-
lates. It can also detect this case by employing the INV
value of Lemma 6. Therefore, combining theLemma 3 and
Lemma 6 can identify the performance-degradation Trojans.

Lemma 7 The performance-degradation Trojans have a
large FF_IN and FF_OUT value, or large INV value.

In summary,wepropose seven structural and six testability
features to detect the above types of Trojans in the Trust-Hub
benchmark. The description of Trojan features is shown in
Table 1. Regarding Table 1, those features can be scalable to
more types of other Trojans. For the always-on Trojans (e.g.
AES-T100, AES-T200, and AES-T300), the payload part
includes a large bit-width shift register, which can be detected
using Lemma 3. Moreover, denial-of-service Trojans (e.g.
AES-T1800, RS232-T1500, S38417-T200, and VGA_LCD-
T100) are identified with several features. We can lower the
number of suspicious signals using multiple features. To be
specific, RS232-T1500 is triggered when the 32-bit counter
reaches the maximum value and keeps an output signal stuck
at 0.We can use theLemma 3 to identify the 32-bit counter of
the trigger part and exploit theLemma 6 to locate the payload
part. Therefore, we can conclude that the proposed Trojan
features not only identify existing Trojans in the Trust-hub

Table 1 A summary of Trojan features

Feature type Trojan feature Description

Testability features CC0 The combinational controllability of logic 0 of the node n.

CC1 The combinational controllability of logic 1 of the node n.

CO The combinational observability of the node n.

SC0 The sequential controllability of logic 0 of the node n.

SC1 The sequential controllability of logic 1 of the node n.

SO The sequential observability of the node n.

Structural features LPI The minimum level from the primary inputs to the node n.

LPO The minimum level from the node n to the primary output.

FAN_IN The number of inputs of the node n.

INV The number of inverters for the loop path where the node n is located.

MUX The number of multiplexers for the path where the node n is located.

FF_IN The number of flip-flops from the input side of the node n in a loop group.

FF_OUT The number of flip-flops from the output side of the node n in a loop group.
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Fig. 2 The overall framework of hardware Trojan detection

benchmarks, but also be scalable to defend against unknown
Trojans.

5 Hardware Trojan Detection Framework
UtilizingMultilevel Feature Analysis
and Random Forest

5.1 Overall framework

The overall framework is illustrated in Fig. 2, including
the gate-level netlist’s feature extraction, Trojan’s feature
database building, and Trojan feature identification. In the
gate-level netlist’s feature extraction, testability and struc-
tural features of each node are extracted from the gate-level
netlist. More specifically, functional feature analysis is per-
formed to calculate the controllability value (CC0,CC1, SC0,
and SC1) and observability value (CO and SO) of each node,
and structural feature analysis is conducted to calculate the
structural feature value (FAN_IN, FF_IN, FF_OUT, LPI,
LPO,MUX, and INV). In the Trojan’s feature database build-

ing stage, the features of Trojans in the Trust-Hub benchmark
are extracted, re-sampled and selected to build a balanced
Trojan feature database. Finally, a feature-adaptive classifier
based on the random forest is built and trained with the Tro-
jan feature database. The feature set of the netlist under test is
fed into the trained classifier and the Trojan nodes are found
by identifying the feature outliers.

5.2 Gate-level netlist’s structural and testability
features extractionmethod

As described in Section 4, signals with high controllability
and observability value are the ideal implantation site for
hardware Trojans. In this paper, we use testability metrics
as the Trojan testability features. The testability calculation
method is provided in Ref. [21] and [39]. For the sake of
simplicity, we implement a testability measurement tool to
calculate the testability features of each node in a circuit.

Further, we build the directed graph of a gate-level netlist
and extract the proposed structural features of each node.
Figure 3 (a) shows an example circuit. Where I1, I2, · · · , I5

(a)
(b)

Fig. 3 The gate-level schematic of a circuit (a) and corresponding directed graph (b)
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and ck are the inputs, O1 and O2 are the outputs, N0, N1,
· · · , N9 are the instances, and e1, e2, · · · , e8 are the internal
nodes. In the directed graph, the inputs, internal nodes, and
outputs are modeled as vertexes V={I1, I2, · · · , I5, ck, O1,
O2, e1, e2, · · · , e8}, and the instances are expressed as edges
E={N0, N1, · · · , N9}. Therefore, the corresponding directed
graph is shown in Fig. 3 (b). We take vertex e4 as an example
to calculate the structural features of a circuit. The vertexes
pointing to the e4 are e1, I2, I3, and I4, thus, the FAN_INof e4
is equal to 4. Regarding Fig. 3 (a), the path from the inputs to
the internal node e4 has no flip-flops and only a flip-flop (N6)
exists from vertex e4 to outputs (e.g. O1 or O2). Therefore,
the FF_IN and FF_OUT of e4 are 0 and 1, respectively. The
value of inputs (I1, I2, I3, I4, and I5) directly propagates to
the e4 through the instance N3, thus, the LPI of e4 is 0. The
e4 propagates to the e7 through the instance N6, and the e7
flows to the outputs after passing through the instance N8 or
N9 (e4 → e7 → O1 or e4 → e7 → O2). So, the LPO of e4
is 1. The path where the e4 is located has no inverters and
multiplexers, thus, the INV and MUX are equal to 0.

A large-scale design includes millions or even billions of
instances and nodes, and the corresponding directed graph
has a similar amount of vertexes and edges. Based on
Lemma 2, the FAN_IN of the current vertex is the num-
ber of adjacent input edges. However, the other structural
features (FF_IN, FF_OUT, LPI, LPO, INV, and MUX) are
correlated with the predecessor and successor vertexes of
the directed graph. The computational complexity of fea-
ture extraction is the exponential order of the number of
vertexes. To improve the efficacy of feature extraction, a
vertexes-searching method based on the breadth-first search
is introduced to search the vertexes of the graph.

We use the i-th vertex vi of G to explain the ver-
texes searching process. The vi is the starting point, and
the adjacent first-level vertexes W={w1,w2, · · · , wn} of vi
are extracted from the G using the function A , which is
expressed in Eq. 1.

W = A (G, vi ) (1)

The vertex in W is marked as accessed in order, and the
first accessed vertex is added into the marked vertex setX. If
the vertex wi has no next-level adjacent vertex, the search-
ing process is jumped to the wi+1, otherwise, the next-level
adjacent vertexes of vertexwi are searched and the searching
results are added into the second-level adjacent vertexes set
H={Hw1 , Hw2 , · · · , Hwn}. The searching process of W is
expressed in Eq. 2. Where the Hwi is the next-level adjacent
vertex set of wi .

Hwi =
{
A (G, wi ), wi /∈ X.

∅, wi ∈ X.
(2)

Algorithm 1 : structural features extraction algorithm.
Input: G, vi ; � G is the directed graph of gate-level netlist and vi is a

vertex of G.
Output: FAN_IN(vi ), FF_IN(vi ), FF_OUT(vi ), LPI(vi ), LPO(vi ),

INV(vi ) and MUX(vi ); � 7 features of vi .
1: P={p1, p2, · · · , pn} ← path_search(G, vi ); � search all the paths

where the vi locates.
2: I n-degree(vi ) ← I ndegree(G, vi ); � calculate the value of

feature FAN_IN of vi .
3: for pi ∈ P do
4: lpio_min(i ,1:2) ← Inout_Num(pi , vi ); � determine the

minimum number of inputs and outputs to the vi .
5: mux_max(i) ← Mux_Num(pi , vi ); � determine the maximum

number of multiplexers along the vi .
6: K={k1, k2, · · · , km} ← Loopgroup(pi ); � determine the loop

set where the vi locates.
7: if K �= ∅ then
8: for k j ∈ K do
9: ffinout_loop(i , j : j+1) ← FF_Num(k j ); � count the

maximum number of flip-flops from the input and output side.
10: inv_loop(i , j) ← I NV _Num(k j ); � count the

maximum number of inverters.
11: end for
12: else
13: ffinout_loop(i , j : j+1), inv_loop(i , j) ← 0;
14: end if
15: end for
16: FF_IN(vi ), FF_OUT(vi ) ← max(ffinout_loop); INV(vi ) ←

max(inv_loop); MUX(vi ) ← max(mux_max);
17: LPI(vi ), LPO(vi ) ← min(lpio_num); � output the feature value of

vi .

Once a vertex is marked as accessed, the next-level adja-
cent vertexes searching process of this vertex is ignored and
the searching process is jumped to the next vertex. If the
marked vertexes set X equal to V, the searching process is
completed, otherwise, an unmarked vertex is chosen from the
graph as the starting point for the next search. The structural
feature extraction process is presented in algorithm 1. All the
paths (P=p1,p2, · · · ,pn) of vi are searched using the function
path_search, and the number In-degree(vi ) of input edges
for vi is calculated using the function Indegree. For each
path pi , the minimum number lpio_min of vertexes from the
inputs and outputs to the vi is calculated using the function
I nout_Num, and the maximum numbermux_max of mul-
tiplexers along the path pi is determined using the function
Mux_Num, and all the loops (K={k1, k2, · · · , km}) where
the vi locates are obtained using the functionLoopgroup. If K
is a nonempty set, it indicates the path pi exists several loops,
otherwise, the ffin_loop, ffout_loop, and inv_loop are equal
to 0. For each loop k j , the maximum number of flip-flops
from the input side ffin_loop and output side ffout_loop to
vi is counted with the function FF_Num, and the maximum
number inv_loop of inverters is calculated using the func-
tion I NV _Num. Finally, the maximum value of ffin_loop,
ffout_loop, inv_loop, and mux_max is the value of feature
FF_IN, FF_OUT, INV, and MUX of vi , and the minimum
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value of lpio_min is the value of feature LPI and LPO of vi ,
respectively.

5.3 Trojan features database buildingmethod

Since 2013, various types, sizes, and functions of Trojans
are proposed in the Trust-Hub Trojan benchmark [43]. All
the features of each benchmark circuit are extracted to form
the Trojan feature database. The Trojan and genuine vertexes
are labeled as Trojan and genuine classes, respectively. As
shown in the Trojan benchmark, the size of the Trojan cir-
cuit is much smaller than the original design and the number
of genuine nodes is significantly greater than Trojan nodes.
In this case, the distribution of genuine nodes and Trojan
nodes is unbalanced. The imbalanced ratio, the ratio between
the number of the Trojan nodes and genuine nodes, is as
high as 1:236 in the s35932-T200 and even 1:3318 in the
EthernetMAC10GE_T700. Therefore, an imbalanced data
problem exists in the Trojan feature database building pro-
cess. The classifier learned from the unbalanced data sets
biases towards the genuine class and obtains a poor predic-
tion performance of the Trojan class. Consequently, a data
rebalancing method is needed to solve the imbalanced data
problem and establish a fair classifier with a balanced data
set.

Various techniques, including over-sampling, under-samp
ling, and hybrid sampling, have been explored to solve
the imbalanced data problem. The over-sampling meth-
ods, including the synthetic minority over-sampling tech-
nique (SMOTE) [44], borderline-SMOTE [45], and adaptive
synthetic sampling technique (ADASYN) [46], add new
synthetic samples into the minority class, while the under-
sampling approaches, such as Tomek Links [45], K-nearest
neighborhood (KNN) [47] and ensemble [48], remove the
samples of the majority class. Thus, the hybrid sampling
technique combines the advantages of over-sampling and
under-sampling methods to eliminate the effect of overfitting
and loss of essential information, which has been shown as
a promising approach in recent years. Among all the hybrid
sampling techniques, SMOTEKNN increases the number of
minority class samples efficiently and removes the samples
concentrated at the boundary, which is very suitable for Tro-
jan detection. This is mainly because the new Trojan feature
samples should reflect the total characteristics of Trojan fea-
tures and avoid the unclear boundaries caused by excessive
data expansion. Thus, we use the SMOTEKNN to rebalance
the Trojan features, which generate the synthetic samples
of the minority class using the SMOTE over-sampling algo-
rithm and remove the over-sampled synthetic samples using
the KNN under-sampling algorithm.

Let the genuine samples�={ψ1,ψ2, · · · ,ψn} and Trojan
samples�={λ1, λ2, · · · , λm} explain the feature rebalancing
process. Where ψi and λ j are the i-th genuine sample and

j-th Trojan sample respectively, and n � m. The k nearest
neighbor samples�={γ1, γ1, · · · , γk} of λ j are selected from
the �, which is expressed as Eq. 3. Where f is the Euclidean
distance calculation function and � is a subset of �.

� ← argmin
k

f (λ j ,�) (3)

The synthetic sample ξ j i is the linear interpolation
between the λ j and γi , which is expressed in Eq. 4. Where α

scales from 0 to 1 and γi is the i-th nearest neighbor sample
of λ j .

ξ j i = λ j + α(λ j − γi ), i = 1, 2, · · · , k (4)

Combining with Eqs. 3 and 4, all the synthetic samples
of each λ j in � are obtained and the synthetic data set is 
.
The 
, �, and � form the Trojan feature set. However, the
synthetic samples in 
 may be closer to the genuine class
instead of the Trojan class and those synthetic samples are
labeled as the Trojan class. The classifier trained with those
mislabeled samples builds a distortion decision boundary that
can not reflect the actual distribution of genuine class and
the Trojan class. To address this issue, we use the KNN to
remove the synthetic samples that are close to the genuine
class. The KNN determines the class of each synthetic data
by measuring the similarity between � and �. If the ξ j i is
classified as genuine class, ξ j i is removed from the 
 and a
new synthetic data μ j i is generated using the SMOTE again.
Otherwise, the ξ j i is retained as a synthetic data ξ

′
j i . The

data-cleaning process of KNN is shown in Eq. 5.

ξ
′
j i =

{
ξ j i , Cξ j i = 1;
μ j i , Cξ j i = 0; (5)

In the Trust-Hub benchmark site, Trojans have more than
one feature and the features differ from each other. For exam-
ple, the trigger node of a single-logic-triggered Trojan has
a large CC0, CC1, SC0, and SC1 value, while a Trojan
payload node only has a large CO and SO value. As men-
tioned in Section 4, Trojans have several features that reflect
the characteristics of Trojan from the different perspectives.
Considering the various types of Trojans, there might be con-
siderable differences in several features between the genuine
nodes and Trojan nodes, while the other features of genuine
nodes are similar to the Trojan nodes. Actually, not all the
features in Table 1 are suitable for the hardware Trojan detec-
tion. To ensure a high detection accuracy, we calculate all the
Trojan feature combination and choose the optimal Trojan
feature combination as the Trojan feature. In this paper, a
cost function is used to assess the quality of feature combi-
nation. The cost function ϒ is expressed in Eq. 6. Where n
is the number of features for this feature combination, m is
the number of Trojan nodes, Ti j is the value of i-th feature
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of j-th Trojan node and Gi is the centroid of the i-th feature
of all the genuine node.

ϒ = 1

n

n∑
i=1

m∑
j=1

(Ti j − Gi )
2 (6)

Regarding Eq. 6, the cost function measures the distance
between the features of genuine and Trojan nodes. The larger
the value ofϒi , the greater the feature difference between the
genuine and Trojan nodes, and the better the Trojan feature
combination is. In other word, the larger the value of ϒi ,
the more efficacy the Trojan feature is, the easier it is for
analyzer to detect the Trojans. Therefore, we sort the cost
functions of all the feature combinations and choose the Tro-
jan feature combination � corresponding to maximum cost
function value as the feature of this Trojan. The sorting cri-
terion is expressed in Eq. 5. Where T is the current Trojan
circuit, � is all the feature combinations andF is the optimal
feature combination for T. The selected Trojan feature com-
bination is used to build an effective Trojan feature database
that can cover more types of Trojans.

F = argmax(ϒ)
T ,�

(7)

5.4 Trojan identificationmethod based
on the feature-adpative random forest classifier

Random forest is a popular ensemble learning approach,
which is widely applied to data mining, pattern recogni-
tion, fault prediction, and density estimation fields. The
random forest selects a given set of samples from the training
data stochastically, constructs numerous decision trees, and
makes the prediction from the results of decision trees. Ran-
dom forest uses voting as the decision-making rule, which
achieves good accuracy even if a large proportion of the crit-
ical features of the dataset are missing.

As mentioned above, the Trojan includes one or more
features, and each feature should be considered during the
Trojan detection. Moreover, the features of the Trojans differ
from each other. If all the features are considered using the
random forest, the minor features caused by hardware Trojan
may be masked. Inspired by this, a feature-adaptive random
forest is adopted to detect the features of Trojan nodes in a
design. Multiple decision trees are trained with a set of fea-
ture combinations from the balancedTrojan feature database,
which can learn well with the Trojan and genuine features.
The trained decision trees are not only able to cover the cur-
rent Trojans available in the Trojan benchmarks but also
scalable to the emerging Trojans that contain one or more
of those features.

The Trojan feature identification process is shown in
Fig. 4. The balanced Trojan feature database has k feature
combinations (f1, f2, · · · , fk}), and all the samples aremarked
as two classes: 1 (Trojan class) and 0 (genuine class). 13
features of the netlist under test are obtained using the fea-
ture extraction method, and the k feature combinations are
selected from the Trojan feature database according to the
cost function. We use each feature combination to train a
decision tree. More specifically, the training data of i-F clas-
sifier is the i-th feature combination Fi, Fi={fi1, f

i
2, · · · , fij ,

· · · ,fin} and n is the number of nodes of the netlist. fij is a e×1
vector, e is the number of features in this feature combination
and each column of fij represents the corresponding feature
value of j-th nodes. k decision trees are trained with the train-
ing dataF1,F2, · · · ,Fk , respectively, and each decision tree
is used to predict the class of test data V. The prediction
process of i-th decision tree Dti can be expressed in Eq. 8.
Where Ci is the prediction result of test data, and Ci={Ci

1,
Ci
2, · · · , Ci

n}.

Ci = Dti (V) (8)

Finally, all the decision trees are used to evaluate the trust-
worthiness of each node of netlist under test and make the
prediction with a majority vote of the decision trees. If the
sum of the decision trees’ outputsCi

j is greater than the spec-
ified threshold Fth, the j-th node is classified as a Trojan node,
otherwise, the j-th node is identified as a genuine node. The
class C j of the j-th node is expressed in Eq. 9.

C j =
{
1.

∑k
i=1 C

i
j ≥ Fth;

0.
∑k

i=1 C
i
j < Fth; (9)

6 Simulation Results and Analyses

6.1 Simulation Results

In this paper, 23 gate-level Trojan circuits available in
the Trust-Hub benchmark site are used to demonstrate the
efficacy of the proposed approach. The details of Trojan
circuits are given in Table 2. Where the genuine circuit
VGA_LCD, WB_CONMAX, EthernetMAC10GE respec-
tively are denoted as V, W and Ethernet, the number of
genuine nodes and Trojan nodes respectively are denoted
as Tr and Tj , and the corresponding results are presented in
the second and third columns of Table 2. From the results of
Tr and Tj in Table 2, the size of Trojan circuits ranges from
0.2K to 102K. Moreover, the ratio Ra=

Tr
Tj

between the gen-
uine nodes and Trojan nodes is calculated and the results are
given in the fourth column of Table 2. The Ra ranges from
4.67 to 5372, which shows that the distribution of genuine
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Fig. 4 The procedure of Trojan feature identification based on the feature-adaptive random forest classifier

nodes and Trojan nodes is unbalanced. Figure 5 (a) shows
the distribution of genuine nodes and Trojan nodes in the
RS232-T1000. As illustrated in Fig. 5 (a), the number of
genuine nodes is greater than the Trojan nodes. Besides, we
choose 3 features (CO, SO and FAN_IN) to show the feature
distribution of genuine and Trojan nodes. The clustering of
genuine nodes is evident,while the clustering of Trojan nodes
are dispersed. Considering the dispersed distribution of Tro-
jan nodes, it is extremely difficult to determine a reasonable
hardware Trojan feature boundary. It’s necessary to consider
the imbalanced data problem and introduce a data rebalanc-
ing method to solve this problem. The ratio of Ra of samples
from minority classes to samples from majority classes is
used in the fitness function of data balancing algorithm. The
over-sampling process is stopped when the Ra reaches 50%.
Several over-sampled synthetic samples under the boundary
are cleaned, and the value of Ra is approximately equal to
50%. Figure 5 (b) shows the balanced distribution of genuine
and Trojan nodes. The number of Trojan nodes is equal to
genuine nodes.

Furthermore, we analyze the characteristics of Trojan cir-
cuits and list the features of eachTrojan circuit. Regarding the

sixth column of Table 2, all the Trojans have more than one
feature. Regarding the features of RS232-T1000 and RS232-
T1100 in the Table 2, RS232-T1000 and RS232-T1100 have
a large testability value compare to the genuine nodes.
Figure 6 shows the value of two features of RS232-T1000
and RS232-T1100. We classify the genuine nodes as the nor-
mal class and the Trojan nodes as the Trojan class. As shown
in Fig. 6 (a), the CC and CO of Trojan nodes are greater than
genuine nodes. Similarly, the SC and SO of Trojan nodes
outweigh the genuine nodes in Fig. 6 (b).

Actually, the features of hardware Trojans reflect the
stealthy characteristics of Trojan from the different perspec-
tives. To improve the detection efficacy of Trojan, we should
consider all the features during the Trojan feature identi-
fication process. However, different types of Trojans have
varied features. From the feature distribution of Trojan fea-
ture database, we find that not all the Trojan features have
significant differences from genuine nodes. Besides, some
Trojan features are similar with the genuine nodes. Figure 7
shows the similarity features between the genuine nodes
and Trojans. Although the S35932 and S38584 have a good
stealthy characteristics, both the feature CC and CO of Tro-
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Fig. 5 The distribution of
genuine nodes and Trojan nodes
in the RS232-T1000

(a) original data (b) balanced data

jan nodes are similar to the genuine nodes. Thus, the value
of CC and CO falls within the genuine nodes.

Thus, we can conclude that not all the Trojan features
are suitable for detecting the hardware Trojans. It is neces-
sary to select the optimal combinations of Trojan features
for improving the Trojan detection efficacy. Figure 8 shows
several feature combination scheme of RS232-T1200 and
S15850. Regarding the Fig. 8 (a) and (c), the genuine nodes
gather near the origin of coordinate system composed of fea-
ture CC and CO, while the Trojan nodes distribute far from
the origin. More specifically, the genuine nodes are densely
distributed with high local density, while Trojan nodes are
sparse with low local density. Similarly, the distribution of
feature SC and SO in Fig. 8 (b) and (d) is accord with the
Fig. 8 (b) and (d). Therefore, we sort all the feature combi-
nations and choose the optimal feature combination.

After sorting the Trojan’s feature combinations, the corre-
sponding feature combinations of all the Trojan circuits form
the Trojan feature database. Further, we use the random for-
est to train the classification model with the Trojan feature
database. In the training process, six parameters, including
the split criterion, number of decision trees (ω), maximal
depth of decision trees (
), the minimum number of obser-
vations required to split internal nodes (ρ), and the minimal

number of observations per tree leaf (ϕ), are adjusted to
achieve an efficient classification model. We choose the gini
as the split criterion of decision trees and the validation accu-
racy of decision trees can reach 99.82%. Similarly, the other
parameters are determined according to the validation results.
More specifically, ω ranges from 10 to 210, 
 scales from 10
to 31, ρ varies from 2 to 10, and ϕ fluctuates from 2 to 15. To
improve the searching efficiency, an iteration script is devel-
oped to change the value of parameters and search for the
optimized parameter with maximal validation accuracy. The
proposed framework is implemented in Python and a per-
sonal computer with Intel Core i5-8265U CPU@1.60GHz
and 8GB of RAM are used for experiments. In this paper,
23 circuits were tested and the total time complexity of
the algorithms is calculated. The total time required for the
feature extraction, data balancing, and prediction phase is
116.68 minutes, 3.43 seconds, and 18.47 seconds, respec-
tively.WWeonly need an average of 5.086minutes to analyze
the trustworthiness of a circuit. Finally, ω, 
, ρ, and ϕ are
equal to 201, 22, 33, 1, respectively, and the validation accu-
racy reaches 99.83%.

After extracting the multi-level feature extraction of the
netlist under test, the trained classifiers are used to clas-
sify the samples and distinguish the Trojan nodes from the

Fig. 6 The feature comparison
of two features for
RS232-T1000 (a) and
RS232-T1100 (b)
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Fig. 7 The distribution of
feature CC and CO of S35935
and S38584

netlist. All the Trojan nodes should be considered to avoid
the catastrophic consequences caused by hardware Trojans.
In this case, the shared nodes of Trojans and genuine cir-
cuits are labeled as Trojan nodes during the training phase.
The predoction model may cuase a high number of false
negatives, and some genuine nodes may be misclassified as
Trojan nodes. There is no doubt that the increasing number of
false alarms increases the workload of the manual check. In
this paper, we sacrifice the verification costs to seek a high-
level security of the proposed approach. The Trojan detection
results of 23 Trojan circuits are shown in Fig. 9. Where the
true positive (T P) and false negative (FN ) show the number
of Trojan samples identified to be Trojan samples and gen-
uine samples respectively, whereas the true negative (T N )

and the false positive (FP) imply the number of genuine
samples identified to be genuine samples and Trojan samples
respectively. In this case, we use precision T PR= T P

T P+FN ,

recall T N R= T N
T N+FP , and accuracy ACC= T P+T N

T P+FP+FN+T N
to evaluate the classification results. The circuit S15850,
VGA-LCD, WB_CONMAX and EthernetMAC-10GE are
denoted as S1, V, W and Ethernet respectively. As shown
in Fig. 9, the majority of Trojan and genuine samples are
correctly identified, and only a small number of samples,
which is less than 10% of total samples, are wrongly classi-
fied. Among 23 Trojan circuits, the TPR, TNR, and ACC of
the proposed approach reach 90.48%, 97.92%, and 97.92%.
Therefore, we can confirm that the proposed approach can

Fig. 8 Several feature
combinations of RS232-T1200
and S15850. (a) The
combination of CC and CO for
RS232-T1200. (b) The
combination of SC and SO for
RS232-T1200. (c) The
combination of CC and CO for
S15850. (d) The combination of
CC and CO for S15850

(a) (b)

(c) (d)
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Fig. 9 Overall framework of hardware Trojan detection

identify all the Trojans only with a small number of false
alarms.

Further, we compare the detection results of the proposed
approach with the other popular methods (Ref. [39], [49],
[22], [25], and [34]), and the comparison results are pre-
sented in Table 3. As shown in Table 3, the averaged TPR of
the proposed approach is 90.48%, which is greater than other
methods (90.48% vs. 68.32%, 82.59%, 88.56%, 82.03%
and 42.42%). This implies that the proposed approach can
identify more Trojan nodes than other methods. Compared
with Ref. [39], [22], [49], and [34], the proposed approach
achieves a similar level of performance with T N R=97.92%.
However, Ref. [39] uses four testability metrics as the Trojan
features, while Ref. [49], Ref. [34] and [49] use several struc-
tural features to detect several specified types of small-scale
Trojans. For the [22, 39, 49] and [34], the scale of original
circuits below 10K gates and the number of Trojan nodes is
smaller than 57. The detection results of those approaches
are not cover all the types of existing Trojans and large-scale
original circuits. Moreover, the proposed approach outper-
forms the other three methods (Ref. [22], [25] and [34]) with
ACC, which shows that the proposed approach distinguishes

the Trojan nodes with a significantly smaller number of false
alarms compared to the Ref. [22, 25] and [34].

Besides, several large circuits scale from 22K to 102K
nodes (e.g. VGA_LCD-T100, WB_CONMAX-T100,
EthernetMAC10GE-T700, and so on) are further used to
evaluate the efficacy of the proposed approach. Regarding
Fig. 9 and Table 3, the proposed approach can identify
most of the Trojan nodes and only leave no more than four
misclassified Trojan nodes. In addition, there are 2.08% of
genuine nodes are misclassified as Trojan nodes, which fur-
ther reduces the cost ofmanual review to checkwhether or not
the suspicious nodes are Trojan. Therefore, we can conclude
that the proposed approach scales well with large circuits. In
summary, the proposed approach identifies the Trojan nodes
from the gate-level netlist with a few false alarms that are
much smaller than the existing methods.

6.2 Scalablity Analysis of Proposed Approach

The scalability of the proposed approach, including the
netlist-level, feature-level, and algorithm-level, is analyzed.
The scalability analysis is listed as follows.
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• For the design-level scalability, the proposed approach
can also be scalable to evaluate the trustworthiness of
register transfer level design. Before the validation, the
register transfer level design should be synthesized into
the gate-level netlist.

• For the feature-level scalability, the proposed approach is
scalable to emerging Trojans. The Trojan features shown
in Table 1 can cover all the types of existing Trojans,
and the emerging Trojans may include one or more of
those features. In this paper, a feature-adaptive classifier
with multiple classifiers can detect any feature combina-
tions of Trojans. Thus, we can conclude that the proposed
approachmaybe scalable for detecting emergingTrojans.

• For the algorithm-level scalability, the other machine
learning algorithms can be expanded to identify the fea-
tures of hardware Trojans. The Trojan detection problem
is formulated as a feature outliers identification prob-
lem. In this paper, we use the random forest to identify
the abnormal features caused by the Trojan implantation.
Similarly, the existing machine learning algorithms can
be used to identify the minor feature differences between
the original nodes and Trojan nodes. The proposed hard-
wareTrojan framework can alsobeupdatedwith the latest
machine learning algorithms.

7 Conclusion

In this paper, we present a hardware Trojan detection frame-
work to identify the Trojan nodes from the gate-level netlist.
A multi-level features extraction approach is applied to
extract 13 features from the gate-level netlist, and a feature
rebalancing method is introduced to build the Trojan fea-
ture database from the Trojans in the benchmark. Further,
a feature-adaptive Trojan identification method based on the
random forest is introduced to identify the Trojan nodes from
the gate-level netlist. 23 gate-level Trojan circuits are used
to evaluate the efficacy of the proposed approach. Experi-
mental results prove that the proposed approach outperforms
the other methods with comparable detection accuracy. In
the future, more Trojan features will be explored to fur-
ther cover other types of emerging Trojans, including analog
Trojans, mixed-type Trojans, parametric Trojans, and so on.
Moreover, larger designs are also required to validate the
limitation of the proposed approach, and new types of Tro-
jans are designed to evaluate the scalability of the proposed
approach.
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