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Abstract

Protecting sensitive logic functions in ASICs requires side-channel countermeasures. Many gate-level masking styles have
been published, each with pros and cons. Some styles such as RSM, GLUT, and ISW are compact but can feature 1st-order
leakage. Some other styles, such as TI, DOM, and HPC are secure at the 1st-order but incur significant overheads in terms
of performance. Another requirement is that security shall be ensured even when the device is aged. Pre-silicon security
evaluation is now a normatively approved method to characterize the expected resiliency against attacks ahead of time.
However, in this regard, there is still a fragmentation in terms of leakage models, Points of Interest (Pol) selection, attack
order, and distinguishers. Accordingly, in this paper we focus on such factors as they affect the success of side-channel analysis
attacks and assess the resiliency of the state-of-the-art masking styles in various corners. Moreover, we investigate the impact
of device aging as another factor and analyze its influence on the success of side-channel attacks targeting the state-of-the-art
masking schemes. This pragmatic evaluation enables risk estimation in a complex PPA (Power, Performance, and Area) and
security plane while also considering aging impacts into account. For instance, we explore the trade-off between low-cost
secure styles attackable at 1st-order vs high-cost protection attackable only at 2nd-order.

Keywords Side-channel attacks - Masking schemes - Circuit aging - Correlation power analysis - Side-channel distinguisher -

2nd-order - PPA

1 Introduction

Protecting cryptographic circuits against Side-Channel Anal-
ysis (SCA) is a concern. Indeed, solid protections come at
the expense of a serious burden, in terms of design time and
gate count. Design time negatively impacts time-to-market,
whereas gate count negatively impacts (proportionally) the
final product cost. Thereby, masking hardware circuits
requires the designer to make difficult trade-offs between
security and design time/cost. A fair objective is to attain
at least 1st-order security, which can be brought by masking
schemes. Furthermore, it is favorable if security is maintained
over the device’s lifetime, i.e., it is not diminished by device
aging.

Profiling attacks (e.g., template attacks) are devastating
yet in such attacks, the adversary has full control on one
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copy of the device (and its key) and builds a model based on
the power traces of such profiling chip to attack another copy
of the chip (having a different key) [1]. As full control on one
copy of the chip is not always feasible, profiling attacks are
not always on the table. Thus, non-profiling attacks, e.g., Cor-
relation Power Analysis (CPA) attacks are considered where
the cryptographic device can be attacked even without prior
“open” (e.g., with chosen or known key) device characteri-
zation.

To prevent SCA, several masking schemes have been
proposed in literature, e.g. [2-8]. In general, masking coun-
termeasures [9] can be defeated in two ways:

1. by “frontal” attacking the masking scheme, leveraging a
state-of-the-art 2nd-order attack, or

2. by exploiting “defects” in the implementation, such as
glitches, which would show up unexpectedly and be cor-
related at the 1st-order with the device secret.

Glitches in hardware implementations of cryptographic

algorithms have first been reported by Mangard et al. [10].
Although later been held responsible for lst-order leak-
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age in otherwise perfectly masked schemes [11], this threat
has never been completely characterized. For instance, only
few studies aim at exploiting glitches in practice. Note that
glitches are spurious and swift in nature — i.e, hard to har-
vest in an attack. For instance, the work of Liu et al. allows to
reduce only by a mere 29% the number of traces to recover the
key in an unprotected (i.e., unmasked) implementation [12,
Table IV].

Industry is very careful about implementation size. Thus, an
implementation that leaks in 1st-order owing to glitches can
well be acceptable in terms of security!. To restate, it is not
because an implementation has a (potential) 1st-order leak-
age that it must be abandoned [13]. The real question is
whether the estimated 1st-order leakage is strong enough,
in particular outperforming that of a natural attack (i.e., the
2nd-order).

In practice, multiple factors can affect the success of a
SCA attack including the leakage model, correlation dis-
tinguisher, selection of Points of Interest (Pols), the attack
order, etc. However, the previous work in this area is mainly
fragmented in case that only one (or two) of these essen-
tial players are considered in each research; thus, the result
is not conclusive. In other words, there is a need to pro-
vide a designer (who opts to select a masking scheme) with
some security versus PPA criteria where the security has been
extensively analyzed from different angles so he can priori-
tize one masking scheme over another based on the budget
and design constraints. As an example of the shortcoming
of the previous work, we can point to [14] which mentions
that Hamming Distance (HD) leakage model is always more
powerful than the Hamming Weight (HW) model but as we
shown in the experimental results, this is not always the case
and the attack success depends on many different factors
simultaneously. To the best of our knowledge, this is the first
paper that compares the state-of-the-art masking schemes
from different corners. Our contributions include:

e Showing the complexity of security analysis in pre-
silicon as the security is affected by many corners (e.g.,
leakage model, distinguisher, Pol, attack order, etc) yet
the state-of-the-art work mainly concentrates on few cor-
ners;

e Comparing the state-of-the-art masking schemes in terms
of security vs. PPA to enable the designers to select the
appropriate countermeasure based on the budget;

e Analyzing the impact of aging on the security of the
state-of-the-art masking schemes to investigate if these
schemes will provide long-lasting security or otherwise
their security diminishes over time.

I E.g., the security scheme accepts low AVA_VAN level, as
in SESIPlevel 3.

@ Springer

In sum, the novelty of this paper is not on attacking masking
schemes, yet we focus on leakage exploitability by pushing
one step further than detecting leakage via TVLA (Test Vec-
tor Leakage Assessment) [15] or modeling leakage [16]. We
consider a multi-modal security versus PPA analysis for the
state-of-the-art masking schemes not only to compare them
in terms of this criteria but also to show that multiple factors
affect the security together.

Target circuits: The state-of-the-art consists in different
masking styles, namely:

e logic styles such as GLUT [2], RSM [3] and its RSM-
ROM refinement [4], ISW [5], all of which are subject to
glitches possibly demasking the sensitive variable tran-
siently;

e glitch-resistant countermeasures (TI [6], DOM [7], HPC
[8], etc.) which are lst-order secure yet very expensive
in terms of PPA.

This paper considers both categories of masking styles,
retaining only TI as representative for glitch-resistant pro-
tection. We notice that all those masking schemes are taken
Ist-order, meaning that all fail to protect when attacked at
2nd-order. Table 1 compares the targeted masking styles and
unprotected LUT regarding thr number of gates (with 2-4
inputs), equivalent gates (#gates normalized by the number
of equivalent 2-input NAND gates), random bits, propagation
delay, and average energy.

2 Prior Work on Security Evaluation and
Masking schemes

Pre-silicon evaluation has received a lot of attention as it
allows to derisk the side-channel threat. It has been popu-
larized with Common Criteria (CC) Protection Profile (PP)
0117 [17], which accepts as a boundary a Security Sub-
System (3S) within a System on Chip. The PP 0117 has been
certified by the German BSI in 2022 [18] acknowledging
pre-silicon evaluation as a licit methodology.

Security metrics have been put forward and security-
oriented design-time evaluation was pioneered by Huiyun
Lietal. [19]. Recently, the ISO/IEC 17825 standard has also
been promoting side-channel evaluation by leakage detection
techniques. However, being detection-focused, this interna-
tional standard is not addressing some practicalities, such as
the influence of the selection of Pols, of the model, etc. To fill
the gap, in this paper, we incorporate security analysis based
on independent 1st- and 2nd-order attacks while considering
the impact of leakage model, distinguisher, Pol, and aging.
S-Box Implementations: We target the following Imple-
mentations of PRESENT cipher in this paper:
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Table 1 -level . of th

t;';;e 4 SQSSISN"T 2‘3‘;’;{0 the LUT GLUT RSM RSM-ROM ISW TI

Implementations Total Gates 14 772 228 1242 57 1325
Total Equ. Gates 29 1183 373.5 987 112.5 2369
Max. Delay (ps) 280 420 350 1700 470 480
Avg. Energy (mJ) 9.29 149.13 47.53 240.59 50.06 874.58
# Random Bits 0 8 4 4 4 12

The worst cases are highlighted

1) LUT: Look-Up Table is the simple data-flow description
of the unprotected S-Box.

2) GLUT: GLUT realizes function ]Fg X ]F% X ]F“z1 — ]F% that
satisfies Y = GLUT(A,MI,MO), suchthatY & MO =
S(A@® MI) [2]. A and Y are masked input and output. M [
and M O denote the input and output masks, respectively.
3) RSM: In Rotating S-Box Masking [3] the mask set is a
subset of the full mask set (ref. to as "low-entropy" [20]) and
the output masks are derived systematically from the input
masks [21]. In our implementation MO = (M1 + 1) mod
16 where 0 < MI, MO < 15 are integer s (like [3]) and
selected such that we have:

RSM(A,MI)=GLUT (A, MI,(MI + 1) mod 16).

4) RSM-ROM: ROM-based RSM (a stronger version of
RSM) is realized using Read-only memories. Here we target
logic designs built only from the instantiation of gates in a
Boolean library, following the precepts of [4].

5) ISW: To prevent the undermining of masking security
by EDA tools, Ishai, Sahai, and Wagner [5, 22] proposed a
bottom-up approach. For non-linear gates, they recommend
beginning with a netlist that’s optimized in terms of AND/OR
usage [23, §3] and then systematically replacing the gates
with their related gadgets. Here, AND needs 1-bit of uni-
formly random data (R). Forarandom sharing (A, A1) of bit
A (where A = Ag @ A}), and same for bit B, their AND is:

{Y(): ((A1 A B1) @ R) ® (Ap A Bo)
Y1 = ((Ap A B1) @ R) @ (A1 A By)

In these equations, the implementation must follow the order
specified within the parentheses in the formula, at least in a
static context. Yet as gates evaluate in a non-natural order due
to races, ISW may exhibit 1st-order leakage [24] (glitches).
6) TI: TI is a stronger countermeasure and relies on multi-
party computation and secret sharing [25]. It maintains
non-completeness, correctness, and uniformity properties.
Like ISW, TI divides each input bit into n 4 1 shares, yet TI
doesn’t need gate ordering. In TI, each output share depends
on only n shares of each input; preventing disclosure of
unmasked values due to races or glitches (non-completeness
property). Thus, TI effectively guards against glitches but
requires manual netlist creation and is more costly than the
above masking schemes.

3 Research Background on Attack
Parameters

Here we discuss the factors affecting the success of CPA
attacks.

3.1 Leakage Models

The leakage model characterizes the leakage behaviors of the
target device when it is running. In CPA, a leakage model is
utilized to map the key-dependent sensitive values to estimate
the hypothetical leakage [26], which then is used for launch-
ing attacks. In practice, two representative leakage models are
HW and HD, which mimic leakages caused by the elementary
behaviors of CMOS gates [10] where HW (X )=Z?=_(} Xi,
HD(X,Y)=HW (X & Y) for n-bit variables X and Y.

3.2 Attack Order

A d"-order masking is designed against the d'"-order
attacks, especially correlation analysis, while it can be com-
promised by (d+1 " _order attacks [5]. For instance, for the
Ist-order masking schemes, e.g., RSM and ISW, the 2nd-
order CPA [27] can recover the key even without the glitches.
While in the presence of glitches, certain 1st-order leakages
shall occur and then being exploited by the 1st-order CPAs.
Therefore, we investigate both the 1st-order and 2nd-order
CPAs to evaluate the side-channel resistance of the targeted
masking schemes.

3.3 Correlation Analysis: Pearson vs. Spearman

In the category of non-profiling attacks, one of the most
efficient attacks is the CPA by using Pearson correlation
coefficient [28], and was then extended by using Spearman
correlation coefficient [29] for capturing certain non-linear
leakages. Recall that Pearson correlation is a measure of
linear relationship, whereas Spearman correlation can cap-
ture non-linear relationship, provided it is monotonic. Also,
Spearman is less sensitive to outliers.

Despite the apparent advantage of Spearman over Pearson
correlation, we underline that neither of them can detect 2nd-
order leakage. Let us consider the 2nd-order leakage depicted

@ Springer
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Fig.1 Example of 2nd-order
leakage probability distribution
function (pdf) for two values of
the key k to recover

pdf

I I
Leakage for k=0 —
Leakage for k=1 ——

in Fig. 1. The octiles of the pdf denote to p;, for0 <i <7,
where ), p; = 1 and the p;s depend on the key. Owing to
leakage symmetry, p; = p7—;.

e The Ist-order Pearson correlation correlates with the
average of the distribution, that is 4 for both key values;

e The Ist-order Spearman correlation correlates with the
average rank, i.e., Y ; 1 - pi» which neither depends on the
key. Indeed, the result 21-720 i-pi = 21-3:0 i+7—i)-p; =
7/2 is a constant.

3.4 Selecting Point of Interest (Pol)

To reduce the attack cost, selecting Pol from the collected
power traces has been introduced in literature. However,
wrong Pols can poison the key recovery. SOST (Sum Of
Squared pairwise T-differences) [30, §10] and MIA (Mutual
Information Analysis) [31] are two main methods used for
selecting Pols in 1st- and 2nd-order attacks, respectively. In
this paper, we use these methods and show that they may not
be always useful in finding the security flaws in pre-silicon
for masked circuits.

3.5 Device Aging

We investigate the resiliency of new and aged masking cir-
cuits against CPA. Due to device aging, the delay and power
consumption of the gates change over time. Negative Bias
Temperature-Instability (NBTI), Positive Bias Temperature
Instability (PBTI), and Hot-Carrier Injection (HCI) are the
most prominent aging mechanisms [32, 33]. NBTI and PBTI
affect PMOS and NMOS transistors, respectively, when they
are ON resulting in the increase of the magnitude of the

Leakage

threshold voltage (V;j). When the transistor is OFF, the NBTI
/PBTI effects partially recover. HCI occurs in NMOS devices
when the transistor’s gate input switches; shifting its V;; and
drain current.

4 Evaluation Strategy

Typically, d'"-order masking resists against attacks up to d*"-
order, yet considering their combinational logic, they can
be susceptible to inevitable glitches [10] resulting in low-
order leakage in some masked circuits [11]. Hence, it is
critical to characterize the leakages thoroughly during the
pre-silicon security analysis to avoid post-silicon leakage.
Accordingly, we performed a thorough security assessment
that exploits the glitches of a design via conducting multi-
modal Ist- and 2nd-order CPA attacks. The analysis helps the
designer to trade-off between low-cost secure styles attack-
able at 1st-order vs. high-cost protections attackable only at
higher orders. The notion behind conducting a multi-modal
security evaluation is to systematically appraise the intrinsic
security of a device across diverse dimensions. Variations in
the leakage model, distinguisher, and device aging introduce
potential alterations to the Pols and the overall vulnerability
profile of the device (see Sec. 5). Figure 2 depicts the 2-step
performed analysis:

Step 1. Trace collection: To perform pre-silicon security
evaluation, we should rely on simulations to acquire power
traces. Aging effects are also assessed during Spice simula-
tion for their possible impact on adding or removing glitches.
Power traces should be collected for both new and aged
devices. In this research the power traces are noise-free as
this is a white-box evaluation for verifying intrinsic security
in pre-silicon stage. We expect post-silicon security analy-

Fig.2 Deployed framework for
pre-silicon security assessment

Trace Collection

Env. Cond. Aging

Power Traces

Multi-Modal CPA Attacks

Leakage Model :

Each Point / Pol
v
;
 >(Pearson —
> Speaman—— Success
: i R
| >(Pamon)——>| At
(1st-0rder} =
:
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Order Distinguisherf

Security
Verification
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sis to follow the pre-silicon (Spice is very close to actual
“physical” behavior).

Step 2. Multi-modal CPA Attacks: Leakage models (both
HW and HD) are built based on the input plaintext, and
both 1st- and 2nd-order attacks are performed on the masked
designs. The attack order should increase for higher-order
masking schemes. For example, dth-order masking schemes
require up to (d + 1)th-order attacks. In this paper, for
Ist-order masking schemes we conducted up to 2nd-order
attacks. Correlation between the hypothetical power model
and the collected traces is assessed using both Pearson and
Spearman distinguishers as the latter performs better in some
cases (refer to Sec. 3). Thus, we rely on 4 combinations of
leakage models (HW and HD) and distinguishers (Pearson
and Spearman) to ensure the leakage is not present when the
adversary exploits any of these combinations. Attack success
rate is assessed when targeting each sample point individu-
ally via N attacks on a random set of power traces. Each
attack is repeated multiple times using different traces to
remove the bias. Finally, security evaluation is performed
on both new and the aged devices. In this paper, we per-
formed atotal of 136 multi-modal evaluations with launching
9.32x 100 artacks to show the factors affecting a CPA attack’s
success.

5 Experimental Setup and Results

We implemented the first round of PRESENT cipher includ-
ing the addRoundKey and sBoxLayer (also denoted
S-Box) operations. GLUT, ISW, RSM, RSM-ROM, and TI
masking schemes and Unprotected LUT of PRESENT S-
Box are realized using 45 nm NANGATE technology. Power
traces are collected from new and aged devices. Synopsys
HSpice is used for transistor-level simulation. Aging impact
is assessed via HSpice MOSRA Level 3 model for 10 weeks,
20 weeks, 3 years, and 6 years of operation. The time dura-
tions for aging are deliberately selected to encompass various
scenarios. For instance, accelerated aging may involve wait-
ing for a maximum feasible period of 10 or 20 weeks during
operation, indicating the potential duration an attacker might
bide their time. In the context of older devices, this variation
can extend to 3 or 6 years, particularly when the aging impact
is predominantly saturated. The simulation temperature is
105°C following grade 2 of AEC Q-100 [34, §1.3.3] consid-
ering Vdd=1.2. Power consumption samples are obtained by
probing the current drawn from the Vdd source using tran-
sient analysis, with a sampling resolution of 10 ps per point.
Level 5 accuracy is used in HSPICE simulations, providing
high precision with 10 significant digits in the output.

For RSM and RSM-ROM (2 shares, each 4-bit) traces
for 256 possible combinations are collected. 4096 traces are
collected for GLUT and ISW (2 input shares + 1 output share,

each 4-bit), and 65536 traces for TI (4 shares, each 4-bit). We
used the same fixed key for all the traces.

CPA attacks are performed when transitioning from initial

to final value during S-Box operation. Noise-free simulated
traces are used in the attacks as the goal of this study is to per-
form intrinsic security analysis by designer (who knows the
key); thus want to simulate perfect (no-noise) glitches. Recall
that exploiting 1st-order leakage is more resilient to noise and
shall be considered carefully. Hence, we have a diversity of
settings during CPA. We used Pearson and Spearman corre-
lations [29], HW and HD leakage models, and launched 1st-
and 2nd-order CPAs to study the glitches in each circuit. For
the Ist-order CPA, we launched multiple attacks each time
targeting one sample point as the Pol. 2nd-order CPAs are
done for all possible centered product combinations of sam-
ple points [27]. In each attack, to generate 10,000 traces, we
randomly selected the traces out of the possible ones (e.g.,
256 for RSM-ROM)so onetrace can be selected multiple
times. Then we explored whether the attack using 10,000
traces was successful or not. We repeated the process 1000
times to remove the bias resulting from randomly selecting
the traces. Success Rates (SRs) were reported based on the
average SR of these attacks. Please note that for the feasi-
bility of pre-silicon evaluation in terms of computation time,
we considered 10,000 traces as a baseline. However, design-
ers are encouraged to select a higher or lower number of
traces based on their specific needs. Increasing the number
of traces can enhance the confidence level of the analysis,
while reducing the number may risk missing some poten-
tial glitches; in order to miss no glitches, all transitions from
arbitrary initial value to arbitrary final value shall be simu-
lated. Therefore, we recommend selecting a number of traces
that balances computational feasibility with the likelihood of
capturing critical glitches.
Remark 1 The SR is an operational leakage detection tech-
nique, because at the same it proves that there is a leakage
and it exhibits the attack that exploits it. Other methods exist
to detect leakage, such as the t-test, in the “Test Vector Leak-
age Assessment Methodology” (TVLA) paradigm. On the one
hand, TVLA is less computationally demanding, but on the
other hand, TVLA quantifies the leakage without though pro-
viding a distinguisher which can exploit it. Still, the two
methods (SR and TVLA) are consistant in our first-order
setup, as they are mathematically shown to be equivalent
in [35].

5.1 Comparing Leakage Power Models and
Correlation Distinguishers Combinations in
1st-order Attacks

5.1.1 Change of Pol When Considering HW vs. HD Models
This set of results shows that the Pols are different for dif-

ferent leakage power models (HW vs. HD) used in a CPA.

@ Springer
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Fig.3 Success rate’s heat-map of S-Boxes for HW vs HD power models using Pearson correlation in 1st-order CPA attacks based on 10,000 traces

Figure 3 depicts the heatmap of SR of the 1st-order CPA
when HW and HD power models and Pearson distinguisher
were used. Attacks were performed individually for each
sample point shown in X-axis. As mentioned earlier, we focus
on the multi-modal evaluation of the masking schemes so
intentionally noise is not added to the traces. The average
SR is shown in each case using a color bar changing from
blue (<10%) to red (>90%).

As expected and shown in Fig. 3 the unprotected LUT is
more vulnerable; the graph includes more red points com-
pared to other structures. The goal of this experiment is to
analyze how the Pol changes based on the power model. As
depicted LUT has more leakage when HW model is used
(sample points 18 to 29) than HD model (points 9 and 10).
In contrast for RSM, HD model results in more leakage than
HW. Moreover, it is clearly visible that Pol changes with
different power models.
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The takeaway point is that in verifying the vulnerability of
devices it is crucial to analyze both HW and HD power mod-
els during the CPA as one may show leakage while the other
covers it. Also, the graphs show that TI is highly secure to the
Ist-order attacks while ISW is vulnerable when HD model
along with Pearson correlation is used. GLUT is more secure
than ISW using Pearson model against 1st-order attacks.

5.1.2 Change of Pol by Using Different Distinguishers

Pearson correlation has been traditionally used in CPA
attacks. However, a recent study showed that Spearman rank
correlation outperforms Pearson in capturing certain non-
linear leakages [29]. Figure 4 compares the SR of the attacks
when each of these correlation distinguishers are used, con-
sidering HD leakage model. As shown, Pols (which reveal
glitches) change when using different distinguishers. Attack-
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Fig.4 Success rate’s heat-map of S-Boxes for HD model using different correlation distinguishers in 1st-order CPA attack based on 10,000 traces.

SM and PS refer to Spearman and Pearson distinguishers, respectively
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Fig.5 Success rate’s heat-map of S-Boxes for 4 categories of 1st-order CPA attacks using 10,000 traces

ing LUT was more successful when using Spearman (Sample
points 17 to 22). However, for RSM, Pearson correlation ben-
efits the adversary more. Again, among all masked circuits,
RSM is the most vulnerable and TI is the most secure one.
As shown the choice of a distinguisher highly affects the
attack success, and it is not correct that Spearman always
outperforms Pearson.

Based on the above observations, for security analysis,
one should not rely on a sole distinguisher, rather he/she
considers both Pearson and Spearman as one may leak the
key while the other manifests the circuit secure.

5.1.3 Multi-Modal Comparison

As mentioned, both power model and distinguisher affect the
selection of Pols that reveal the glitches as well as the SR of
the attacks launched on the targeted Pols. This set of results
shows the SRs of the 1st-order CPA for 4 combinations of
power models and distinguishers: namely HW-Pearson, HW-
Spearman, HD-Pearson, and HD-Spearman. Firstly, Fig. 5
shows the Pols in LUT and RSM. Both circuits manifest
different levels of vulnerability depending on the used power
model and distinguisher. In particular, as expected, LUT can
be attacked using all 4 combinations, but RSM shows more

100
80
60

40

Success rate (%)

20

LUT

RSM-ROM

resistance with HW model. Also, Pearson distinguisher is
more useful in attacking RSM than Spearman.

Figure 6 depicts the highest success rate amongst all Pols
extracted for all 4 combinations of leakage models and dis-
tinguishers. Note that in the heatmaps we only showed 40
sample points (for visibility), yet for the highest SR we
considered the whole pane of their run time. The dotted
line shows the SR for randomly guessing the key (4-bit).
Although using the HD-Pearson seems promising in most
cases, it is not always true, e.g., GLUT is different.

5.2 Effect of Aging on Leakage in 1st-order Attacks

Aging increases the delays in the circuit’s paths and also
alters the circuit power consumption. Thereby, it is crucial to
investigate if it affects the success of the CPA attack targeting
them. Figure 7 shows the SR’s heatmap of the 1st-order attack
when HD-Pearson is deployed to attack devices of varying
ages, including new (age: 0 week), 10-week, 20-week, 3-
year, and 6-year old devices. As shown in this figure, aging
changes the Pols and the attack success rate, yet the impact for
the 1st-order CPA seems minor in this figure This is because
aging may introduce new glitches or remove existing glitches
due to the change of delays of the gates in different paths

HW-Pearson
HW-Spearman
HD-Pearson
HD-Spearman

il

GLUT

S-Box Implementations

Fig.6 Comparing S-Boxes based on the highest SR extracted from each 4 categories of 1st-order CPA attacks using 10,000 traces
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Fig.7 Success rate’s heat-map
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with different rates considering that aging rate of a transistor
relates to its workload during the course of operation. For
example, in Fig. 7, sample point 11 leaks the key in aged
LUTs but not the new one (age=0). Note that although the
impact of aging seems marginal in this figure when the POI
is investigated, the next results show that the impact is not
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always minimal and the attack’s SR may change significantly
in some cases when the device is aged.

To investigate the aging impact on the SR of the attacks in
more detail, Fig. 8 illustrates the highest success rates when
attacking each circuit via CPA using 10,000 traces. TI is not
shown for the sake of time as its aging simulation is highly
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Fig.8 Aging impact on the highest SR of 1st-order CPA using 10,000 traces for all combination
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time-consuming. LUT is also excluded from the presentation
since no variability is observed in its case when subjected to
an attack with 10,000 traces. This is because the number of
traces used exceeds the requirement for a successful attack
on LUT.

The findings indicate that the influence of aging on suc-
cess rates is minimal for first-order attacks when employing
a Pearson distinguisher. GLUT in the case of using HW-
Pearson and ISW when using HD-Pearson shows 3.4% and
5.5% increase of SR in 6 years and other cases do not
show a significant change in SR when deploying Pearson
distinguisher. In contrast, the Spearman distinguisher demon-
strates a more significant impact due to aging on the success
rates for masked devices. As illustrated, the success rate for
RSM-ROM experiences an increase of up to 21.4% with HD-
Spearman and 37.6% with HW-Pearson combination after 10
weeks of aging. Likewise, GLUT demonstrates an increase
of up to 10.9% for HD-Spearman after 3 years and 28.5%
for HW-Spearman after a 6-years. On the contrary, the aging
impact could potentially enhance resiliency by diminishing
the success rate in the case of RSM with the HW-Spearman
combination. Indeed it indicates that the impact of aging
also relies on the complexity of the masked design. For
instance, ISW experiences minimal impact, whereas GLUT
(style larger than ISW) is significantly affected by aging in
the context of a 1st-order attack.

Interestingly, it is observed that the initial resiliency (at
age 0) may diminish over time. For instance, the maximum
success rate for GLUT across all combinations is 55.2% at
week-0 but increased to 66.1% after 3 years of operation,
particularly with the HD-Spearman combination. Likewise,
for ISW employing HD-Pearson, the success rate increased
from 79.7% to 85.2% after 6 years of operation.

The key takeaway from these results is that aging has the
potential to modify the resiliency of a secure device. The
Spearman distinguisher exhibits a greater impact on success
rates with aging in the context of a 1st-order attack. These
results depict the importance and necessity of considering
aging as an additional parameter for the security evaluation
of critical devices.

5.3 Multi-Modal Comparison in 2nd-Order Attacks
5.3.1 Using Different Leakage Models and Distinguishers

These results depict how the leakage model and distinguisher
affect the success of a 2nd-order attack and its related Pols.
The 2nd-order attacks consider the combination of 2 sample
points at a time to recover the key. Here, we consider the
centered product of each 2 sample points in our attacks.
Figure 9 depicts the SR for 2nd-order attacks on RSM
using 10,000 traces and 4 combinations of leakage models
and distinguishers. Here, HD model seems more powerful

in the attacks. The primary reason is that HW(X) is a lin-
ear function on its input X, while H D(X, Y) is a quadratic
function on its two inputs X and Y [36, Sec. 6]. That is, when
applied to attacking RSM, the HD model is capable to com-
bine more information at higher orders. Moreover, Fig. 9
clearly shows that the higher order leakages can be exploited
by both distinguishers (HD-Pearson and HD-Spearman).
Another observation is that Pols also change based on the
distinguisher; similar to the 1st-order CPA. Figure 10 com-
pares the S-Boxes against 2nd-order CPA. As shown different
S-Boxes leak differently using different leakage models and
distinguishers. Also, TI has 2nd-order leakage as expected.

5.3.2 Effect of Aging on 2nd-Order Attacks

As previously mentioned, power traces are impacted by aging
due to changes of delay of the paths. It is crucial to analyze
such aging impact on the 2nd-order attack as well. Figure 11
depicts the heat-map illustrating the effect of aging on the
success rate of 2nd-order CPA, employing a combination
of 10,000 traces and HD-Pearson. Similar to the 1st-order
attack, the Pol undergoes changes in the 2nd-order attack, as
well and might change the success rate. As an illustration,
certain combinations within the [20, 25] range for both x and
y axes exhibit increased strength with aging. On the contrary,
combinations located between [35, 40] on the x-axis and [20,
25] on the y-axis tend to diminish with the aging impact.

Figure 12 illustrates the highest success rates of 2nd-order
CPA attacks targeting masked S-Boxes across various aging
conditions for all combinations. RSM and RSM-ROM are
omitted since no aging variation is observed with 10,000
traces for 2nd-order CPA. TI is excluded due to the consid-
erable time required for aging simulation.

Similar to 1st-order CPA, the results reveal that aging
can have either a positive or negative impact on the success
rates of 2nd-order CPA. It is observed that the Spearman
distinguisher demonstrates a rising trend in success rates.
As an illustration, employing HD-Spearman resulted in an
increase of up to 9.5% for GLUT and 7.9% for ISW over a
period of 3 years of aging. Simultaneously, there was a 6.5%
increase for ISW when utilizing the HW-Spearman combina-
tion after 3 years of aging. The Pearson distinguisher exhibits
both increasing and decreasing trends, depending on the spe-
cific design. For instance, with the HD-Pearson combination,
GLUT experienced an increase of up to 8.1% over 3 years
of aging, whereas ISW’s success rate decreased by up to
16% over a 6-year aging period. Likewise, for ISW with the
HW-Pearson combination, the success rate increases by up
to 10% after 20 weeks of aging, but it decreases significantly
by 40.7% after 6 years of operation.

The key takeaway from these observations is that aging has
an impact on the success rates for 2nd-order CPA, influenc-
ing them either positively or negatively. Consequently, these
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Fig.9 Success rate’s heatmap
for 4 combinations of
distinguisher and power model
used for the 2nd-Order CPA
attacks on RSM via 10,000
traces

10 15 2 25
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results highlight the importance of assessing the resiliency
of a masked device under aging conditions during the pre-
silicon evaluation.

5.4 Effect of Pol Selection in CPAs against Masked
S-Boxes

As discussed in Sec. 3, the adversary may use the Pol selec-
tion methods to increase the probability of the attack success.
As in this paper we focus on pre-silicon security analysis by
the designer, we consider every sample point as the Pol and

<
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launch several attacks as shown in Figs. 3, 4,5, 6,7, 8,9, 10,
11 and 12. However, to show what the adversary achieves
when using the state-of-the-art Pol selection methods, we
used SOST and launched the 1st-order CPA attacks based on
the Pols those SOST reveals.

To show the importance of our proposal in verifying the
security of the design via attacking each sample point indi-
vidually, we compare our results with the case SOST Pol
selection is used. The latter is shown in Fig. 13 depicting the
SR of the Ist-order CPA when selecting 10 Pols with max-
imum SOST indexes. Comparing these results with Fig. 6

Fig. 10 Comparing S-Boxes

based on the highest SR

extracted from each 4 categories 100
of 2nd-order CPA attacks using
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Fig. 11 Success rate’s heat-map
of RSM S-Box in different ages
when exposed to the 2nd-order
CPA using 10,000 traces and
HD-Pearson combination

Week 10
T

clearly shows that such Pol selection is not appropriate. For
example, RSM cannot be attacked using HW model when
using SOST while it was shown to be vulnerable in Fig. 6.
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We also performed 2nd-order CPA using MIA [31] Pol selec-
tion method. Similar results (no success in the attacks based
on the MIA Pols) were achieved yet not shown for the sake of

[ Year 3 [ Year 6

HD-Spearman

@ g 2
5 A 8

_.100 _.100 Ll
o 80 o 80
S 2
@ 60 a 60
] Q
Y a0 Y 40
3 3
v (7]
20 20
1] o
GLUT
HW-Spearman
o (=3 o (=3 (=3
S 2 S 3 8
_.100 _.100
o 80 o 80
® ®
- -
@ 60 “ 60
[] Q
Y 40 Y a0
3 3
("] ("]

20

GLUT

Isw

20

GLUT

Isw

Fig. 12 Effect of Aging on 2nd-order attack using 10,000 traces. RSM and RSM-ROM are not shown as no aging variation is observed using
10,000 traces for 2nd-order CPA. TI is not shown for the sake of its time for aging simulation

@ Springer



734

Journal of Electronic Testing (2024) 40:723-740

Fig.13 SR for 1st-order CPA

on 10 points with max SOST g8 8 ¢ 8
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(recall Fig. 6) 80
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space. The takeaway is that Pol selection might not be effec-
tive for masked circuits as Pol changes based on the leakage
model and distinguisher. Thus, relying on these methods and
attacking based on those Pols may not reveal the security
flaws in the pre-silicon. Thus, we urge the designer not to
limit the security analysis to the Pols selected by these state-
of-the-art methods.

5.5 Comparison Among Masking Styles

Table 2 summarizes the results presented above on the worst-
case vulnerability corners (best case for the attack) for the
targeted circuits. Here we show the worst-case scenario
occurs for different combinations of leakage model and dis-
tinguisher in the targeted styles. This implies that neglecting
certain corners during security assessments may result in
overlooking potential sources of leakage. Furthermore, we
note that 2nd-order attacks exhibit greater potency when
compared to 1st-order attacks, and standardized Pol selec-
tion strategies such as SOST and MIA did not contribute
to identifying the most optimal leakage from the acquired
traces.

Next set of results compares the masking schemes accord-
ing to both the security they offer and their PPA in different
aging conditions. Instead of Power consumption we show
the total energy consumption as the total number of points
selected for attacking different circuits can be different based
on their timing. For the security, we compare the highest
SR an attacker can achieve in different aging conditions for
different pairs of leakage model and distinguisher for the 1st-

HE HW-Pearson
I HW-Spearman

[0 HD-Pearson
[ HD-Spearman

98.6

39.3

RSM-ROM
S-Box Implementations

order leakage as in practice 2nd-order CPA is considered a
residual threat which becomes marginally relevant as SNR
increases.

Figure 14 shows the results for 10,000 traces at differ-
ent ages: the higher the SR, the more vulnerable the circuit.
As observed ISW and GLUT offer good protection with
moderate energy usage, while TI provides the highest level
of security but at the cost of consuming higher energy. In
terms of performance, TT demonstrated superiority over other
styles, whereas RSM-ROM fell short of delivering the antic-
ipated security, even with a higher timing cost. From the area
perspective, LUT offers minimal security with the smallest
area, as expected, yet not secure. However, RSM and RSM-
ROM are found to be the most vulnerable options even with
the cost of higher area. ISW implies the lowest area yet with
the cost of security loss compared to GLUT which is shown
as a good choice considering balance between the cost of
security and area. TI is proven to be the best secure masking
style with the cost of highest area as expected. The takeaway
is that the higher security is achieved with higher area. TI is
still vulnerable to 2nd-order CPA (Fig. 10) yet better protec-
tion than other masking schemes. This comparative analysis
of trade-offs will help designers in selecting the most suit-
able masking style according to their specific requirements
and budget.

As observed from the Fig. 14 it is evident that aging
has led to changes in the success rate over time. Further-
more, there is an average decrease in energy consumption,
while the maximum delay of the devices shows an increase.
However, as shown in this figure, although the security of

Table2 Worst-case

vulnerability corners for S-Box Power Model Distinguisher Attack Order Pol Sel. Helped?
different masked S-Boxes LUT HW Spearman Ist NO

RSM HD Pearson 2nd NO

RSM-ROM HD Pearson 2nd NO

GLUT HW Pearson 2nd NO

ISW HW Pearson 2nd NO

TI HD Spearman 2nd NO
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each circuit changed over time (slightly in this figure due
to resolution but more observable in previous figures show-
ing the aging impacts) the relative security of the considered
masking schemes did not change over time, e.g., GLUT has
the highest security among all considered masking schemes
(except TI for which due to the very long aging simulation
time we did not show it. We expect that TI remains as the
most secure after aging as well.) This analysis of security
versus PPA under aging conditions highlights how aging can
impact the security of a device across various leakage models
and distinguishers. This aids designers or security verifiers in
forecasting the security level of a system as the device ages.
It enables them to select the appropriate masking style based

Max. Delay (ps) Total Equ. Gates

on the PPA trade-off, ensuring sustained security even as the
device undergoes aging.

Figure 14 provided a comprehensive analysis for designers
to choose a masking style based on Security vs. PPA consid-
erations. The goal of this experiment is to both summarize the
findings from Fig. 14 and verify the relative security offered
by each masking scheme. In this respect, Fig. 15 presents the
maximum success rate across all combinations of leakage
models and distinguishers, and aging conditions providing
a measure of overall security in the worst-case scenario.
This approach offers a security estimation that accounts for
all parameter shifts presenting maximum vulnerability the
design can face during its lifetime.
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The objective of this experiment is to determine the
optimal masked design that best aligns with the designer’s
specific requirements. Thus Fig. 15 portrays the various
masking styles along with their overall security vs. PPA
trade-offs. As expected, the unprotected LUT is the weakest
in terms of security, while TI provides the highest security.
However, TI comes with the significant drawback of high
power consumption and large area overhead. It is under-
standable that reducing these overheads might be necessary
depending on the desired level of security.

The aim is to minimize both the x-axis (PPA) and y-axis
(success rate) values. It was found that the ISW masking
style offers lower power consumption but is more vulnerable
to attacks, whereas GLUT strikes a balance between power
consumption and security. Performance-wise, considering
maximum delay, GLUT also proves to be the most suitable
choice. In terms of the area versus security trade-off, ISW
is preferred due to its minimal area requirement among the
compared masking styles. However, to achieve higher secu-
rity, one may need to accept greater area overhead and opt
for GLUT, which balances security and area overhead. These
analyses provide valuable guidance for designers in selecting
the optimal masked design based on specific requirements.

The key takeaway from this experiment is that evaluating
the worst-case scenario across all parameter combinations
provides a comprehensive summary of a design’s overall vul-
nerability. By considering this vulnerability in conjunction
with the PPA graph, designers can make informed decisions
to select the most suitable design based on their specific
needs.

6 Discussion

Among different attack parameters, our analysis reveals the
crucial role of Pols. We find that on “ideal traces” (captured
noiseless from Spice), poorly selection of Pols results in some
attack failure despite the implementation is otherwise attack-
able by keeping all time samples in the list of Pols. Thereby,

@ Springer
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Pols selection can be deceptive and mislead security judg-
ment of the studied countermeasure. The crucial finding here
is that using the state-of-the-art Pol selection such as SOST
and MIA can be misleading and relying on them during the
pre-silicon analysis can result in chips with security flaws.

We observed that masked circuit often produce glitches
that are difficult to detect using conventional Pol selections,
like SOST and MIA). Therefore, we recommend selecting
Pol sample points across the entire targeted clock cycles.
For instance, in this analysis, we considered a 500ps clock
cycle, with most operations completing by 400ps. However,
it is crucial to include the 400ps to 500ps interval due to
potential delays caused by aging degradation.

It is also mandatory to perform attacks assuming both
activity-based leakage model (e.g., HD) and value-based
leakage model (e.g., HW). Even though glitches are phys-
ically arising from spurious activity, we see that some logic
styles can feature a leakage based on value (maybe owing to
the gates where leakage depending on the value of the still
inputs, as per [37]). This is also a crucial finding as per [14],
it has been recommenced to focus on HD than HW, yet as
we showed we cannot only rely on HD models in pre-silicon
security analysis. Therefore, we recommend utilizing both
HW and HD model during pre-silicon security analysis.

Regarding the distinguishers, although Spearman is seen
advantageous compared to Pearson, in the context of detect-
ing “hard to model” glitches (it can admittedly be viewed as
disruptive in the baseline leakage model), it is not always the
most successful distinguisher, as cannot supersede Pearson.
We recommend conducting analysis using both Pearson and
Spearman distinguishers, as it is difficult to determine which
is more effective across varying parameters and design types.
This ensures that no advantage is given to adversaries by their
choice of distinguisher.

The aging in general has a strong impact: either nega-
tively on template attacks (if model and attack traces have
aging misalignments) [38], or positively when acting on hid-
ing countermeasures (e.g., dual-rail logic, which gets more
unbalanced over time) [39]. But in the case of CPA on masked
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circuits, we find that aging can have positive or negative
impact on the attack success when different distinguishers
and/or leakage models are used, i.e., if the adversary uses
Spearman distinguisher in most cases the SR that is achieved
when targeting an aged device is higher than when attacking
the new one.

Finally, we show that all logic styles (incl. TI-see Fig. 10)
are vulnerable to 2nd-order attacks. These observations ver-
ify our analysis as indeed all masking schemes we studied
only claim Ist-order security. But comparing 1st-order vs
2nd-order (Fig. 6 vs Fig. 10) reveals that success rates for
10,000 traces are comparable, in the absence of noise. Thus,
when the measurement noise increases, the 1st-order attacks
will become prevalent compared to 2nd-order. It is therefore
mostly important to analyze 1st-order masking schemes.

Furthermore, designers can perform a comprehensive
analysis of masking styles based on Security versus PPA con-
siderations using the framework presented in Fig. 2. Such an
analysis can be visualized similarly to Fig. 14 to aid design-
ers in their decision-making process. Ultimately, determining
the optimal masked design that aligns with the designer’s
specific requirements involves evaluating the worst-case sce-
nario across all parameter combinations. By considering this
vulnerability alongside the PPA graph, as shown in Fig. 15,
designers can make informed decisions.

7 Conclusion

Pre-silicon security analysis is performed to characterize the
expected resiliency of the chip against attacks before fab-
rication. However, the previous work in this area is mainly
fragmented in case that only few of the factors affecting the
success of an attack is considered during such pre-silicon
analysis. This paper first showed how considering the com-
bination of these factors (leakage model, distinguisher, Pol
selection, etc) can affect the analysis and prevent approving
the designs with security flaws pre-silicon. We also investi-
gated the aging impacts on the success of the CPA attacks on
masked circuits and showed that the success may increase
or decrease over the course of aging but the aging impact
cannot be ignored during the pre-silicon analysis of security
as aging impacts on the attack success changes from one dis-
tinguisher and leakage model to another and thus an aged
device may be more resilient compared to a new one when
exposed to a specific distinguisher and leakage model but
more fragile when another distinguisher or leakage model is
used by the adversary. We also comparatively studied 5 state-
of-the-art masking schemes in terms of security versus PPA.
Such analysis enables the designers to select the appropri-
ate countermeasure based on the security budgets and design
constraints.
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