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Abstract
In recent years, the Industrial Internet of Things (IoT) has grown significantly. Automation along with intelligence introduces a slew of 
cyber risks while implementing industrial digitalization. But, none of the prevailing work focused on provoking alerts to future attacks 
and protecting the dynamic smart card from malicious attacks.Therefore, a Smooth Scaled Exponential Linear Unit and Reinforcement 
Learning-based Gated Recurrent Unit (SSELUR-GRU)-based stage identification and dynamic smart card protection are proposed in 
this paper.Primarily, the data pre-processing is done, and the preprocessed data are balanced using the ADASYN technique. Then, the 
data is clustered using the CD-KM algorithm for the feasible training of the data. After that, the clustered data is normalized and the 
patterns of normalized data are analyzed. Further, the important features are chosen by employing the proposed LWSO algorithm for 
minimizing the processing time of the classifier. Both the obtained optimal features and the patterns are data trained using Log Mish-
based Pyramid Net (LM-PN), for classifying the attacked and non-attacked data. In contrast, the input data features and the attacked 
data are trained by using the proposed SSELUR-GRU for identifying the attack stages.Thus, based on the attack stage, the dynamic 
card is protected by updating its number, or else the admin is alerted.The experimental outcome stated that when analogized to pre-
vailing methodologies, the proposed method withstands a maximum accuracy of 98.71% and a higher identification rate of 98.21%.

Keywords  Cayley Distance based K-Means (CD-KM) · Lehmer-based war strategy optimization algorithm (LWSO) · Log 
Mish based Pyramid Net (LM-PN) · Smooth Scaled Exponential Linear Unit and Reinforcement Learning based Gated 
Recurrent Unit (SSELUR-GRU) · Adaptive Synthetic (ADASYN)

Abbreviations
CD-KM	� Cayley Distance based K-Means
LWSO	� Lehmer-based war strategy optimization 

algorithm
LM-PN	� Log Mish based Pyramid Net
SSELUR-GRU​	� Smooth Scaled Exponential Linear Unit 

and Reinforcement Learning based 
Gated Recurrent Unit

ADASYN	� Adaptive Synthetic
LM-PN	� Log Mish-based Pyramid Net
IoT	� Internet of Things
IDS	� Intrusion Detection System

1  Introduction

The utilization of the Internet of Things (IoT) technologies 
in the industrial sector are referred to as "IIoT". Its main 
goal is to combine the advanced IoT and industrial automa-
tion technologies. The integration of sensors, devices, and 
any instruments that are connected with computer-based 
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industrial applications for optimizing the device process 
is defined as the Industrial IoT (IIoT) [1]. A previously 
unheard-of integration of production, monitoring, as well 
as management subsystems is made possible [2]. The uni-
fied management processes different industrial data more 
efficiently [3]. In other directions, the network’s vulner-
ability increases with Catastrophic harm,which is quickly 
caused by any failure orirregularity in thesystem’s compo-
nent [4]. Thus, while transmitting, the data gets attacked 
by hackers. Network intrusions typically encompass 
several attack classes, and each class may have numer-
ous attack types, which causes two main issues,namely 
1) Out-of-distribution problem and 2) Multiclass classi-
fication problem on unbalanced data. Thus, the Intrusion 
Detection System (IDS) is developed for the efficient net-
work reaction and security from intrusions [5–7].

Since IDS facilitates the protection of the confidential-
ity, integrity, and security of data, it plays a significant role 
in the IIoT [8]. The IDS is accountable for tasks, including 
preventing, detecting,and reporting harmful behavior as 
well as partially or completely protecting an IIoT network 
[9]. For secure IIoT, IDS should also identify the attacks 
when hackers start probing devices [10]. The design and 
implementation of appropriate security solutions can be 
accomplishedby feature extraction [11]. The ‘2’ mutual 
levels for IDS prototypes are data preprocessing and 
identification, which arerequisite for enhanced accuracy 
detection approaches [12]. The identification procedure 
is eliminated after the removal of redundant features from 
the dataset [13]. This mitigated feature set may be then 
employed to forecast attack classes by employing the base 
classifier [14].

Deep Learning (DL)-based IDS, particularly the Deep 
Neural Network (DNN) model, Recurrent Neural Network 
(RNN), Long-Short Term Memory (LSTM), and Gated 
Recurrent Unit (GRU) models were the possible IDS 
techniques a few years ago [13]. Nevertheless, these DL 
techniques are not successful in identifying data attacks 
with an uneven distribution. Furthermore, the pre-existing 
models didn’t focus on the classification of attack stages, 
which was also regarded as one of the factors of the 
advanced IDS system. Therefore, a novel SSELUR-GRU-
based attack stage identification with attack classification 
is proposed in this work.

2 � Research Motivation

Nowadays, smart card technology has evolved in every sec-
tor of the industry, including public services, education, 
healthcare, business, and so on. This smart card accommo-
dates the user'ssensitive information along with the personal 
details. In the business sector, the individual information and 

their production details are updated in the smartcards.The 
corruption or tampering made in such smart cards collapses 
the user details and the industrial machine processes. Hence, 
it is necessary to analyze suspicious behaviour before pro-
tecting the dynamic smart cards. The data attack identifica-
tion was also attempted in the existing works. However, the 
future alert about the influence of attack is not provided to 
the user. Therefore, this work is motivated inorder to fulfill 
the mentioned gap along with improving the attack detection 
performance for protecting the smartcard.

2.1 � Problem Statement

The prevailing research methodologies’ limitations are dis-
cussed as follows,

•	 Prevailing works only focused on detecting the intrusion 
in the transmitted data. But, no work is there to avert the 
network from future possibilities of attacks by identifying 
the stages of attacked data.

•	 Employing unwanted computing resources like data pro-
cessing, memory usage, etc., by attackers causes high 
memory usage, network congestion, latency, etc.

•	 It is challenging and time-consuming to distinguish the 
features from the slightly attacked data.

•	 Bad packets produced by software errors, defective data, 
and locally escaping packets can cause a high falsealarm 
rate.

2.2 � Major Contributions

To overcome the limitations in the existing works, the major 
contributions presented by the proposed work are listed as 
follows;

•	 To make the network more complex for the attackers, 
an SSELUR-GRU model is employed for identifying the 
stages of attacked data. So, the different stages of attack 
are classified by the processing of optimal hyperparam-
eters with improved learning efficiency using the intro-
duced model.

•	 To avoid unauthorized access and save computing 
resources, dynamic smart card-based protection is done 
based on the detected stages of attacks.

•	 A feature calculation method is introduced by extracting 
the features of input data, which aids in diminishing the 
processing time of the attack identification.

•	 An LWSO-centeredFeature Selection (FS) framework is 
wielded for the selection of the best features and mitigat-
ing the false alarm rate of the proposed scheme. This pro-
cess also reduces the complexity of reaching an optimal 
solution with the help of the Lehmer approach.
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The paper is structured as: Section 2 analyzes the associ-
ated work concerning the proposed work. Section 3 displays 
the proposed framework. Section 4 analyses the proposed 
system’s performance. Finally, Section 5 concludes the 
paper along with the future work.

3 � Related Literature Review

Aouedi et al. [2] presented a federated semi-supervised 
learning scheme for attack detection in IIoT. For learning 
the representative as well as low-dimensional features, an 
Auto Encoder (AE) was trained on each device. The experi-
ential outcomes illustrated lower communication overhead. 
However, owing to the usage of a large amount of data, there 
was more possibility to elevate the communication overhead.

Wang et al. [15] introduced a stacked DL methodology-
for identifying cyber-attacks targeting Supervisory Control 
And Data Acquisition (SCADA) systems. Each densely 
connected layer in the model was followed by a batch nor-
malization to prevent overfitting. The outcomes signified 
thesatisfactory detection performance by the layered DL 
technique. Nevertheless, the lack of SCADA data influenced 
the effective detection solutions.

Liang et al. [16] recommended an industrial network 
centered on multi-feature data clustering optimization. Data 
security coefficients and weighted distances were catego-
rized centered on the data attribute feature’s priority thresh-
old. The detection rate was significantly enhanced by this 
technique. Nevertheless, the framework didn’t focus on the 
behavior features of nodes, whichcaused the misclassifica-
tion of data attacks.

Idrissi et al. [17] presented a Lightweight Optimized DL-
centered Host-IDS deployed on the Edge for the IoT. Primar-
ily, the raw data was pre-processed, and the intrusion was 
detected using a Convolution Neural Network. As the model 
was trained by utilizing a low amount of features, the system 
didn’t offer satisfactory accuracy even though the training 
time for intrusion detection was low.

Vargas et al. [18] offered an integrated system for the 
detection as well as containment of intruders on the Edge. 
For classifying the attacks presented in the transmitted 
data, the K-Nearest Neighbors algorithm was utilized. 
The way for a positive trend in industrial manufactur-
ing was opened by the findings. However, the approach 
didn’t concentrate on more sophisticated attacks against 
IoT deployments.

Fatani et al. [19] illustrated an integrated detection sys-
temalong with the containment of intruders on the Edge. 
The recommended system was split into ‘2’ phases: a 
CNN-based feature extraction phase and anFS phase cen-
tered on the developed Aquila optimizer approach.The 
developed approach’s higher performance was exhibited 

by the outcomes. However, the real-time feasibility of 
these models was still unknown.

Altan [20] developed a Deep Belief Network to detect 
invasion in IIoT sensing systems. A Secure DeepNet-IoT 
platform with numerous adaptive kernels was employed 
for sensing inputs. The IoT-centered invasion was recog-
nized more accurately by deep AE with extreme learning 
machine kernels. However, the training time was increased 
by increasing the number of parameters in the developed 
model.

Aleesa et  al. [21] employed a deepIDS. Primarily, 
preprocessing was executed over the raw input data. By 
using the min-max technique, the preprocessed data were 
normalized in the second phase. The evaluation findings 
demonstrated that the DL model produced better predic-
tions. However, an uncertain detection rate was caused by 
the unequal distribution of classes in the data.

Patel et al. [22] exhibited a smart network IDS. Thede-
veloped model’s preprocessing stage included feature 
transformation and normalization. After that, by using an 
enhanced optimization technique, the preprocessed data 
features were selected. The experimental findings exhib-
ited thatbetter performance was exhibited by the tech-
nique. However, the noisy and poor-quality data was not 
processed by the model.

Abd et  al. [23] offered an enhancedIDS for binary 
classification. Extreme Learning Machine, Support Vec-
tor Machine (SVM), Rao Optimization Algorithm, and 
Logistic Regression were integrated with supervised 
Machine Learning (ML)approachesin the developed IDS. 
The experimental outcomesexhibited higher accuracy of 
Rao-SVM on the UNSW-NB15 dataset. The system’s 
loss function was high owing to the improper updation of 
weight values.

Liu et al. [24] developed the anomaly detection model 
in industrial cyber-physical systems. Here, the model divi-
sion technique was employed to design the detector. This 
framework analyzed the operating data in a closed loop 
and quantified the mode deviation. Further, the detection 
model classified the DoS, Stuxnet-like, and False Data Injec-
tion attacks. The performance of the model was improved 
regarding accuracy, precision, and detection rate. However, 
the stages of the attacks were not detected, which lacks the 
model’s efficacy.

3.1 � Improvements of the Proposed Methodology

As reviewed in the previous section, while detecting the 
attacks, the related works had some notable limitations. 
Some works including [16, 17] mainly influenced by the 
processing of insufficient or sub-optimal features, resulting 
in inaccurate classification of data or expanded process-
ing time. Thus, the proposed work selected the optimal 
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features of the data by using the LWSO algorithm, so that 
the attack is identified by learning only the significant fea-
tures. This in turn lowers the model’s complexity and time 
consumption. Also, the training time is increased in [20] 
due to the involvement of huge parameters. Hence, such 
hyperparameters are optimized with the help of Reinforce-
ment Learning and SSELU activation function in the pro-
posed approach to lower the training time of the classifier. 
Moreover, the data patterns and future awareness regard-
ing the data attacks were not concentrated in any of the 
prevailing works, which limited the performance outcome 
and efficiency [25, 26]. Therefore, in the proposed work, 
data preprocessing, data balancing, data clustering, opti-
mal features, and data patterns are carefully performed to 
produce the accurate identification of attacks to protect the 
dynamic smart card.

4 � Proposed Approach For Attack Stage 
Classification With Intrusion Detection

This research model proposed an efficient classification 
of attack stages along with intrusion detection that aims 
to detect abnormal activities of intruders and facilitate 
preventive measures to avoid risk in IIoT. The proposed 
scheme’sblock diagram isrepresented in Fig. 1.

4.1 � Training Phase

Here, to train the proposed system, the network packet data 
(P) from the “UNSW_NB15 dataset” is regarded as the 
input. To carry out the training, the preprocessing, feature 
calculation, data balancing, data sampling, data standardi-
zation, FS, pattern analysis, IDS classification, and stages 
identification steps are employed.

4.1.1 � Data Preprocessing

In general, since the raw packet data contains some missing 
data and different data formats,dealing with the raw packet 
data (P) often has challenges.

(a)	 Missing Value Imputation: The loss of vital infor-
mation and the incorrect classification of data may be 
caused by the missing values in P . Hence, the missing 
value is imputed with the mean of prevailing data of 
every single column. After that, the recovered data (P∗) 
can be expressed as,

	   Here,the imputation function is denoted as 
imput(mean)

P  
and P∗

z
 specifies the zth number of data.

(1)P∗ =
imput(mean)

P
(
P∗
1
,P∗

2
, ......,P∗

z

)

Fig. 1   Block Diagram of Proposed Methodology
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(b)	 Numeralization: The packet data after imputing miss-
ing values (P∗) contains certain string data within it. 
Therefore, to make an efficient packet data transmis-
sion, numeralization (ℵ) is done to convert all those 
strings into numerical values. Also, the resultant 
numeralized data (P∗)num is,

	   Here, P∗
a
 depicts the ath number of data.Later, the 

preprocessed data is signifiedas Ppre.

4.1.2 � Data Balancing

In general, classifiers are biased with the majority of the 
classes in the data, which leads to poor classification 
of the minority class. Therefore, the data is balanced, 
which provides the data with an equal number of classes. 
ADASYN is used in this proposed paper for balancing 
the data with minority classes in Ppre . Primarily, the ratio 
of the minority to the majority of the classes R ∈ Ppre is 
computed as,

Here, the minority and majority of the classes pre-
sented in Ppre are signified as (A)min and (A)maj . If the 
computed ratio is lower than the preset threshold for the 
maximally tolerated degree of class imbalance ratio, then 
the total number of synthetic minority data 

(
Amin
SYN

)
 is cal-

culated as,

Then, the KNNof every single minority data 
(
Da

)
 is 

computed as,

Here, the number of the nearest neighbor is signified as 
K , and 

(
Aa

)maj denotes the ath majority sample. Following 
this, each minority data 

(
Da

)
 above obtained is normalized 

as,

(2)(P∗)
num

= ℵ

(
z∑

a=1

P∗
a

)

(3)R =
(A)min

(A)maj

(4)Amin
SYN

=
(
(A)maj − (A)min

)
R

(5)Da =

(
Aa

)maj

K

(6)D∗
a
=

Da∑
Da

By utilizing these normalized nearest neighbors 
(
D∗

a

)
 , 

the number of synthetic examples Dsam is computed to gen-
erate neighborhood data as,

where Pbal implies the balanced data after inducing the syn-
thetic samples.

4.1.3 � Data Clustering

Next, based on the balanced data’s protocol type, the 
(
Pbal

)
 

is clustered. Sequential data under every protocol could be 
obtained via clustering that aids in diminishing the com-
plexity during training by feeding input data sequentially. 
By utilizing CD-KM, the clustering is performed. The 
conventional K-Means (KM) algorithm is computation-
ally efficient. Therefore, the prevailing algorithm doesn't 
perform very well in clustering the non-linearly separa-
ble data in each protocol. Cayley distance is used rather 
than Euclidean distance to solve this issue. The distance 
between the diverse varying data is efficiently identified by 
CD to avoid the outlier issue and make an accurate cluster.

•	 Initialize all the data Pbal and it is considered as the 
data points, which are signified as,

	   Here, the number of datapoints isdisplayed as b and 
pN denotes the Nth data point.

•	 Then, choose the number of centroids randomly C.

	   Here,the centroid number is represented as k , and CΛ 
notates the Λth number of the centroid.

•	 Assign a data point to the closest centroid.
•	 Calculate the distance (dcly) betwixt the data point and 

the centroid utilizinga CD. It can be expressed as,

	   Here, the number of permutation cycles is denoted 
as �cycle and Pb denotes the bth data point.

•	 Choose a cluster for the data point in which the distance 
betwixt the data point and the centroid is minimal.

	   The obtained clustered data can be denoted as Pclus via this 
clustering.The proposed CD-KM’s pseudo-code is given as,

(7)Dsam = Amin
SYN

D∗
a

(8)Pbal =
{
p1, p2, p3, ......pN

}
where, b = 1, 2., 3, ......N

(9)Ck =
{
C1,C2,C3, .......CΛ

}
k = 1, 2, .........Λ

(10)dcly = �cycle
|||P

bCk − 1
|||



474	 Journal of Electronic Testing (2024) 40:469–485

	 



475Journal of Electronic Testing (2024) 40:469–485	

4.1.4 � Data Normalization

The biased outcome of predictions in classification may be 
caused by training the IDS model with a different range of 
data variables. Therefore, by employing min-max normal-
ization, the data variables in the clustered data 

(
Pclus

)
 are 

normalized within the range of [0, 1]. The normalized data (
PNor

)
 is,

Here, the maximum and minimum data variables in data 
are denoted as 

(
Pclus

)max and 
(
Pclus

)min.

4.1.5 � Feature Selection

Next, for reducing the computational time and training time 
of the classifier, the most interesting features are selected 
from PNor . By employing LWSO, the FS is done. War Strat-
egy Optimization (WSO) has the capability of achieving 
a good balance of the exploration and exploitation stages. 
However, the random updation of a soldier rather than a 
weak soldier causes a higher computational burden for 
achieving global optimum value. The Lehmer technique, 
which significantly diminishes the problem caused by the 
random updation during exploration, is utilized to solve 
this issue. Therefore, by this, the number of iterations gets 
reduced with optimal features.

(a)	 Population Initialization: The population of the army 
troops (F) (Features presented in PNor ) in a g-dimen-
sional area are initialized as,

	   Here, the Nth number of features is notated as FN , 
and the feature number is signified as i . Here, the per-
son with the maximum attacking force is declared as 
the army chief.

(b)	 Evaluate Fitness Function:Based on attaining the 
higher accuracy as max

acc
 of the classifier, the fitness 

value is calculated for each soldier. The fitness function 
of each soldier (ℑ(F)) is computed as,

(c)	 Charge strategy:The king is accountable for command-
ing and guiding all other soldiers. Here, the soldier with 
the maximum fitness value is declared the king. The 

(11)PNor =
Pclus −

(
Pclus

)min

(
Pclus

)max
−
(
Pclus

)min

(12)
F =

[
F1,F2,F3, ...........FN

]
where, i = 1, 2, 3, ..........N

(13)ℑ(F) = max
acc

[
F1,F2,F3, ...........FN

]

rank and weight of the soldier are also upgraded as the 
war progresses, and it is given as,

	   Here, the current and previous location of the ith sol-
dierare symbolized as ith  and Fi(t + 1) and Fi(t) the 
location of the king and commander location are 
notated as K and Lcom , �i denotes weight, and random 
values are specified as � and ℏ.

(d)	 Update the rank and weight of the soldiers: Each sol-
dier's rank is determined by their record of accomplish-
ments on the battlefield. If the new position 

(
ℑ
(
Fnew

))
 

is lower than the prior objective 
(
ℑ
(
Fold

))
 , the soldier 

considers the previous position as,

	   If the soldier updates the location successfully, the 
soldier’s rank 

(
℘i

)
 is updated as,

(e)	 Protection strategy: Here, the king is protected by the 
soldier from the opponent’s battle. Hence, according to 
the neighborhood soldier and king, every soldier changes 
their location.

where, a random neighborhood soldier is signified as 
Frand(t).

(f)	 Substitution of weak soldiers: Here, the weak soldiers 
are replaced by some soldiers who died in the war 
to enhance the outcome of the war. The replacement 
Fweak(t + 1) is articulated by,

	   Here, the battlefield’s lower and upper boundariesare 
denoted as lb and ub . Fsel signifies the final outcome of 
the successful war (Selected Features).

4.1.6 � Pattern Analyzation

To enhance the IDS classification’s accuracy, the pat-
terns of PNor are analyzed. The analysis is performed 
by employing Boyer Moore, which is incredibly quick.
Each character of sub-data is compared by this algorithm 
to find the same characters in the data.When characters 
don’t match, the search jumps to the subsequent matching 

(14)
Fi(t + 1) = Fi(t) + 2 × �(Lcom − K) + ℏ ×

(
�i × K − Fi(t)

)

(15)
F
i(t + 1) =

(
F
i(t + 1) ×ℑ

(
F
new

)
≥ ℑ

(
F
old

))

+
(
F
i(t)

)
×ℑ

(
F
new

)
< ℑ

(
F
old

)

(16)
℘i =

(
℘i + 1

)
×ℑ

(
Fnew

)
≥ ℑ

(
Fold

)
+
(
℘i ×ℑ

(
Fnew

)
< ℑ

(
Fold

))

(17)
Fi(t + 1) = Fi(t) + 2 × �

(
K − Frand(t)

)
+ ℏ × �i ×

(
Lcom − Fi(t)

)

(18)Fweak(t + 1) = lb + ℏ
(
ub − lb

)
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position in the pattern by the value specified in the Bad 
Match Table. The analyzed patterns (�) of normalized data 
are articulated as,

where, the Bth analyzed pattern of PNor is denoted as �B.

4.1.7 � IDS Classification

Then, for classifying the types of attacks, the LM-PN is 
trained using the inputs of Fsel and (�) . Pyramid Net (PN) has 
the potential to gradually increase the feature map dimen-
sions. Therefore, it often suffers from a vanishing gradi-
ent issue, which causes slow convergence. The log mish 
activation function is used in PN to solve the abovemen-
tioned issue. This adjusts the range of convolution output 
and generates the linear output. Thus, the computational 
time is diminished abundantly. A number of pyramid lay-
ers with skip connections are encompassed in this proposed 
LM-PN. Each layer consists of convolution and log mish 
activation functions. Figure 2 signifies the proposed LM-
PN’s architecture.

Here, the selected features and analyzed patterns are 
commonly signified as Γ . The number of input features is 
articulated as,

Here, ΓW depicts the Wth number of features.

Convolution Operation  At each location of the tensor, an 
element-wise product betwixt each element of the kernel and 
the input array is computed and summed to obtain the out-
put value in the corresponding position of the output array. 
Then, the convolution for Γ (Φcon) is articulated as,

 where,w(b, b) represents the kernel in the dimension size 
b × b , and the input matrix’s dimension size is given as q 
and Q.

Nonlinear Activation Function  The proposed network 
avoids learning the trivial linear combinations of the inputs 
by employing activation functions. Therefore, the paper 
employed the log mish activation function.

where, the log mish activation function’s output is signi-
fied as AΦcon . The convolution operation is performed again 
after the activation function. The obtained features are 

(19)� =
{
�1, �2, �3, ..........., �B

}

(20)Γ =
[
Γ1,Γ2,Γ3, ......ΓW

]

(21)Φcon =
∑

b

∑

b

(Γ)(q − b,Q − b) ∗ w(b, b)

(22)AΦcon

= Φcon ∗ log
(
1 + tanh

(
eΦ

con))

Fig. 2   Architecture of the proposed LM-PN
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signified as the first pyramid layer’s output. The obtained 
feature along with the input feature is given into the sub-
sequent pyramid layer. In addition, the same procedure 
above explained is applied to the entire pyramid layer. The 
output as of the final pyramid layer is given into the output 
layer, which decides whether the data is non-attacked or 
attacked. Finally, by analyzing the target outcome (O)tar 
with the actual outcome (O)act , the loss values of the out-
put are computed. Therefore, the overall loss value is cal-
culated as follows,

If Loss = 0 , then the model gives an accurate prediction.
If Loss ≠ 0 , then the back-propagation occurs by updating 
the weight values.Lastly, the data is significantly classified 
as attacked or non-attacked by the classification technique. 
From this process,O notates the obtained output, where 
the attacked data and non-attacked data are denoted as Oatt 
and Onon−att.

4.1.8 � Feature Calculation

Meanwhile, for gathering more important information 
about data and improving the accuracy of stage identifi-
cation operation, the features from the input data packet 
(P) are extracted.Therefore, the key features like skew-
ness, kurtosis, mean, entropy, etc., are extracted, and it 
is articulated as,

here, the Zth feature of input data is denoted as Fex
Z

 , andthe 
number of extracted features is symbolized as Fex.Thus, the 
processing time for detecting attacks is reduced and meets 
the proposed objective.

4.1.9 � Stage Identification

Further, to prevent the data from future attacks, the SSE-
LUR-GRU is trained to utilize Oatt and Fex for identifying the 
stages of the attack.The prevailing GRU has more expres-
siveness and versatility. Nevertheless, when GRU directly 
controls the behavior of the training process, it is difficult to 
select the most suitable hyperparameters and is more time-
consuming. To solve these issues, Reinforcement Learning 
(RL) is used rather than the reset gate of GRU, and Smooth 
Scaled Exponential Linear Unit (SSELU) activation func-
tion is employed.The RL allows the optimization process to 
make larger updates to the model's parameters in the early 
stages of training, thereby promoting faster learning and 

(23)Loss =
(
(O)tar − (O)act

)2

(24)Fex =
{
Fex
1
,Fex

2
,Fex

3
, .....Fex

Z

}

convergence in the course of the initial exploration phase. 
And, utilizing SSELU assists in activating appropriate 
neurons. Thus, the proposed model’s time consumption is 
diminished.The architecture of the proposed SSELUR-GRU 
is Fig. 3,

Initially, the regularized data of Oatt and Fex 
(
(X)t

)
 are fed 

as the input into the input layer. Later, the data update is 
assessed at the tth time and �th task 

(
ut
�

)∗

 over a regularized 
layer and is computed as,

where, the undetermined parameter and vector at the time 
t is notated as w and Ut, (X)t

�−1
   signifies the prior regu-

larized data, which is stored in the memory at the time t 
and �th task, the SSELU activation function is denoted as 
� , the element-wise multiplication operation is represented 
as ⊗ , (X)t denotes regularized data at the time t and �th task, 
and the hyperparameter obtained from RL is denoted as �t , 
which controls how much the unit updates from all units.

Reinforcement Learning (RL) Based Parameter Selection  RL 
is a subfield of MLin which an agent interacts with an envi-
ronment to learn by trial and error. The agent takes actions 
in the environment and receives feedback in the form of 
rewards, which signifythe desirability of its actions. The 
hyperparameter is derived in this proposed work by using 
these characteristics.

Step 1: Define the Environment:
The updated data 

(
ut
�

)∗

 is inputted to the RL, and it is 
regarded as the agent. Then, the environment (�E) 
around the agent is defined by states (�s) , actions (�a) , 

(25)
(
ut
𝜙

)∗

= 𝜎

(
w(X)t + Ut

(
𝜗t ⊗ (X)t

𝜙−1

))𝜙

Fig. 3   Structure of proposed SSELUR-GRU​
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and rewards (�r) . The current situation of the agent ((
ut
�

)∗)
 is represented by the state (�s) . The decision 

made by the agent is represented by the action (�a) . 
Based on the agent's action, the reward (�r) indicates the 
feedback from the environment.

Step 2: Select the best agent
Here, the best and most efficient agents are chosen from (
ut
�

)∗

 to learn effective decision-making policies in 
complex as well as dynamic environments. Then, the 
optimized agent is notated as Uopt

Step 3: Initialize the Q-Network:
The Q-Network is a neural network that approximates the 
Q-values for State-Action Pairs (SAPs), which is symbol-
ized as �(�s, �a) . A state is taken as input by the Q-Network, 
which outputs Q-values for every single possible action.

where, the Q-Network’s output is depicted as �Net(�s, �a).
Step 4: Exploration-Exploitation Trade-off:
The agent balances the exploration (trying out new 
actions) as well as exploitation (selecting actions cen-
tered on learned knowledge) and chooses the action 
with the highest Q-value, which is notated as,

where, the likelihood of choosing an action (�a) in the 
state (�s) is represented as � , the Q-value for SAP (�s, �a) 
is signified as �(�s, �a) , the exploration rate is displayed 
as � , and �(�a) refers to the uniform distribution over all 
possible actions.
Step 5: Agent-Environment Interaction:
By taking actions centered on the current state, the 
agent interacts with the environment. It receives a 
reward and transitions to the subsequent state. The 
state, action, reward, and next states ((�s–)∗) are stored in 
the replay memory (MR) after each agent-environment 
interaction.
Step 6: Q-Learning Update:
Here, by using the Q-Learning equation, the Q-values 
are updated grounded on the agent's experiences, which 
are defined by,

(26)�E ← {�s, �a, �r}

(27)�(�s, �a) = �Net(�
s, �a)

(28)�(�a|�s) = (1 − �) ∗ Argmax(�(�s, �a)) + � ∗ �(�a)

(29)
�(�s, �a) = �(�s, �a) + B ∗ (�(�r)

+ � ∗ Max(�((�s)
∗
, (�a)

∗
)) − �(�s

∗

, �a))

where, the current Q-value for the SAP (�s, �a) issym-
bolized as �(�s, �a) , the immediate reward received after 
taking action (�a) in the state (�s) isrepresented as �(�r) , � 
defines the discount factor that balances the significance 
of future rewards when analogized to immediate rewards, 
the maximum Q-value over all possible actions 

(
(�a)∗

)
 in 

the next state 
(
(�s)∗

)
 is notated as Max(�((�s)∗, (�a)∗)) , 

and B is the exponential learning rate that determines 
the influence of new information on the current Q-value. 
The highest action value with the agent is chosen as the 
hyperparameter from the updated Q-value, and it is sym-
bolized as �t.

The SSELU nonlinear activation function executes the 
nonlinear transformation to the input data, thus making it 
capable to learn and execute more complicated tasks, and 
it is computed as,

where, the predefined SSELU parameters are denoted as a 
and � . After that, the current candidate update is:

here, the candidate update of the previous state is depicted 
as ut

�−1
 , and the update gate that decides how much unit is 

updated from its activation is displayed as Gt
�
 , and it is cal-

culated as,

The loss function (�) is estimated for determining the per-
formance of training, and it is articulated as,

here, the targeted output is signified as �tar . If there is a 
higher loss function, then the maximum iteration is exe-
cuted. Finally, the classification technique significantly clas-
sifies the stages of attacks as stage 1, stage 2, stage 3, and 
stage 4. The final classified attack stages are depicted as S
, thus addressing the main objective of the proposed work.
The proposed SSELUR-GRU’s pseudocode is,

(30)𝜎 = 𝜆

{
𝛼
(
eX − 1

)
, for X < 0

X, forX ≥ 0

(31)ut
�
=

(
1 − Gt

�

)(
ut
�−1

)
+ Gt

�

(
ut
�

)∗

(32)Gt
�
= �

(
w(X)t + Ut(X)t

�−1

)∗

(33)� = �tar − u�
z
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4.2 � Testing Phase

The real-time data implementation is executed here by han-
dling some steps, which are explained briefly here.Here, the 
input data packet is preprocessed, where the missing value 
imputation and nominalization are performed. After that, 
by utilizing CD-KM, the preprocessed data is clustered cen-
tered on its protocol and then normalized to a certain range. 
Later, by employing LWSO, the most significant features 
are chosen from normalized data. In the meantime, the pat-
terns of normalized data are analyzed. Then, for testing the 
real-time data whether it is attacked 

(
Oatt

real

)
 or non-attacked (

Onon−att
real

)
 , the selected features and analyzed patterns are 

fed into the trained LM-PN. The features from the input 
data packet are computed simultaneously. Lastly, the classi-
fied attacked data and calculated features are further carried 
into the stage identification step, which classifies the stages 
of attack in data. Further steps of smartcard protection (Ψ) 
are executed by meeting the following condition, which is 
expressed as,

If the attacks in the transmitted data are in stages 1 and 2, 
then the safety precautions are taken by performing dynamic 
smart card protection. Or else, the alert message is sent to 
the corresponding admin.

4.3 � Dynamic Smart Card Protection

Here, the smart card is dynamically updated when the stage 
of attacked data is detected as stages 1 and 2. Generally, 
for the device in the IIoT environment, the smart card is 
allotted.The smartcard is any chip or integrated circuit card, 
which holds the user’s personal information, account details 
or device’ sensitive data.The data can be transmitted in the 
IIoT environment via authentication using a smart card. The 
tampered smart card performs all the malicious activities 
formed by the attacker in the data. Therefore, the updation 
of smartcards is prominent. It assists in preventing the data 
from the attacks in the future. The device information like 
IP address 

(
�IP

)
 , MAC address 

(
�MAC

)
 , and serial numbers 

(�sn) are considered as the input 
(
� input

)
 for the smart card 

updation. They are initialized as,

For updating the smartcard, the Frame Checksum 
Sequence (FCS) is created for the initialized input. There-
fore, the initialized number format is split into ‘2’ data 
formats. Later, FCS bits 

(
ΛFCS

)
 (random 16 or 32 bits) are 

(34)Ψ =

{
if S = 1, 2, perform �

if S = 3, 4, Sent alert

(35)� input ←
(
�IP, �MAC, �sn

)

added in between the divided data. The data after adding 
FCS is signified as,

Here, the updated smartcard is denoted as � . The obtained 
number employing FCS is taken as the updated smartcard 
number. In the meantime, the updated smartcard is distrib-
uted to the admin. Thus, only the authenticated admin can 
be executed in the IIoT environment by the updation of the 
smartcard. Therefore, the attacks could be diminished abun-
dantly and addressed the research objective.

5 � Results and Discussion

The proposed model’s performance is analyzed in this sec-
tion by comparing its results with other prevailing models. 
In the working platform of PYTHON, the proposed model 
is implemented.

5.1 � Dataset Description

The proposed work utilized the UNSW-NB15 dataset’sraw 
network packets for the performance analysis. The dataset 
includes the combination of real modern normal activities 
as well as synthetic contemporary attack behaviors. This 
dataset has ‘9’sorts of attacks: Exploits, Fuzzers, Generic, 
Analysis, Reconnaissance, Backdoors, Shellcode, Worms, 
and Denial of Service (DoS). It contains 175,341 and 82,332 
records for the training set as well as the testing set, respec-
tively, from attacked and normal data.

5.2 � Performance Analysis of Stage Identification

The proposed SSELUR-GRU’s performance is analyzed and 
analogized with the prevailing models like GRU, LSTM, 
RNN, and CNN to prove the proposed scheme’s superiority.

Regarding the identification rate, the proposed and pre-
vailing models’performance evaluation is presented in 
Fig. 4. The proposed SSELUR-GRU gains an identification 
rate of 98.21%. However, when analogized to the proposed 
model, the existing models like GRU (95.23%), LSTM 
(91.9%), RNN (90.4%), and CNN (89.3%) attained a lower 
rate. As the complexity due to hyperparameters during data 
training was not resolved in existing works, the identification 
rate is sub-optimal.The developed model’s higher perfor-
mance is attained by the optimal selection of a hyperparam-
eter utilizing RL and also the inducement of SSELU, which 
diminishes the developed model’s complexity and increases 
the identification rate.

Concerning Mean Square Error (MSE), Mean Absolute 
Percentage Error (MAPE), and Root Mean Square Error 

(36)� =
(
�IP�MAC

)
ΛFCS�sn
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(RMSE), the performance evaluation of proposed and pre-
vailing models is depicted in Table 1. Here, the proposed 
SSELR-GRU attained MSE, MAPE, and RMSE of 0.0423, 
0.21343, and 0.20566, correspondingly. However, lower 
performance was attained by the conventional models due 
to a lack of processing optimal parameters. The proposed 
scheme’s higher performance is attained by the neurons 
that remain active for a maximum number of iterations by 
enhancing the prevailing GRU, thus learning the inputs sig-
nificantly.Therefore, in the identification of stages, the pro-
posed SSELUR-GRU was more robust with minimum error.

5.3 � Performance Analysis of IDS Detection

Regarding accuracy, precision, recall, sensitivity, specific-
ity, F-measure, False Positive Rate (FPR), False Negative 
Rate (FNR), Negative Predictive Value (NPV), and Positive 
Predictive Value (PPV), the proposed LM-PN’s performance 
analysis is validated and analogized with PN, Visual Geom-
etry Group 16 (VGG16), EfficientNet, and CNN.

The accuracy, precision, along with recall rate of 
the proposed LM-PN and the prevailingapproaches like 
PN, VGG16, EfficientNet, and CNN are compared in 
Fig. 5(a). The proposed LM-PN is modified with the effi-
cient activation function, whichprevents the neurons from 
dying and the convergence of the network is improved. 
Therefore, 98.71% of accuracy, 98.01% of precision, 
and 98% of recall are attained by the proposed LM-PN, 
whereas the prevailing techniques obtain accuracy, pre-
cision, and recall at an average of 91.59%, 91.70%, and 
91.28%, respectively. As the vanishing gradient issue that 
affects the learning process was not rectified by the preva-
lent methods, the attack detection performance is lower 
than the proposed technique. Figure 5(b) signifies that 
the proposed LM-PN achieves higher performance with a 
sensitivity of 98%, specificity of 97.93%, and F-measure 
of 98.13%.

Table  2 exhibits that the proposed model’s FNR is 
enhanced by 62% more than PN, 79% more than VGG16, 
and 90% more than CNN. Similarly, the proposed model’s 
PPV is improved by 42% and 60% than PN and VGG16, 
respectively.Likewise, the proposed model’s FPR and NPV 
aredrastically augmented than the prevailing schemes. 
37245.13ms is the proposed scheme’straining time, which 
is attained by employing an efficient activation function. The 
proposed method processed the data patterns and optimal 
features for efficient attack detection, which was not focused 
on in the traditional methods. Therefore, the data is classi-
fied efficiently by the proposed LM-PN over the existing 
methods.

Fig. 4   Graphical representation 
of proposed SSELUR-GRU 
and existing models in terms of 
identification rate

Table 1   Performance evaluation of the proposed SSELR-GRU and 
existing models

Techniques MSE MAPE RMSE

Proposed SSELR-GRU​ 0.0423 0.21343 0.20566
GRU​ 0.11433 0.7453 0.33812
LSTM 0.7134 1.08656 0.84463
RNN 1.4246 1.17565 1.193566
CNN 8.86443 2.1465 2.977319
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5.4 � Performance Analysis of Feature Selection

Regarding fitness Vs iteration, the proposed LWSO’s per-
formance is analyzed, and its outcomes are analogized 
with the WSO, Particle Swarm Optimization (PSO), Harris 
Hawks Optimizer (HHO), and Cockroach Swarm Optimiza-
tion (CSO).

The optimization ability of the proposed LWSO and 
existing algorithms is compared in Fig. 6. By employing 
the Lehmer technique, the proposed LWSO improved the 
position updation process. Therefore, the proposed LWSO 
renders the optimum outcome with a minimum number of 
iterations, and it converges at the iteration of 50; neverthe-
less, the conventional techniques require more iterations 
due to the random position updation during the exploration 
phase for attainingan optimal solution.

5.5 � Performance Analysis of Data Clustering

CD-KM is analyzed and compared with the existing mod-
els like KM, Clustering Large Applications (CLARA), 
K-medoid, and Balanced Iterative Reducing and Cluster-
ing using Hierarchies (BIRCH) to prove the superiority of 
the proposed method’s performance.

The proposed and the existing models’ CT and CE are 
portrayed in Table 3. It is known from the comparison analy-
sis that the proposed methodology remains more accurate 
and faster for clustering when analogized with the prevailing 
research methodologies. The varying data are identified effi-
ciently in the proposed scheme. Therefore, the iteration for 
clustering gets minimal with very accurate clustering out-
comes. The proposed methodology attains better efficiency 
(97.84%) and a clustering time of 22547ms. Meanwhile, the 
existing algorithms could not cluster the non-linearly dis-
tinct data, which lowers their clustering efficacy.Thus, the 
prevailing models do not provide higher performance than 
the proposed algorithm.

5.6 � Comparative Analysis With Literature Papers

In this, the proposed scheme’scomparative analysis is per-
formed with the prevailing works of [2, 15, 20], and [19] 
centered on their classification accuracy.

The proposed and the prevailing research methodologies’ 
efficiency are compared in Fig. 7. Optimized algorithms 
like LWSO for FS and CD-KM for data clustering are uti-
lized by the proposed method. These algorithms enhance 
efficiency by mitigating convergence time, augmenting 

Fig. 5   Graphical representation of the proposed LM-PN based on a Accuracy, Precision, andRecall b Sensitivity, specificity, and F-measure

Table 2   Performance evaluation 
of proposed LM-PNand existing 
models

Techniques FNR PPV FPR NPV Training Time(ms)

proposed LM-PN 0.0158 0.98 2.3767 98.023 37245.13
Pyramid Net 0.0418 0.948 5.379 95.356 44710.54
VGG16 0.0753 0.921 9.65 93.087 472154.5
EfficientNet 0.1624 0.886 11.64 90.875 51745.22
CNN 0.1908 0.8787 12.0896 89 59314.14
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exploration capability, and considering the relevant rela-
tionships between data features. Hence, a higher accuracy 
was attained by the proposed methodology. Therefore, the 
proposed scheme is superior to the prevailing works.

6 � Conclusion

An efficient stage identification and smartcard protection 
using SSELUR-GRU have been proposed in this work. The 
pre-processing and data balancing were executed. After this, 
the data were clustered within the time of 22547ms. After 
that, the data normalization was performed, and the features 
were chosen with low iterations. In the meantime, the pat-
terns from normalized data were analyzed. Both selected 
features and analyzed patterns were fed into the trained 
LM-PN model. This model classified the data with an accu-
racy of 98.71%, precision of 98.01%, recall of 98%, along 
with a training time of 37245.13ms. Lastly, the attacked data 
and calculated features were given to the trained SSELUR-
GRU, which identified the attack’s stages with an identifica-
tion rate of 98.21%. Therefore, it can be concluded from the 
overall analysis that the proposed model is highly efficient. 
The work concentrated only on detecting intrusions and pre-
venting the data from future attacks. To improve the success 
rate of data transmission, the work will be extended in the 
future with some advanced techniques.
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