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Abstract

Hardware Trojans (HT) are tiny circuits designed to exploit electronic devices, posing risks such as device malfunction or
leakage of sensitive information. The adversary aims to implant these HTs specifically targeting nets with minimal signal
transition (rare gates) within a circuit, evading detection during functional tests. Some Trojan variants are activated by
adversaries under specific periodic conditions. Logic testing, a well-established method for test generation in HT detection,
faces challenges due to the impractical scale of the search space, whereas Genetic Algorithms (GA) excel in efficiently
navigating extensive solution spaces. This paper presents a GA-based technique that integrates information on effective
inputs, along with an adequate fitness function defined based on combinational controllability and structural features, for
detecting conditionally triggered ultrasmall HTs. Upon assessing the ITC 99 and ISCAS 85 and 89 benchmarks, we note
significant enhancements in trigger coverage and reduced run-time requirements in comparison to state-of-the-art methods

like MERO and TRIAGE.

Keywords Hardware trojan - Transition probability - SCOAP measurements - Genetic algorithm

1 Introduction

IC design houses often outsource the manufacturing pro-
cess to reduce cost and speed up development time [26].
However, these offshore facilities introduce risks such as
Counterfeit parts, Intellectual property theft, and hard-
ware Trojans (HTs) [7]. While piracy is one of the biggest
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challenges from a financial point of view, the presence of
an HT circuit inside a design remains the biggest security
threat. HTs pose a significant threat to device security due to
their stealthy nature and destructive capabilities [4]. Based
on the activation criteria, HTs can be broadly classified into
two types, always on and conditionally activated [12]. While
the former type is mainly used for information leakage, the
latter one remains inactive most of the time and can be used
for various malicious activities. These HT circuits are a huge
security challenge due to the extreme difficulty of activating
and detecting them during testing.

The difficulty with conditionally triggered HTs lies
in their ability to elude detection during functional tests.
To build such circuits, the adversary targets specific nets
inside the netlist that do not exhibit many activities during
regular operation. This ensures the HT avoids accidental
activation during the test period. Traditional test methods
have been found to be insufficient against such stealthy
and extremely tiny HTs. As a result, several alternative
countermeasures have been proposed in the literature [15].
Among them, logic testing has gained significant attraction
due to its effectiveness against small HTs. This approach
involves probing the input—output behaviour of a circuit
and identifying inconsistencies between its expected and

@ Springer


http://orcid.org/0000-0002-6242-2386
http://orcid.org/0000-0002-0264-6687
http://orcid.org/0000-0002-6175-1380
http://orcid.org/0000-0003-4803-3074
http://crossmark.crossref.org/dialog/?doi=10.1007/s10836-024-06122-w&domain=pdf

372

Journal of Electronic Testing (2024) 40:371-385

observed behavior. By exploiting these inconsistencies,
logic testing can effectively detect HTs that remain dor-
mant most of the time [18].

The Logic testing method uses a set of test vectors to
evaluate a circuit, with differences between expected and
observed outputs as indicators of potential hard-to-reach
faults or HTs. Despite its potential, a vast search space can
make logic testing impractical. However, given the difficulty
of the problem, these approaches often rely on estimating
individual net activity and setting arbitrary threshold values
to identify rare HTs. Estimation of net activity is achieved
through either simulation of random vectors or probabilistic
measurements including metrics such as transition probabil-
ity and SCOAP (Sandia Controllability/Observability Analy-
sis Programme) measurement. While applying an entire test
suite may be infeasible due to many input combinations,
these methods can potentially improve the efficacy of logic
testing, even for large circuits.

SCOAP measurements are used to estimate the activity
of individual nets and identify hard-to-detect faults in a cir-
cuit. Analysis of the controllability values of individual nets
can help identify rare nets that may be used as triggers for
the HT circuit. However, applying arbitrary test patterns to
detect such HTs. In this regard, genetic algorithms (GA)
can produce a collection of test vectors that increases the
possibility of HT detection. In the GA-based technique, the
input space is searched employing a population of poten-
tial test vectors. The capability to activate hard-to-trigger
HTs evaluates each candidate test vector. The most success-
ful candidates are selected to produce a new generation of
test vectors, and the process is repeated. This technique is
continued until a collection of test vectors that successfully
detect the Trojan has been identified. The proposed select
input utilizes a subset of critical inputs and accelerates GA
convergence while targeting rare net triggers. Although only
combinational trigger samples are considered in our experi-
ments, they are covered multiple times, increasing the likeli-
hood of activating a complex Hardware Trojan (HT) circuit
even if constructed by an adversary. A conference version
is also available at [3], which discusses these observations.
However, the current study provides the following improve-
ments -

— amore suitable fitness function for GA and consideration
for level-wise SCOAP value distribution.

— detailed analysis on the impact of select input regarding
GA performance.

— amuch larger comparison against hard to trigger Trojan
circuits of varying size.

In light of the above discussion, we have adopted the fol-

lowing strategies to generate a set of effective test vectors
for HT detection:

@ Springer

— A genetic algorithm (GA) based approach is proposed
that operates only on selected inputs (based on their
impact on rare gates).

— A suitable fitness function is defined based on combina-
tional controllability as well as structural characteristics.

— Tested on benchmarks like ITC 99 and ISCAS 85 and
89 while providing evidence on the trigger and rare
gate coverage.

— The results are compared with state-of-the-art methods
such as MERO [3] and TRIAGE [19].

The paper is structured as follows: In Sect. 2, we intro-
duce preliminary concepts essential to our work. Section 3
discusses the motivation behind our presented work and
reviews related works. The detail of the proposed work is
illustrated in Sect. 4, while Sect. 5 presents the experimental
results. Finally, Sect. 6 concludes the paper.

2 Preliminaries

In this Section, we describe the basic terminologies used
throughout in our work.

2.1 Hardware Trojan

It is widely considered that there are two primary compo-
nents of an HT circuit - Trigger and Payload. The Trigger
initiates the HT circuit, while the Payload causes the cir-
cuit to malfunction when activated [17]. To evade detection
during traditional manufacturing tests, adversaries attempt
to implant the HT so that it remains dormant for most of
the time. As a result, Triggers are commonly linked to nets
(rare gates) that do not change their values during regular
operation. Figure 1 presents an illustration of an HT as an
example.

2.2 Combinational Controllability

The measurement of Combinational Controllability (CC)
serves as a cost function that quantifies the difficulty level
involved in setting a signal from the primary input. This
algorithm has a linear time complexity and is an integral
component of the widely recognized SCOAP measurements
[6]. CC measurement assesses the amount of effort needed
to set a specific signal to either logic O or 1. Table 1 dis-
plays the SCOAP Combinational Controllability calculation
guidelines for basic gates.

SCOAP calculation for a full subtractor circuit is shown
in Fig. 2.
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Fig. 1 Demonstration of Hardware Trojan Insertion in Circuit Netlists
Analog Circuit Design

Table 1 Formulas for the Controllability of different Logic Gates [8]

Logic Gate Cat- 0 Controllability 1 Controllability
egory

NOT input CC1 +1 input CCO +1

OR Y {input CCO}+1 min {input CC1}+1
AND min {input CCO}+1 Y {input CC1} +1

2.3 Genetic Algorithm

The Genetic Algorithm is an evolutionary algorithm inspired
by biology and natural selection theory, commonly called
”survival of the fittest.” It attempts to optimize search
problems by creating an initial population representing the
solution domain’s genetic composition. Various operators
like selection, crossover, and mutation develop a new set
of adaptive solutions by assessing the initial population’s
fitness. Over successive generations, the solution domain is
steadily reduced until an optimum solution for this problem
statement is reached.

Because of the Genetic Algorithm’s inbuilt parallelism,
it can effectively traverse the search space, making it a great
candidate for test generation challenges. Figure 3 visu-
ally represents the basic working principle of the Genetic
Algorithm.

Fig.2 Controllability Analysis

: (i) Combinational Circuit Design, (ii) Sequential Circuit Design, and (iii)

3 Background

The escalating threat of Hardware Trojan (HT) in the domain
of hardware security has prompted the development of vari-
ous detection techniques as reported in the literature. This
section is dedicated to a comprehensive review of prior
works closely aligned with our methodology. The subse-
quent segment of this section illuminates the motivation
behind our research efforts.

3.1 Related Work

Conventional testing strategies are insufficient for combat-
ing hardware Trojans (HT). Karmian et al. [10] proposed
a hardware Trojan detection method using Ring Oscillator
Network (RON) measurements and a genetic algorithm.
Despite high accuracy in classifying trojan-inserted circuits,
the method faces a drawback of increased processing time
compared to PCA-based approaches without SVM train-
ing data. Bao et al. introduced a reverse engineering-based
hardware Trojan detection technique [1] utilizing k-means
clustering on feature vectors extracted from grid images. The
method achieves high accuracy in detecting trojan insertions
and enables fine-grained chip classification. However, its
sensitivity to the choice of initial centroids and vulnerabil-
ity to advanced hardware Trojans are notable limitations.

of Gates within a Full Subtrac- Bin(1/1)
tor
A (1/1)
B (1/1)

D(4/4)
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(2/6)

(4/4) Bout(5/5)

(2/2) N
(2/4)

N

@ Springer



374

Journal of Electronic Testing (2024) 40:371-385

Create an initial
population with
random values

Y
Evaluate the
fitness of each [€

individual

fulfill the Exit
criteria?

Optimal Solution
reached

Selection of
individual based
on fitness

Crossover : Select
2 individual and
swap a selection
of gene between

them

Mutation : For
selected Individual
mutate the gene

Creation of new
Population

Fig.3 A flowchart depicting the sequential stages of a Genetic Algo-
rithm. Further elaboration on this process can be found in Section IV

Masaru Oya proposed a hardware Trojan identification
method [20] based on Trojan net scoring in gate-level
netlists. By detecting max score nets and assigning three
Trojan factors, this method successfully identifies hardware
Trojans in various gate-level benchmark circuits. Bazzazi
et al. proposed one of the methods for hardware detection
based on logic testing [2], which extracts the nodes with
unique attributes and selects the nodes with the most sig-
nificant similarity in terms of logical values as targets. The
potential trojans are detected from logical values that dif-
fer for Trojan-free and Trojan-inserted nodes. This method
suffers from significant overhead and power consumption.
Vidya Govindan presents another logic testing-based HT
detection technique [3], which uses the MERO algorithm
approach through which a high trigger coverage is achieved
in both combinational and sequential Trojans and has a high
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probability. The limitation of this method is its poor cover-
age on hard-to-detect Trojans and considers only activation
of triggering conditions. Sayandeep Saha suggests utilizing
a genetic algorithm and Boolean satisfiability to enhance
test pattern generation. Saha et al. [22] to detect hardware
Trojans in the circuit, where they use a genetic algorithm
to detect the maximum number of triggers and store them
in a hash table. SAT tool is used to generate test combi-
nations that are not covered by the genetic algorithm and
find feasible Trojan sets. This method has more coverage
than previously proposed ATPG heuristics, but even after
using the SAT tool, some trigger combinations remained
unsolved. These drawbacks were resolved in a method by
M.A.Nourian that detects HT using genetic algorithm-based
logic testing [19] where they use the TRIAGE algorithm
to generate optimal test vectors and identify the rare nodes
based on transition probability. Cruz et al. [5] employ ATPG
and model checking for HT detection but may not effectively
uncover less generic Trojans. Mondal et al. proposed a novel
test vector generation method for hardware Trojan detection
[17] where the final test vectors are optimized based on the
toggle effect and bit toggle probability values. Vectors from
the proposed method achieve a higher number of nets com-
pared to random vectors.

MaxSense, a hardware Trojan detection method by Lyu
et al. [13], utilizes an SMT solver and genetic algorithm to
enhance side-channel sensitivity and time complexity. How-
ever, its applicability is influenced by hardware character-
istics, scalability challenges with large circuits, sensitivity
to Trojan variability, potential resource requirements, and
robustness issues in the presence of noise or environmental
variations. However, this algorithm aims to generate tests to
measure hardware switching activity, making it unsuitable
for a direct comparison. Shi et al. [24] also proposed a hard-
ware Trojan detection method based on correlation analysis
between circuit inputs and inactive gates. However, similar
to [13], this method also focuses on test set re-ordering for
side channel measurement, rather than Trojan coverage. Pan
et al. [21] recently introduced reinforcement learning for
test generation. However, reinforcement learning requires
substantial environmental interactions. Moreover, it is com-
putation heavy [14], which is not ideal for scalability The
considerable computational overhead inherent in these meth-
odologies persists as a formidable impediment to their broad
scale adoption.

3.2 Motivation
In the literature, we have presented various approaches

for detecting hardware Trojans, each with its own set of
advantages and drawbacks. Many of these methods face
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disadvantages, such as increased processing time, sensitiv-
ity to Trojan variability, scalability issues, and limitations
in trigger efficiency. The key motivation of our proposed
methodology is to overcome these limitations and increase
the effectiveness of hardware Trojan detection using the fol-
lowing strategies: Advanced Genetic Algorithm, Selective
Input Processing, and Fitness Function Incorporating Struc-
tural Features, Benchmark Testing. The focus on efficiency,
selectivity, and benchmark validation ensures the practical
applicability and effectiveness of the proposed approach in
real-world scenarios, providing a valuable contribution to
the field of hardware security.

4 Proposed Work

In this section, our GA based methodology is described.
The fitness function is defined using a SCOAP based metric
which also incorporates the distance of the rare gates from
the primary inputs. We identify primary inputs that contrib-
ute most towards generating a transition on rare nets which
allows us to optimize the performance of the GA. Detailed
description of the proposed technique is provided next.

4.1 HT Model

Hardware Trojans are considered to have two parts - trigger
and payload. The payload gets activated when the triggering
condition is satisfied. In our work, we have considered the
presence of combinational Trojans, having a 2-input AND gate
as the trigger. The HT circuit is activated when the rare value
of the AND gate (logic 1) is generated by an input test vector.

4.2 Circuit Representation

The circuit netlist is expressed as a directed graph denoted
by G = {V,E} where V represents the collection of gates

(vertices), and E represents the ensemble of nets (edges).
This facilitates the use of graph traversal algorithms like
Breadth First Search (BFS) on the circuit netlist. This allows
us to identify the primary inputs that are linked to the rare
gates. We have considered circuits from ISCAS °85, ISCAS
’89, and ITC *99 benchmarks to validate the proposed
methodology.

4.3 Rare Net Selection

A net (or wire) is defined as a rare net if it fails to produce
many transitions during normal operation. Such nets can
be identified by simulating the circuit using random test
vectors and observing the transitions. The following Table
shows the rare values generated from different logic gates
(Fig. 4).

In our experiment, we have simulated each circuit with
1000 random test vectors and set the threshold as 0.2,
and 0.1 respectively. These values have also been used
previously in [23] for hard-to-trigger Trojans. We created
a set R comprising rare gates, which is used as input in
Algorithm 1.

4.4 Primary Input Selection

It has been observed in [16], that only a handful of primary
inputs in a circuit primarily influence the triggering of
rare gates. Therefore, to reduce the overhead of the GA,
we use the selected set of inputs(effective_input) instead
of the entire input space. We modify the standard Breadth
First Search (BFS) algorithm for the circuit netlist (Algo-
rithm 1). Our algorithm takes the netlist (as a directed
graph), the selected inputs, and the rare gates as inputs and
returns 1 if a path exists between the select input(in) and
the rare gate(rg) (0 otherwise).

E‘E;:s Rare values of different Gate Truth Table Rare Gate Truth Table Rare
P o/p | Value P o/p | Value
0 0 0 0 0 0 0 1
D 0o [ 1 [ 1 D’ o [ 1] o
1 0 1 1 0 0
1 1 1 1 1 1
0 0 1 1 0 0 1 0
1D 1 >
1 0 0 1 0 1
1 1 0 1 1 0
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Algorithm 1 ImprovedBFS Algorithm 2 Effectivelnput
1: procedure IMPROVEDBFS(G, in, rg) 1: procedure EFFECTIVE(G, R, IN)
2:  Queue < InitializeQueue 2:  effective_input < null
3 traversed <— Emptyset 3 for every rg € R do
4:  traversed < in 4 for every inputline in € IN do
5:  Queue.enqueue(in) 5: if Improved BFS(G,in,rg) then
6:  while not Queue.isEmpty() do 6: ef fective_input < in
7 cv < Dequeue(Queue) 7 end if
8 for each nv € G.neighbors(cv) do 8 end for
9: if not traveresed then 9:  end for
10: traversed < nv 10:  return effective_input
11: Queue.enqueue(nv) 11: end procedure
12: if nv equals rg then
13: return 1
14: end if
15: end if An Illustrative Example:
16: end for To showcase the concept of effective_input, we utilize
17: end while the smallest benchmark circuit from ISCAS 89 (s27). As an

18:  return 0
19: end procedure

example, in Fig. 5, a NAND gate (gate No. G9) is shown in
the color red to represent its rarity. It is directly controlled
by G16 and G15. These two gates are further controlled by
B1, B2, B3, B4, and B5, which are connected to the Red-
colored and Blue-colored nets originating from the primary

Algorithm 2 is iterated for all the rare gates(R) and
inputs(IN) to determine the set of effective_inputs to be used

in the GA. inputs. On the other hand, input BO and B6 are considered as
X G5
G14
L] Dc G10
B1 GO
B2 G3 @ \ \G16
L] cs _L/ s 611 ING11_EX
B3 | s |E]
=] G15 A
B4 61 D’ G17
B5 67 |E] G12 ’D G13
X G2
Rare Gate
;
:| \; 1
X B1 B2 B3 B4 BS X

Fig.5 Illustration using the s27 circuit from the ISCAS’89 benchmark, demonstrating our concept of effective_input. B1, B2, B3, B4, and B5 are
identified as effective_input, and the GA is executed using the effective_inputs, mitigating computation overhead compared to the entire input set
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Table 2 Abbreviations and Descriptions Used in the Algorithms

Abbreviations used in Algorithms Descriptions

in Select input

rg Rare Gate

G Directed Graph

R List of all Rare Gates

El List of Effective inputs

IN List of all Inputs

P Population(list of Chromosomes)
FI list of fittest individuals

don’t care (X) bits as they have no impact on triggering the
NAND gate G9. The GA chromosomes consists of input bit
B1, B2, B3, B4, BS only, rather than the complete input set.
The introduction of select input helps us to reduce the run
time while maintaining the quality of the produced vectors.
The rationale behind this is number of such select inputs (say
s) is much smaller than the total input (say i, s<<i), which
helps in a faster convergence. The number of rare gates is
directly dependent on the transition probability. Since the
Trojan circuits are expected to have a small transition prob-
ability, we specifically target low-probability nets. An exam-
ple of such rare nets found in ISCAS 85 circuits is shown in
Fig. 6 which shows that no of rare gate is much smaller than
total gate. This implies that size of the select input is also
expected to be quite small compared to input size.

Fig.6 Total no of gate vs. rare
gate for threshold value 0.1

4.5 Genetic Algorithm

As stated already, Genetic Algorithm (GA) is used to gener-
ate input test vectors for a given circuit netlist. It is a heu-
ristic search algorithm that aims to optimize searching by
reducing the search space. GA can be easily mapped to the
problem of test generation. However, with increasing size
of the circuit, it also suffers from high run time. To mitigate
this issue, we utilize the proposed effective_input(EI) which
allows faster computation. Algorithm 3 outlines the steps
involved in our proposed GA-driven approach.

Algorithm 3 Genetic Algorithm

1: procedure GA(circuitNetlist, R, EI, IN)

2:  Setn as the length of £/

3:  Set k as the length of /N

4:  Initialize GA with diverse population P (1000 vectors of size n)

5:  for each i ranging from 1 to 100 do

6 Determine the fitness of each chromosome in P using a
pseudo-vector of size k comprising » bits and (k — n) don’t care
bits.

7: Arrange the population P in descending order based on their
fitness values.

8: randomly select parents from the top 10% and bottom 90% of
the i-th generation.

9: Perform two-point crossover to generate offspring.

10: Apply mutation based on the mutation rate.

11: Evaluate fitness for offspring in the (i + 1)-th generation.

12: Fittest individuals of the generation are stored in F'/

13:  end for

14:  return F/
15: end procedure

Total gate vs. Rare gate

and 0.2 HTotal gate M Rare gate(0.1) ™ Rare gate(0.2)
2636
2384
1726
1179
522
30 60 1 2 71 6 6
C3540 C5315 C6288 C7552
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The Table 2 provides a comprehensive list of abbre- -fitness = div X 1 )
viations utilized in the algorithms, accompanied by their ~ °° h dist )

respective descriptions. . . N .
We illustrate the idea in Fig. 5. For the rare gate, G9 is

affected by 5 input lines out of the total 7 and we consider
dist as the distance between G3 and G9 as it is the lowest.

4.5.1 Initial Parameters

We start with an initial population of 1000 random test vec-
tors of individual length, similar to the number of effec-
tive_input of a circuit netlist.

4.5.3 Selection

The process of selecting vectors for further breeding is
determined by their fitness. Each vector is given a fitness

4.5.2 Fitness value, and the population is subsequently sorted in descend-
ing order based on these values. From there, one vector is
To achieve optimal results in GA, a fitness function is uti-  randomly selected from the top 10% of the population (also

lized that incorporates SCOAP values and the distance of known as the elite), while another vector is chosen from the
rare gates from the input. We define a metric div which is ~ remaining 90% of the population. These two selected vectors
the ratio of CCO and CC1 values for a logic gate. This ratio ~ are then subjected to a two-point crossover, which allows
of controllability values of logic 0 and logic 1 indicates the  for the exchange of genetic information between them, ulti-
probable activity of a net (since it indicates the imbalance =~ mately resulting in a new generation of vectors with poten-
between two values [9]). tially improved fitness.

_ max(CC0, CC1)

= 1 4.5.4 Crossover
min(CCO0, CC1)

To generate the next generation of vectors in our proposed
algorithm (Fig. 7), we employed a two-point crossover
between two parent vectors. The process involves selecting
n effective bits (i.e., effective_input) from the total k bits in
both parent vectors, with the remaining (k — n) input bit posi-
tions considered as ’don’t care”. Subsequently, two crosso-
ver points are randomly chosen, and the crossover process

A high div value for a logic gate indicates that it may be eas-
ily manipulated to produce incorrect output and hence, is a
potential HT trigger. We define the fitness function for the
GA as the product of div and the reciprocal of the shortest
distance between inputs and rare gates (dist). dist is used
as a weight factor since SCOAP values tend to increase as
level increases.

< K Bits >

—|1|x|xlo|x|o|.\'|1|x|1|X|X|0|X|1|X|0|X|1|1|Parent1

Iolxlxll|x|0]x]0|x|0|x|x|1|x|0|x|1|X|0|1|Parent2
Crossover point 1 Crossover point 2 < n Bits >
I I I I K I I A I R R R
Effective II/P bits from Parent 1 I After Crossover Effective I/P bits from Parent 1
. 1
— NN EEREEN - |- [ | - (EE
Effective i/P bits from Parent 2 ' After Crossover Effective I/P bits from Parent 2
ewnas [ % [ [ [x [ [x [+ = [o [x [ o [x [w [x [ =]+
Child2|0|x|x|1|x|o]x|o|x]1|x|x|o|x|1|x|o|x|o|1|<—

Fig.7 The presented diagram depicts the technique employed in our proposed algorithm to execute a two-point crossover. The crossover rate
used is 0.8
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is performed exclusively on the selected n bit positions. The
resulting offspring vectors are then formed by combining the
modified n bits with the remaining (k — n) bits.

4.5.5 Mutation

Mutation is an essential operator in the genetic algorithm, as
it enables the exploration of the search space locally, which
helps to avoid getting trapped in a local minimum.

To implement mutation in our proposed approach, we set
a mutation probability of 0.1. This means that for any given
vector (with effective n bits), we randomly select and flip
10 percent of its bits. This approach helps to ensure that the
algorithm maintains diversity and avoids convergence to a
local minimum.

In the context of computational complexity, our proposed
algorithm exhibits a time complexity of O(npg), where n is
the size of the effective_input (chromosome size), p is the
population size, and g is the number of generations (Fig. 8).

5 Experimental Results and Discussion
5.1 Experimental Setup

For comparative purposes, we implemented the widely
recognized MERO [3] and TRIAGE [19] algorithms. All
the algorithms were implemented in Python 3, utilizing an
Intel Core i5 CPU operating at a frequency of 2.40 GHz. To
extract controllability values from a netlist, we employed
the open-source “Testability Measurement Tool” [25].
The netlists were obtained from openly accessible ISCAS
benchmark circuits, formatted as Bench files and can be
freely obtained from the following source: http://www.pld.
ttu.ee/~maksim/benchmarks/. Out of the total of 12 circuits
employed, we selected 5 circuits from the ISCAS’85, 4 cir-
cuits from the ISCAS’89, and 3 circuits from the ITC 99
benchmark suite. These benchmarks encompass diverse
circuit instances representing various functionalities, from

arithmetic and logic units to processor subsets. We have also
incorporated the b17 circuit from ITC 99, which consists of
well over 100k gates

5.2 Rare Gate Coverage Performance

After implementing our proposed approach, a thorough
comparison between our algorithm, TRIAGE and MERO
is performed. Considering a rareness threshold of 0.1, we
observed substantial improvements in rare gate coverage
across different benchmark circuits. The details of the results
are presented in detail in Table 3. The enhancements are
visually depicted in Fig. 9. It is evident that we achieved
improvements exceeding 80% in certain instances. It high-
lights the extent to which our fitness function helps outper-
form the alternatives, demonstrating the significant advance-
ments made in enhancing rare gate coverage.

Similarly, we conducted the same experiment at a
threshold of 0.2. Figure 10 visually presents the significant
improvements achieved in rare gate coverage, with certain
circuit instances showcasing improvements nearing 90%.
To delve into further details and provide a comprehensive
analysis, Table 4 is used to show a comprehensive com-
parison with TRIAGE and MERO. It is evident, that even
in this threshold, our proposed algorithm outperforms both
existing techniques.

5.3 Execution Time Related Performance

As stated already, considering a circuit with k inputs, it is
important to note that it has 2¥ input combinations. This
exponential growth in the number of possible combinations
emphasizes the impracticality of exhaustively searching the
entire solution space. To overcome this challenge, our pro-
posed method takes a different approach. Instead of explor-
ing the entire solution space, we optimize the Genetic Algo-
rithm (GA) to operate within a smaller, more focused search
space by selecting a subset of the input space. By doing so,
we significantly reduce the computational burden, which

Before Mutation

T x [x o [x[o [ x[: [x o == [l x o =[]~ 1]

3 - DEDNDNEEE DRI

Randomly Selecting 10% of bits among the effective bits

Flipped it

lllxlx-xl()lellxlolxlxlllx|0|x|1|XI1|1

After Mutation

Fig.8 The diagram illustrates the approach utilized in our proposed algorithm for executing mutations. A mutation rate of 0.1 is applied
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€2670 3540

5315 6 c7552

s9234
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Fig.9 Enhancement in rare gate coverage by the Proposed Algorithm Compared to MERO and TRIAGE (Rareness Threshold = 0.1)

effectively reduces the run time. Comparing the performance
of our method with the TRIAGE and MERO algorithms, we
observe a remarkable improvement in execution time.

We initiated the algorithm with a population of 1000
vectors, running it for 100 generations. We run both TRI-
AGE and MERO with similar parameters for comparison.
The results, showcased in Figs. 11 and 12, demonstrates a
noteworthy improvement of over 50 percent in runtime for

both threshold values (We have used dual Y-axis graphs
in order to show the performance of 3 algorithms. Using
the primary Y-axis we measure the performance of the
Proposed algorithm and TRIAGE, whereas the second-
ary Y-axis is used for MERO.). Due to scaling limitations,
direct time comparisons for the b17 circuit were not feasible
in the graphs. However, for a 0.1 threshold value, GA and
TRIAGE took 19763.74 and 43695.98 s, respectively. For

920

80

70

60

c2670

€3540  ¢5315 6288 7552 59234

B % of Improvement over TRIAGE

s15850 38584 538417 bl4 bl5 bl17

B % of Improvement over MERO

Fig. 10 Enhancement in rare gate coverage by the Proposed Algorithm Compared to MERO and TRIAGE (Rareness Threshold = 0.2)
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Table 3 Comparison for

Ckt. Instance Total Proposed Algorithm TRIAGE MERO
Threshold 0.1 Rare
Gates
Rare Gates % of Rare Rare Gates % of Rare Rare Gates % of Rare
Coverage  Gate Coverage Gate Coverage Gate
Coverage Coverage Coverage

c2670 4 4 100 1.22 30.5 2.71 67.75
c3540 30 20.13 67.1 10.85 36.16 9.97 33.23
c5315 1 1 100 1 100 1 100
c6288 71 32 45.07 8.35 11.76 35.96 50.64
c7552 6 5.94 99 1.23 20.5 3.69 61.5
$9234 47 35.99 76.57 14 29.78 11.28 24
s15850 123 61.23 49.78 22 17.88 16.52 13.43
s38584 100 52.95 52.95 21 21 41.05 41.05
s38417 28 22.5 80.35 7.6 27.14 12.48 44.57
bl4 616 521.86 84.71 358.70 58.23 247.74 40.21
bl5 220 101.89 46.31 69.15 3143 70.05 31.84
b17 397 167.45 42.18 119.49 30.10 X X

a 0.2 threshold value, GA and TRIAGE took 20502.14 and
45143.92 s, respectively.

5.4 Trigger Coverage Performance

We investigate the presence of combinational HTs in the
circuit, with a 2-input AND gate acting as the trigger. The
triggers are inserted into the rare nets randomly, for both
threshold values. We considered 100 triggers for each bench-
mark, which is used to measure the efficacy of the proposed
method. The HT is triggered when the input test vector gen-
erates the rare value of the AND gate, i.e., when the logic
value 1 is obtained at the trigger. Table 5 depicts the average

trigger coverage achieved by a vector compared with exist-
ing methods. A near 80% improvement on trigger coverage
is observed for these circuits which is shown in Fig. 13. Such
improvements make our proposed method more suitable for
larger circuits since it allows to generate a more compact
test suite.

For s38584 and s38417, we set a cut-off run time of 21
days for MERO, but it failed to produce any result (Threshold
=0.2). We also performed another experiment with a set of
randomly generated Trojan triggers as per [27]. A total of 4950
2-input, 5456 3-input, and 4845 4-input AND triggers were
generated. ATALANTA ATPG [11] generated test patterns
were used to remove easy-to-trigger circuits. Comparative

Table 4 Comparison for

Ckt. Instance Total Proposed Algorithm TRIAGE MERO
Threshold 0.2 Rare
Gates
Rare Gates % of Rare Rare Gates % of Rare Rare Gates % of Rare
Coverage  Gate Coverage  Gate Coverage  Gate
Coverage Coverage Coverage

c2670 7 6.86 98 3 42.85 3.48 49.71
c3540 60 33.95 56.58 21.40 35.66 28.8 48
c5315 2 2 100 1.02 51 1.93 96.5
c6288 522 291.13 55.77 161.75 30.98 201.62 38.62
c7552 6 5.94 99 1.23 20.5 3.69 61.5
$9234 55 41.95 76.27 17.83 32.41 14.7 26.72
s15850 153 73.88 48.28 42 27.45 2491 16.28
$38584 335 210.65 62.88 132.08 39.42 X X
s38417 44 39.6 90 16.9 38.40 X X
bl4 729 592.63 81.29 316.10 43.36 277.93 38.12
bl5 284 152.91 53.84 99.33 34.97 81.01 28.52
b17 719 345.76 48.09 252.80 35.16 X X
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Fig. 11 Time comparison for
threshold 0.1

Fig. 12 Time comparison for
threshold 0.2

Table 5 Trigger Coverage
Comparison
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Ckt. Instance Threshold 0.1 Threshold 0.2
Proposed TRIAGE MERO Proposed TRIAGE MERO
Algorithm Algorithm
c3540 70% 27.72% 16.06% 50% 49% 13.85%
c6288 42% 14% 10.09% 63% 12% 9.23%
s38584 58% 28% 27.68% 69% 43.19% X
s38417 74% 35% 32.8% 79% 63% X
bl4 62% 41% 49.43% 73% 60% 44.83%
bl5 66% 37% 31.95% 71% 51.05% 53.83%
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Ta.ble 6 Multi—lnput Hard-to- CKT. Instance Number of uncovered triggers by GA Vectors TRIAGE Vectors MERO
trigger Trigger Coverage ATALANTA Vectors Covered Covered Vectors
Covered
C2670 14913 603 595 601
C3540 14375 72 46 21
C5315 13975 178 131 130
C6288 7174 675 266 320
C7552 13667 7 4 3
Fig. 13 Enhancement in Trigger Trigger Coverage Improvement
Coverage by the Proposed Algo-
rithm Compared to MERO and 30.00% ~ P
TRIAGE (Rareness Thresholds S
=0.1 and 0.2) 70.00% —
60.00% - | -
50.00% - - | I
40.00% - ii
30.00% - ||
20.00% - I B I
10.00% |
0.0005 ~ T
c3540 c6288 s38584 s38417 b14

u For Threshold 0.1 Triage® For Threshold 0.1 Mero
= For Threshold 0.2 Triage © For Threshold 0.2 Mero

assessment showed that test vectors generated by the proposed
method are more effective in detecting and activating such
dormant triggers as shown in Table 6. However, overall perfor-
mance is still not satisfactory since the generated vectors target
specific rare gates while the inserted triggers were sampled
randomly from all over the circuits

6 Conclusion

The paper proposes a method of generating input test vec-
tors for the detection of Hardware Trojans. The proposed
algorithm identifies the rare gates in a circuit benchmark,
selects inputs directly affecting the output of the rare
gates, and performs a genetic algorithm on the selected
inputs to identify test vectors to detect the presence of
Hardware Trojans. Our proposed method outperforms
state-of-the-art methods of test generation, viz., MERO
and TRIAGE in terms of rare gate coverage (~ 72%) which
is 2.3 times better than TRIAGE and 1.6 times better than
MERO. The improvement of our proposed algorithm is

also reflected by the increased trigger coverage for hard-
to-trigger Trojans(threshold= 0.1). Our proposed algorithm
covers & 62% of the triggers whereas TRIAGE and MERO
manage only =~ 27%. Moreover, our proposed algorithm
generates better input test vectors in less than 20% of the
time as compared to TRIAGE. The low run time of our
proposed algorithm makes it suitable for larger circuits as
is shown by the ISCAS 89 and ITC 99 benchmark circuits.
Despite its efficacy, logic testing for HT detection faces
significant limitations due to the unbounded number of
potential hardware Trojans. This underscores the need for
advanced methodologies and further research to enhance
detection precision and reliability. In the future, we would
like to extend our work to analyze rare gate-switching
activity used in side-channel measurement.
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