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Abstract

The recent expansion of the Internet of Things (IoT) owes a lot to the significant contribution of the 6LoWPAN protocol,
which has been extensively employed in low-power and lossy networks. To facilitate communication in 6LoWPAN networks,
the Internet Engineering Task Force (IETF) has suggested the usage of the Routing Protocol for Low-Power and Lossy Net-
works (RPL). Despite its usefulness, the open and restricted nature of the RPL protocol renders it susceptible to both internal
and external attacks. Since IoT devices connected through the RPL protocol have limited resources like processing power,
battery life, memory, and bandwidth, ensuring their security is of the utmost importance. One of the primary obstacles to IoT
networks is RPL routing attacks, which disrupt the network's normal routing activities and structure. This study investigates
the impact of five RPL routing attacks, namely Blackhole, Sybil, Selective Forwarding (SF), Sinkhole, DIO suppression,
and DIS flooding, on the IoT networks’ performance. The study evaluated the network's performance for normal and five
routing attack scenarios using numerous performance metrics including Link throughput, No. of packets generated (control
and data), Sensor data throughput, Packet Delivery Ratio (PDR), and Delay in packet delivery. This work conducted simula-
tions using the Tetcos NetSim v12.1 IoT network simulator tool and is the first to analyze IoT network performance under
multiple routing assault scenarios with various performance measures. The analysis showed that the performance metrics
of PDR, Sensor data throughput, and No. of data packets transmitted decreased significantly in attack scenarios compared
to the normal scenario, with an average decreased percentage of 70%, 70%, and 39.4%, respectively. In contrast, the metrics
Link throughput, Delay, and No. of control packets transmitted increased in attack scenarios compared to the normal sce-
nario, with average values supplemented by a factor of 35, 255, and 36, respectively. Additionally, the Destination-Oriented
Directed Acyclic Graph (DODAG) real-time formation under different scenarios was provided.

Keywords Internet of Things (IoT) - Low power and lossy networks - 6LoWPAN - RPL - DODAG - Routing attacks - Black
hole - Sybil attack - Selective forwarding - Sinkhole - DIS suppression attack - DIS flooding attack - Simulation - NetSim -
Performance analysis

1 Introduction

A new paradigm has emerged with the IoT that involves
internet-enabled digital devices connected through a net-
work to share information. Sensors, actuators, and transceiv-
ers are included in these devices that facilitate interaction
with the physical environment. However, to derive mean-
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connected to existing [oT networks. However, by inviting
numerous insider and outsider threats, this functionality
interferes with the IoT network's normal routing operation
[25]. Because, during communication between the devices,
the unauthorized device may enter into the communication
and hack the useful data, which is the main vulnerabil-
ity of IoT device-based communication. It will affect the
further process of any monitoring areas, such as medical
healthcare, smart city, military applications, etc.

In recent years, the RPL protocol has gained popular-
ity as a Routing Protocol (RP) option in the network layer
of IoT and Wireless Sensor Networks (WSN). Neverthe-
less, this protocol is vulnerable to numerous WSN and
IoT routing attacks [13]. Routing attacks are potent, and
they degrade the IoT network’s performance by affecting
some network parameters like throughput, PDR, and delay
in packet delivery. Therefore, before developing a new
lightweight intrusion detection system for RPL-centered
IoT networks, it is worthwhile to do thorough research
and simulation of such attacks against RPL and analyze
the performance of networks under different attacks [9].
So, this paper focused on studying the impact of routing
attacks like a blackhole, sinkhole, Sybil, SF, DIS flood-
ing, and DIO suppression on the performance of IoT net-
works using the metrics Throughput, PDR, No of packers
generated, and Delay. For every simulation, the traces of
simulated attack traffic data were collected to develop a

Fig.1 RPL DODAG formation
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novel dataset that can be used in further research to create
Deep Learning (DL), and Machine Learning (ML) cen-
tered attack detection systems.

The paper is divided into multiple sections. In Section 2,
the relevant literature and background information in the
research area are reviewed. The implementation of various
RPL routing attacks on the IoT network is explained in Sec-
tion 3. Section 4 covers the simulation of routing attacks using
different network and DODAG topologies, whereas Section 5
signifies the simulation outcomes. The paper concludes with
Section 6, which outlines suggestions for future research.

2 Background and Literature Review
The RPL protocol and its operation are briefly explained in
this section, which is followed by a portion that concentrates

effectively on examining the RPL routing attacks’ effects on
the functionality of IoT networks.

3 Routing Protocol for Low-Power Lossy
Networks (RPL)

The RPL protocol’s creation, which employs a DODAG
approach, was executed by the IETF network working group.
This RP operates on an IP-based, hop-by-hop model. As
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depicted in Fig. 1, the DODAG comprises a root node, also
known as a sink node, and a source node, or leaf node, which
is associated with it.

The construction of the DODAG includes the exchange
of several control messages, such as “DODAG information
object (DIO), DODAG acknowledgment object (DAO), and
DODAG information solicitation message (DIS)”. Both uni-
directional and bidirectional traffic can be handled by the
DODAG protocol’. The root node transmits the DIO control
message that includes vital details like the version and ID.
A node in the network decides its position by employing
the objective function after receiving the DIO [4]. The root
node has a rank value of 1, indicating that it is at the top of
the DODAG network. As a result, a node's rank decreases
the closer it is to the root. A node's rank value is confirmed
through a DAO and the node requests to join the network by
sending a DIS control message to the root node’.

4 Related Works

In a recent study, [18] compared the RPL’s performance with
and without its security mechanisms against 4 types of rout-
ing attacks, namely Blackhole, Selective-Forward, Neigh-
bor, and Wormhole attacks. To estimate the impact of these
attacks, they assessed RPL's performance using a variety
of parameters, including average data packet delivery rate,
average data packet latency, and average power usage. In a
related study, [25] examined the effects on network through-
put performance of a number of renowned routing attacks,
namely “Blackhole, HELLO flooding, SF, Sinkhole, Sybil,
Clone ID, and Local Repair’. By analyzing these attacks, the
authors aimed to shed light on the vulnerabilities of the RPs
and the potential threats they pose to the network's perfor-
mance. Another relevant study by [2] centered on examining
the characteristics and effects of RPL attacks. By utilizing
the IoT-specific Contiki operating model, the authors con-
structed elevated rank RPL attacks and diminished rank RPL
attacks and assessed their impacts on RPL's performance.
They used the PDR as a performance metric to assess the
effectiveness of RPL under these attacks. Furthermore [11]
performed a study to assess RPL's performance under 4 RPL-
centered attacks, including the diminished rank, local repair,
neighbor, and DIS attacks. The Decreased Rank as well as
Local Repair attacks had the biggest effects on PDR, while
the DIS attack caused the most end-to-end latency, according
to their research. The Neighbor attack, on the other hand, had
the least influence on the network's performance. This study
offers additional insights into the behavior of RPL under spe-
cific types of attacks and can be used to inform the design of
more effective security mechanisms for RPL in IoT networks.

Additionally, [21] examined a version number attack's
effects on an RPL-centered network, with a focus on the

effects on confined networks when nodes are mobile. The
influence of mobility in a limited environment, which was a
vital concern in many IoT applications, was the focus of the
study. When a version attack was implemented in an RPL-
based IoT, the authors examined the network's performance
regarding packet delivery, delay, along with power consump-
tion. This study’s outcomes provide valuable insights into
the effects of a version number attack on the RPL’s perfor-
mance in [oT networks, particularly in the context of mobil-
ity, and can inform the development of more robust security
mechanisms for RPL in such scenarios. Moreover, [3] con-
ducted a study to examine the effects of many attackers on an
RPL-based network's performance, considering numerous
parameters like average delay, average power consumption
attacker position, and PDR. According to their research,
the PDR is mostly affected by numerous attackers, and the
attack’s impact on the network is greater the closer the mali-
cious node is to the root node. This study’s findings provide
a better understanding of the multiple attackers’ impact on
the RPL-centered IoT networks’ performance and highlight
the importance of considering the position of attackers in
developing effective security mechanisms. In another work,
[6] the Cooja simulator was used to determine the factors
that may influence how well the RPL performs in IoT net-
works. They evaluated the network's PDR, energy use, along
with overhead control message for RPL performance while
taking different scenarios' traffic patterns, transmission
ranges, node mobility, along with network size into account.
Their simulation results showed the impact of transmission
distance and radio interference on PDR and overhead ratio
and the importance of addressing node mobility to ensure
reliable network solutions.

In the relevant study by [15], authors employ the RPL
routing protocol to evaluate the impact of internal attacks
like sinkholes as well as SF attacks, on a low-power and
lossy network architecture. The study demonstrates that
attacking motes consume substantially more power than
non-attacking motes, and that attacks might have a detrimen-
tal impact on the network’s performance. Tonapa et al. [24]
carried out research on several cyberattacks against RPL,
namely Hello Flood, Version Number Modification (VNM)
Attack, together with Blackhole. Utilizing parameters like
PDR, End-to-End Delay, Routing Overhead, and Network
Lifetime, they conducted their attacks on a Cooja Simula-
tor. The Flood Attack had the biggest effect, resulting in
a 20-fold decrease in network lifetime, a slight decline in
PDR, a massive rise in average E2E delay, and an increase
in routing overhead. The VNM Attack caused a four-fold
reduction in network lifetime, a 70% decrease in PDR, and
had the most significant impact on Routing Overhead [10].
assess the effects of attacks on topology and resources on
RPL's effectiveness, Hello Flooding, Increase Number,
and Decrease Rank attacks were chosen as examples of
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attacks on resources and topology. They investigated how
these attacks affected RPL performance parameters, such as
E2ED, throughput, PDR, and average power consumption
using simulations. The results exhibited that all 3 attacks
had detrimental effects, boosting E2ED, lowering PDR as
well as network throughput, deteriorating the network, and
elevating network node power consumption.

Collectively, all these studies highlight the significance
of evaluating the performance of RPs under various sorts of
attacks and in different network conditions to ensure their
effectiveness in practical IoT applications. As a result, this
paper’s main goal was to investigate the effects of routing
attacks like a Blackhole, Sinkhole, Sybil, SF, DIS flooding,
along with DIO suppression, on the performance of IoT net-
works using the metrics Throughput, PDR, E2E Delay, and
No of packers generated, including control and data packets.

5 Description and Implementation
of the Routing Attacks

There exist many networking attacks against the RPL pro-
tocol. Some of the attacks considered in this paper are dis-
cussed in the following sections.

5.1 Black Hole Attack

The attacker node performs a DoS attack by dropping all
sorts of traffic that passes via it, encompassing RPL control
messages as well as data packets [17]. The black hole attack
is a sort of attack that could be very damaging when joined
with a sinkhole attack. A malicious node uses an advertised
false rank value to entice other nodes for choosing it as a
parent node and subsequently drops the whole incoming data
packets to interfere with the Low Power Lossy Network's
(LLN) functionality. The attacker node in a black hole attack
discards every data packet it gets from other nodes, regard-
less of where it came from. The combination of both attacks
can lead to a situation where nodes are forced to route their
traffic through the malicious node, which then drops all
packets, resulting in a complete network breakdown [12].
In this evaluation, the adversary node attack is combined
with sinkhole and Sybil and SF attacks for dropping the data
packets coming through the malicious node.

5.2 Sink Hole Attack

This attack involves an attacker or a malicious node adver-
tising a false or advantageous routing path, leading mul-
tiple nodes for routing their traffic via it. Specifically, in
the RPL protocol, a sinkhole attack can be initiated by
the attacker promoting a better rank, causing nodes in the
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DODAG to choose it as their parent node. As a result, the
malicious node can attract and intercept a significant por-
tion of network traffic, effectively disrupting the network's
routing service [19].

Algorithm 1 Implementation of Sinkhole and Blackhole
Attack

if event == Network in Event, then
if packet == control packet then
if node == Malicious Node then
| assign the rank of the current node with Malicious Rank;
else
| process the control packet;
end
else if a node is malicious and the packet is not empty, then
I drop the packet;

end

5.3 Sybil Attack

An attack of this kind, known as a Sybil attack, involves
the attacker creating several identities (or "fake" identities)
to deceive other nodes in a network. The attacker could
utilize these fake identities to manipulate the network.
In some cases, the attacker may utilize fake identities for
gaining access to sensitive information or disrupting the
network's normal operation [7].

Algorithm 2 Implementation of Sybil and Blackhole
Attack

if event == Network in Event, then
if packet == control packet then
if node == Malicious Node then
I assign the rank of the current node with a random value as
(except 1) Malicious Rank;
else
| process the control packet;
end
else if a node is malicious and the packet is not empty, then
I drop the packet;
end

5.4 Selective Forwarding Attack

Similar to a sinkhole attack, this one is called an SF attack
because the attacking node selectively sends some pack-
ets while discarding others. For instance, an attacker may
choose to forward only routing messages while ignoring
all other packets, thus causing disruption to a portion of
the network [19].
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Algorithm 3 Implementation of Selective Forwarding and
Blackhole Attack

if event == Network in Event, then
if packet == control packet then
if node == Malicious Node then
| assign the rank of the current node with Malicious Rank;
else
| process the control packet;
end
else if a node is malicious and the packet is not empty, and the random
value is  divisible by 2, then
! drop the packet;
else
I forward the packer;

end

5.5 DIS Flooding Attack

Receiving nodes purposefully decide not to join the already-
existing DODAG, instead dropping the message and send-
ing DIS messages repeatedly to carry out the DIS flooding
attack. This behavior results in an excess of DIS messages
being transmitted, and many malicious nodes remaining
inactive and not joining the DODAG [5].

Algorithm 4 Implementation of DIS Flooding Attack

if event == Network in Event, then
if packet == control packet then
if node == Malicious Node then
drop the DIO message;
keep sending the DIS messages;
else
| process the DIO message;
end
end

5.6 DIO Suppression Attack

The functionality of the routing service in RPL can be signif-
icantly impacted by the DIO suppression attack. This is due
to the attack's ability to prompt victim nodes to withhold the
transmission of crucial RPL messages called DIO messages
that are essential in establishing the routing topology. As a
result, the quality of routes is generally degraded, eventually
resulting in network partitions [16].

Algorithm 5 Implementation of DIS Flooding Attack

if event == Network in Event then
if packet == control packet then
if node == Malicious Node then
drop the DIO message;
resend the DIO message;
else
| process the DIO message;
end
end

6 Simulation of the Routing Attacks

The simulation was done in the Dell Inspiron Intel(R)
Core(TM) i7-8550U CPU (clock speeds 1.80 GHz
&1.99 GHz) with 16 GB of main memory. The simulation
of the IoT Network topology was done using the NetSim
standard v12.1 [14] software for three different setups: Nor-
mal, Single attacks node, and Two attack node scenarios.
Five types of attacks discussed in the previous section are
considered and simulated for each attack type separately in
single and two attacker node scenarios. In all the simula-
tion scenarios, DODAG formations were generated for
understanding the attacks’ impact on the Network topology.
Additionally, the server node (Wire node 15) is connected
to the wireless sensors with node IDs 1, 9, and 12 in order
to track and assess the nodes' performance under the vari-
ous network simulation situations depicted in the DODAG
formation figures.

6.1 Simulation Setup

Table 1 exhibits a comprehensive description of the simu-
lation setup for diverse network scenarios. For all the sce-
narios, the maximum number of nodes considered is 20,
in that one node is considered an attacker node for attack
scenario one and two as attacker nodes for attack scenario 2.
For each case, the RPL protocol was selected as the network
layer protocol.

6.2 Normal Scenario

The IoT network topology for the normal scenario without
malicious nodes considered for data collection is shown
in Fig. 2. This sample topology comprises 1 sink node, 0
attacker nodes, and 20 benign nodes. The DODAG topol-
ogy development in Fig. 3 shows that the entire nodes are
linked to the root node (13 with Rank:1) for data trans-
mission because there are no harmful nodes in the net-
work environment.

Table 1 Simulation Setup for different Scenarios

Parameters Normal Attack
Scenario
Scenario 1 Scenario 2
Simulation time 1000 s 1000 s 1000 s
Total number of nodes 20 20 20
Number of normal nodes 20 19 18
Number of Malicious 0 1 2
Nodes (Mal. Nodes)
Path Loss Yes Yes Yes
Network Layer Protocol RPL RPL RPL
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6.3 Routing Attacks Scenario

The IoT network topology for attack scenarios 1 and 2
with malicious nodes one and two attack nodes are shown
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topology comprises 1 sink node, one attacker node,19
benign nodes, and one sink node, two attacker nodes, and
18 benign nodes for attack scenarios 1 and 2, respectively.

The malicious nodes are activated with different types of
RPL attacks, and the formation of the DODAG topology
for each attack type is discussed in the following sections.
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Fig.6 DODAG Formation for sinkhole attack scenario with a One node and b Two nodes

Using network topologies and DODAG formations, this
study is the first to analyze the RPL attack’s impact on the
IoT network under normal and attack scenarios.

6.3.1 Sinkhole and Black Hole Attack

The figure details the DODAG formation for the sinkhole
attack scenario. Since node 7 in Fig. 6(a) is a malicious node
that advertises with the rank of 2, all nearby nodes are con-
nected to it for data transmission. Nodes 6 and 7 in Fig. 6(b)
are shown as malicious nodes and are advertising with ranks
3 and 2, respectively. Therefore, the neighboring nodes are
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connected to the malicious nodes because of fewer ranks
for data transmission. Traffic diverted through the malicious
nodes is dropped as the nodes are connected to the malicious
nodes.

6.3.2 Sybil and Black Hole Attack

As discussed in the previous section, when there is a Sybil
attack in the network, the affected malicious node advertises
multiple ranks or replicates other neighboring nodes’ ranks.
The same is shown in the DODAG formation given in Fig. 7
for the Sybil attack simulation in the network. For instance,
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Fig.7 DODAG Formation for Sybil attack scenario with a One node and b Two nodes
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Fig.8 DODAG Formation for selective forwarding attack scenario with a One node and b Two nodes

the sensor node with ID seven is changed with ranks 6 and 7.
The rank of the malicious node changes with random values.

6.3.3 Selective Forwarding and Black Hole Attack

The SF attack is like the sinkhole attack in the network. The
DODAG formation in Fig. 8 shows that malicious nodes 6
and 7 attract traffic by advertising the small ranks. Here,
the malicious nodes will drop only the selected packets and
forward the rest of the packets to the destination.

6.3.4 DIS Flooding Attack

The malicious node forges and sends numerous control
packets (DIO or DIS). Forged messages keep the neighbors
busy, trying to process them. This attack creates a massive
amount of network traffic with huge control packets. This
paper creates network topology, and wireless sensor nodes
5 and 7 are modified as malicious nodes. In order to avoid
joining an existing DODAG topology, the malicious nodes
drop the DIO messages and retransmit the DIS messages
to the nearby nodes. This causes them to become idle. The
DIS flooding attack's effect on the DODAG formation is
shown in Fig. 9.

6.3.5 DIO Suppression Attack

Figure 10 exhibits how the DIO suppression attack affected
the creation of the DODAG topology for single and dual
attack nodes. It affected total topology formation in both
scenarios. Node seven is considered malicious for a single
attack scenario, and two nodes attack scenario nodes 5 and
7 are considered malicious nodes. Because of the DIO sup-
pression attack, some of the normal nodes become idle, not

joined in any existing topology, and the topology is por-
tioned into multiple networks.

7 Results and Discussion

For the normal and attack scenarios, three wireless sensor
nodes with ID 1, 9, and 12 data are taken for analyzing the
network performance using metrics like PDR, Link through-
put, No. of packets generated, Sensor data throughput, and
Delay in packet delivery.

7.1 Sensor's Data Throughput

To calculate a network's throughput, various tools can be
utilized on various platforms. Throughput is a measure
of the amount of useful data that can be transmitted per
unit of time and is expressed in Mbps. The higher the
throughput, the better it is for the network. Among the
performance metrics of RPs, throughput is the most criti-
cal one to evaluate [22].

The data throughput of each sensor is calculated using
Eq. (1), and it is the ratio of the total payload received at
the destination in bytes per the total simulation time. The
payload is the product of 'Packets delivered' and 'Packet
Size' Fig. 11.

Sensor Data Throughput(in Mbps)

_ Total payload delivered 1o destination(bytes) * 8 €))
- Simulation Time (u sec)

With the help of Eq. (1), the sensors' data throughput
was calculated for nodes 1, 9, and 12 to evaluate the IoT
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Fig.9 DODAG Formation for DIS flooding attack scenario with a One node and b Two nodes

network’s performance in normal as well as attack sce-
narios. The throughput was measured in bps, which is
shown in the figure. From this, it was observed that in a
normal scenario, the average throughput for all three nodes
is 243 bps, and in the case of attack scenarios, the overall
average throughput of one and two malicious node condi-
tions is 78, 172,133,143, and 40 bps for sinkhole, SF, DIS
flooding, Sybil, and DIO suppression attacks, respectively.
Furthermore, it was observed that the throughput for attack
scenarios is significantly less compared with a normal sce-
nario. For example, the throughput in the sinkhole attack
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scenario was less because the malicious nodes dropped
most of the data packets by attracting traffic. Additionally,
the network topology partitions in the DIO suppression
attack scenario prevent most of the data from reaching the
target, lowering throughput. And the throughput is rela-
tively modest in the remaining attack scenarios.

7.2 Packet Delivery Ratio

One way to calculate the average PDR is to divide the total
number of packets that were received successfully by the
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Fig. 10 DODAG Formation for DIO suppression attack scenario with a One node and b Two nodes
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Fig. 11 Sensor's data through-
put
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Comparison of Sensors Data Throughput

lilubls,

2Mal. | 1Mal. 2Mal. | 1Mal. 2Mal. | 1Mal. 2Mal. 1Mal |2Mal

1 Node Nodes Node Nodes Node Nodes Node Nodes Node Nodes
SinkHole . y Sel?cp\.'e DIS Flooding . DIO
Attack Sybil Attack = Forwarding Attack Suppression
Attack Attack
| Sensor 1 268 220 0 284 96 220 92 268 284 80 4
B Sensor 9 236 252 220 164 240 84 76 e 64 40
Sensor 12| 224 0 168 100 64 100 108 80 8 44

total number of packets sent from all nodes to the sink. This
calculation provides a gauge of the ratio of packets that were
successfully delivered, on average, across all nodes in the
network [1] Fig. 12.

Packet Delivery Ratio(in%)
Total Number of packets delivered successfullly
= X
Total Number of packets generated

100
@)

Equation (2) was used to calculate the PDR in the IoT net-
work under both normal and attack scenarios. The same thing
was shown in the above figure as a graphical representation. For
evaluation, we considered only the three nodes 1, 9, and 12 data
for all the scenarios instead of considering all the node's pack-
ets. From the figure, it was observed that the average PDR% of

Fig. 12 Packet Delivery Ratio

95
g 85
<
g
=1 75
=
B 65
)
&
g 55
g
< 45
kd
=%

35

SinkHole Attack

= All Nodes ' 93.18 75.34 73.34

the three nodes is 60.67% in the case of the normal scenario.
Similarly, in attack scenarios, the combined average PDR% of
one and two malicious nodes is 19.67%, 43%, 33.33%, 35.83%,
and /0% for DIS flooding, Sybil, DIO suppression, SF, and sink-
hole attack, respectively. In attack scenarios, the PDR is lower
than it is under normal circumstances. The effect on PDR is
more in the case of a DIO suppression attack because of parti-
tion in the topology; most nodes cannot join.

7.3 Link Throughput

The total number of bytes transmitted is measured for both
successful data packets and control packets. The calculation
is based on the size of the packet in bytes, which includes the
payload of the application layer and the overheads of all lay-
ers at the Physical (PHY) layer. This metric excludes error

COMPARISION OF PACKET DELIVERY RATIO

I

i1Mal. | 2Mal.  1Mal.  2Mal. | 1Mal.  2Mal. | 1Mal. 2Mal
Node Nodes Node Nodes Node Nodes Node Nodes
Selective . :
Sybil Attack Eorwardirig DIS Flooding DIO Suppression
Attack Attack
Attack

82.25 56.37 76.91 74.34 53.77 48.69 39.94 60.92
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Fig. 13 Link Throughput
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and collision packets and only takes into account successful
packets for the calculation.
Link Throughput(in Mbps)

_ Total bytes transmitted over the link * 8

3

Simulation Time (u sec)

The link throughput of the whole network was calculated using
Eq. (3). The comparison of those values for different scenarios is
mentioned in the figure. The link throughput rose for the Sinkhole,
Sybil, DIO suppression, SF, and DIS flooding attack scenarios
by factors of 1.17, 56.26, 1.25, 62.12, and 59.96, respectively, in
comparison to the normal scenario. From the values, it was under-
stood that in three attack scenarios, i.e., Sybil, DIS flooding, and
DIO suppression, the link throughput was increased by a factor

Fig. 14 No. of Packets transmit-

greater than 50 compared to the normal scenario because of more
control packet generation in the network. In the attack scenario,
the average link throughput experiences a 36-fold increase when
compared to the normal network topology.

7.4 No. of Packets Generated

The figure compares the total number of data and control
packets generated in the normal and attack scenarios. Com-
pared to the normal scenario, all attack scenarios' average
data packets decreased % by 41.1,28,20.5,28.6, and 78.8.
Similarly, the control packets are increased by a factor of
1.18, 56.14, 1.25, 68.32, and 60.90, respectively. The network
performance degrades drastically because of the vast incre-
ment of control packets in attack scenarios Figs. 13 and 14.
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Comparison of Delay in Sensors Data Delivery
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Fig. 15 Delay

7.5 Delay in Packet Delivery

The delay refers to the average duration, measured in micro-
seconds, from the moment a packet is transmitted as of the
application layer of the source node to the point at which
it successfully arrives at the destination application layer.
This is calculated by considering all successfully transmit-
ted packets. The Delay for every packet is calculated as
the period between the application layer arrival time to the
physical layer end time. The Delay for all the scenarios for
nodes 1, 9, and 12 are shown in the figure. The distraction or
division in the network architecture is the main source of the
delay in the DIO suppression attack scenario. The average
Delay for all three nodes' attack scenarios was increased by
a factor of 289 compared with the normal scenario Fig. 15.

7.6 Vulnerability Trust and Assurance Level

The vulnerability level of the node communication is cal-
culated by the number of malicious nodes divided by the
total number of nodes and the value is multiplied by 100.
Here, the vulnerability level is 10% according to the scenario
2. With respect to the vulnerability level, the trust value is

1 Mal. 2 Mal. 1 Mal. 2 Mal. 1 Mal. 2 Mal.
Node Nodes Node Nodes Node Nodes
sz\::::li;;ig DIS Flooding DIO Suppression
Attack Attack Attack
13036 24769 27189 30132 21249450 327638
13983 28255 46347 39839 16351351 38004029
24218 21664 23032 18360 10823698 37084146

presented. The trust level is calculated during node com-
munication. The trust level and the assurance level are pre-
sented by the sensor’s data throughput, packet delivery ratio,
link throughput, number of packets generation, and delay in
packet delivery analysis metrics.

8 Conclusion and Future Work

This research concentrates on the vulnerability of IoT devices
connected through the RPL protocol to routing attacks and
the significance of securing them to prevent insider as well as
outsider attacks. The investigation of the impacts of five RPL
routing attacks on the IoT networks’ performance using a
variety of performance indicators offers important new infor-
mation about the routing attacks’ effects on IoT networks.
The simulation-based study using the Tetcos NetSim v12.1
IoT network simulator tool reveals that the metrics Link
throughput, Delay, and Number of control packets transmit-
ted rise while the metrics PDR, Sensor data throughput, and
Number of data packets transmitted significantly decrease
in attack scenarios when compared to the normal scenario.
These results underline how crucial it is to put in place strong
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security controls to shield IoT networks and devices from
routing attacks. The research helps improve security proto-
cols for IoT networks and evaluate the routing attacks’ impact
on IoT network performance using a set of performance
indicators. The generated dataset can be utilized to perform
additional research and create attack detection approaches
centered on ML and DL in subsequent work.
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