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software is increasingly vital in many safety-critical sys-
tems, where faults can threaten users or result in financial 
losses. As a result, dependability is a critical concern in soft-
ware systems. Approximately 80% of the faults are caused 
by 20% of the modules [4]. One method for increasing soft-
ware dependability is to predict software faults before the 
testing phase. The ability to detect fault-proneness in soft-
ware modules can minimize project expense and effort. As a 
result, one of the major issues in the world of software engi-
neering is the prediction of fault-proneness modules [5].

Software system faults cannot be directly measured, 
but they can be predicted using software metrics. Previ-
ous research has found a link between software metrics and 
fault-proneness modules [6, 7]. Since the 1990s, software 
fault prediction models have been investigated, and faulty 
modules can be found before software testing. The occur-
rence of a fault in a module depends on n parameters (n 
independent variables) that should be considered in the 
fault prediction process. The dependent variable shows if 
the software module is faulty or not; the independent vari-
ables include software product or process metrics such as 
cyclomatic complexity and lines of code [6–8]. Effective 

1  Introduction

Software systems are growing increasingly sophisticated, 
and despite quality control activities (such as testing), many 
software systems have been supplied to clients with a non-
negligible percentage of faults [1–3]. On the other hand, 
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Software is playing a growing role in many safety-critical applications, and software systems dependability is a major 
concern. Predicting faulty modules of software before the testing phase is one method for enhancing software reliability. 
The ability to predict and identify the faulty modules of software can lower software testing costs. Machine learning 
algorithms can be used to solve software fault prediction problem. Identifying the faulty modules of software with the 
maximum accuracy, precision, and performance are the main objectives of this study. A hybrid method combining the 
autoencoder and the K-means algorithm is utilized in this paper to develop a software fault predictor. The autoencoder 
algorithm, as a preprocessor, is used to select the effective attributes of the training dataset and consequently to reduce 
its size. Using an autoencoder with the K-means clustering method results in lower clustering error and time. Tests con-
ducted on the standard NASA PROMIS data sets demonstrate that by removing the inefficient elements from the training 
data set, the proposed fault predictor has increased accuracy (96%) and precision (93%). The recall criteria provided by 
the proposed method is about 87%. Also, reducing the time necessary to create the software fault predictor is the other 
merit of this study.
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independent variables (metrics) are used to create the pre-
diction model. Hence, a set of effective metrics values gath-
ered from real-world software products (as a dataset) is 
required for software fault prediction.

Using prior fault datasets and data-mining techniques, 
certain software fault-prediction approaches identify soft-
ware modules as faulty or fault-free [6–8]. Correspond-
ing researchers use a variety of public and open resources, 
including PROMISE and NASA MDP datasets [12]. 
Machine learning methods are frequently utilized for soft-
ware fault prediction; Nave Bayes, Random Forest, J48, 
Neural Network, and SVM are some effective machine-
learning algorithms used for fault prediction [9, 10]. Some 
studies employ statistical methods to predict problems, such 
as Multivariate Binary Logistic Regression [12]. When the 
data is unlabeled, supervised learning methods cannot be 
used to anticipate software faults. New methods, such as 
unsupervised learning methods, are appropriate in this sce-
nario; to that aim, some researchers used numerous cluster-
ing algorithms to cluster software modules [13].

Using prior fault datasets and data-mining techniques, 
certain software fault-prediction approaches identify soft-
ware modules as faulty or fault-free [6–8]. Correspond-
ing researchers use a variety of public and open resources, 
including PROMISE and NASA MDP datasets [11]. 
Machine learning methods are frequently utilized for soft-
ware fault prediction; Nave Bayes, Random Forest, J48, 
Neural Network, and SVM are some effective machine-
learning algorithms used for fault prediction [9, ]. Some 
studies employ statistical methods to predict problems, such 
as Multivariate Binary Logistic Regression [12]. When the 
data is unlabeled, supervised learning methods cannot be 
used to anticipate software faults. New methods, such as 
unsupervised learning methods, are appropriate in this sce-
nario; to that aim, some researchers used numerous cluster-
ing algorithms to cluster software modules [13].

The proposed method in this research employs an auto-
encoder and K-Means to cluster software modules as faulty 
or faulty-free. The purpose of this study is to improve 
prediction accuracy while minimizing the time required 
to develop predictive models (gaps in earlier techniques). 
The use of an autoencoder in conjunction with K-Means 
enhances module clustering accuracy while decreasing clus-
tering time. For categorizing data as faulty or fault-free, four 
traditional fault datasets are employed; datasets are avail-
able in the PROMISE [11] data repository. The following 
are the study’s contributions:

	● Development of the autoencoder algorithm, as a pre-
processing and data-size decreasing step in the software 
fault prediction process, is the first contribution of this 
study.

	● The development of an effective hybrid method for soft-
ware fault prediction using the combination of autoen-
coder and K-means algorithm is the other contribution 
of this study.

	● Increasing the accuracy of software fault prediction 
models by the proposed hybrid method is the final con-
tribution of this study. The proposed method lowered 
the time necessary to cluster the software modules as 
faulty or non-faulty.

In Sect.  2, related works about software fault prediction 
are reviewed. In Sect.  3, the proposed hybrid method for 
software fault prediction is described and in Sect. 4, experi-
ments conducted on the NASA datasets and the obtained 
results are discussed. Then, in Sect. 5 conclusion and future 
works are given.

2  Related Work

Since the 1990s, software fault-prediction approaches have 
been used. Various statistical and machine learning methods 
have been proposed to divide software modules into two 
classes: fault-prone and non-fault-prone. Since 2005, the 
use of public datasets and machine learning algorithms has 
been increased. Many academics have employed genetic 
programming, neural networks, fuzzy logic, and decision 
trees to anticipate software faults before the testing process 
[14]. In the relevant research, the evaluation criteria were 
false positive rate (FPR), false negative rate (FNR), and 
total error rate (TER) [13, 14]. The percentage of mislabeled 
modules is denoted by TER, while the percentage of non-
fault-prone modules that were mislabeled as fault-prone 
is denoted by FPR. Faulty modules that have been desig-
nated as non-faulty are denoted as FNR. Finally, utilizing 
the aforementioned criteria, the accuracy and precision of a 
prediction model can be calculated. This section examines 
the software fault-prediction literature.

Previous software metrics were used to predict fault-
prone modules in software fault prediction algorithms. 
Software measurements are employed as independent vari-
ables in this study, whereas fault data is used as dependent 
variables. Software metrics are classified into process, file, 
class, method, component, and quantitative-level catego-
ries. The most widely used class-level metrics are CK met-
rics [12, 13]. Object-oriented metrics, rather than standard 
source-code metrics, have been employed in certain related 
research to forecast fault-prone software [8]. Because the 
class idea is only utilized in object-oriented paradigms, 
class-level metrics (object-oriented metrics) are only used 
for object-oriented systems. Object-Oriented metrics out-
perform other metrics in software fault prediction [15].
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The most conventional product-level metrics employed 
by the preceding methodologies include method-level, 
class-level, component-level, and file-level metrics [10, 
16]. In [17], a combination of software requirements level 
and code-level metrics have been employed to increase the 
accuracy of prediction algorithms. Aside from requirement 
metrics, researchers may use process-level metrics such as 
programmer experience level, review time, number of test 
cases, and unique test cases [18]. Other metrics utilized as 
“quantitative-level measures” in software fault-prediction 
algorithms are CPU and disk space usage during the pro-
gram execution [19].

The other resource required in software fault-prediction 
systems is datasets. The datasets utilized in the relevant pub-
lications were classified as public, private, or unknown [10, 
12]. The main sources of public datasets used in the pre-
viously proposed methodologies are NASA MDP (metrics 
data program) sites. Private datasets are owned by private 
companies and are not available for free. Some studies have 
employed datasets with no information about them. Since 
2005, the PROMISE repository has been one of the primary 
sources of public datasets used by researchers. The most uti-
lized public datasets in this field of inquiry are NASA fault 
prediction datasets in PROMISE with a format (ARFF) [11].

Feature selection is a strategy in the ML applications 
such as classification and regression. While the fault predic-
tion datasets have numerous attributes, some may be inef-
fective to learning accuracy. Removing these less relevant 
attributes can both improve accuracy and performance. The 
aim of attribute selection is to identify the smallest subset 
of attributes required for the fault prediction models. In the 
fault prediction models, feature selection includes optimiza-
tion methods [3]. The optimization method methods evalu-
ate the effectiveness of the features based on specific criteria 
without incorporating a classification function. Features are 
sorted and the least important features are eliminated based 
on a predetermined threshold. The resulting subset is then 
used in the classification or clustering algorithms.

The set of methods uses an evaluation function based on 
the error rate of the learning models. These methods select 
new feature subset using a fitness function, which is then 
trained using a machine learning method. The effective-
ness of the selected features is determined by the number of 
errors in the test of the learning models. Two main methods 
used in this context are ‘forward selection’ and ‘backward 
selection’, which are used to identify the most effective set 
of features. Forward selection evaluates the effectiveness of 
the selected features at every step, while backward selection 
starts with all features and iteratively removes them until a 
predetermined stopping criterion is reached. Both forward 
and backward selection methods have been implemented in 
[5].

Blended learning is an effective method in ML. This 
method increases the accuracy of learning models by inte-
grating the multiple classifiers. Blended learning includes 
two scenarios. Firstly, different classification algorithms 
are used to create software defect predictors; this method 
focuses on finding the most effective classification algo-
rithm. Despite this, this approach fails to identify the best 
classifier and does not benefit from other algorithms. In the 
second case, it is not feasible to fit all the characteristics into 
a single classifier due to the extensive and different feature 
sets. Choosing a base classification algorithm is an impor-
tant step in creating a mixed classifier. The variation among 
classifiers does not increase the efficacy of the blended clas-
sifier. According to prior research [13, 15], unsupervised 
fault-prediction approaches such as clustering algorithms 
have been employed for unlabeled fault datasets.

Managing the numerous attributes of the datasets can be 
an important obstacle in the creation of the software fault 
predictors. In order to reduce the number of features, fea-
ture selection techniques are often used. Choosing the best 
attributes of training datasets for creating fault predictors 
is an NP-complete optimization problem. The main draw-
backs of the previous methods are as follows that have been 
addressed in this study.

	● Ineffective attributes of the training datasets reduce the 
accuracy of the created fault predictors. Eliminating the 
ineffective features is an objective of this study.

	● Insufficient value of recall criterion and precision are 
other drawbacks that can be solved by finding the most 
useful attributes in the fault prediction datasets. A lower 
value of recall criterion made more faulty modules to be 
identified incorrectly as fault-free modules.

	● The long time required for creating a software fault pre-
dictor by the classification and clustering algorithms in 
the large real-world datasets is another challenge. Al-
leviating this time overhead is another objective of this 
study.

To achieve higher prediction accuracy, precision and recall, 
an unsupervised method for building software fault predic-
tor is proposed in this research; this method is discussed in 
Sect. 3.

3  Proposed Method

3.1  The Process of the Proposed Method

The autoencoder and K-means algorithms are utilized in 
this research to build a machine-learning-based software 
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estimates, and text mining. The NASA dataset was com-
piled over time from various initiatives (satellite instru-
ments, ground control systems, attitude control systems, 
and so on) in the United States. The fault-prediction data-
sets include McCabe, Halstead, and line of code metrics. 
The datasets used in this study are shown in Table 1. The 
goal of this research is to create a fault prediction model at 
the source-code level utilizing object-oriented metrics. The 
object-oriented metrics (given in Table 2) are thought of as 
independent variables, while fault is thought of as the depen-
dent variable. The final attributes (fault) were removed and 
are not shown in Table 2.

3.3  Selecting the Most Effective Attributes of the 
Training Data Set

The autoencoder detects and selects the most significant and 
effective subset of attributes in each dataset in this step (fil-
tering step). Attribute selection minimizes data dimension 
(number of attributes) by removing ineffective attributes. 
Because each instance is unique, the autoencoder learns 
which attribute plays a significant role in system failure by 

fault predictor. Figure 1 depicts the steps of the suggested 
technique.

The necessary datasets for developing the fault-predic-
tion model were obtained from the PROMISE data reposi-
tory [11]; it is the traditional public software data repository 
that the researchers utilized to construct the fault-prediction 
model. Each data collection contains historical information 
about the modules of a program. Each record in the data sets 
consists of 21 software module attributes. In addition, each 
data set contains the attributes of both faulty and non-faulty 
modules. The Preprocessing of the dataset attributes is the 
first step of the proposed method. The main purpose of this 
stage is to choose an important and effective subset of char-
acteristics in the datasets using the autoencoder. The elimi-
nation of inefficient dataset attributes increases the accuracy 
of the fault-prediction model generated using the K-means 
method (second step). Building the prediction model is the 
third step of the proposed method. The reduced dataset by 
autoencoder is sent to the K-means clustering method. Clus-
tering is a technique used in this procedure that splits data 
into two groups (fault-free or faulty). Finally, the created 
fault predictor by the K-means algorithm was evaluated 
using the testing data set.

3.2  Obtaining the Training Datasets

The PROMISE software engineering repository (as a pub-
lic software data repository) is increasingly being used in 
software engineering research. PROMISE covers a sub-
set of NASA datasets classified as defect prediction, cost 

Table 1  Description of used datasets
Dataset Project source Instances Attributes Faulty modules (%)
ant 1.7 NASA 745 21 22.3
arc NASA 234 21 11.54
camel 
1.4

NASA 965 21 16.6

zuzel NASA 29 21 45

Fig. 1  Proposed method’s steps 
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data in each middle layer to fit in a smaller representation 
and then attempts to reconstruct (decode) it. The purpose 
of the Autoencoding encoder and decoding layers (middle 
layers) is to discover erroneous and ineffective qualities in 
datasets and prioritize the most effective attributes.

In terms of the last attribute of the datasets (faults of a 
software module), the data instances were split into two 
groups: software modules with no bugs (fault-free) and 
software modules with one or more bugs (faulty). During 
the decoding phase, the autoencoder analyzes the problem-
atic instances of datasets and learns which attributes have 
the greatest impact on software failures. The autoencoder 
examines the amount of each attribute’s effect on the soft-
ware failure. Finally, the qualities are categorized into three 
types based on the extent of their effect on the number of 
software faults:

	● High Priority Class: The autoencoder classifies the char-
acteristics with the greatest effect size into this class af-
ter determining the effect size of each attribute.

	● Medium Priority Class: The autoencoder assigns this 
class to attributes that have a medium impact on the 
software fault.

	● Low Priority Class: This class contains attributes with 
the smallest effect size on the software problem.

Table 3 shows the prioritized attributes as the autoencoder 
output. The qualities have been categorized into three 
classes, as shown in this table. Class H qualities have the 
greatest effect size on fault probability. Attributes in class M 
have a medium effect on fault likelihood, whereas attributes 
in class L have the least effect. After the autoencoder has 
classified the attributes (attribute selection), the clustering 
step is used to build the predicting model.

3.4  Creating the Software Fault Predictor by 
K-means Algorithm

The goal of this stage is to build a fault prediction model 
using K-means clustering methods, which predicts faulty 
and non-faulty modules. The K-Means technique divides 
data into k clusters. In this study, software modules will be 
divided into two groups: faulty and faulty-free (k = 2). The 
K-means algorithm sets a center for each cluster and cor-
relates data objects with the clusters that are closest to them; 
when no data objects remain, new k centroids are estab-
lished. Centroids that are determined change their location 
step by step until no further modifications occur. The steps 
of the K-Means method are:

1.	 K points (initial centroids) are chosen at random from 
the clustered datasets.

examining all of them. All of the datasets utilized in this 
study share the same characteristics. Figure  2 depicts the 
autoencoder structure during the attribute selection step. 
The autoencoder is a simple three-layer neural network with 
output units that are directly coupled to input units [20].

The first and last levels are referred to as the input and 
output layers, respectively. Between the first and last lay-
ers, there is at least one concealed layer. The autoencoder 
employed in this work prioritizes all 21 attributes of each 
dataset in the input layer based on their influence on the risk 
of software fault. Indeed, the dataset properties have been 
mapped to the autoencoder’s input neurons. During the mid-
dle layers, the autoencoder analyzes the attributes of an input 
dataset and learns the valuable and effective attributes of the 
dataset. The autoencoder compresses (encodes) the input 

Table 2  Object-oriented metrics (attributes) of datasets used in the 
related studies and our study [7, 8, 12]
WMC This metric is the total of its approaches’ complexity. 

Cyclomatic complexity can be used as a measure of 
complexity.

DIT This metric calculates the inheritance levels from the 
top of the object hierarchy for each class.

NOC This metric counts the number of the class’s direct 
descendants.

CBO This measure reflects the number of classes that are 
linked to a specific class. This can happen via field 
accesses, method calls, inheritance, arguments, and 
exceptions.

RFC This metric counts the number of methods that can 
be called when an object of that class receives a 
message.

LCOM This measure counts the sets of methods in a class 
that aren’t related by the fact that they share some of 
the class’s fields.

Ca This is a count of how many other classes the speci-
fied class uses (coupling).

Ce This is a count of how many other classes the speci-
fied class uses (efferent coupling).

NPM The number of publicly available methods measures 
counts the number of methods in a class.

LCOM3 Lack of cohesion in methods. LCOM3 varies 
between 0 and 2

LOC Lines of Code.
DAM This measure represents the proportion of private 

attributes to total attributes (Metric for Data Access).
MOA Aggregation measurement.
MFA Functional abstraction represents the ratio of a class’s 

inherited methods to the overall number of methods.
CAM Cohesion of class computes the relatedness of a 

class’s methods.
IC Coupling of inheritance indicates how many parent 

classes a specific class is linked to.
CBM The combination of methods counts the number of 

new methods to which all inherited methods are 
linked.

AMC The average method size for each class is measured 
by this metric.
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Table 3  Prioritized attributes by the autoencoder as the output of the preprocessing step
# Attribute Priority # Attribute Priority # Attribute Priority
1 WMC H1 8 CE H 15 CAM H
2 DIT H 9 NPM H 16 IC L
3 NOC L2 10 LCOM H 17 CBM L
4 CBO H 11 LOC H 18 AMC H
5 RFC H 12 DAM M 19 CC (Max and AVG) H
6 LCOM M3 13 MOA L
7 CA M 14 MFA M

1   High Priority.
2   Low Priority.
3   Medium Priority.

Fig. 2  The structure of autoencoder in the attribute (feature) selection
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Distance =
k∑

j=1

n∑

i=1

( ||X(j)
i − Cj||)2� (1)

In Eq.  (1), ||X(j)
i − Cj ||  is the distance measure between 

data point X (j)
i

 and the cluster center (cj ). Variable n is the 
number of data points in jth cluster and k is the number of 
cluster centers. The autoencoder calculates the priority of 
attributes on software faults, and low-priority attributes 

2.	 Each dataset instance is assigned to a cluster group 
based on the distance to the nearest centroid.

3.	 After all the objects have been dedicated, recalculate 
the positions of the K centroids.

Steps 2 and 3 should be repeated until the centroids are sta-
ble. The K-Means technique is used to minimize the objec-
tive function. Equation (1) depicts the objective function.

Fig. 3  Process of evaluation system
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A true positive is correctly predicting a software module’s 
code as defective. A genuine negative is correctly predict-
ing a code with no errors. A false positive occurs when a 
fault-free code is expected to be faulty, and a false negative 
occurs when the predicting model expects a code to be clean 
when it is defective. The accuracy of the forecasting model 
is calculated using Eq. (2). Another criterion that should be 
calculated for our forecasting model is the error rate. The 
error rate is calculated using Eq. (3), and the value of this 
criterion should be as small as feasible. Another criterion is 
FPR (false positive rate), which is the proportion of modules 
that are genuinely non-faulty but anticipated to be defective, 
and FNR (false negative rate), which is the percentage of 
modules that are faulty but predicted to be non-faulty.

Accuracy =
TP + TN

TP + TN + FP + FN
� (2)

Overall Error Rate =
FP + FN

TP + TN + FP + FN
� (3)

Using the autoencoder as a preprocessor for the K-means 
algorithm enhances model accuracy while decreasing 
the time necessary to build the model (clustering time). 
K-means and filtered K-means were built with and without 
the autoencoder (as a preprocessor) to test the effectiveness 
of the suggested method on clustering time and accuracy.

4.2  Results

There are 745 instances and 21 attributes in the ant1.7 
dataset when the autoencoder algorithm is not used as a 
preprocessor. For this dataset, the number of iterations is 
three. Centroids were stabled after three repetitions. In the 
second implementation, the K-Means clustering method 
(simple and filtered) was used with the autoencoder prepro-
cessor on the ant1.7 dataset. In this implementation, there 
are 745 instances and 3 attributes. Autoencoder reduced the 
data dimension (number of attributes). It has three layers: 
the input layer, the hidden layer, and the output layer. The 
number of iterations for this dataset was 4. After 4 itera-
tions, centroids were stabled, and the dataset was clustered 
as faulty or not. Table  4 shows the performance of the 
k-means algorithm in the fault prediction problem in four 
implementations.

The second benchmark dataset is arc. In the second 
experiment, the K-Means clustering method was imple-
mented in two forms (simple and filtered) using an arc 
dataset. In this implementation, there are 234 instances 
and 21 attributes. The number of iterations for this data-
set was 2 without using an autoencoder. After 2 iterations, 
centroids were stabled, and data was clustered as faulty 

(effect-less attributes) are not considered in the cluster-
ing step; hence, minimizing the number of training data 
increases clustering accuracy and decreases clustering time. 
Indeed, after classifying the attributes according to their 
importance, K-means groups the instances of training datas-
ets into faulty and fault-free classes using the selected attri-
butes by the autoencoder.

The datasets described in Table 1 were used to build and 
test a predictive model using k-means clustering. The k-fold 
cross-validation procedure is employed in this study to eval-
uate our predictive models. This method divides the original 
data set into two parts: a training set for training the model 
and a test set for evaluating it (test). The data set is randomly 
partitioned into 10 equal-size subsamples in k-fold (10-fold) 
cross-validation. A subsample is kept as validation data to 
evaluate the predictive model, while the remaining k-1 sub-
samples are used as training data. The cross-validation pro-
cedure is carried out ten times.

4  Experiments and Results

4.1  Experimental System and Evaluation Criteria

The generated predicting model was assessed (examined) 
using the 10-fold cross-validation methodology to assess 
the accuracy and time of the suggested method. As previ-
ously stated, the distribution of attributes in train and test 
data is the same. The performance requirements for the 
fault prediction method are accuracy, precision, and cluster-
ing time. Figure 3 depicts the evaluation system procedure. 
Clustering time is defined as the time required to develop 
(build) the prediction model using the provided method. 
The datasets ant1.7, arc, camel, and zuzel were employed in 
this study to evaluate the suggested fault-prediction model. 
These datasets are described in Table  1. Autoencoder (as 
a preprocessor) and K-Means (as a clustering technique) 
are used to build a fault-predicting model. The proposed 
method was developed in the WEKA environment, which is 
an open-source and Java-based data mining tool. In the test-
ing process, the outputs of the predicting model are binary 
(faulty or fault-free) and are classified as follows:

	● True Positive (TP): The predicting model predicts a pos-
itive outcome correctly.

	● True Negative (TN): The predicting model predicts a 
negative outcome correctly.

	● False Positive (FP): The predictive model forecasts a 
positive outcome inaccurately.

	● False Negative (FN): The predictive model forecasts a 
negative result inaccurately.
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iterations, centroids are stable, and data is clustered as 
faulty or not. In the second round of the third experi-
ment, the K-Means clustering method was implemented 
based on the autoencoder preprocessor using the camel 
dataset. In this implementation, there are 965 instances 
and 3 attributes. The autoencoder’s target is reducing 
data dimension. The number of iterations for this dataset 
is 5. The effects of the autoencoder were evaluated on 
the filtered K-means algorithm. Results of experiments 
confirm that the autoencoder has considerably positive 
effects on the performance of the K-means algorithm. 
Table 6 shows the performance of the k-means algorithm 
in the camel dataset.

In the fourth experiment, the K-Means clustering 
method was implemented to cluster the zuzel dataset. In 
this dataset, there are 29 instances and 21 attributes. The 

or not. In the second round of the second experiment, 
the K-Means clustering method was implemented based 
on the autoencoder preprocessor using arc dataset. In 
this implementation, there are 234 instances and 3 Attri-
butes. Autoencoder’s target is reducing data dimension. 
The number of iterations for this dataset was 5. After 5 
iterations, centroids were stabled, and data was clustered 
as faulty or not. Similar experiments were implemented 
with the filtered k-means algorithm. Table  5 shows the 
performance of the k-means algorithm in the fault predic-
tion problem in two implementations.

In the third experiment, the K-Means clustering 
method was implemented using camel dataset in simple 
and filtered forms. In this implementation, there are 965 
instances and 21 attributes. The number of iterations for 
this dataset is 5 when simple k-means is used. After 5 

Table 4  The effect of the autoencoder algorithm on the performance of 
k-means in ant1.7 dataset

K-means 
without 
autoencoder

K-means 
with 
autoencoder

Filtered 
K-means 
without 
autoencoder

Filtered 
K-means 
with auto-
encoder

Time 
Taken 
to Build 
Model

0.4 s 0.1 s 0.55 s 0.14 s

Clustered 
instances 
as 
fault-free

223 (30%) 384 (52%) 349 (47%) 383 
(51%)

Clustered 
instances 
as faulty

522 (70%) 361 (48%) 396 (53%) 362 
(49%)

Num-
ber of 
Iterations

3 4 5 4

Table 5  The effect of the autoencoder algorithm on the performance of 
k-means in arc dataset

K-means 
without 
auto-encoder

K-means 
with 
auto-encoder

Filtered 
K-means 
without 
auto-encoder

Filtered 
K-means 
with auto-
encoder

Time 
Taken 
to Build 
Model

0.04 s 0.01 s 0.19 s 0.07 s

Clustered 
instances 
as 
fault-free

106 (45%) 147 (63%) 146 (62%) 145 
(62%)

Clustered 
instances 
as faulty

128 (55%) 87 (37%) 88 (38%) 89 (38%)

Num-
ber of 
Iterations

2 5 4 4

Table 6  The effect of the autoencoder algorithm on the performance of 
k-means in camel dataset

K-means 
without 
autoencoder

K-means 
with 
autoencoder

Filtered 
K-means 
without 
autoencoder

Filtered 
K-means 
with auto-
encoder

Time 
Taken 
to Build 
Model

0.06 s 0.01 s 0.46 s 0.13 s

Clustered 
instances 
as 
fault-free

600 (62%) 429 (44%) 431 (45%) 452 
(37%)

Clustered 
instances 
as faulty

365 (38%) 536 (56%) 534 (55%) 513 
(63%)

Num-
ber of 
Iterations

5 5 6 6

Table 7  The effect of autoencoder algorithm on the performance of 
k-means in zuzel dataset

K-means 
without 
autoencoder

K-means 
with 
autoencoder

Filtered 
K-means 
without 
autoencoder

Filtered 
K-means 
with auto-
encoder

Time 
Taken 
to Build 
Model

0.002 s 0.001 s 0.05 s 0.03 s

Clustered 
instances 
as 
fault-free

18 (62%) 19 (66%) 18 (62%) 19 (66%)

Clustered 
instances 
as faulty

11 (38%) 10 (34%) 11 (38%) 10 (34%)

Num-
ber of 
Iterations

6 3 4 4
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4.3  Explanation

Figure 4 depicts the impact of the suggested approach on 
clustering time (model building time). In our trials, the aver-
age clustering time (time required to develop a prediction 
model) by simple K-means with and without autoencoder is 
0.03 and 0.12, respectively. Furthermore, the average cluster-
ing time for filtered K-means with and without autoencoder 
is 0.09 and 0.31, respectively. As a result, the time required 
to create a predicting model without the autoencoder pre-
processor is longer than the time required to develop the 

number of iterations for this dataset is 5. After 6 itera-
tions, centroids are stable, and data is clustered as faulty 
or not. On the other hand, the filtered K-Means clustering 
method is implemented with and without an autoencoder 
preprocessor using zuzel dataset. In this implementation, 
the number of attributes was reduced to 3 by the autoen-
coder. The number of iterations for this dataset is 4. After 
4 iterations, centroids are stable, and data is clustered 
as faulty or not. Tale 7 indicates the performance of the 
K-means clustering algorithm in the zuzel.

Fig. 4  (a) Clustering time reduc-
tion by autoencoder using ant1.7, 
arc, camel and zuzel datasets for 
simple K-Means, (b) Clustering 
time reduction by autoencoder 
using ant1.7, arc, camel and zuzel 
datasets for Filtered K-Means
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of the forecasting model. Figure 6 depicts the proposed 
predictive model’s accuracy. As illustrated in Fig. 6, the 
suggested method outperforms the pure k-means cluster-
ing algorithm in software defect prediction. In terms of 
defect prediction accuracy and time, the combination of 
autoencoder with k-means produces better results.

Precision is one of the important criteria for the per-
formance of the predicting models. The correctness of 
the proportion of positive alarms (faulty prediction) is 
determined by precision criterion. Figure  7 shows the 
effects of the autoencoder on the precision of the pre-
dicting model created by the k-means algorithm. The 

model with the autoencoder preprocessor. The accuracy of 
the constructed model using the provided method was eval-
uated in the following step of the evaluation procedure. To 
that purpose, the developed predicting model was put to the 
test using the testing data (k-fold cross-validation).

Figure  5 depicts the proposed method’s error in 
forecasting software faults. The size of training data 
is reduced when the autoencoder determines the prior-
ity of the characteristics and eliminates the effect-less 
attributes, resulting in improved prediction accuracy. 
Indeed, utilizing an autoencoder as a preprocessor of 
the K-means method allows us to improve the accuracy 

Fig. 5  (a) clustering error in 
simple K-Means and autoencoder 
using ant1.7, arc, camel and zuzel 
datasets, (b) clustering error in 
filtered K-Means and autoen-
coder using ant1.7, arc, camel 
and zuzel datasets
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experiments confirm that the autoencoder has positive 
effects on the precision of the fault prediction model cre-
ated by the k-means algorithm.

Recall is the other evaluation criteria that was consid-
ered in this study. The recall criterion tries to evaluate 
the proportion of actual positives (actual faulty modules) 
that were identified correctly by the predicting model. 
Equation 4 was used to calculate the recall criterion for 
the created fault prediction model. The results of experi-
ments depict that the autoencoder enhances the recall of 
the created predicting model by the k-means algorithm. 
The most improvement has been made in the zuzel data-
set. On average, the recall of the predicting model with-
out autoencoder is 0.845; this figure is 0.865 when using 

autoencoder improves the precision of the created fault 
prediction model in all datasets. In the ant1/7 dataset, 
the precision of the created fault prediction model by the 
k-means algorithm without autoencoder is about 0.93, 
whereas this figure was improved to 0.95 using the auto-
encoder preprocessing algorithm. The precision criterion 
in the arc data set is approximately 0.86; this figure was 
approximately 0.93 when the autoencoder algorithm pre-
processed the dataset before clustering stepwise by the 
k-means algorithm. Similar results were obtained on the 
camel and zuzel datasets. On average, the precision of 
the fault prediction model without and with the autoen-
coder algorithm as the preprocessing step is 0.86 and 
0.92, respectively. Overall, the results of the conducted 

Fig. 7  The precision of the 
proposed method on the different 
data sets

 

Fig. 6  The accuracy of the 
proposed method on the different 
data sets
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4.4  Statistical Analysis

To statistically investigate the results, the ANOVA test (as 
statistical analysis) was used to evaluate the significance 
of the obtained results. Analysis of variance (ANOVA) is 
a statistical analytical method that divides observed results 
into two parts: systematic and random factors. Random fac-
tors have no statistical impact on the supplied data set, but 
systematic factors do. ANOVA employs the F-statistic and 
its accompanying p-value to assess if data is from the same 
population. A p-value indicates that there are significant dif-
ferences among the results provided by the methods. Table 9 
shows the results of the ANOVA test on the performance 
values (model creation time) of the k-means algorithm and 
proposed method; indeed, the effect of the proposed method 
on the performance of the k-means algorithm has been 
investigated using the ANOVA test. The main hypothesis of 
this study is that the autoencoder technique makes a system-
atic reduction in the time of the fault prediction process. In 
contrast, the null hypothesis indicates the lack of the sys-
tematic influence of the autoencoder technique on the effi-
ciency of the k-means algorithm. The results of the ANOVA 
test indicate that the f-ratio value is 5.6891 and the p-value 
is 0.044187. Hence, the null hypothesis is rejected, and the 
result is significant at p < 0.05.

the autoencoder algorithm as the preprocessing algo-
rithm. Indeed, close to 87% of the faulty modules can be 
correctly predicted by the proposed method (See Fig. 8).

Recall =
TP

TP + FN
� (4)

Table 7 shows the accuracy of the created fault predictor 
by different ML algorithms using different datasets. The 
fault predictor created by the proposed method in ant1.7 
dataset provides 98% accuracy which is higher than the 
other fault predictors created by the other ML algorithms. 
In the arc dataset, the fault predictor by the proposed 
method provides 97% accuracy; this figure in the camel 
and zuzel datasets is respectively 98% and 91%. Overall, 
the proposed method is superior to the other methods in 
terms of accuracy and performance. This improvement is 
the result of the developed autoencoder. The developed 
autoencoder identifies the most effective features of the 
training dataset. The elimination of the ineffective attri-
butes increases the performance and the accuracy of the 
created software fault predictor (See Table 8).

Table 8  Comparing the accuracy of different methods on different data
ant1.7 arc camel zuzel AVG

K-means without 
auto-encoder

0.98 0.94 0.98 0.83 0.93

K-means with auto-encoder 0.98 0.97 0.98 0.91 0.96
K Nearest Neighbor 0.83 0.82 0.84 0.81 0.82
Decision Tree 0.84 0.86 0.87 0.79 0.84
Multi-Layer Perceptron 0.79 0.80 0.84 0.82 0.81

Table 9  The results of the ANOVA test on the performance values 
(time) of the k-means algorithm and proposed method
Source Sum of 

Square
df MS

Between Groups 0.121 1 0.121 F = 5.6891, 
P = 0.044187

Within Groups 0.1702 8 0.0213
Total 0.2912 9

Fig. 8  The recall of the proposed 
method on the different data sets
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from other new software industry is considered as one of 
future studies. The features of new programming languages, 
programming structures, and frameworks can be considered 
in the training datasets. The success of the proposed method 
is also dependent on the size of the training data sets, which 
is another drawback of this method. Another future study 
would be to build a predictive model utilizing deep learning 
algorithms. A variety of heuristic methods which have been 
developed in [21–24] can be used as attributes selectors.
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