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Abstract
In modern chip designs, shared resources are used extensively. Arbiters usage is crucial to settle conflicts when multiple 
requests compete for these shared resources. Making sure these arbiter circuits work correctly is vital not just for their 
proper functionality, but also for security reasons. The work in this paper introduces a method based on formal verification 
to thoroughly assess the proper functional aspects of various arbiter setups. This is achieved through SystemVerilog asser-
tions and model checking. Additionally, we explore a non-invasive method for the modeling and insertion of different types 
of hardware Trojans. These Trojans, with their unique triggers and payloads, are modeled formally without the need for any 
alterations to the actual circuit. The results provide a detailed analysis of the cost involved in running the formal verification 
environment on versions of arbiters that are free from Trojans. This analysis is carried out using Questa PropCheck formal 
analysis tool, which offers valuable insights into the time and memory resources required. Furthermore, the results highlights 
how the formally modeled and inserted Trojans interfere with hold criteria of the arbiters’ properties, where at least a single 
property fires due to the inserted Trojan. This work can be extended to be a generic approach with the potential to validate 
both the proper operation and security aspects of complex systems.
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1  Introduction

Arbiter circuits are massively used in all systems that depend 
on resource sharing mechanisms. Additionally, arbiters rep-
resent good candidates for malicious attacks that tend to 
inject hardware Trojans. These hardware Trojans can cause 
a Denial-of-Service (DoS), a deadlock, or data alternation. 

Modeling hardware Trojans that have different trigger con-
ditions or payloads in the functional verification stage is 
something that needs modifications to the Design Under Test 
(DUT). This is not always achievable, as the DUT might 
be an encrypted IP or a gate-level netlist. This introduction 
will discuss the different arbiter circuits, formal verification 
principles, and hardware Trojan models.

1.1 � Arbiters

Due to the scale of modern System-on-Chips (SoCs), shared 
resources are widely used across them. So, arbiter logic is the 
main conflict-handling mechanism in such systems. An arbi-
ter is a device that allocates access to shared resources [9, 
11]. These shared resources include shared buses, memo-
ries, buffers, or CPUs. Clients of shared resources request 
access to this resource and the arbiter gives a grant to only 
one client according to the arbiter’s algorithm. Arbiters can 
be classified according to multiple criteria. First, it can be 
classified according to its grant time. Arbiters can be single-
cycle grant, multi-cycle grant, or till-release grant. Second, 
it can be classified according to its fairness. It can have 
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weak-fairness, where every request is eventually granted. It 
can have strong fairness, where requests are served equally 
often, or have a First-In-First-Out (FIFO) fairness. Third, it 
can be classified according to the arbitration stages, where 
it can be a single-cycle arbiter or a multiple-cycle arbiter. 
According to the variations of the above criteria, arbiter 
types are as follows: 

1.	 Fixed priority arbiter: A fixed priority is assigned to each 
request. Accordingly, the grant is served to the request 
with the highest priority. Fixed priority arbiter has weak 
fairness, as it does not guarantee grants for lower-prior-
ity requests.

2.	 Variable priority arbiter: Unlike fixed priority arbiters, 
a variable priority arbiter maintains a one-hot priority 
signal to determine the priority of each request. This 
priority signal changes from cycle to cycle. Variable pri-
ority arbiters have multiple types according to how the 
priority signal is driven. 

(a)	 Random priority arbiter: In a random priority arbi-
ter, the priority signal is generated in a total random 
behavior with no knowledge about the requests or 
grants history. It is usually implemented through a 
pseudo random number generator that uses a Linear 
Feedback Shift Register (LFSR) to generate random 
priority each clock cycle.

(b)	 Round Robin arbiter: Round Robin arbiters are the 
most widely-used arbiter circuits, as they achieve 
strong fairness between requests. A Round Robin 
arbiter operates on the principle that a request that 
was just served should have the lowest priority on the 
next round of arbitration. This is accomplished by 
generating the priority vector signal from the current 
grant vector signal.

(c)	 Grant hold arbiter: In some applications, clients 
required uninterrupted use of the resource for sev-
eral cycles. The duration of a grant can be extended 
in the arbiter by using a grant-hold circuit. The hold 
circuit leverages a hold vector signal that specifies 
when the resource is ready to be released.

(d)	 Weighted Round Robin arbiter: Some applica-
tions require an arbiter that is unfair to a con-
trolled degree, so that one requester receives a 
larger number of grants than another requester. 
A weighted Round Robin arbiter exhibits such 
behavior. Each requester is assigned a weight that 
indicates the maximum fraction of grants that the 
requester is to receive according to its fractions. A 
requester with a large weight receives a large frac-
tion of the grants, while a requester with a small 
weight receives a smaller fraction. A weighted 
Round Robin arbiter can be realized by preced-

ing an arbiter with a circuit that disables a request 
from an input that has already used its quota.

3.	 Matrix arbiter: A matrix arbiter implements the least 
recently served priority scheme by maintaining a trian-
gular array of state bits wij for all i < j. The bit wij in row 
i and column j indicates that request i takes priority over 
request j. Each time a request is granted, it clears all bits 
in its row, and sets all bits in its column to give itself the 
lowest priority since it was the most recently served.

4.	 Queuing arbiter: A queuing arbiter provides FIFO pri-
ority. It accomplishes this by assigning a time stamp to 
each request when it is asserted. During each time step, 
the earliest time stamp is selected by a tree of compara-
tors. The cost of the arbiter is largely determined by the 
number of bits used to represent the time stamp, since 
this determines the size of the registers in the stamp 
blocks and the width of the comparators in the com-
parator tree. Queuing arbiters are particularly useful at 
ensuring global (or system-level) fairness through mul-
tiple stages of arbitration.

An arbiter is the core device for any resource allocation conflict 
resolution. Accordingly, it is a tempting target for attackers to 
insert Trojans that cause unfair distributions of resources, DoS 
attacks (starvation), eavesdropping on the granted client.

1.2 � Formal Verification

Formal verification is the process of checking whether a design 
satisfies some requirements (properties). It is based on a math-
ematical method to prove or detect whether the circuit imple-
ments all the functions of the circuit design. Figure 1 shows a 
simplified formal verification workflow, where a model checker 
is used to check if the DUT is equivalent to the properties 
describing it [24]. This is achieved through converting both 
the RTL and the assertion to internal mathematical equations. 
These equations might be solvable and in this case a counterex-
ample is generated to show a waveform, where the property is 

Fig. 1   Workflow of formal verification
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violated. Or, the mathematical equation is not solvable and this 
means the RTL holds against the property for all possible paths. 
For hardware formal verification, designs are described using 
Register Transfer Logic (RTL) languages, such as Verilog, or 
VHDL. Properties are described in an assertion language, such 
as SystemVerilog Assertions (SVA). The output from the model 
checking tool is either a pass or a fail (counterexample). A 
counterexample is a sequence of events that violates a property, 
and it is usually represented as a waveform. Any property can 
have single or multiple components, as illustrated in Table 1.

The motive behind using formal verification is stress-
testing the DUT under all input stimulus in all states, 
unlike simulation that depends on random or constrained-
random stimulus. Along with verifying the functionality 
of the system, the verification of the security aspects 
is also required. Security verification is to guarantee 
the system does not have any extra functionality that 
might affect the original functionality or leak confiden-
tial information. Formal verification can be extended to 
verify the design’s security through identifying hardware 
Trojans. Given the extensiveness of formal verification, 
it is most-suited to verify security-related properties in 
the case of the inserted-Trojans by firing properties that 
include the Trojan location in their active logic. Formal 
verification does not only help in detecting the Trojans, 
but also helps in debugging their root causes by provid-
ing counterexamples.

1.3 � Hardware Security and Trojans

A Trojan is a malicious modification of the circuitry of an 
Integrated Circuit (IC) chip [1, 33]. It is done during the 
design or the fabrication of a chip. A Trojan consists of two 
components, which are a Trojan trigger that specifies when 
the hardware Trojan affects the circuit and a Trojan payload 
that specifies how the hardware Trojan affects the circuit 
According to the different variations for a Trojan insertion 
phase, trigger, and payload [13], Fig. 2 illustrates the Trojan 
taxonomy. A Trojan can be classified according to the inser-
tion phase, abstraction level, activation mechanism, effect 
on the circuit, location in the circuit, and physical charac-
teristics [28, 29].

For a formal verification framework to be able to identify 
design Trojans, we need to have a complete set of properties 
that evaluate all the design’s intended functionalities. This set of 
properties should hold to make sure there are no bugs inserted 
into the design and that there are no hardware Trojans. Inserting 
hardware Trojans without modifying the RTL is a challenging 
task. Formal methodologies can be used to model both the trig-
ger and the payload of the most of the Trojans types.

The contributions of the paper are as follows: 

1.	 Modeling of four different types of arbiters, which are 
Round-Robin, fixed-priority, variable-priority, and 
matrix arbiters.

Table 1   Properties components from a formal verification perspective

Examples are written in SVA language

Component Description Example

Safety It checks if an unexpected functionality happens assert property (@(posedge clk) !(read & write));
Liveness It checks if the correct behavior will eventually happen assert property eventually (@(posedge clk) state == IDLE);
Vacuity It checks if the property activation condition happens assert property (@(posedge clk) req ⇒ ##[1:2] ack);
Sanity It checks if the correct functionality can be achieved at any time cover property (@(posedge clk) state == BUSY);
Deadlock It checks if the observed deadlock can be escaped by some input 

sequence
N/A

Fig. 2   Hardware Trojans classification [33]
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2.	 Formally-verify the full requirements of each arbiter 
through developing SystemVerilog assertions. The 
required cost of running the formal verification envi-
ronment is also calculated.

3.	 Formally-model and inject hardware Trojans against the 
fully-verified circuits.

4.	 Verify that the inserted Trojan fires at least one property 
to alert the verification engineer and accordingly indi-
cate full coverage.

This is accomplished using a generic formal verification 
environment that can be applied on different arbiter algo-
rithms and sizes. Additionally, the formal environment 
is able to insert different types of hardware Trojans and 
checks the effectiveness of the verification framework to 
detect them. In this introduction, different arbiter types are 
illustrated. Then, the basic concepts of formal verification 
and assertion-based verification are explained. At last, an 
illustration of different types of Hardware Trojans is also 
discussed.

This paper is organized as follows. Section 2 presents the 
work related to arbiter verification using formal verifica-
tion, security verification, and hardware Trojans insertion 
and detection. Section 3 illustrates the proposed methodolo-
gies and detailed implementation. Section 4 discusses the 
obtained results. Section 5 concludes the paper.

2 � Related Work

The work presented in this section covers studies related 
to formal modeling, verification, and validation of different 
types of arbiter circuit, considering it to be one of the main 
components used in hardware systems. It also covers work 
related to formal verification being used to identify hard-
ware Trojans. Additionally, it presents the previous work 
related to methodologies in Trojan insertion and detection 
mechanisms.

2.1 � Verification of Arbiters

Slimane et al. provided a high-level formal model using 
the BIP software for specifying arbitration protocols in an 
SoC architecture. The authors employed the RTD-finder 
model checker tool for formal analysis to assess deadlock 
freedom, protocol verification, and mutual exclusion of the 
used arbiters [39].

Ikram et al. presented an overview of building a formal 
verification environment for verifying a multi-stage arbiter 
circuit. They discussed the arbiter under test, preparation 
of the design for formal verification, and the set of proper-
ties tested, including exclusive grants and latency between 
requests and grants for same-priority agents [19].

To calculate the request-to-grant delay for random priority 
arbiters, the property was transformed into a bounded prop-
erty. The delay value was determined using Complete Random 
Sequences (CRSs) generated by a pseudo-random number gen-
erator (PRNG) for random priority assignment. The CRS is the 
number of cycles required to cover all different random numbers 
a PRNG generates. The bounds of the CRS length were known, 
enabling the calculation of the request-to-grant delay [22]. 
Abstractions were made to switch between liveness properties 
and bounded-liveness properties, as well as between random-
seed PRNG and fixed-seed PRNG, resulting in improved bug 
detection performance within a timely manner [4].

A generalized asynchronous arbiter was implemented 
and formally verified to be free from deadlocks and haz-
ards. However, stalling possibilities in such an arbiter still 
depended on the correctness of the priority function [14].

A traffic-aware adaptive hybrid arbiter was developed 
based on a basic matrix arbiter. Simulation-based verifica-
tion was used to test various aspects of the modified arbiter, 
including last-recently-served operation, arbiter response 
under light load, and blocking of input request signals [23].

The MODEVES framework, MOdel-based DEsign Verifi-
cation for Embedded Systems, was proposed to support both 
static and dynamic assertion-based verification. The arbiter was 
used as a case study to validate properties related to granting 
requests, correct idle states, and fairness among requests [3].

Formal concepts were applied to reduce the logic inserted 
by High-Level Synthesis (HLS) tools. The HLS tools handle 
the micro-architecture and transform untimed or partially timed 
functional code into fully timed RTL implementations. Formal 
analysis and satisfiability were used to evaluate whether specific 
requests from certain sources to specific resources were never 
asserted, enabling the removal of arbitration logic [7].

As an application of formal verification to assess arbi-
tration logic functionality, formal verification was used to 
check the security properties of a Network-on-Chip (NoC) 
router along with verifying other components of the router, 
such as buffers, routing algorithm, crossbar switch. The 
attacks were modification, duplication, packets dropping, 
DoS, and timing attacks. It mapped different types of secu-
rity attacks to a set of properties that should hold to make 
sure this attack does not affect the NoC security [34].

2.2 � Trojan Modeling

A Hardware Trojan Horse (HTH)-based attack was presented 
on the True Random Number Generator (TRNG) of an FPGA-
based cryptosystem. A Trojan Horse attack is often described 
as Trojan that is made to look legitimate. The proposed Tro-
jan reduced entropy and increased predictability of generated 
keys. The attack went undetected when analyzing the FPGA 
bitstream, but a detection mechanism using Wavelet Transform 
on the compromised bitstream was proposed [15].
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For hardware Trojan implantation, a method utilizing 
Evolvable Hardware (EHW) technology was proposed. 
EHW is the application of evolutionary algorithms to hard-
ware systems during design, operation, or both. It involved 
decomposing the circuit, redesigning the sub-circuit, and 
replacing the original circuit with the evolved circuit to 
implant a hidden hardware Trojan [26].

In the context of network communication, a network packet 
redirection attack was presented. This attack involved the inser-
tion of a hardware Trojan into reconfigurable network devices. 
The Trojan had probabilistic functionality with a multi-level 
trigger mechanism. In the MAC layer attack, the Trojan redi-
rected a frame to an incorrect port, potentially enabling eaves-
dropping and denial-of-service. In the network layer attack, it 
forwarded all IP packets through a suboptimal router port, caus-
ing a denial-of-service attack on the receiver [30].

An implementation of hardware Trojans in a floating-
point multiplier was discussed. The Trojans were imple-
mented by adding new components (multiplexers and reg-
isters) to the RTL. Two types of Trojans were considered: 
an Add-Sub functionality Trojan and an Arithmetic-Shift 
Trojan. These Trojans were designed to activate randomly 
during the multiplication process [31].

An Artificial Intelligence (AI)-guided framework for 
automatic Trojan insertion was proposed. The framework 
aimed to generate a large population of valid Trojans for 
a given design by mimicking the properties of a small set 
of known Trojans. Machine learning models were used to 
analyze the structural and functional features of existing Tro-
jan populations, generating "virtual Trojans" for the design. 
These Trojans were then bound into the design by match-
ing their functional and structural properties with suitable 
internal logic structure nets [8].

2.3 � Trojan Detection and Verification

Formal verification techniques are employed to detect spe-
cific types of hardware Trojans in SoCs. Each IP within an 
SoC can independently satisfy the required security proper-
ties, despite the possibility of malicious IPs. The overall 
trustworthiness of the SoC is ensured by the compliance 
of all IPs with the bus protocol, typically the AMBA bus. 
The entire SoC is formally modeled by generating a gate-
level netlist and creating Finite State Machines (FSMs) 
using the REFSM tool. Formal analysis is conducted using 
the UPAAL model-checking tool, with a focus on checking 
information leakage and DoS attacks against the FSMs [18].

Trojans are classified based on trigger, behavior, and data 
feedback, and a set of formal-analysis-based approaches for 
Trojan detection is proposed. Techniques such as model check-
ing using path tree logic (PTL) properties, reachability analy-
sis, equivalence checking using Reduced Order Binary Deci-
sion Diagram (ROBDD), and structural analysis are suggested 

based on the formal modeling of hardware designs and Tro-
jans. The choice of technique depends on factors such as the 
presence of new states in the system’s FSM and the availability 
of a golden reference [36]. A practical hardware Trojan detec-
tion model, known as the golden layout model, was introduced. 
This model eliminated the need for fabricated golden chips and 
utilized a calibration algorithm to account for process varia-
tions and random noise. Trojan detection was formulated as a 
two-class classification problem [27].

To detect Trojans, a multistep flow is employed, considering 
their occurrence under rare conditions typically modeled using 
if-else, switch-case, or loop statements. The process starts with 
simulation tests on an IP software model, followed by parsing 
the C code to identify untested conditional statements. Asser-
tions with opposite conditions are inserted to check the reach-
ability of potential Trojan triggers. Failed assertions provide 
counterexamples, which are obtained by parsing the waveform 
files and extracting test vectors for the software model. The new 
test vectors are then used to detect and analyze behaviors that 
could potentially trigger a Trojan [38].

In the formal verification of Third-Party Intellectual 
Properties (3PIPs), the focus is on identifying informa-
tion leakage, particularly related to confidential data like 
encryption keys. Trojans that leak the entire key, part of the 
key, or functions of the key (inverted key) can be detected. 
The verification also includes identifying triggers that are 
consistently active or span multiple clock cycles. However, 
the employed bounded model checking has a limitation in 
detecting Trojans triggered beyond a maximum number of 
clock cycles [35].

A survey work focused on presenting formal analysis 
techniques for hardware Trojan detection, including theorem 
proving and equivalence checking mechanisms. The survey 
discussed various approaches such as proof-carrying hard-
ware (PCH), proof-carrying based netlist verification, and 
proof-carrying code [16]. The PCH combines a hardware 
module and a formal proof of safety which adheres to a pre-
viously established safety policy.

Tang et  al. proposed a hardware Trojan detection 
method called D2ACGAN (Dual Discriminator Assisted 
Conditional Generation Adversarial Network) to address 
the limitations of side channel information-based methods. 
The D2ACGAN model can learn valid information from 
the tested chip, distinguish between side channel data with 
and without hardware Trojans, and classify hardware Tro-
jans using extended data [32].

To overcome the limitations of golden chip and test 
pattern-based approaches, SC-COTD (Sequential/Combi-
national Controllability and Observability Trojan Detec-
tion) was proposed as an effective hardware Trojan detec-
tion method. It utilized a machine learning approach with 
an ensemble classifier based on k-means clustering and a 
decision-making procedure using majority voting [37].
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Bitstream reverse engineering was employed for hardware 
Trojan detection. The approach involved inspecting the bit-
stream, identifying FPGA components from the layout, and 
detecting malicious configurations. This bottom-up approach 
enabled the detection of malicious circuits that are difficult 
to identify using conventional design analysis methods [10].

Kumar and et al. implemented a secure SoC prototype 
based on the RISC-V architecture. The prototype included 
a secure boot protocol ensuring first-instruction integrity, 
a key management framework based on a physical unclon-
able function (PUF), and a memory protection unit to ensure 
confidentiality and integrity properties. PUFs are innova-
tive physical security primitives that produce unclonable and 
inherent instance-specific measurements of physical objects. 
Additionally, a proposal for a new side-channel attack coun-
termeasure strategy was evaluated using a RISC-V out-of-
order core [25].

A lightweight mutual authentication and key agreement 
protocol named ASSURE was proposed, based on the Rivest 
Cipher (RC5) and PUFs. The effectiveness of this protocol 
was evaluated through rigorous security analysis under vari-
ous cyber-attack scenarios. A wireless sensor network using 
typical IoT devices was used to evaluate the overhead of 
memory and energy consumption [41].

A runtime system-level method was introduced to detect 
hardware Trojans in Third Party Behavioral Intellectual 
Properties (3PBIPs). The method proposed the inclusion of 
a small hardware Trojan detection circuit called trust filters 
to detect hardware Trojans at runtime. With the help of a 
cycle-accurate simulation model, it was possible to fine-tune 
these filters so that the overall system had no performance 
degradation [42].

Hamlet et al. developed a design-time method for auto-
matically and systematically modifying portions of a design 
that exhibit characteristics of hardware Trojans. After each 
modification, the functionality of the design is verified 
against a comprehensive simulation suite to ensure that the 
intended circuit functionality was not changed [17].

A modeling approach was presented to capture rare nets 
using word-level statistics of the inputs. The approach pro-
vided the capability to locate macro-block(s) in an RTL 
design to estimate the rare triggering nets. Given the RTL 
description of a design, the authors decomposed the design 
into a subset of basic arithmetic modules, by which they 
evaluated the design for a quick estimation of hardware 
Trojan-vulnerable macro-block(s) [20].

A threat model for Microprocessor-System-on-Chips 
(MPSoCs) stemming from the use of malicious third-party 
NoCs was explored. The authors illustrated a rogue NoC 
(rNoC), which can selectively disrupt the perceived avail-
ability of on-chip resources, thereby causing large per-
formance bottlenecks for the applications running on the 

MPSoC platform. Further, to counter the threat posed by 
rNoC, they proposed a runtime latency auditor that enabled 
an MPSoC integrator to monitor the trustworthiness of the 
deployed NoC throughout the chip lifetime [21]. Manipulat-
ing the output port of each incoming flit in a network-on-
chip re-directs all flits to one port, causing disruption in tile 
communication. Then, the effect of this inserted hardware 
Trojan is detected through performance degradation across 
buffer utilization, virtual channel utilization, number of flits 
processed, and link utilization [5]. In the related work, no 
work presented how to verify all types of arbitration circuits 
with different specifications and sizes. Additionally, no work 
was focused on pre-silicon formal verification that models 
non-invasive hardware Trojans without modifying the design 
or that has the ability to detect several types of hardware 
Trojans using formal verification.

3 � Proposed Framework

The work in this paper is divided into three parts. First, we 
discuss the modeling of the arbiter DUT. Second, we dis-
cuss the formal verification framework used to fully verify 
the arbiters. Third, we discuss how to leverage the formal 
verification framework to model and insert different types of 
hardware Trojans to assess the security aspect of the arbiter.

3.1 � Selected Arbiters

In this paper, experiments are performed on four arbiter 
types, which are fixed-priority arbiter, Round Robin arbiter, 
matrix arbiter, and random-priority arbiter. All arbiters are 
discussed in Subsection 1.1. RTL code of all arbiters is writ-
ten in a generic format in Verilog, where number of requests 
and grants can be adjusted through parameters. In the case of 
fixed priority arbiter, which depends on a priority decoder, a 
developed software utility is used to generate the RTL based 
on the number of requests. The Round Robin arbiter is imple-
mented using two simple priority arbiters with a mask [40]. 
For the matrix arbiter, the implementation leveraged Verilog 
generate statements to account for the columns and rows val-
ues of the matrix [6]. In the case of random-priority arbiter, it 
is implemented through an LFSR followed by a fixed-priority 
arbiter. The LFSR is implemented using a shift register that 
is configured to produce the longest CRS [2]. According to 
the number of requests of the arbiter, certain bits from the 
LFSR’s output are encoded to be the requests’ priority.

3.2 � Formal Verification of Arbiters

We have two types of properties that should be tested against 
the arbiters. General properties that should prove for all 
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arbiters. Protocol-compliant properties that depend on the 
type of the arbiter. General properties include deadlock 
freedom or starvation-free arbitration, no grant without a 
request, and exclusive grants. Table 2 shows protocol-com-
pliant properties for each arbiter type.

Properties are needed to be written in SVA and run 
against a formal verification tool for all the types and sizes 
of arbiters. Table 3 shows the multiple iterations that were 
needed for correct interpretation of requirements. It also 
shows the modifications or additions required for the formal 
environment. A python utility is created to ease the automa-
tion of the following:

•	 Creating RTL files with the correct number of requests 
and grants, specially for the arbiters that depend on 
decoders.

•	 Creating SVA files and the SV bind module.
•	 Generating scripts to automate running the formal analy-

sis tool.
•	 Making sure the exit criteria is met, that is, all properties 

are proven.

SVA files generation is generic based on the arbiter size 
and type. So, the set of instantiated assertions and assump-
tions vary according to the run’s configurations.

The syntax of properties are shown in Listing 1–8. 
Some properties work on a single request and grant level. 
Some others work on a request and grant vector level. Sig-
nals “req_" and “gnt_" notate single requests and grants. 

Signals “req" and “gnt" notate request and grant vectors, 
respectively. Along with the assertions, the assumption 
in Listing 9 is used to assume that a request is high until 
granted. Additionally, for the LFSR used in the random 
priority arbiter, the property in Listing 10 is used to ensure 
having random output from the LFSR at least for two con-
secutive cycles, where “random_q" is the output of the 
LFSR.

Table 2   Protocol-compliant properties

Round Robin Fixed-Priority Matrix Random-Priority

No two consecutive grants are 
given to the same request

Grant is given to a request only if 
all the higher-priority requests are 
not asserted

Grant is given to the least-recently-
served request

Request-to-Grant delay through 
bounded liveness

Table 3   SVA equivalent properties

Original Property Reason of modification What is required

request implies grant A counterexample is produced that a request is asserted 
and then de-asserted before it is granted

An assumption is needed to assume that a request is high till 
granted

request implies grant A counterexample is produced that a request is high for 
multiple cycles, and it is granted one time

The property needs to be changed to indicate the rising of a 
request from zero to one (rising edge)

grant is onehot A counterexample is produced, where we have zero 
requests and accordingly zero grants

The property needs to be changed to check for the condition, 
where no requests are available

request-to-grant delay A counterexample is produced (Round Robin arbiter) as it 
was assumed to be # requests - 1

The property needs to be changes as the Round Robin arbi-
ter inserts some stall cycles between consecutive requests 
and the request-to-gnt delay in this case is 2*# requests - 1
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3.3 � Formal Modeling and Verification of Hardware 
Trojans

To formally-verify the security aspects of a system, verifica-
tion engineers tend to modify the RTL to inject Trojans to 
make sure the formal verification environment is able to catch 
them. This is not doable in all cases as the hardware might be 
an encrypted IP, or a gate-level netlist. Accordingly, leverag-
ing the formal verification concepts to insert hardware Trojans 
without modifying the RTL is very beneficial. Before elaborat-
ing on the types of Trojans that can be modeled, some formal 
concepts need to be introduced, as follows:

•	 A cut signal: this is a formal way of manipulating a netlist 
and abstracting all the logic that drives a specific net, 
making this net a free-input.

•	 A constraint or an assumption: this is a formal way to 
guide the formal analysis to constraint the control points 
of the free input to a certain behavior to avoid getting the 
design into an invalid state.

•	 A virtual wire: this is a way to generate a wire on-the-fly, 
which can be used during the formal analysis to drive a 
certain net.

A flowchart that illustrates the Trojan modeling, insertion, and 
verification flow is shown in Fig. 4. A cut signal is condition-
ally or unconditionally applied to one of the DUT’s internal 
states. These internal states are captured during an exploratory 
run to capture the DUT’s structure. The conditions of apply-
ing the cut signals are determined by constraints applied to 
the cut signal enablers, which can depend on a primary input/
output value, another internal state, or upon a certain number 
of cycles to be triggered. The payload of the Trojans (driving 
value of the cut signal) is either left for the formal analysis to 
decide, given as a random value set by the proposed frame-
work, or a certain value set by the verification engineer.

The diagram shown in Fig. 3 illustrates how the proposed 
methodology is captured. The RTL files of the arbiter are bound 
to the SVA assertion in order for the formal verification to drive 

Fig. 3   Block diagram of the 
proposed methodology
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Fig. 4   Trojans modeling and 
insertion
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the control points (primary inputs, cut signals, blackbox outputs) 
in both the RTL and the assertions with the same values. The 
output of the design is then compared to the expected values 
based on the assertions. If they match, this means the properties 
are proven and hold for the system. If not, it means a counter-
example is generated to illustrate how the property is violated. 
The Trojan modeling and insertion blocks reads some design 
information at the beginning to decide on the Trojan trigger and 
payload. It also applied the Trojan to the design in a non-invasive 
way within the formal verification environment.

According to the above definitions, multiple Trojans types 
are modelled according to different trigger types and payload 
types. A Trojan affects a bit or a group of bits in a state element 
in the design. Some internal tool APIs are used to extract the 
information about the design’s state elements and the width of 
each of them. Then a random bit or bits are chosen to apply the 
Trojan on. Accordingly, the supported Trojan types (in terms of 
triggers) are: ALWAYS_ON, EXTERNAL_INPUT, EXTER-
NAL_OUTPUT, and INTERNAL_TIME_BASED.

Table 4 and 5 illustrate how the different Trojans trig-
gers and payloads are modeled using the formal verification 
concepts specified above.

This Trojan modeling and insertion framework can be 
applied on RTL and third-party IPs. It can also be applied 
on encrypted IPs as long as the interface of this IP is not 
encrypted, which should be the common case. This frame-
work is tied to having a set of properties that fully describe 
the functionality of the system. Assertion-coverage holes 
might lead to Trojans go undetected as there are no asser-
tions that cover the Trojan location.

So, for the proposed methodology to work effectively, it 
needs the following:

•	 Properties that cover all logic inside the design, achieving 
formal coverage.

•	 Properties to be proven before the Trojans insertion.

The same methodology can be applied on a newly-developed 
arbiter as long as it’s fully proven to meet the requirement 
before the Trojan detection.

4 � Results

Results section is divided into two parts. The first part shows 
the results related to Trojan-free formal verification in terms 
of the number of properties, CPU time, and peak memory 
taken for each run. The other section shows the results 
related to Trojan formal verification in terms of the number 
of fired properties. In our experiments, we used Questa Prop-
Check formal verification tool [12]. The runs were made on 
an Intel(R) Xeon(R) Gold 6242R CPU @ 3.10 GHz machine 
to conclude all results.

4.1 � Trojan‑Free Results of Arbiters’ Properties

This section illustrates the formal verification run, consid-
ering different types and sizes of arbiters. The results are 
reported in terms of the run’s elapsed time in seconds, the 
peak memory reported by the tool in megabytes, the num-
ber of assertions generated for the arbiter verification, the 
number of assumptions used for constraining the formal 
run, and the results of the properties. The number of asser-
tion for each arbiter configuration can be calculated as in 
Algorithm 1 according to the arbiter size and type. Proper-
ties results are shown in Table 6. For all types of arbiters, 
it is observed that all properties are proven, except for 
fixed priority arbiters. Fixed priority arbiters fire the dead-
lock-free properties for all the requests other than the first 
request (highest priority request). The counterexample for 
any of these firings is a waveform, where the first request 
is always asserted, and the grant is never given to any 
other request, as illustrated in Fig. 5. Questa PropCheck 

Table 4   Trojan trigger mechanism

Trojan Trigger Mechanism

ALWAYS_ON The cut signal is unconditionally applied to the internal state
EXTERNAL_INPUT The cut signal is conditionally applied upon a certain value of an input
EXTERNAL_OUTPUT the cut signal is conditionally applied upon a certain value of an output
INTERNAL_TIME_BASED The cut signal is applied only after waiting for a certain number of operating cycles

Table 5   Trojan payload 
mechanism

Trojan Payload Mechanism

UNKNOWN The value driving the cut signal is left for the formal analysis to decide
RANDOM The value driving the cut signal is constrained based on a random 

value set by the proposed framework
CERTAIN_VALUE The value driving the cut signal is constrained based on an input from 

the verification engineer
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formal verification tool has the ability to detect if these 
reported deadlocks can eventually be escaped under some 
input sequences. The deadlock checking depends on negat-
ing the counterexample/s of the failed deadlock-free (live-
ness) property to check if we can escape the deadlock loop 
with other values of the contributing control points. With 
a certain tool configuration, the deadlock properties of 
the fixed priority arbiter are checked, and they are found 
to have escapable waveforms. The escapable waveform of 
any deadlocked request shows all the preceding requests 
as low, as shown in Fig. 6. Another observation on the 

Trojan-free results is related to the high sizes in the case of 
the matrix arbiter, specifically size sixteen and size thirty-
two. The formal verification run has timed out after eight 
hours of analysis without producing any counterexamples. 
Accordingly, some of the proven properties are consid-
ered as bounded-proofs. Table 7 shows a comparison with 
the discussed related work, elaborating how the proposed 
framework applied the formal verification on a wider set 
of arbiter types and sizes. It also shows how the framework 
stress-tests the arbiters using a various and generic set of 
properties.

Table 6   Trojan-free results of arbiters’ properties

Arbiter type Arbiter size Elapsed time (s) Peak memory 
(MB)

Number of 
assertions

Number of 
assumptions

Results

Fixed priority 4 2 420 13 4 3 Fired
Fixed priority 8 2 420 25 8 7 Fired
Fixed priority 16 2 420 25 8 7 Fired
Fixed priority 32 3 430 49 16 15 Fired
Round Robin 4 2 420 17 4 All proven
Round Robin 8 11 420 33 8 All proven
Round Robin 16 709 420 65 16 All proven
Round Robin 32 10141 1100 129 32 All proven
Matrix 4 2 420 17 4 All proven
Matrix 8 18 420 33 8 All proven
Matrix 16 Timeout 660 65 16 All proven, 17 bounded-proof
Matrix 32 Timeout 1130 129 32 All proven, 24 bounded-proof
Random priority 4 17 450 14 4 All proven
Random priority 8 22 490 26 8 All proven
Random priority 16 47 570 50 16 All proven
Random priority 32 232 750 98 32 All proven

Fig. 5   Deadlock counterexample for a fixed priority arbiter
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Algorithm 1   Calculation of the number of assertions and 
assumptions for an arbiter configuration

4.2 � Trojan‑Inserted Results of Arbiters’ Properties

According to the Trojans taxonomy illustrated in Fig. 2, 
the Trojans used in these experiments have the following 
specifications:

•	 Insertion phase: The modeled Trojans can be inserted 
during the design phase.

•	 Abstraction level: The modeled Trojans can be applied 
on register-transfer or gate levels.

•	 Activation mechanism: The inserted Trojans can be always 
on, internally-triggered (time-based), and externally-trig-
gered (user input and component output).

•	 Effect: The modeled Trojans can cause any of the effects 
according to the DUT original functionality.

•	 Location: The modeled Trojans can be inserted at any 
location in the DUT.

Fig. 6   Deadlock escape waveform

Table 7   Comparison with the related work for the functional verification of arbiters

Model Arbiter type Evaluated requirements Verification environment

[39] BIP Round Robin, TDMA Deadlock freedom, protocol verifica-
tion, and mutual exclusion

RTD-finder model checker on a BIP 
model

[19] RTL Two-stage (priority and Round 
Robin)

Exclusive grants, latency between 
request, and grant fairness

VC-formal tool

[4, 22] RTL Random priority Request-to-grant delay IBM’s RuleBase PE and SixthSense 
formal tool

[14] Petri net Two-stage priority arbiter Deadlock freedom, stall-free is not 
proven

WORKCRAFT software

[23] RTL Matrix Grant fairness, light load response Simulation environment
Proposed work RTL Fixed priority, random priority, 

matrix, Round-Robin
Deadlock freedom, mutual exclusion, 

no grant without request, protocol-
compliant requirement, maximum 
latency

Questa PropCheck Formal tool
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•	 Physical characteristic: The DUT with the inserted Tro-
jans will have the same layout as the Trojans are mod-
elled in the verification environment.

In the experiments of this section, we need to make sure that 
the formal environment is able to detect any inserted Trojan. 
Detection of Trojans is through firing at least one property to 
alert the verification engineer that there is something wrong 
with the DUT. Accordingly, the formal run in these experi-
ments is set with five minutes timeout and checks if -at least-
one property fires before this timeout. The use of formal veri-
fication abstracts detecting the effect of the inserted Trojans. 
It only works on proving/disproving a set of properties that 
describe the expected correct functionality. The verification 
environment has a one-hundred percent assertion coverage. 
So, any type of inserted Trojans will be detected as a property 
firing along with a counterexample that describes how the 
property does not hold against the DUT. A special handling 
is done for the fixed-priority arbiter. For the experiments of 

the fixed priority arbiters, the deadlock checks are enabled to 
make sure the fired deadlock-freedom properties are escapable 
(proven under some input conditions, where the preceding 
requests are not asserted). Through this setup, the inserted 
Trojans are not masked by firings.

Through varying different aspects for each run, we have 
results for three-hundred-eighty-four different combina-
tions. These combinations represent different arbiter types 
and sizes, along with different Trojans triggers and pay-
loads. The runs cover four types of arbiters: fixed-priority, 
random-priority, Round Robin, and matrix. They also cover 
four sizes of each arbiter, which are: four, eight, sixteen, 
and thirty-two. Additionally, they cover four trigger types: 
ALWAYS_ON, EXTERNAL_INPUT, EXTERNAL_OUT-
PUT, INTERNAL_TIME_BASED (covering multiple cycle 
thresholds). Moreover, the runs cover three Trojan payloads: 
UNKNOWN, RANDOM, CERTAIN_VALUE (different 
values are examined)). The different types of Trojan triggers 
and payloads are mutually exclusive. So, a Trojan trigger 

Fig. 7   Distribution of the number of assertions versus firings with respect to arbiter type, arbiter size, Trojan trigger, and Trigger payload
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either depends on an external trigger (input/output value 
condition) or an internal trigger based on the number of 
cycles. Figure 7 shows the number of assertions versus the 
number of firings for the different combinations of arbiter 
sizes and types, along with different configurations of Tro-
jan models. In this figure, a blue line shows the number of 
assertions associated with a configuration, where an orange 
line shows the number of firings in the same configuration. 
It is observed that we have at least one fired property for 
each available combination of the experiments variants, 
which alerts the verification engineer of a possible func-
tional or security problem with the DUT. Figure 8 shows 
the commutative number of assertions along with the com-
mutative number of firings summed for all configurations 
related to the same arbiter type. Also, the blue portion of 
each bar resembles the assertions, where the orange portion 

resembles the firings. Figure 9 shows a counterexample for 
the mutual exclusion property for a Round Robin arbiter, 
where the grant signal has multiple high bits. The injected 
Trojan is EXTERNAL_INPUT trigger and UNKNOWN 
value payload. The counterexample is shown, when two bits 
of the four-bit grant are asserted. Figure 10 shows a coun-
terexample for the maximum latency property for a matrix 
arbiter. It is observed that for the second request for “req[7]”, 
the grant signal “gnt[7]” is not asserted within the maximum 
latency range. The maximum latency for a matrix arbiter in 
the case of size-eight should be fifteen cycles maximum. 
The counterexample shows more cycles passed without a 
grant, which violates the requirement. The injected Trojan 
is ALWAYS_ON trigger and RANDOM value payload. Fig-
ure 11 shows a counterexample for the deadlock freedom 
property for a random priority arbiter. The injected Trojan 

Fig. 8   The total number of 
assertions versus the total num-
ber of firings for each arbiter 
type

Fig. 9   A failing mutual exclusion property in a Round Robin arbiter due to the insertion of externally input-triggered unknown-value Trojan
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is an INTERNAL_TIME_BASED trigger, which is trig-
gered starting from the tenth clock cycle. The waveform 
shows that the grant signal “gnt[0]” is never asserted for 
the request “req[0]”. It can be noted that in the case of live-
ness properties counterexample, the firing is shown in the 
form of a stuck at loop, where the needed state will never 
be reached. In the same formal run, some other properties 
hold for the inserted Trojan, such as mutual_exclusion with 
the sanity waveform specified in Fig. 12. In this case, the 

inserted Trojan does not affect the active logic contributing 
to this property and accordingly it holds. In other words, the 
randomly-selected location of the Trojan might have affected 
a state that is not in the cone of influence of this property.

In some experiments, a very small percentage of asser-
tions fire. An example is the thirty-two fixed-priority arbiter 
with external-input trigger and certain-value payload. In this 
case, only one property fires out of ninety-seven assertions. 
On the contrary, some cases have a large percentage of firing 

Fig. 10   A failing maximum latency property in a matrix arbiter due to the insertion of an always on random-value Trojan

Fig. 11   A failing deadlock freedom property in a random priority arbiter due to the insertion of an internally time-based triggered certain-value 
Trojan
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Fig. 12   A sanity waveform for mutual exclusion property that is not affected by the insertion of an internally-time based triggered certain value Trojan

Table 8   Comparison with the related work for hardware Trojans insertion

Trojan insertion methodology Invasive Generic Scalable Detection method

[15] Insertion on the TRNG of an FPGA-based 
cryptosystem. The payload design con-
sists of a Configuration Look-Up-Table 
(CFGLUT) and a state machine. The trigger 
is based on the output of the temperature 
sensor on board. Accordingly, there’s an 
increase in the FPGA hardware resources 
utilization.

Yes No No Applying Wavelet Transform on the 
compromised bitstream.

[26] Insertion of certain types of hardware Trojans 
in part of the circuit by using EHW technol-
ogy. The large scale circuit is decomposed 
and then redesigned to have a Trojan func-
tionality that manipulated the original truth 
table of the circuit.

Yes Yes Depends on truth table size Work focuses on Trojan insertion.

[30] Insertion of a hardware Trojan into reconfigur-
able network devices through changing the 
RTL of the system to redirect a frame to an 
incorrect port, potentially enabling eavesdrop-
ping and denial-of-service.

Yes No No Work focuses on Trojan insertion.

[31] Insertion of hardware Trojans in a floating-
point multiplier. The Trojans were 
implemented by adding new components 
(multiplexers and registers) to the RTL.

Yes No No Work focuses on Trojan insertion.

[8] Insertion of hardware Trojan models into gate 
level netlist. It used an AI-guided framework 
for automatic Trojan insertion was proposed. 
The framework aimed to generate a large 
population of valid Trojans for a given 
design by mimicking the properties of a 
small set of known Trojans.

Yes Yes Depends the AI-model Work focuses on Trojan insertion.

Proposed 
Trojan 
insertion

Insertion of different types of Hardware Tro-
jan, which leverages the formal verification 
concepts without the need of changing the 
DUT.

No Yes Yes Formal verification exit criteria.
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properties. An example in the case of sixteen-bit matrix arbi-
ter with internal-time-based trigger and certain-value payload. 
In this case, sixty-four properties fire out of sixty-five. These 
numbers depend on the effectiveness of the Trojan location. 
In some case, this location exists in the cone of influence of a 
few properties, and the manipulation of this location fires these 
properties. On the contrary, the manipulation of an effective 
Trojan location may lead to large number of assertion firings. 
Based on the results, the matrix arbiter is the most hardware-
Trojan-prune arbiter with the highest percentages of firings 
with respect to the total number of assertions, specially for 
large sizes. This can be justified due to the high complexity 
of logic in the case of matrix arbiters, as they keep track of a 
matrix of state values for each request and priority.

Table 8 shows a comparison with the discussed related 
work, elaborating how the proposed framework uses non-
invasive method of hardware Trojan modeling and insertion, 
while the discussed previous work tend to apply modifica-
tions to the DUT. This table also highlights the scalability 
and genericity, and detection method of each related work. 
The Trojan modeling, insertion, and verification achieved 
by this environment can be used as exit criteria for the func-
tional verification of any system.

5 � Conclusion and Future Work

The work described in this paper outlines how to formally 
confirm the correctness of various types of arbiter circuits. 
This verification process includes ensuring general require-
ments that apply to all kinds of arbiters, such as freedom 
of deadlocks, guaranteeing exclusive access to grants, and 
maintaining appropriate timing between requests and grants. 
Additionally, the process covers verifying specific protocol-
related properties for different arbiter types, such as Round 
Robin, matrix, fixed priority, and random priority arbiters.

Beyond the formal validation of diverse functional crite-
ria, we introduce a systematic method for non-invasive hard-
ware Trojans insertion without modifications to the DUT. 
These Trojans come in different forms with distinct triggers 
and payloads. Our proposed formal verification environment 
demonstrates its capacity to identify these Trojans by assess-
ing various sets of properties. Based on our experimental 
results, we find that the insertion of a Trojan consistently 
fires at least one of the system properties. In some cases, all 
properties fire with counterexamples.

This environment considerably simplifies the process of 
validating security aspects for verification engineers. Moreo-
ver, we conclude that this approach can be broadly applied 
to other systems with modifications to the set of properties 
that define proper system behavior. Moving forward, our 
future efforts will involve extending our current framework 
to evaluate hardware encryption systems, such as AES. This 

extension will encompass not only functional aspects, but 
also security aspects, including confirming secure paths 
to and from private keys. Furthermore, we will apply our 
proposed method of Trojan modeling and insertion to these 
systems as well. For the applicability of this future work, we 
need to have the RTL of such encryption systems available 
along with its proven fully-covering set of properties.
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