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ABSTRACT:    In this research, we focus on the design of analog and digital signal processing circuits and systems that are resilient to errors induced by electrical bugs such as power/ground bounce, interconnect crosstalk, soft errors due to radiation and permanent parametric failures We assume that the electrical bug effects are localized to specific regions of the affected circuits and that the soft error statistics are known.  While the analog and digital circuits considered in this research are predominantly linear, we apply some of the concepts developed in this work to nonlinear digital systems as well. We propose to use less than minimum distance codes for implementation of the error/failure detection and diagnosis mechanisms. This allows the use of circuitry that is traditionally only good for error detection, to perform error diagnosis and correction as well. However, a one-time iterative learning process is used for diagnosing the sources of the errors/failures and for determining the most effective way to perform error cancellation/correction when the error source is persistent (this holds well for power/ground bounce and crosstalk induced noise under repeated load conditions). For random soft errors such learning is difficult and error correction is performed using support from hardware based error checking mechanisms. The techniques used for a variety of signal processing and control systems will be demonstrated with real-world examples.
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