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ABSTRACT 
 
 
 

Over the last decade, clusters have become the fastest growing platforms in high-

performance computing. More recently, Grids were emerging as next generation 

computing platforms for large-scale computation and data intensive problems in industry, 

academic, and government organizations. Meanwhile, an increasing number of real-time 

applications running on clusters and Grids have mandatory security requirements in 

addition to stringent timing constraints. Conventional real-time scheduling algorithms 

developed for clusters and Grids, however, either disregard applications’ security needs, 

and thus expose the applications to security threats, or run applications at inferior security 

levels without optimizing security performance. In recognition that many applications 

running on clusters and Grids demand both real-time performance and security, in this 

dissertation research we investigate the problem of scheduling real-time applications with 

various security requirements. 

First, we propose a security middleware model (or SMW for short) from which 

security-sensitive real-time applications are enabled to exploit a variety of security 

services to enhance trustworthy executions of the applications. A quality of security 

control manager (QSCM), a centrepiece of the SMW model, has been designed to 

achieve a flexible trade-off between overheads caused by security services and system 

performance. Next, we build a security overhead model that can be used to reasonably



measure security overheads experienced by the security-sensitive applications. In light of 

the security overhead model, an array of security-aware real-time scheduling schemes 

have been developed by incorporating existing real-time scheduling policies into our 

novel security-aware heuristics. These security-aware scheduling schemes, which play an 

important role in the QSCM module, are capable of maximizing quality of security for 

real-time applications running on clusters and Grids. Comprehensive experimental results 

based on synthetic traces, real-world traces, and real-world applications show that 

compared with existing scheduling algorithms our security-aware scheduling schemes 

significantly improve security of clusters and computational grids while achieving 

consistently high levels of schedulability. 
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Chapter 1 

1 Introduction 

In the past decade, a growing number of real-time applications have been developed and 

deployed both in clusters [5][39][64][65] and Grids [29]. A cluster is a parallel 

processing system comprising a group of interconnected commodity computers, which 

work together as an integrated computing platform [65]. Clusters have become the most 

cost-effective computational platforms for scientific applications [61][62]. As typical 

scientific simulation and computation require a large amount of compute power, it is 

appealing to apply clusters where computational nodes are connected through high-speed 

networks to meet needs of complex scientific computing [5][66]. A computational Grid 

(or Grid for short) is a collection of geographically dispersed computing resources with 

distributed control, providing a large virtual computing system to users. With rapid 

advances in processing power, network bandwidth, and storage capacity, Grids are 

emerging as next generation computing platforms for large-scale computation and data 

intensive problems in industry, academic, and government organizations. It is worth 
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noting that security is of critical importance for a wide range of real-time applications 

[5][6][7][22][60][75]. However, conventional wisdom on design of real time systems is 

inadequate for security-sensitive real-time applications due to the lack of consideration 

for the application’s security needs.  

Since scheduling algorithms play a key role in obtaining high performance in cluster 

computing [85][106] and Grid computing environments [18][79], we believe that a 

feasible way of accommodating security-sensitive applications in a real-time system is to 

design security-aware scheduling schemes. In particular, security-aware scheduling 

algorithms can improve security of real-time applications while maintaining a high level 

of performance for clusters and Grids. This dissertation work investigated security-aware 

scheduling mechanisms and policies for real-time applications with security requirements 

running on clusters and Grids.  

This chapter first manifests the problem statement in Section 1.1. In Section 1.2, we 

describe the scope of this research work. Section 1.3 summarizes the main contributions 

of the dissertation, and Section 1.4 presents the outline of the dissertation.  

1.1 Problem Statement 
In this section, we start with an overview of security demands of real-time systems 

running on clusters and Grids. Section 1.1.2 describes a real-time stock quote update and 

trading system [26] to illustrate characteristics of existing security-critical real-time 

systems. Finally, Section 1.1.3 presents motivation for the dissertation research by 

highlighting the lack of solution for scheduling applications with timing and security 

constraints.  
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1.1.1 Why Security Is Needed? 

An increasing number of real-time applications have security constraints because 

sensitive data and processing require special safeguards against unauthorized access [15] 

[27]. For example, a variety of military real-time applications such as aircraft control 

systems [2] running on parallel and distributed systems like clusters require security 

protections to completely fulfill their security needs.  

Since clusters and Grids are built to execute a broad spectrum of unverified user-

implemented applications from a vast number of different users, both applications and 

users can be sources of security threats [104]. For instance, the vulnerabilities of 

applications can be exploited by hackers to compromise clusters and Grids and malicious 

users can access systems to launch denial of service attacks. Even a legitimate user may 

tamper with shared data or excessively consume computing cycles to disrupt services 

available to other cluster users [104]. Even worse, many existing cluster and Grids 

computing environments have not employed any security mechanism to counter security 

threats [21][22]. As such, it is mandatory to deploy security services to guard security-

critical applications running on clusters and Grids. Snooping, alteration, and spoofing are 

three common attacks in cluster environments and, therefore, we considered three 

security services (authentication service, integrity service, and confidentiality service) to 

guard against the common threats. Snooping, an unauthorized interception of information 

can be countered by confidentiality services. Alteration, an unauthorized change of 

information can be countered by integrity services. Spoofing, an impersonation of one 

entity by another, can be countered by authentication services [12][9]. With these three 

security services in place, users can flexibly select the security services to form an 
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integrated security protection against a diversity of threats and attacks in a cluster or Grid 

computing environment. 

1.1.2 An Example of Security-Sensitive Real-Time Applications 

Figure 1.1 illustrates a real-time stock quote update and trading system with high security 

demands. In this system [26], requests submitted from a business partner and responses 

from an enterprise’s back-end application (the terms request and task are used 

interchangeably throughout this section) have deadlines and security requirements. Both 

timing and security requirements must be met by a server located between the business 

partners and enterprise back-end applications. In this case, the server performs security 

operations on behalf of all its clients. Each task submitted by a large group of clients 

explicitly specifies a range of security levels in addition to the deadline before which the 

task must be completed. The server facilitates required security mechanisms on top of a 

request or a response in an out-of-the-box integration manner. In general the server 

performs the following security operations on behalf of its clients [26]: 

• Establishes secure connections with business partners and back-end applications 

• Applies and verifies digital signatures 

• Authorizes access based on digital certificates 

• Validates credentials in real time using public key infrastructure 

• Encrypts and decrypts requests and responses 

Furthermore, the server can judiciously select a suitable security level from the range 

of security service levels, which are predefined combinations of transport and message 

security mechanisms. Typical security levels in a real-time quote and trading system are 

listed as follow [26]: 



                      
 
                  
  
 
                                                         
 

• Routing only 

• Routing + message security 

• Routing + SSL 

• Routing + SSL + message security 

• Routing + SSL + client authentication 

• Routing + SSL + message security + client authentication 

 
 

 

 

 

 

 

 

Figure 1.1 A real-time stock quote update and trading system 
 

Different security levels, of course, impose various security overheads with respect 

to CPU and memory usage.  While a real-time system may automatically provide high 

quality of security for some tasks by increasing security levels at the cost of high 

overheads, the system can intentionally reduce the quality of security for other tasks in 

order to improve guarantee ratio measured as a fraction of total submitted tasks that can 

be completed before their deadlines. 
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1.2 Motivations 
Security-critical real-time applications such as stock quote update and trading systems 

and military aircraft flight control systems have mandatory security requirements in 

addition to stringent timing constraints. Existing real-time scheduling algorithms, 

however, either disregard applications’ security needs and thus expose the applications to 

security threats, or run applications at inferior security levels without optimizing security 

performance. In recognition that many applications running on clusters or/and Grids 

demand both real-time performance and security, we investigate in this dissertation the 

problem of scheduling real-time applications with various security requirements.   

 Real-time tasks 

 Security-Aware Real-Time Scheduling Algorithm 

 6

Real-Time Scheduling Policy 
(EDF, LLF, etc.) 

Security-Aware 
Heuristic Strategy 

 

 

 

 Cluster 

 
NmNj… …N1 

 
Figure 1.2 Security-aware real-time scheduling framework 

 
To address timing and security constraints of real-time applications, we proposed an 

array of security-aware heuristic strategies, which integrate security requirements into 

scheduling for real-time applications on clusters or Grids. Figure 1.2 depicts the 

relationship between real-time scheduling algorithm and our security-aware heuristic 

strategy. The scheduling core implements logic and timing mechanisms for waiting, and 
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relies on the security-aware heuristic strategy to decide quality of security for newly 

arrived tasks. The security-aware heuristic strategy is independent of scheduling policies, 

and it is implemented as a module that works in concert with real-time scheduling 

policies. Therefore, it is easy to integrate the security-aware heuristic strategy into any 

real-time scheduling policy.  

1.3 Scope of the Research 
The dissertation research focuses on scheduling real-time applications with security 

requirements running on clusters and Grids.  

We assume that the underlying security services such as confidentiality and integrity 

are deployed in clusters and Grids. For sake of simplicity, we ignore the overhead caused 

by key management, because the key management overhead can be included as part of 

security overhead. It is assumed that all tasks considered in this research are non-

preemptive. For security services, we only considered three common ones, namely 

confidentiality, integrity, and authentication.  

In this dissertation study, we have explored the following. First, we have proposed a 

security-aware system framework, from which security-sensitive real-time applications 

are able to exploit a variety of security services to enhance trustworthy executions of the 

applications. Second, we have built a security overhead model that can be used to 

reasonably measure security overheads incurred by security-critical applications. Third, 

we have developed a novel security-aware scheduling strategy for a set of independent 

real-time tasks. Fourth, we have implemented two security-aware strategies for parallel 

real-time applications, where precedence constraints among different tasks need to be 

taken into account. Fifth, we have extended our security-aware scheduling schemes to 
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heterogeneous clusters. Last but not least, we have devised an effective scheduling 

scheme for Grid computing environments.   

1.4 Contributions 
Improving quality of security is increasingly becoming an important issue in the design 

of real-time systems, which are indispensable for conducting business in government, 

industry, and academic organizations. This dissertation research addresses the issue of 

maximizing quality of security for real-time systems through scheduling. In what follows, 

we summarize the major contributions of the dissertation study. 

• A Security Middleware Model for Real-time Applications: We proposed a security 

middleware (SMW) model from which security-sensitive real-time applications are 

enabled to exploit a variety of security services to enhance trustworthy executions of 

the applications.  

• A Security Overhead Model: We proposed an effective model that can 

approximately, yet reasonably, measure security overheads experienced by tasks with 

security requirements. In light of the security overhead model, schedulers are able to 

incorporate security overheads into the process of scheduling tasks. 

• Security-Aware Scheduling for Homogeneous Clusters: We presented a novel 

security-aware heuristic strategy (SAREC) for real-time applications on 

homogeneous clusters. This strategy paves the way to the design of security-aware 

real-time scheduling algorithms. 

• Consideration of the Heterogeneity of Resources: Many existing clusters are 

heterogeneous in terms of resources including but not limited to CPU, memory, and 
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disk storage. Since heterogeneity in resources inevitably complicates the scheduling 

issue of real-time applications, we devised a security and heterogeneity driven 

scheduling algorithm to improve security of real-time applications on heterogeneous 

clusters.  

• Supporting for Parallel Applications: We extended our work in security-aware 

scheduling for sequential jobs by developing a security-driven task allocation scheme 

for parallel applications with deadline, security, and task precedence constraints.  

• Improving Security for Grids: In addition to our research in scheduling issues 

related to clusters, we designed and developed a dynamic real-time scheduling 

algorithm, which is capable of enhancing quality of security for real-time applications 

running on Grids. 

1.5 Outline 
This dissertation is organized as follows. In Chapter 2, a brief survey of related work is 

presented. 

In Chapter 3, we propose a security middleware model (or SMW for short) from 

which security-sensitive real-time applications are enabled to exploit a variety of security 

services to enhance trustworthy executions of the applications. 

To measure security overhead incurred by security requirements of real-time 

applications, we build in Chapter 4 a security overhead model.  

In Chapter 5, we study the problem of scheduling a set of independent real-time tasks 

with various security requirements on homogeneous clusters. 
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In Chapter 6, a new security-conscious scheduling scheme for parallel real-time 

applications is presented and its performance is evaluated. 

In Chapter 7, we present a concept of security heterogeneity and a new security- and 

heterogeneity-driven scheduling algorithm, which strives to maximize the probability that 

parallel applications are executed on time without risk of being attacked.  

 In Chapter 8, we outline a dynamic real-time scheduling algorithm, which aims at 

enhancing quality of security for real-time applications running on Grids. 

Finally, Chapter 9 summarizes the main contributions of this dissertation and 

comments on future directions for this research. 
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Chapter 2 

2 Related Work 

Clusters have become popular as high-performance computing platforms for a variety of 

applications, and Grid is a promising next generation high-performance computing 

platform. This chapter briefly discusses existing techniques found in the literature that are 

most relevant to this dissertation research from two perspectives: real-time scheduling on 

clusters and Grids, and security needs for real-time applications running on clusters and 

Grids. 

2.1 Real-Time Scheduling on Clusters and Grids 
The problem of real-time scheduling has been extensively studied in the past both 

theoretically and experimentally. Real-time scheduling algorithms generally fall into two 

categories: static (off-line) [1] and dynamic (on-line) [19][44]. Many scheduling 

algorithms assume that real-time tasks are independent with one other [83], whereas 

others can schedule tasks with precedence constraints [1]. Conventional real-time 

scheduling algorithms like Rate Monotonic (RM) algorithm [51], Earliest Deadline First 



                      
 
                  
  
 
                                                         
 

(EDF) [77], and Spring scheduling algorithm [67] were successfully applied in real-time 

systems. This section presents a summary of work related to real-time scheduling 

techniques applied in clusters and Grids. Specifically, we describe the important features 

in a wide range of real-time scheduling approaches. These features include static and 

dynamic scheduling (See Section 2.1.1), considerations for system heterogeneity (See 

Section 2.1.2), and parallel jobs versus sequential jobs (See Section 2.1.3). 

 Task 

Non-Real-Time   Real-Time 

 

 

      Static       Dynamic 

 

 

Multiprocessor           

 

 
Grids 

 

 

 

 

 
Security-Aware 
     (Chapter 7) 

Non-Security-Aware 

Non-Security-Aware 

Homogeneous  Heterogeneous  Security-Aware 
   (Chapter 8)

Non-Security-Aware Security-Aware

 
Independent Tasks

(Chapter 5) 
Parallel Jobs 
(Chapter 6)  

Figure 2.1 A simplified taxonomy of the approaches to scheduling  

2.1.1 Static vs. Dynamic Scheduling: A Simplified Taxonomy 

We can classify existing scheduling approaches into two broad categories: static and 
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dynamic (See Figure 2.1). Each category can be further divided into some subcategories 

with certain specific attributes. These attributes include control philosophy (centralized 

vs. decentralized), resource targeted for optimization (CPU time or energy consumption), 

type of jobs (sequential vs. parallel, real-time vs. non-real-time, etc.), nature of 

underlying system (homogeneous vs. heterogeneous), etc. Figure 2.1 shows a simplified 

taxonomy of scheduling schemes most relevant to this dissertation research.  

In static scheduling, the characteristics of a job, such as its task execution times, task 

dependencies, task communications and synchronization are known a priori [21][31]. 

Therefore, scheduling can be done off-line during compile-time. A large body of work 

has been done for static scheduling schemes that do not rely on current states of nodes 

[9][14][21][31][45][48][46]. Since discovering an optimal schedule for a parallel 

application on a multiprocessor system is an NP-complete problem in general, 

researchers proposed numerous heuristics [48]. Kwok and Ahmad proposed a taxonomy 

that classifies these algorithms into different categories and compared them in terms of 

performance and time-complexity [48]. Boeres and Rebello investigated the problem of 

static task scheduling under the LogP model and presented both theoretical and 

experimental results for a cluster-based task duplication methodology [14].  Barbosa et 

al. proposed a list scheduling algorithm to minimize total schedule lengths of parallel 

jobs represented by DAGs [9]. 

On the other hand, dynamic scheduling in the absence of a priori information is done 

on-the-fly based on system states [3][59]. Hamidzadeh and Lilja examined a class of self-

adjusting dynamic scheduling (SADS) algorithms that centralizes assignments of tasks to 

processors [36]. Their experimental results demonstrated that the centralized scheduling 
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outperforms self-scheduling algorithms even when only a small number of processors are 

available.  Kalogeraki et al. presented a dynamic scheduling algorithm that examines the 

computation times, real times and resource requirements of application tasks to determine 

a feasible schedule for the method invocations [45]. Yu and Bhattacharya proposed real-

time traffic management algorithms over a multi-hop optical network [102].  The 

objective of their work is to schedule hard real-time messages as many as possible 

following a priority ordering. Recently, some dynamic scheduling advances were 

accomplished in the context of Grids. Viswanathan et al. proposed a resource conscious 

dynamic scheduling strategy to handle large volume computationally intensive loads in a 

grid system involving multiple sources and sinks/processing nodes [87]. Wang et al. 

proposed an adaptive and dynamic scheduling method, called most fit task first (MFTF), 

for a class of computational grids, which are characterized by heterogeneous computing 

nodes and dynamic task arrivals [89].  

2.1.2 Homogeneous vs. Heterogeneous Scheduling 

From another perspective, scheduling approaches can be classified into two camps: 

homogenous and heterogeneous (See Figure 2.1). The focus of homogeneous scheduling 

schemes is to improve performance of homogeneous clusters. For example, Hagras and 

Janecek proposed a low complexity algorithm based on list-scheduling and task-

duplication on a bounded number of fully connected homogeneous machines. The 

algorithm is called critical unlisted parents with fast duplicator (CUPFD), which consists 

of two phases: the listing phase that is based on list-scheduling, and a low complexity 

machine assigning phase based on task-duplication [34]. Karageorgos and Karatza 

examined the efficiency of two task routing strategies-one static and one adaptive-and 
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three non preemptive task scheduling policies in conjunction with job resequencing 

before departure [46]. Burchard et al. presented new schedulability conditions for 

homogeneous multiprocessor systems where individual processors execute the rate-

monotonic scheduling algorithm. The conditions are used to develop new strategies for 

assigning real-time tasks to processors. The performance of the new strategies is shown 

to be significantly better than those presented in the literature [17]. Note that our 

algorithms presented in Chapters 5 and 6 are scheduling schemes for homogeneous 

clusters.  

On the other hand, heterogeneous scheduling approaches attempt to boost the 

performance of heterogeneous clusters, which comprise a variety of processing nodes 

with different performance capacities in computing power, memory capacity, and disk 

speed. Berten et al. studied the distribution of sequential jobs and system behaviours in 

heterogeneous computational grid environments where brokering is done in such a way 

that each computing element has a probability to be chosen proportional to its number of 

CPUs and its relative speed [11]. A probabilistic model of a client/server multimedia 

heterogeneous system based on the theory of Markov processes was proposed by Santos 

et al.  Their model also provides answers to some fundamental engineering design 

questions related to disk price/performance tradeoffs [70].  Bajaj and Agrawal introduced 

a Task duplication-based scheduling Algorithm for Network of Heterogeneous systems 

(TANH), which provided optimal results for applications represented by Directed 

Acyclic Graphs (DAGs) [8]. A heuristic dynamic scheduling scheme for parallel real-

time jobs executing on a heterogeneous cluster was presented by Qin and Jiang [65]. In 

[80], a mathematical framework is presented that models the matching of subtasks to 
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machines, scheduling of subtasks' computation, scheduling of communication steps, and 

selection of sources of shared data items. The goal of this study is to generate a provably 

optimal scheme for communicating shared data among subtasks as an enhancement to 

any given matching and scheduling.  

In the past decade, the scheduling techniques for heterogeneous systems have been 

extensively investigated. However, security-aware scheduling in the context of 

heterogeneous systems is an interesting area yet to be explored. Therefore, in Chapter 7 

we examine the problem of scheduling for parallel applications executing on 

heterogeneous clusters. 

2.2 Security Issues in Clusters and Grids  
Nowadays security is of critical importance for a wide range of real-time applications. 

Section 2.2.1 describes security issues in the context of clusters and Grids. Section 2.2.2 

summarizes previous work related to QoS (Quality of Service), where security is one of 

parameters of QoS.  

2.2.1 Security Needs for Real-Time Applications 

Increasing attention has been directed toward the issue of security in the context of 

clusters, because efficient and flexible security has become a baseline requirement. 

Apvrille and Pourzandi developed a new security policy language named distributed 

security policy, or DSP, for clusters [6]. Wright et al. proposed a security architecture for 

a network of computers bound together by an overlying framework that can be used to 

provide users a powerful virtual heterogeneous machine [95]. The language offers a 

precise way to customize security of clusters. Yurcik et al. developed tools for managing 
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cluster security via process monitoring [103]. Connelly and Chien proposed an approach 

to protecting tightly-coupled, high-performance component communications [22]. 

Azzedin and Maheswaran applied the notion of “trust” into resource management of a 

large-scale wide-area system [7]. However, the security techniques mentioned above are 

not appropriate for real-time applications due to the lack of ability to express and handle 

timing constraints. In addition, security has been become one of the biggest concerns in 

Grids. Humphrey et al. examined the state of the art in securing a group of activities and 

introduced new technologies that promise to meet security requirements of Grids [42]. 

Some work was done to incorporate security into a variety of real-time applications. 

George and Haritsa proposed concurrency control protocols to support applications with 

real-time and security requirements [32]. Ahmed and Vrbsky developed a secure 

optimistic concurrency control protocol that can make trade-offs between security and 

real-time requirements [4]. Son et al. proposed a way of trading off quality of security to 

achieve required real-time performance [74]. In [75], a new scheme was developed to 

improve timeliness by allowing partial violations of security. Our work is fundamentally 

different from the above approaches because they are focused on concurrency control 

protocols whereas the goal of this dissertation research is to develop security-aware real-

time scheduling algorithms. 

However, most existing security techniques are not appropriate for real-time 

applications due to the lack of ability to express and handle timing constraints. Xie et al. 

proposed an array of security-aware scheduling algorithms for single machines [101], 

clusters [100] and grids [99]. Very recently, Song et al. proposed security-driven 

scheduling algorithms for grids [76]. This study is by far the closest one to our algorithm 
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(see Chapter 7). The main difference between our study presented in Chapter 7 and theirs 

are five-fold. (1) Their algorithms can efficiently support non-real-time applications, 

whereas our algorithm is designed for parallel applications with timing constraints. (2) 

Their study was focused on grids instead of clusters. (3) It was assumed in their 

algorithms each grid site offers one conceptual security level. However, our algorithm 

factors in practical security services with multiple security levels. (4) Our algorithm takes 

into account of heterogeneities in security and computation, whereas their algorithms 

support homogeneous computing resources. (5) Their algorithms made use of a failure 

model that did not take execution times into consideration. Conversely, we propose a 

risk-free model integrating execution times with security levels and, therefore, our model 

can be leveraged to quantitatively measure quality of security. 

2.2.2 Quality of Security and Security Overhead 

Since security is one dimension of QoS (Quality of Security), we briefly review QoS-

aware middleware, which has been extensively studied in the past [2][38][55]. Huang et 

al. proposed a middleware-oriented Global Resource Management System, or GRMS, 

which provides distributed applications with end-to-end QoS negotiation and adaptation 

[41]. Nahrstedt et al. designed a QoS-aware middleware that can offer a new generation 

QoS-sensitive applications such as media streaming and e-commerce with QoS support 

[55]. However, these two middleware systems are non real-time in nature, meaning that 

they are inadequate for parallel and distributed real-time systems. Abdelzaher et al. 

presented a scheme for QoS negotiation in real-time applications [2]. This approach 

provides a generic way to express application-level semantics to control how application 

QoS is to be degraded under overload or failure conditions [2]. In addition, Abdelzaher et 
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al. demonstrated that their method enables QoS gracefully degradation under conditions 

in which traditional schedulability analysis and admission control schemes fail. Although 

the above works addressed applications’ QoS requirements in parallel and distributed 

systems, none of them paid attention to real-time applications’ security requirements, 

which are increasingly becoming critical in real-time systems. This dissertation research 

is orthogonal and complementary to the above approaches in the sense that the security 

middleware model centered around security services is focused on security needs of real-

time applications. 

The security middleware model (SMW, see Chapter 3) provides a way of explicitly 

specifying security requirements of real-time applications running on a parallel and 

distributed computing platform. It is indispensable for the model to be aware of extra 

resource overhead incurred by security requirements of applications because the model 

has to achieve an optimized trade-off between system security and performance. To the 

best of our knowledge, the way of calculating costs of security service has received little 

attention. Irvine et al. proposed a model of computing costs for quality of security service 

[43]. In their approach application’s security requirements are specified by a security 

vector, which is composed of an array of sub-vectors with each sub-vector being a 

particular security service used [43].  Each sub-vector could consist of two components: a 

security service name and a security level range of the security service. Wang et al. 

presented a security measurement framework, which is based on theory and practice of 

formal measurements [90]. Their work provided us an insightful view of a future 

direction of security measurement. In our previous work [101], we proposed a practical 

security overhead model to estimate the CPU time overhead of some commonly used 
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security services. Our security overhead model leveraged the results in [98][99], which 

provided the CPU time cost for primitive security operations such as encryption and 

integrity check. Take encryption operation for example, Nahum et al. in [56] offers the 

performance of ten widely used encryption algorithms in terms of mega bytes per second 

(MB/s) on a 175 MHz Dec Alpha600 machine. 3DES, the strongest yet slowest 

encryption algorithm among the alternatives, can encrypt 6.25 MB data per second on the 

computer. The computational overhead caused by security operations mainly depends on 

cryptographic algorithms and size of data to be protected. Detailed information regarding 

a way of quantitatively measuring security overhead can be found in our previous work 

[98][99].  
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Chapter 3 

3 A Security-Aware Middleware 
Model  

Recently, real-time applications with security requirements increasingly emerged in 

clusters and large-scale distributed systems like Grids. However, complexities and 

specialties of diverse security mechanisms dissuade users from employing existing 

security services for their applications. To effectively tackle this problem, in this chapter 

we propose a security middleware model or SMW from which security-sensitive real-

time applications are enabled to exploit a variety of security services to enhance 

trustworthy executions of the applications. A quality of security control manager 

(QSCM), which is a centrepiece of the SMW model, is designed and implemented to 

achieve a flexible trade-off between overheads caused by security services and system 

performance, especially under situations where available resources are dynamically 

changing and insufficient. A security-aware scheduling mechanism, which plays an 

important role in QSCM, is capable of maximizing quality of security for real-time 

applications running on clusters and Grids.  



                      
 
                  
  
 
                                                         
 

 22

The rest of the chapter is organized as follows. Section 3.1 introduces the 

architecture of our SMW model. Section 3.2 concludes the chapter with some comments 

on future work. 

3.1 Security Middleware Model (SMW) 
Middleware is software that sits between two or more types of software and translates 

information between them. It is used to solve computer clients’ heterogeneity and 

distribution issues by offering distributed system services that have standard 

programming interface and protocols [10]. We refer to these system services as 

middleware services, because they reside in a layer between networking, operating 

system software and specific applications. In this section we propose a security 

middleware (SMW) model, which aims at meeting security requirements of a variety of 

applications and improving performance of distributed real-time systems. Section 3.1.1 

presents an overview of the architecture for the SMW model. Detailed functional 

descriptions of each component of the SMW model can be found in Section 3.1.2. 

Section 3.1.3 illustrates two approaches to specifying applications’ security requirements. 

Section 3.1.4 provides an analytical model for the local schedulability analyzer.  

3.1.1 Architecture of the SMW Model  

The SMW model consists of a user interface, a framework, low-level security service 

APIs, a quality of security control manager, and security middleware services (see Figure 

3.1). 

The SMW model provides two different types of user interfaces, namely, a 

professional user interface and a normal user interface. The professional user interface is 
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Framework 

Application    Tool 

High-Level Security Service APIs 

User Mapping to 
Middleware Services

Framework 
Private Service 

•  •  •
Platform 
• OS 
• Hardware 

Platform interfacePlatform interface 
Platform 
• OS 
• Hardware 

Middleware Services (including security services) 

Low-Level Security Service APIs

Application Application •  •  •

•  •  • 

Quality of Security Control Manager

an interface between developers (e.g., programmers) and applications being developed. 

An editor, a compiler and a debugger are essential components of the professional user 

interface. Programmers are allowed to directly access the low-level security service APIs, 

thereby efficiently constructing applications with various security functions. A normal 

user interface sits between a normal user and the framework. By using the normal user 

interface, usually an IDE (integrated development environment), a normal user such as a 

system administrator can leverage the framework to readily create applications with 

security requirements.  

 

 

 

 

 

 

 

 

 

 

Figure 3.1 Security middleware architecture 
 

A framework is a software environment that is designed to simplify application 

development and system management for a specialized application domain [10]. The 

framework illustrated in Figure 3.1 is composed of a set of high-level security service 

APIs, an array of tools, a security middleware-service mapping module, and framework-
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private middleware services. The functionality of the framework is two-fold. First, it 

provides developers an efficient computing environment in which security-aware 

applications can be rapidly developed. Second, the framework makes it possible for users 

to manipulate security-related system parameters. As a result, there is no need for 

developers and users to directly access low-level security service APIs, which are, in 

most cases, complicated to use. The high-level security service APIs may be (1) an 

abstraction of low-level security service APIs for the underlying security middleware 

services, or (2) a new set of APIs that encapsulate the low-level security service APIs. 

When the high-level APIs are different from their low-level peers, they may add value by 

specializing the user interface, simplifying the low-level APIs, or import framework-

private middleware services. The applications within the framework are administration 

applications from which the users (including administrators and programmers) can 

manage and configure multiple security services by employing the high-level APIs with 

the assistance of some tools. The objective of the tools in the framework is to simplify the 

use of the high-level APIs. For example, a security service virtualization tool offers users 

a visible table that demonstrates all currently available security services and their 

corresponding costs (see Table 3.1 in Section 3.1.3). The security middleware services 

mapping module is responsible for translating the high-level security service APIs into 

their corresponding low-level counterparts. Framework-private services provide specific 

functions in addition to the underlying middleware services to meet the framework’s own 

needs. 

The low-level security service APIs are programming interfaces through which 

underlying security services included in the middleware services can be invoked. We can 
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implement our low-level security service APIs based on the Generic Security Service API 

described in [94], which allows a calling application to authenticate principle identity 

associated with a peer application, to delegate rights to a peer application, and to exploit 

security services such as confidentiality and integrity on a per-message basis [94]. A 

sample API routine could be gss_verify_mic(), which can check a message integrity code 

(MIC) against a message to verify integrity of a received message. Another example 

routine is gss_indicate_mechs() that determines available underlying authentication 

mechanisms. 

Quality of security control manager (QSCM) is a module needed for optimizing 

applications’ security requirements based on available system resources. Conceptually, it 

is an engine for security-critical real-time systems to achieve a high system performance 

in terms of quality of security and schedulibility. Detailed description of QSCM will be 

given in Section 3.1.2. A middleware service is a generic service that operates between 

platforms and applications (see Figure 3.1). The middleware service, which is defined by 

APIs and supported protocols [10], has several features that differ itself from general-

purpose applications or platform-oriented services. Specifically, the middleware service 

is distributed, capable of running on multiple platforms, and supporting standard 

interfaces and protocols. Among the middleware services, authentication service, auditing 

service, encryption service and access controller are commonly used security services in 

a distributed system. For instance, authentication service provides functions to an 

application related to establishing, verifying, and transferring a person or a process. 

These security middleware services furnish a set of standard APIs (e.g., low-level 

security service APIs), which can be invoked in applications. The services are standard 
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routines, which can be implemented using programming languages such as C and Java. 

For example, a Java Security Service Module is a commercial product that facilitates the 

above services implemented as classes. 

3.1.2 Quality of Security Control Manager (QSCM)  

QSCM (Figure 3.2) is a centerpiece of the SMW model because it can optimize the 

quality of security services requested by applications while maintaining high system 

performance. The input of the QSCM module is a security service attribute-value vector 

specified by users, and the output is an array of selective values for each required security 

service. The most important abstraction in our QSCM module is security level, which is 

used to indicate the strength or safety degree of a particular security service. 

A security service is implemented by a particular security mechanism. For example, 

encryption, a security mechanism, provides a means to implementing confidentiality, 

which is a security service. Thus, the strength of a security service is mainly decided by 

the robustness of the security mechanism that implemented it. Further, the strength of the 

security mechanism largely depends on (1) how rigorously the security algorithm is 

tested, (2) how long it has been used, and (3) how robust it is under attacks performed 

against it [90]. From a normal user’s standpoint, a security level may be a subjective and 

qualitative value like “low”, “medium”, and “high”. For a security professional, on the 

other hand, the security level could be a quantitatively measured value such as 0.3, a 

normalized value when setting the strongest security mechanism as 1. In the latter case, 

security level is a relatively objective value obtained by some reasonable and practical 

measurement methods. In addition, security levels are represented in terms of security 



                      
 
                  
  
 
                                                         
 

parameters whose semantics only need be known to the user and the service provider 

(e.g., security middleware service). 
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Figure 3.2 Quality of security control manager 
 

Please note that security mechanisms are not independent of one another. Rather, it is 

common that multiple security mechanisms are needed in order to form an integrated 

security solution. For example, authentication must be used in concert with message 

integrity. The SMW model offers users an array of basic security mechanisms so that 

they can select multiple services to form an integrated security solution. It is users’ 

responsibility to make a meaningful combination of fundamental security mechanisms. 

The local security optimization module, which will be described shortly in this 

subsection, can assist users to accomplish this goal. 

A security range, which is a scope, contains multiple distinct security levels for a 

particular security service. The lowest value in a security range indicates the minimal 

security strength mandated by the user, while the highest value implies the maximal 

security strength necessary for the user and all the values above should not be considered. 

We will discuss the security level specification in section 3.3.  
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The QSCM runs on top of middleware services and uses the Resource Monitoring 

module to monitor the underlying available resources. A user may submit a task Ti along 

with its security requirements expressed by a vector of security ranges, e.g., Si = ( , , 

…, ), where T

1
iS 2

iS

q
iS i requires q security services.  is the security range of the jth 

requested security service.  

j
iS

The security optimization module, which plays a key role in QSCM, is responsible 

for choosing the most appropriate point si in space Si, e.g., si = ( , , …, ), where 

 

1
is 2

is q
is

,j
i

j
i Ss ∈ .1 qj ≤≤  The objective of the security level selection is to maximize overall 

utility in terms of quality of security (see Section 3.4).  

The local schedulability analyzer aims at checking whether or not the selected 

security levels can be supported under current workload conditions. With the assistance 

of the local schedulability analyzer, the security optimization module performs admission 

control on arrival application tasks.  

The scheduling mechanism has to make use of the schedulability analyzer and the 

security optimization module to measure the security benefits gained by each admitted 

task. In particular, the security benefit of task Ti is quantitatively modeled as the 

following security level function. 

                                      where  and ∑ ,               (3.1) 

where  is the weight of the jth security service. Note that it is programmers’ 

responsibility to define the weights to reflect relative priorities given to the required 
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Suppose  is all possible schedules for task TiX i generated by the scheduling 

mechanism, and  is a scheduling decision. The schedulability analyzer considers xii Xx ∈ i 

a feasible schedule if (1) the security requirements are satisfied, and (2) its deadline can 

be met. Given a real-time task , the security benefit of  is expected to be maximized 

by the security level controller (See Figure 3.1) under the timing constraint: 
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where  and are the minimum and 

maximum security requirements.  The QSCM is focused on maximizing quality of 

security, which is defined by the sum of the security levels of admitted tasks. More 

formally, the following security function needs to be maximized, subject to certain timing 

and security constraints: 
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where p is the number of submitted tasks, yi is set to 1 if task Ti is accepted, and is set to 0 

otherwise.  

The local security optimization module is used to select security levels only for local 

clients based on local machine resources, while the global security optimization module 

is launched using a load-sharing algorithm, which can exploit distributed system 

resources when local resources are insufficient to sustain a client’s service requests. In 

addition, the local security optimization module validates security mechanism selections 

made by local clients before selecting security levels for them. If a client selects a number 

of security mechanisms that cannot form a meaningful integrated protection solution, the 
 29



                      
 
                  
  
 
                                                         
 

local security optimization module will provide a warning message to the client. This 

function enforces that only practical security solution requests can be granted. 

3.1.3 Security Service Requirements Specification  

In this subsection we present two approaches to specifying users’ security service 

requirements. One is for professional users, whereas the other is for system 

administrators. Irvine et al. proposed the notion of security range that consists of a set of 

security levels [43]. Users can define their security requirements for a security service by 

specifying a security range.  To accomplish this goal, our SMW model provides users 

with a task submission description language (TSDL), a vehicle that users can leverage to 

articulate their security needs for their tasks. Figure 3.3 illustrates an example of the task 

submission structure (TSS) described in TSDL. 

 DEFINE Task : flight_control 
{ 
Input = (altitude: 1230, heading: 35, …); 
Output = (takeoff_distance, climb_rate); 
Type = “Real Time”; 
Period = 80; 
Owner = “sqin”; 
Cmd = “flight_con”; 
Processor_num= 5; 
Data_secured=250; 
Priority = 3; 
Constraints 
• Arch == “INTEL”; 
• OS == “UNIX”; 
• Disk >= 480; 
• Memory >=128; 
• Deadline = 80; 
• 0.3 <= Authentication <=0.6; 
• 0.4 <= Integrity <= 0.8; 
 • 0.5 <= Confidentiality <= 0.9 
} 

 

 

 

 

 

 

 

 

Figure 3.3 Task submission structure for flight control 
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A TSS is a highly flexible and extensible data model that can be utilized to represent 

multiple security services and constraints in a submitted task. It is a mapping from 



                      
 
                  
  
 
                                                         
 

attribute names to expressions. For example, Processor_Num is an attribute and the 

number 5 is its corresponding expression. An expression might be an integer, a string 

constant, or a combination of complicated expressions constructed with arithmetic and 

logical operators such as “0.3 <= Integrity <=0.8” (See Figure 3.3). 

After a user submits a TSS, the security service constraints will be translated into the 

high-level security service APIs. To further alleviate users’ burden, the framework of the 

SMW model makes is possible for system administrators to specify security requirement 

expressions using a higher-level abstraction, e.g., security abstract table. 

Table 3.1 illustrates an example of the security abstract table. In this table a user 

simply needs to point out a qualitative level for each requested security service. 

Importantly, the user can utilize a visualization tool, e.g., a security function explainer, to 

glean information pertinent the meaning and cost of each qualitative level. Please note 

that the values in Table 1 are only for illustration purpose, and the cost should be 

calculated or estimated using some security cost formulas. 

Table 3.1 A Sample Security Abstract Table 

 

 

 

 

3.1.4 Schedulability Analyzer Modeling  

To build the schedulability analyser in QSCM, we propose in this section a model to 

analytically conduct feasibility check for real-time tasks submitted to a Grid. Let  be the if
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finish time of task . Given a Grid, the finish time of  running on it can be expressed 

as 
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where t is the current time,  is the execution time of , is the security 

overhead caused by p security services, is the queuing time in the local task queue of 

the kth site in the system, and is the migration time if the task is migrated from the 

jth site to the kth site. Note that u

ie iT ∑
−

p

l

l
i

l
i sc

1

)(

k
iq

kj
im ,

i denotes the site to which the task is submitted, and vi 

represents the site where the task will be dispatched. can be estimated by code profiling 

and statistical prediction [16]. can be derived by task arrival rate and the execution 

time of all previously submitted tasks in the local task queue of the kth site [65]. is 

decided by two factors: (1) the size of data associated with task  that needs to be 

transferred from the jth site to the kth site; (2) the bandwidth between the two sites. The 

former is either the size of task  itself or the size of plus the size of its input data. 

This information is provided by the user who submitted , and thus, it can be known in 

advance. The latter can be obtained by exploiting certain network bandwidth prediction 

services like Network Weather Service [92]. 

ie

k
iq

kj
im ,

iT

iT iT

iT

If task Ti has a feasible schedule on a Grid represented as a set of sites, e.g., N = {N1, 

N2, …, Nj,…}, the following timing constraint must be satisfied, where di is the deadline of 

the task: 
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                                                           iiij dfjvNN ≤=∈∃ :, .                                    (3.5) 

 The total execution time of a workload with n tasks submitted to the system can be 

derived from Equations 3.6 and 3.7, meaning that the total execution time is the sum of 

the total overall execution times of admitted tasks running on each site in the Grid. 
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where  is the total execution time of tasks running on the jth site, and j
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3.2 Summary 
In this chapter, we presented a novel security middleware (SMW) model from which a 

security-sensitive real-time application can exploit a variety of security services to 

enhance the safety of its execution on clusters and Grids. 

Future studies in this research can be performed in the following directions. 

• Extend our SMW model to multi-dimensional computing resources. For now, we 

simply consider CPU time, which is only one of the computing resources 

consumed by the security services. Memory, network bandwidth and storage 

capacities should be considered in the future. 

• Accommodate more security services into our SMW model. Besides the three 

security services discussed, we plan to take authorization and auditing services 

into consideration. 
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• Consider parallel applications where tasks have precedence constraints (see 

Chapter 6). In this chapter, we assume that all applications are independent. To 

make our scheme more practical, we need to extend it to handle general parallel 

applications. 
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Chapter 4 

4 Security Overhead Model 

In the previous chapter, we proposed a security-aware middleware model (SMW) from 

which security-sensitive real-time applications are allowed to exploit an array of security 

services to enhance trustworthy executions of the applications. It is essential for a 

security-aware scheduler, a critical component of the SMW model, to be aware of the 

amount of overhead caused by the security services. Otherwise, the security-aware 

scheduler is unable to make a correct schedule for real-time applications with security 

requirements. To reasonably measure security overhead and to make security-aware 

schedulers feasible, we present a security overhead model in this chapter.  

This chapter is organized as follows. Section 4.1 gives an overview of the security 

overhead model. Sections 4.2 – Section 4.4 outline ways to quantify security overhead for 

confidentiality service, integrity service, and authentication service, respectively. Finally, 

Section 4.5 summarizes the security overhead model. 
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4.1 Quantitatively Measure Security Overhead 
It is critical and fundamental to quantitatively measure overheads incurred by a wide 

range of security services, because security is achieved at the expense of performance. 

However, attention paid to models used to measure security overheads has been 

insufficient. Recently Irvine and Levin proposed a security overhead framework, which 

can be used for a variety of purposes [43]. Nevertheless, security overhead models for 

security services in the context of real-time computing remains an open issue. To enforce 

security in real-time applications while making security-aware scheduling algorithms 

predictable and practical, we propose in this section an effective model that is capable of 

approximately, yet reasonably, measuring security overheads experienced by tasks with 

security requirements. In light of the security overhead model, schedulers can incorporate 

security overheads into the process of scheduling tasks. Particularly, the model can be 

employed to compute the earliest start times and the minimal security overhead. 

Without loss of generality, in this security overhead model we consider three security 

services widely deployed in clusters, namely, confidentiality, integrity, and 

authentication. We assume that the clusters are available, i.e., they respond tasks 

submitted by users. Please note that security mechanisms are not independent of one 

another. Rather, it is common that multiple security mechanisms are needed to form an 

integrated security solution, which can meet complex security demands. For example, 

authentication must be used in concert with message integrity. An array of primitive 

security services can be provided as building blocks for users to form integrated security 

solutions for applications. To examine the performance impact of each security service 

on our scheduling policies, we individually tested the three security services. This 



                      
 
                  
  
 
                                                         
 

experimental strategy by no means implies that in reality security services should be 

separated. The security overhead model (described in section 4.5) consists of the 

following three items (section 4.2-4.4). 

4.2 Confidentiality Overhead 
Encryption mechanisms support confidentiality by enciphering real-time applications 

(executable files) and data such that information and resources are not made available or 

disclosed to unauthorized persons or processes. Suppose there are eight encryption 

algorithms (see Table 4.1) deployed in a cluster. In accordance with the cryptographic 

algorithms’ performance, each algorithm is assigned a security level in the range from 0 

to 1. For example, we assign security level 1 to the strongest yet slowest encryption 

algorithm IDEA (see Table 4.1). Security levels for the rest algorithms can be computed 

by Equation 4.1, where  is the performance of the ith (1 ≤ i ≤ 8) encryption algorithm. c
iµ

                                                            .81,5.13 ≤≤= isl c
i

c
i µ                                                (4.1) 

Table 4.1 Cryptographic Algorithms for Confidentiality Service 

Cryptographic Algorithms
c
isl : SL Security Level c

iµ :KB/ms

SEAL 0.08 168.75 

RC4 0.14 96.43 

Blowfish 0.36 37.5 

Knufu/Khafre 0.40 33.75 

RC5 0.46 29.35 

Rijndael 0.64 21.09 

DES 0.90 15 

IDEA 1.00 13.5 
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Security levels of the algorithms are proportional to the algorithms’ performance. 

Since computation overhead caused by encryption mainly depends on the cryptographic 

algorithms used and the size of data to be protected, Figure 4.1a shows encryption time in 

seconds as a function of encryption algorithms and size of secured data as measured on a 

175 MHz Dec Alpha600 machine [56]. 

Let  be the confidentiality security level of task Te
is i, and the computation overhead 

of a selected confidentiality service can be calculated using Equation 4.2, where li is the 

amount of data whose confidentiality must be guaranteed, and  is a function used to 

map a security level to its corresponding encryption method’s performance. 

)( c
i

c sσ

                                                      81,)()( ≤≤= islsc c
i

c
i

c
i

c
i σ .                                    (4.2) 

4.3 Integrity Overhead 
Integrity services ensure that no one can modify or tamper with data and applications 

while they are executing on clusters without being detected. Integrity can be 

accomplished by using a variety of hash functions [15]. Seven commonly used hash 

functions and their performance (evaluated on a 90 MHz Pentium machine) are shown in 

Table 4.2. Based on the hash functions’ performance, each function is assigned a security 

level in the range from 0.18 to 1.0. We assign security level 1 to the strongest yet slowest 

hash function Tiger (see Table 2), and security levels for the other hash functions can be 

calculated by Equation 4.3, where  is the performance of the ith (1 ≤ i ≤ 7) hash 

function.  

g
iµ

                                                                .71,36.4 ≤≤= isl g
i

g
i µ                                    (4.3) 
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Let  be the integrity security level of task Tg
is i, and the overhead of the integrity 

service can be calculated using Equation 4.4, where li is the amount of data whose 

integrity must be achieved, and  is a function used to map a security level to its 

corresponding hash function’s performance. The security overhead model for integrity is 

depicted in Figure 4.1b. 

)( g
i

g sσ

                                        71,)()( ≤≤= islsc g
i

g
i

g
i

g
i σ .                                     (4.4) 

Table 4.2 Cryptographic Algorithms for Integrity Service 

Hash Functions g
is : Security Level )( g

i
g sµ : KB/ms

MD4 0.18 23.90 

MD5 0.26 17.09 

RIPEMD 0.36 12.00 

RIPEMD-128 0.45 9.73 

SHA-1 0.63 6.88 

RIPEMD-160 0.77 5.69 

Tiger 1.00 4.36 

 

4.4 Authentication Overhead 
It is of necessity that tasks are submitted from authenticated users and, therefore, 

authentication services are deployed to authenticate users who intend to access clusters 

[23] [28][37]. 

Table 4.3 illustrates three authentication techniques: weak authentication using 

HMAC-MD5; acceptable authentication using HMAC-SHA-1, fair authentication using 

CBC-MAC-AES. Each authentication technique is assigned a security level  in 

accordance with the performance. We assign security level 1 to the CBC-MAC-AES 

a
is
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method. Security levels for the other two methods can be obtained using Equation 4.5, 

where  is the performance of the ith (1 ≤ i ≤ 3) authentication method. a
iµ

                                                                                                  (4.5) .31,163/ ≤≤= isl a
i

a
i µ

Table 4.3 Cryptographic Algorithms for Authentication Service 

Authentication Methods a
isl : Security Level a

iµ : Computation Time (ms) 

HMAC-MD5 0.55 90 
HMAC-SHA-1 0.91 148 
CBC-MAC-AES 1 163 

 

Authentication overhead of task T)( a
i

a
i sc i is a function of Ti’s security level . The 

                                         (a) (b) 

a
is

security overhead model for authentication is shown in Figure 4.1c. 

 the sum of the overheads imposed by all 

ve  ci exp

(c) 

Figure 4.1 Security overhead model 
 

4.5 ummary S
We can derive security overhead, which is

involved security services. Suppose task Ti requires q security services provided in 

sequential order. Let j
is  and )( j

i
j

i sc be the se ty level and overhead of the jt curity 

service, the security o rhead erienced by T

curi h se

i, can be computed using Equation 4.6. 
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In particular, the security overhead of Ti with security requirements for the three services 

above is measured by Equation 4.7. 

                                                      , where .                                 (4.6) ∑
=

=
q

j

j
i

j
ii scc

1
)( j

i
j

i Ss ∈

                                                       ∑
∈

=
},,{

)(
gcaj

j
i

j
ii scc ,where .                                    (4.7) j

i
j

i Ss ∈

Noted that , , and  in Equation 4.7 are derived from Equation 4.2, 

Equation 4.4 and Table 4.3. Equation 4.7 will be applied to calculated the earliest start 

times and minimal security overhead. 

)( c
i

c
i sc )( g

i
g
i sc )( a

i
a
i sc

How to quantitatively measure security strength is a hard and open issue to be solved 

by computer security community. In this dissertation research we assign a security level 

to a security mechanism based on its performance. This security level calculation method 

is based on an assumption that people only accept a slower security mechanism if and 

only if it can provide a higher level security compared with its faster peers. This 

assumption is theoretically correct but in reality some slow yet not very secure encryption 

algorithms like DES are still being used due to all kinds of reasons. The security 

overhead model discussed in this chapter only for illustration purpose as quantitatively 

measuring security strength of various security mechanisms is out of scope of this 

dissertation research. 
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Chapter 5  

5 Security-Aware Scheduling for Real-
Time Applications on Homogeneous 
Clusters  

In the previous chapter, we proposed a security overhead model, which can be used to 

calculate security overhead caused by security requirements of real-time applications. 

With this model in place, in this chapter we propose a security-aware real-time heuristic 

strategy (SAREC), which integrates security requirements into the scheduling for real-

time independent tasks on homogeneous clusters.  

This chapter is organized as follows. Section 5.1 presents the motivation of this 

study. Security and real-time requirements of real-time tasks are modeled in Section 5.2. 

In Section 5.3, the SAEDF algorithm, which is a combination of SAREC and EDF 

(Earliest Deadline First), is described. Empirical results based on a number of simulated 

homogeneous clusters are discussed in Section 5.4. Section 5.5 provides a summary of 

this chapter. 
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5.1 Motivation 
Security-critical real-time applications such as military aircraft flight control systems 

have mandatory security requirements in addition to stringent timing constraints. 

Conventional real-time scheduling algorithms, however, either disregard applications’ 

security needs and thus expose the applications to security threats, or run applications at 

inferior security levels without optimizing security performance.  

In the last decade, clusters have become increasingly popular as powerful and cost-

effective platforms for executing parallel applications [61][62]. Much of this trend can be 

attributed to rapid advances in processing power, network bandwidth, and storage 

capacity. In recognition that many applications running on clusters demand both real-time 

performance and security, we investigate the problem of scheduling a set of independent 

real-time tasks with various security requirements. In the previous chapter, we have 

presented a novel security overhead model that can be used to reasonably measure 

security overheads incurred by the security-critical tasks. Now we are positioned to 

propose a security-aware real-time heuristic strategy for clusters (SAREC). To evaluate 

the performance of SAREC, we incorporate the earliest deadline first (EDF) scheduling 

policy into SAREC to implement a new security-aware real-time scheduling algorithm 

(SAEDF).  

5.2 Security and Real-Time Requirements  
5.2.1 Security-Aware Scheduling Architecture 

We focus in this study on an m-node cluster in which m identical nodes are connected via 

a high-speed network, e.g., Myrinet and Fast Ethernet, to process soft real-time tasks 



                      
 
                  
  
 
                                                         
 

submitted by r users. Let N = {N1, N2, …, Nm} denote a set of identical computational 

nodes. The architecture of security-aware real-time scheduling shown in Figure 5.1 

encompasses the SAREC strategy and a real-time scheduler. The SAREC strategy is 

implemented in form of a security level controller and an admission controller. In this 

study we build the real-time scheduler using the EDF policy, which can be substituted by 

other real-time scheduling policies. The admission controller determines if an arriving 

task in a schedule queue can be accepted or not, whereas the security level controller 

aims at maximizing the security levels of admitted tasks. 

 

Accepted 
Queue 

Real-time 
Scheduler 

Rejected Queue 

Admission 
Controller 

Schedule 
Queue 

SAREC 

Dispatch 
Queue 

Security Level 
Controller

User 2 

User 1 

User  r 

Local Queue 

Nm 

N2 

N1  

 

 

 

 

Figure 5.1 Security-aware real-time scheduling architecture 
 
The schedule queue maintained by the admission controller is deployed to 

accommodate incoming real-time tasks. If the deadline and minimal security 

requirements of an incoming task can be guaranteed, the admission controller will place 

the task in an accepted queue for further processing. Otherwise, the task will be dropped 

into a rejected queue. The real-time scheduler processes all the accepted tasks by its 

scheduling policy before the tasks are transmitted into a dispatch queue, where the 

security level controller escalates the security level of the first task under two conditions: 

(1) the security level promotion will not make the first task miss its deadline; and (2) 
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increasing the security level will not make any previously accepted task miss its deadline. 

After being handled by the security level controller, the task is dispatched to one of the 

designated node Ni ∈ N referred to as a processing node for execution. Each processing 

node maintains a local queue. 

5.2.2 Real-Time Tasks with Security Requirements  

We consider a class of real-time applications, each of which is composed of a collection 

of tasks performed to accomplish an overall mission. It is assumed in this study that tasks 

with soft deadlines are independent of one another. The security requirements of each 

task are represented by a set of security level ranges specified by a user. Values of 

security levels are normalized to the range from 0 to 1. For example, a task specifies 

security level ranges [0.25, 0.75] for the authentication service, [0.3, 0.7] for the integrity 

service, and [0.2, 0.8] for the confidentiality service. The higher the security levels, the 

more security-sensitive the task is. The same security level value in different security 

services has different meanings. 

A task Ti submitted by a user is modeled as a set of rational parameters, e.g., Ti = (ai, 

ei, fi, di, li, Si), where ai, ei, and fi are the arrival, execution, and finish times, di is the 

deadline, and li denotes the amount of data (measured in KB)  to be protected. ei can be 

estimated by code profiling and statistical prediction [16]. Suppose Ti requires q security 

services represented by a vector of security level ranges, e.g., Si = ( , , …, ). The 

vector characterizes the security requirements of the task.  is the security level range of 

the jth security service required by T

1
iS 2

iS q
iS

j
iS

i. The security level controller determines the most 

appropriate point si in space Si, e.g., si = ( , , …, ), where   1
is 2

is q
is ,j

i
j

i Ss ∈ .1 qj ≤≤
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It is imperative for a security-aware scheduler to adopt a way of measuring security 

benefits gained by each admitted task. As such, the security benefit of task Ti is 

quantitatively modeled as a security level function denoted by SL: Si → ℜ, where ℜ is 

the set of positive real numbers: 

                                               , , .                          (5.1) ∑
=

=
q

j

j
i

j
ii swsSL

1
)( 10 ≤≤ j

iw ∑
=

=
q

j

j
iw

1
1

 Note that  is the weight of the jth security service for task Tj
iw i. Users specify in 

their requests the weights to reflect relative priorities of the required security services. 

Xi denotes all possible schedules for task Ti, and xi ∈ Xi be a scheduling decision of 

Ti. xi is a feasible schedule if (1) deadline di can be guaranteed, i.e., fi ≤di, and (2) the 

security requirements are met, i.e., Given a real-time task T).max()min( j
i

j
i

j
i SsS ≤≤ i, the 

security benefit of Ti, is expected to be maximized by the security level controller (See 

Figure 5.1) under the timing constraint: 

                                                     ( ){ })(max)( iiXxi xsSLXSB
ii∈

=  

                                                               ,                                             (5.2) 
⎭
⎬
⎫

⎩
⎨
⎧

= ∑
=∈

q

j
i

j
i

j
iXx

xsw
ii 1

)(max

where the security level of the jth service  is obtained under schedule x)( i
j

i xs i, and 

  and are the minimum and maximum 

security requirements of task T

)()min( i
j

i
j

i xsS ≤ ).max( j
iS≤ )min( j

iS )max( j
iS

i. 

A security-aware scheduler aims at maximizing the system’s quality of security, or 

security value, defined by the sum of the security levels of admitted tasks (See Equation 

5.1). Thus, the following security value function needs to be maximized, subject to 

certain timing and security constraints: 
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                                                           ,                                        (5.3) 
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where p is the number of submitted tasks, yi is set to 1 if task Ti is accepted, and is set to 0 

otherwise. Substituting Equation 5.2 into 5.3 yields the following security value objective 

function. Our proposed security-aware scheduling algorithm strives to schedule tasks in a 

way to maximize Equation 5.4: 

                                                .                                (5.4) 
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5.3 The SAEDF Algorithm  
In Section 5.2 we proposed the SAREC strategy. Now we evaluate the effectiveness of 

SAREC by proposing a novel security-aware real-time scheduling algorithm, SAEDF 

(Security-Aware EDF), which incorporates the earliest deadline first (EDF) scheduling 

algorithm into the SAREC strategy. 

To support the presentation of the proposed algorithm, it is necessary to introduce 

three properties. The schedule of a task is feasible if the task is completed before its 

deadline. Hence, a task has a feasible schedule on a cluster if there exists at least one 

node, where a valid schedule is available for the task. More formally, this fact can be 

expressed by the following property. 

Property 5.1. If task Ti has a feasible schedule on a cluster with m nodes denoted by a 

set N = {N1, N2, …, Nm}, the following inequality must be satisfied: 

                      , under the condition stated below 
i

min
iiijj dceTNN ≤++∈∃ )(es:

   ,where esj(Ti) is the earliest start time of task Ti on 

node N2, ei and diare the execution time and deadline of Ti, and is the security 

k
min
iikjikjk dceTddNT ≤++>∈∀ )(es:,

min
ic
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overhead experienced by Ti when its minimal security requirements are met. The 

condition enforced in Property 5.1 indicates that the execution of Ti on Nj results in no 

violation of any deadlines of tasks that have been admitted to the cluster. 

The earliest start time  can be computed by Equation 5.5. )(es ij T

                                          ,                                   (5.5) ∑ ∑
≤∈ ∈

⎟⎟
⎠

⎞
⎜⎜
⎝

⎛
++=

ikjk ddNT gcal

l
k

l
kkjij scerT

, },,{
)()(es

where rj represents the remaining overall execution time of a task currently running on 

the jth node, and is the overall execution time (security overhead is 

factored in) of task T

∑
∈

+
},,{

)(
gcal

l
k

l
kk sce

k whose deadline is earlier than that of Ti. Thus, the earliest start time 

of Ti is a sum of the remaining overall execution time of the running task and the overall 

execution times of the tasks with earlier deadlines.  

The minimal security overhead of Tmin
ic i can be calculated by the following equation.  

                                                    { }( )∑
∈

=
},,{

min
gcaj

j
i

j
i

min
i Scc ,                                           (5.6) 

where { }( )j
i

j
i Sc min  denotes the overhead of the jth security service when the corresponding 

minimal security requirement is satisfied. 

Given an arrival task Ti and a node Nj (Nj ∈ N) of the cluster, the task scheduling 

problem is to generate a feasible task schedule, which satisfies the following two 

properties. 

Property 5.2. Task Ti meets its deadline. Thus, i
gcaj

j
i

j
iiij dsceT ≤++ ∑

∈ },,{
)()(es , where 

 is the security level of the jth security service.  j
i

j
i Ss ∈
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Property 5.3. The security level of an accepted task Ti on node Nj  is maximized at the 

task’s arrival time under the assumption that no more tasks arrive on Nj after this arrival 

time. 
1.for each task Ti submitted to the schedule queue do 
2.   for each node Nj in the cluster do 
3.        Use Equation 12 to compute esj(Ti), the earliest start time of task Ti on node Nj; 
4.        Use Equation 13 to obtain the minimal security overhead c of task Tmin

i i; 
5.        if  and 

i
min
iiij dceT ≤++)(es kjiikjikjk dNceTddNT ≤++>∈∃ )()(es, :

  
6.  Sort the security service weights in a decreasing order of their values, e.g., 
         , where 321 v

i
v
i

v
i www << ;31},,,{ ≤≤∈ lgcavl  

7. for each security service ,31},,,{ ≤≤∈ lgcav  do l

8.        { };min ll v
i

v
i Ss = /* Initialize the security value of security service vl */ 

9.  end for 
10.    for each security service ,31},,,{ ≤≤∈ lgcav  do l

sSL←

j
ij SLNN

11.        while  do }max{ ll v
i

v
i Ss <

12.               Increase security level  ;lv
is

13.               Use Equation 11 to calculate security overhead ci(Nj) of Ti on Nj; 
14a.                if  esj (Ti)+ei+ci> di (Property 2) 
14b.                      ∃Tk ∈Nj, dk > di: esj (Tk)+ei+ ci (Nj) > dk  (Property 1) then 
15.                                            decrease security level s  break; ;lv

i

16.         end while 
17.    end for 
18.  j

iSL  /* Obtain the security level of T);( i i on Nj using Equation 1 */ 
19.       else  /* Set the security level to 0 because T;0←j

iSL i  has no feasible schedule on  Nj  */ 
20.   end for 
21.   if ∃ then 0: >∈

22.       yi ← 1;  /* Accept task Ti  */ 
23.      /* Optimize quality of security, see Equation 2 */ 
           Find node Nk for Ti, subject to: { };max

1

j
inj

k
i SLSL

≤≤
=   

24.     dispatch task Ti  to Nk according to the schedule generated above; 
25.   else yi ← 0/* Reject Ti, since no feasible schedule is available */  
26.end for 
 49

Figure 5.2 The SAEDF algorithm 
 
The SAEDF algorithm is outlined in Figure 5.2. The goal of the algorithm is to 

deliver high quality of security while guaranteeing real-time requirements for tasks 

running on clusters. To achieve the goal, SAEDF strives to maximize security level (see 



                      
 
                  
  
 
                                                         
 

Equation 5.1) of each accepted task (see Step 23) while maintaining reasonably high 

guarantee ratios (see Step 5).  

Before optimizing the security level of task Ti on Nj, SAEDF attempts to meet the 

real-time requirement of Ti. This can be accomplished by calculating the earliest start 

time (see Equation 5.5) and the minimal security overhead of Ti (see Equation 5.6) in 

Steps 3 and 4. Next, Step 5 checks if the cluster can meet the timing constraints of Ti and 

all tasks whose deadlines are later than that of Ti. If the timing constraints can not be 

satisfied, Step 19 sets Ti’ security level on Nj to 0, indicating that Ti can not be allocated 

to node Nj. In case no node the cluster can produce a feasible schedule for Ti, it is rejected 

by Step 25. 

The security level of Ti on Nj is optimized in the following way. The security service 

weights used in Equations 5.1 and 5.2 reflect the importance of the three security 

services, indicating that it is desirable to give higher priorities to security services with 

higher weights (see Step 6). In other words, enhancing security levels of more important 

services tends to yield a maximized security level of Ti on Nj. 
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In case of a particular security service },,{ gcavl ∈ , Step 12 escalates the security 

level  while satisfying the following two conditions: (1) increasing the security level 

will not lead to the missing deadline of T

lv
is

i; and (2) the increment of the security level 

must not result in missing deadlines of any previously admitted task. These two 

conditions are respectively enforced by Steps 5 and 14. Once Step 18 has finalized an 

array of the optimized security levels , Step 23 is able to further maximize 

the security level of T

)1( njSLj
i ≤≤

i by identifying a node Nk that provides the maximal security level. 

Finally, Ti is dispatched to Nk (see Step 24).  



                      
 
                  
  
 
                                                         
 

Now we evaluate the time complexity of SAEDF as follows. 

Theorem 5.1. The time complexity of SAEDF is O(knm), where m is the number of nodes 

in the cluster, n is the number of tasks in the local queue of a node, and k is the number of 

possible security level ranks for a particular security service  lv )31},,,{( ≤≤∈ lgcavl .  

Proof. The time complexity of finding the earliest start time for task Ti on a node is O(n) 

(Step 3). To obtain the minimal security overhead of task Tmin
ic i; the time complexity is a 

constant O(1) ( Step 4). Sorting the security service weights in a decreasing order (Step 6) 

will take a constant time O(1) since we only have 3 security services. To increase Ti’s 

three security level to their possible maximal ranks under the constraints 14a and 14b, the 

worst case time complexity is O(3kn) (Steps 10 ~ 17). To find node Nk on which the 

security level of task Ti is optimized (Steps 21 ~ 23), the time complexity is O(m). Thus, 

the time complexity of the SAEDF algorithm is as follows: O(m)(O(n) + O(1) + O(1) + 

O(3kn)) + O(n) = O(knm).  

Since n, m and k can not be very big numbers in practice, the time complexity of 

SAEDF should be low based on the expression above. This time complexity indicates 

that the execution time of SAEDF is a small value compared with task execution times. 

Thus, the CPU overhead of executing SAEDF is ignored in our experiments. 

In what follows we prove the correctness of the SAEDF algorithm. 

Theorem 5.2. The SAEDF algorithm satisfies Properties 2 and 3. 

Proof. (1) First, we prove that SAEDF satisfies Property 5.2. A task Ti is accepted by a 

cluster with m nodes denoted by N = {N1, N2, …, Nm} ⇒  There is at least one node Nj (Nj 

∈ N) on which Ti has a feasible schedule The two inequalities in Property 5.1 must 
1Property

⇒
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hold task T
1inequality

⇒ i can be finished before its deadline  The deadline of task Tid ⇒ i must 

be met. Thus, each accepted task meets its deadline. 

(2) Second, we prove that SAEDF satisfies Property 5.3. We provide a proof by 

contradiction. There are two cases after task Ti is accepted: 

(a) Task Ti is the last element in the local queue of node Nj based on the EDF order. In 

this case, there is no other task in the local queue of node Nj which is behind Ti. The only 

constraint for increasing the security level of Ti is its deadline di, which is enforced by 

Step 14a in Figure 5.2. The security level of task Ti will eventually reach a critical value 

(Steps 10 ~ 18 in Figure 5.2), meaning that any further increase in security level of 

T

1jc
iSL

i will violate its deadline . Now suppose that there is a higher security level  

( > ) for task T

id 1jb
iSL

1jb
iSL 1jc

iSL i which is an accepted task on node Nj. However, this  

definitely makes T

1jb
iSL

i violate its deadline  based on the conclusion drawn above because 

of the equality > . makes T

id

1jb
iSL 1jc

iSL 1jb
iSL i miss its deadline di   T⇒ iiiij dceT >++)(es ⇒ i 

cannot be accepted by node Nj  This statement contradicts our assumption that task T⇒ i 

is an accepted task on Nj. Thus, must be the maximal security level of T1jc
iSL i under this 

situation. 

(b) Task Ti is not the last element in the local queue of node Nj based on the EDF order. 

Thus, there exists at least one previously accepted task to be executed after Ti is finished. 

The timing constraint is enforced by Step 14a. The security level of task Ti will also 

eventually reach a critical value (Steps 10 ~ 18 in Figure 5.2), which means that 

further increase in the security level of T

2jc
iSL

i will either violate Ti’s deadline or the deadlines 

of earlier accepted tasks. Now suppose is not T2jc
iSL i’s maximal security level under this 
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circumstance and, thus, there is a larger security level  ( > ) for task T2jb
iSL 2jb

iSL 2jc
iSL i, an 

accepted task on node Nj under this situation. However, will violate either deadline 

or the deadlines of earlier accepted tasks because of the inequality > .  

2jb
iSL

id 2jb
iSL 2jc

iSL

Case one:  violates T2jb
iSL i’s deadline   T⇒ iiiij dceT >++)(es ⇒ i cannot be accepted on 

node Nj , which contradicts our assumption that task Ti is an accepted task on node Nj. 

Thus,  must be the maximal security level of T2jc
iSL i under this situation. 

Case two:  violates the deadlines of earlier accepted tasks. Thus, ∃T2jb
iSL k∈Nj dk > di: esj 

(Tk)+ek+ ( Nmin
kc j) > dk. The implication is that the second inequality in Property 5.1 does 

not hold. Therefore, task Ti has no feasible schedule on node Nj, meaning that Ti is not an 

accepted task on node Nj. This statement contradicts our assumption that Ti is an accepted 

task on node Nj. Consequently,  must be the maximal security level of T2jc
iSL i under this 

situation.  

5.4 Experimental Results 
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We evaluate in this section the performance of the SAEDF algorithm using extensive 

simulation experiments based on real world traces consisting of 29695 tasks. A 

competitive advantage of conducting simulation experiments is that performance 

evaluation on a large-scale cluster can be accomplished without additional hardware cost. 

To reveal performance improvements gained by our proposed algorithm, we compare 

SAEDF with three well-known scheduling algorithms, namely, EDF (Earliest Deadline 

First) [77], LLF (Least Laxity First)[51], and FCFS (First Come First Serve). To make 

the comparisons fair, we slightly modify the three algorithms in a way that they 

arbitrarily pick a security level within the security level range of each service required by 



                      
 
                  
  
 
                                                         
 

 54

a task. Although these algorithms are intended to schedule real-time tasks with security 

requirements, they make no effort to optimize quality of security. The baseline algorithms 

are briefly described below. 

1. EDF:  The task with the earliest deadline is always executed first.   

2. LLF: The task with the minimal laxity (slack time) is always executed first.  

3. FCFS: Tasks will be executed in the non-decreasing order of their arrival times.  

The first goal of the performance evaluation is to examine the performance 

improvements of SAEDF over the three competitive algorithms. Second, we will 

investigate the performance impacts of the security overhead model presented in Section 

4 on system performance in terms of security value and guarantee ratio. Especially, we 

pay attention to performance impacts of security service weights on the four scheduling 

algorithms. Third, we study the performance sensitivity of the SAEDF algorithm to CPU 

capacities of the nodes in a cluster. Fourth, we evaluate the scalability of the proposed 

SAEDF algorithm. Fifth, we assess the performance impact of security-required data size. 

Sixth, we compare SALLF with LLF to demonstrate that SAREC is a general strategy, 

which can be incorporated into not only EDF but also other existing scheduling 

algorithms like LLF. Last but not least, we validate the results from the synthetic real-

time tasks by running a real world real-time application with SAEDF.  

5.4.1 Simulator and Simulation Parameters 

Before presenting empirical results in detail, we present the simulation model as follows. 

Table 4 summarizes the key configuration parameters of the simulated clusters used in 

our experiments. The parameters of nodes in clusters are chosen to resemble real-world 

workstations like Sun SPARC-20 and Sun Ultra 10. 



                      
 
                  
  
 
                                                         
 

We modified the traces used in [38][105] by adding randomly generated deadlines 

for all tasks in the traces, which were collected from one workstation on six different time 

intervals. The assignment of deadlines is controlled by the deadline base (Tbase) denoted 

as β, which sets an upper bound on tasks’ slack times. We use Equation 5.7 to generate 

Ti’s deadline di. 

                                                                                                    (5.7) ,β+++= max
iiii cead

where ai and ei are the arrival and execution times obtained from the real-world traces. 

is the maximal security overhead (measured in ms), which is computed by Equation 

5.8.  

max
ic

                                                               { }( )∑
∈

=
},,{

max max
gcaj

j
i

j
ii Scc ,                               (5.8) 

where { }( )j
i

j
i Sc max  represents the overhead of the jth security service for Ti when the 

corresponding maximal requirement is fulfilled. 

Table 5.1 Characteristics of system parameters 

Parameter Value (Fixed)-(Varied) 

CPU speed (100 million instructions/second or MIPS) – 
(100, 200,…800) 

β (Deadline Base, or 
Tbase) (1000 ms) – (1000, 2000, …, 100000) ms 

Number of nodes (64) – (8, 16, 32, 64, 96, 128, 256) 

Size of data to be secured 
(MB) 

 

([0.05, 40], [0.5, 20000], [1, 20000]) – ({ [0.1, 
400], [1, 20000], [2, 20000]}, { [0.2, 400], [2, 
20000], [4, 20000]}) (mean, deviation) 

Required security services (Mixed) – (Confidentiality only, Integrity only, 
Authentication only)

Weight of authentication (0.2) – (0.1, 0.3) 

Weight of confidentiality (0.5) – (0.1, 0.2, 0.3, …, 0.8) 

Weight of integrity (0.3) – (0.1, 0.2, 0.3, …, 0.8) 
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Although CPU demands of tasks submitted to the clusters are taken directly from the 

existing traces, deadlines are synthetically generated in accordance with the above model. 

The simplification weakens correlations between real-time requirements and other 

workload characteristics. However, in the experiments we can examine impacts of 

deadlines on system performance by controlling the deadlines as fundamental simulation 

parameters (see Section 5.4.2). Similarly, each task was synthetically assigned a block of 

data that needs to be protected from being disclosed or tampered with. The impact of 

security-required data size is examined in Section 5.4.7. The performance metrics by 

which we evaluate system performance include: security value (SV, see Equation 5.4), 

guarantee ratio (GR, measured as a fraction of total submitted tasks that are found to be 

schedulable), and overall system performance (OSP, defined as a product of normalized 

security value and guarantee ratio, see Equation 5.9), where 

                                                             SVGROSP *=                                                  (5.9) 

5.4.2 Overall Performance Comparisons 

The goal of this experiment is two fold: (1) to compare the proposed SAEDF algorithm 

against the three alternatives, and (2) to understand the sensitivity of SAEDF to 

parameter β, or deadline base (Tbase). To stress the evaluation, we assume that each task 

arrived in the cluster requires all of the three security services. Without loss of generality, 

it is assumed that no page fault occurs during the execution of each real-time task. This is 

because when a task experiences page faults, time in handling the page faults will be 

factored in its execution time.  

Figure 5.3 shows the simulation results for these four algorithms on a cluster with 64 

nodes. We observe from Figure 5.3a that SAEDF and EDF exhibit similar performance in 
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terms of guarantee ratio, whereas SAEDF noticeably outperforms LLF and FCFS 

algorithms. Although LLF is a real-time scheduling algorithm, it does not favour short 

tasks as EDF does. Therefore, many subsequent short tasks are likely to miss their 

deadlines due to the acceptance of long tasks. FCFS has the lowest guarantee ratios, 

because FCFS is a non-real-time scheduling policy. It is observed that SAEDF and EDF 

maintain high guarantee ratios. We attribute the guarantee ratio improvement of SAEDF 

over LLF and FCFS to the fact that SAEDF judiciously boosts the security levels of 

accepted tasks under the condition that timing constraints are met.  

(c) (b) (a) 

Figure 5.3 Performance of the four scheduling algorithms 
 
Figure 5.3b plots security values of the four algorithms when the deadline base is 

increased from 1 to 100 seconds.  Figure 5.3b reveals that SAEDF consistently performs 

better, with respect to quality of security, than all the rest approaches. Specifically, 

SAEDF outperforms EDF, LLF, and FCFS in security value by averages of 43.6%, 

248.9%, and 266.7%, respectively. Interestingly, when the deadlines become loose, the 

performance improvements of SAEDF over the three competitors are more pronounced. 

This is because the SAEDF approach is capable of employing slack times to improve the 

quality of security of accepted tasks. Therefore, the more slack time available, the higher 
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security value can be achieved. The results clearly indicate that clusters can gain more 

performance benefits from the SAEDF algorithm under workload conditions where real-

time tasks have loose deadlines. 

Figure 5.3c plots the overall system performance improvements achieved by 

SAEDF. An observation made from Figure 5.3c is that SAEDF significantly outperforms 

all the other three alternatives. This can be explained by the fact that, although the 

guarantee ratios of SAEDF and EDF are similar, SAEDF considerably improves security 

values over the other algorithms, while achieving higher guarantee ratio than LLF and 

FCFS. The result suggests that if quality of security is the sole objective in scheduling, 

SAEDF is more suitable for clusters than the other algorithms. In contrast, if 

schedulability is the only performance objective, SAEDF can maintain the same 

guarantee ratios as those of EDF, which is inferior to SAEDF in terms of security. 

5.4.3 Impact of the Security Overhead Model 

This subsection is focused on performance impact of the security overhead model 

presented in Section 4. Specifically, we evaluate the performance of the four algorithms 

in the cases where each task poses requirement on only one of the three security services. 

The goal is to examine the performance impact of each security service on the scheduling 

policies. These experimental settings do not necessarily imply that security services 

should be separated. On the contrary, multiple security mechanisms in most cases are 

aggregated to form an integrated security solution. 

Figure 5.4 – Figure 5.6 show the performance impacts of the authentication, 

confidentiality, and integrity services, respectively. We observe from the figures that 

SAEDF delivers better overall system performance than the other competitors under a 



                      
 
                  
  
 
                                                         
 

wide range of workload conditions. This result is consistent with that observed from the 

previous experiments (see Figure 5.3), where each task requires all three security 

services. 

 

Figure 5.4 Performance impact of authentication security service 

Figure 5.5 Performance impact of confidentiality security service 

Figure 5.6 Performance impact of integrity security service 
Interestingly, the security improvements are more pronounced when the 

confidentiality or integrity service is required than when the authentication service is 

 59



                      
 
                  
  
 
                                                         
 

 60

needed. The reason is three-fold. First, there are only three security levels for the 

authentication service in the security overhead model, and the granularity of security 

levels for authentication is coarser than those of the confidentiality and integrity services. 

Second, the authentication overhead is less than that of the confidentiality and integrity 

services in most cases. Thus, it is relatively easy to achieve a higher security level in the 

authentication service for an accepted task. Third, the confidentiality and integrity 

overheads rely on the amount of data to be protected, whereas the authentication 

overhead is independent of the security-required data size. 

5.4.4 Impact of Security Service Weights 

Recall that the security level model proposed in Section 5.2.2 is comprised of multiple 

security levels for a diversity of security services like confidentiality, integrity, and 

authentication. Each service required by a task is assigned a weight, which reflects the 

priority of the service. To study the impact of security service weights on performance of 

SAEDF, we set the authentication weight to a constant value, and varied the 

confidentiality and integrity weights. Specifically, Figure 5.7 plots the performances of 

the four algorithms when the confidentiality weight is increased from 0.1 to 0.8, whereas 

Figure 5.8 depicts the performances when the confidentiality weight varies from 0.1 to 

0.6.  

The first observation drawn from Figure 5.7 and Figure 5.8 is that for all the 

algorithms, the performance in guarantee ratio is independent of the security service 

weights. The implication of this result is that the security service weights are irrelevant to 

overall execution times of tasks. The second intriguing observation made from Figure 5.7 

and Figure 5.8 is that the confidentiality and integrity weights slightly affect the security 



                      
 
                  
  
 
                                                         
 

performance of SAEDF, while making considerable impact on the other three algorithms 

in terms of security value. This is because at the same security level, confidentiality 

service overhead is relatively smaller than integrity service overhead. Consequently, the 

overall security values of accepted tasks tend to increase when the confidentiality weight 

goes up. These results indicate that SAEDF can marginally improve security performance 

for workloads where confidentiality service is more important than the other concerns. 

 
Figure 5.7 Performance impact of security service weights, 
authentication weight = 0.1 

 
Figure 5.8 Performance impact of security service weights, 
authentication weight = 0.3 

5.4.5 Sensitivities to CPU Capacity 

To examine performance sensitivities of the four algorithms to CPU capacity, in this set 

of experiments we varied the CPU capacity from 100 to 800 MIPS with increments of 
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100 MIPS.  

The results reported in Figure 5.9 reveal that SAEDF outperforms the other three 

alternatives in terms of security value and overall system performance. With respect to 

guarantee ratio, SAEDF exhibits a similar performance to EDF and LLF. The guarantee 

ratio of FCFS even decreases when CPU capacity enlarges. This is mainly because tasks 

with long execution times can be admitted when the CPU capacity is high and, therefore, 

there is a strong likelihood for more small tasks to miss their deadlines. 

 
Figure 5.9 Performance sensitivities to CPU capacity 

5.4.6 Scalability 

This experiment is intended to investigate the scalability of the SAEDF algorithm. We 

scale the number of nodes in a cluster from 8 to 256. Figure 5.10 plots the performances 

as functions of the number of nodes in the cluster. It is observed from Figure 10 that the 

amount of improvement achieved by SAEDF becomes more prominent with the 

increasing value of the node number. This result shows that the SAEDF approach 

exhibits good scalability. 

Figure 5.11 shows the improvements of SAEDF in overall system performance over 

the other three policies. SAEDF outperforms the three baseline algorithms in terms of 

overall system performance by averages of 70.4%, 201.2%, and 625.6%, respectively. 
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Figure 5.10 Scalabilities of the four scheduling algorithms 

 
Figure 5.11 Overall system performance improvement 

5.4.7 Security-Required Data Size 

In this set of experiments we evaluated the performance impact of security-required data 

size. We tested three configurations of data size (see Table 5.1). The laxity is chosen to 

be 1000 millisecond. Without loss of generality, we assume that the distribution of the 

data size is a normal distribution. The mean size of the security-required data varies from 

50 KB to 4 MB and the standard deviation changes from 40 to 20000. For example, in 

config1, the mean size is 50KB for short tasks, 500KB for middle tasks and 1MB for long 

tasks. The standard deviation is set to 40 for short tasks and set to 20000 for medium and 

long tasks. 
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Figure 5.12 Performance impact of size of data to be secured 
 

There are several important observations that can be drawn from Figure 5.12. First, 

when the security-required data size increases, the guarantee ratio of SAEDF almost 

remains unchanged, while SAEDF’s security value drops. This phenomenon reveals that 

SAEDF is a security-aware algorithm, which judiciously lowers accepted tasks’ security 

levels under heavily loaded conditions in order to accommodate more tasks. Unlike 

SAEDF, the guarantee ratio of EDF noticeably decreases with the increasing size of 

security-required data. Second, Figure 5.12 shows that the guarantee ratios of LLF and 

FCFS increase with the growing size of security-required data. This is because large tasks 

are more likely to be dropped due to their high security overhead caused by enlarged 

security-required data size. As a result, a vast majority of the small tasks submitted to the 

cluster can be finished before their deadlines. 

5.4.8 Integrate SAREC into LLF 

To demonstrate that SAREC is a general security-aware strategy that can be incorporated 

into other existing real-time scheduling algorithms, we integrate SAREC with the least-

laxity-first algorithm (LLF) [51] to construct a new algorithm called SALLF (Security-

Aware LLF). Now we evaluate the performance of SALLF in this subsection. 
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Figure 5.13 Performance improvement of SALLF over LLF 

 
One important observation from Figure 5.13 is that SALLF outperforms LLF in 

nearly all cases. Specifically, SALLF improves guarantee ratio over LLF by an average 

of 6.1% and outperforms LLF in terms of security value by an average of 55.8%. The 

rationale behind these results is that SALLF can maximize guarantee ratios by adaptively 

adjusting tasks’ security levels, while LLF has no capability of optimizing security levels. 

5.4.9 A Real Application – Aircraft Flight Control 

To validate the results from the trace-driven simulations, we applied our SAEDF 

algorithm to a real world system – an automated flight control system [2]. Table 5.2 

shows the set of parameters present for all real-time tasks, including execution time, 

period, and three configurations of size of data to be secured. 

The automated flight control system was utilized to fly a simulated model of an F-16 

fighter aircraft. Details of the automated flight control system can be found in [50][54]. In 

this system all the flight control tasks - including Guidance, Slow Navigation, Fast 

Navigation, Controller and Missile Control - need to be executed in real-time to meet 

their deadlines. The functions of these five tasks are summarized as follows [2]: The 
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“Guidance” task sets the reference trajectory of the aircraft in terms of altitude and 

heading; the “Controller” is responsible for executing the closed-loop control functions 

that deal with actuator commands; the two “Navigation” tasks read sensor values 

distinguished by the required update frequency; and finally, the “Missile Control” task is 

responsible for reading radar and firing missiles. These separate tasks are mandatory to 

control the aircraft during flight, and they are all cyclic tasks with multiple versions. 

Table 5.2 Parameters for Automated Flight Control System 

Task Exec Time (ms) Period (sec) Config1 
(KB) 

Config2  
(KB) 

Config3
(KB) 

Guidance 100 10 300 400 500 
 100 5 300 400 500 
 100 1 300 400 500 

Controller 80 5 200 300 500 
 60 1 100 100 500 
 80 1 100 100 500 
 60 0.2 50 50 200 
 80 0.2 50 50 200 

Slow Navigation 100 10 300 400 500 
 100 5 300 400 500 
 100 1 300 400 500 

Fast Navigation 60 5 200 300 200 
 60 1 100 100 200 
 60 0.2 50 50 200 

Missile Control 500 10 1000 2000 1000 
 500 1 500 500 1000 

 

It is assumed that (1) all tasks have known bounded execution times, (2) task arrivals 

are independent, (3) each task’s deadline is equal to its period, and (4) tasks are non-

preemptive in nature [2]. Table 5.2 shows that each of the five tasks has multiple versions 

distinguished by their period or execution time. 

Since the automated flight control system is applied in a military battle field, where 

security requirements such as data confidentiality are mandatory, we synthetically choose 
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security-required data sizes during the execution of each version of the five tasks. Each 

version of a task requires confidentiality, integrity, and authentication services. The 

security overhead for each task instance, which is computed using Equation 4.7, largely 

depends on the security-required data size. To evaluate the performance of our SAEDF 

algorithm under various scenarios, we constructed three configurations of the security-

required data size for each version of the tasks (See columns 4, 5 and 6 in Table 5.2). In 

config1, we choose a relatively low security level for each task instance. Config2 

represents a medium security level, whereas config3 reflects a relatively high security 

level to each task version. The experimental parameters for the automated light control 

system are summarized in Table 5.3. 

In this experiment the arrival times, deadlines, and execution times of task instances 

are based on the real application. The arrival time of a task instance Ti can be derived 

from Ti’s period, and the deadline of Ti is equal to Ti’s period. All five tasks start to 

submit their task instances to the system at the same time, e.g., start time Ts. Each task 

randomly selects one of its versions and submits it to the system. The rationale behind the 

random task version submission is that available system resources are dynamic and 

unpredictable. For example, when some nodes in the system fail at an unknown time, an 

inferior version of a task will be executed. We sampled task instances that were 

submitted to the system within 600 seconds since Ts, because the system behaviour was 

already manifest after this period of time. In this experiment, we sampled 1293 task 

instances.  

We simulated a 128-node system where each node has a 1000 MIPS CPU. We 

considered two node-to-aircraft configurations: (1) 128 nodes were used to control 128 
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aircrafts, and (2) 128 nodes controlled 64 aircrafts. In the first experimental setting, each 

node was responsible for controlling one aircraft; and in the second setting two nodes 

controlled one aircraft in a cooperative manner. The goal of the first case is to test the 

performance under a heavily loaded condition, whereas the second case is focused on the 

system performance under relatively light workloads.  

                 Table 5.3 Experimental Parameters for Automated Flight Control System 

Parameter Value 
CPU speed 1000 MIPS 
Number of nodes 128 
Required security services Confidentiality, Integrity and Authentication 
Weight of authentication 0.2 
Weight of confidentiality  0.5 
Weight of integrity 0.3 
Number of F-16 aircraft 64, 128 
Sample period 600 Second 

 

The experimental results are shown in Figure 5.14 and Figure 5.15. Three 

observations are evident from Figure 5.14. First, when the size of security-required data 

increases, guarantee ratio, security, and overall performance of the four algorithms 

noticeably decrease. This is because the security overhead rises with the increasing 

security-required data size. Consequently, the number of feasible tasks reduces, and the 

quality of security suffers. 

Second, when 128 nodes are utilized to control 128 aircrafts, the guarantee ratio of 

SAEDF on average is only 79.84%, meaning that the system is slightly overloaded. In 

such a workload situation SAEDF consistently outperforms the other three algorithms in 

quality of security (see Figure 5.14b) while maintaining the same guarantee ratio 

performance as EDF (see Figure 5.14a). The results demonstratively show that SAEDF 



                      
 
                  
  
 
                                                         
 

can maintain the same level of schedulability as EDF while significantly improving the 

security (by an average of 50.13%). More importantly, SAEDF significantly 

outperformed EDF, LLF and FCFS in overall system performance, which is the most 

crucial metric for security-critical real-time systems, by averages of 50.11%, 50.97% and 

49.61%, respectively. The implication of this finding is that when system workloads are 

high, SAEDF can significantly improve overall system performance without adding extra 

hardware. 

(b) (a) (c) 

Figure 5.14 128 nodes control 128 F-16 aircrafts 

(b) (a) (c) 

Figure 5.15 128 nodes control 64 F-16 aircrafts 
 

In the case where 128 nodes control 64 aircrafts, the average guarantee ratio of 

SAEDF is 93.93% (See Figure 5.15). Under such a light workload condition, the 
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guarantee ratios of SAEDF and the other three alternatives are almost identical. We 

attribute this result to the fact that when an aircraft is controlled by two computers, 

almost all the tasks dedicated to the aircraft can be accomplished before their deadlines 

because of the sufficient computational resources. In addition, the results presented in 

Figure 5.15 indicate that although EDF and LLF can achieve 94.12% and 93.26% in 

guarantee ratio, their average security values are as low as 0.62. These results suggest 

that EDF and LLF are unsuitable for security sensitive applications. By using SAEDF as 

a security-aware scheduling heuristic, performance in security value is improved by an 

average of 50% over EDF and LLF. 

5.5 Summary 
We presented in this chapter a novel security-aware heuristic strategy (SAREC) for real-

time applications on clusters. This strategy paves a way to the design of security-aware 

real-time scheduling algorithms. The effectiveness of the SAREC strategy was evaluated 

by implementing a novel security-aware real-time scheduling algorithm (SAEDF), which 

incorporates the earliest deadline first (EDF) scheduling algorithm into the SAREC 

strategy. SAREC is a general strategy in the sense that it can be applied to other existing 

real-time scheduling policies like LLF (see Section 5.4.8). 

To quantitatively validate the performance of the SAEDF algorithm, we conducted 

extensive trace-driven simulations and introduced two new performance metrics, namely, 

security value (see Equation 5.4) and overall system performance (see Equation 5.9). 

Security value is a collective value of each accepted application’s security level and it can 

be used to measure the quality of security experienced by all schedulable real-time tasks. 

Overall system performance, the most important performance metric for security-critical 
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real-time systems, is a comprehensive metric defined as a product of security value and 

guarantee ratio. Experimental results based on real-world traces and a real application 

show that SAEDF achieves overall system performance over three existing scheduling 

algorithms (EDF, LLF, and FCFS) by average of 32.9%, 575.7%, and 713.6%, 

respectively. In addition, the empirical results reveal that SAEDF significantly improves 

quality of security for real-time tasks while maintaining high guarantee ratios under a 

wide range of workload characteristics. 

In the next chapter we will extend the SAREC strategy to handle parallel 

applications, where precedence constraints must be factored in the process of security-

aware scheduling. Additionally, we will extend SAREC strategy to heterogeneous cluster 

computing systems (see Chapter 7). In a heterogeneous cluster, different nodes have 

different powers and resources. Thus, the same security requirement for a particular 

security service will result in different amount of overheads. A node-dependable security 

overhead calculating model should be developed. 

 

 

 

 

 

 

 

 

 



                      
 
                  
  
 
                                                         
 

 72

Chapter 6 

6 A Task Allocation Scheme for 
Parallel Applications with Deadline 
and Security Constraints on 
Clusters 

In last chapter, we address security-aware scheduling issue for independent tasks running 

on homogeneous clusters. To extend security-awareness in real-time scheduling for 

parallel applications, in this chapter we propose a new task allocation scheme, or 

TAPADS (Task Allocation for Parallel Applications with Deadline and Security 

Constraints), to find an optimal allocation that maximizes quality of security and the 

probability of meeting deadlines for parallel applications running on homogeneous 

clusters.  

The chapter is organized as follows. Section 6.1 motivates this research by 

describing security needs for parallel application running on clusters. Section 6.2 

describes mathematical models for system and parallel applications. The TAPADS 

algorithm is detailed in Section 6.3. Section 6.4 evaluates timeliness and security 
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correctness. Section 6.5 discusses the experimental results by comparing the performance 

of TAPADS against three existing algorithms. Section 6.6 summarizes the chapter. 

6.1 Motivation 
As parallel applications in most cases require massive computing power, it becomes 

extremely important to take advantage of cluster computing platforms where nodes are 

interconnected through high-speed networks, e.g. Myrinet or fast Ethernet, to meet the 

needs of highly parallel applications [7][66]. 

There have been extensive studies in the literature on scheduling of real-time parallel 

applications on clusters [39][64][65]. Applications with timing constraints depend not 

only on results of computation, but also on time instants at which these results become 

available [35]. Examples of real-time parallel applications include aircraft control, radar 

for tracking missiles, medical electronics, and on-line transaction processing systems. 

There is some work addressing the issue of applications with both deadline and 

security constraints [75]. In particular, sensitive data and processing in various real-time 

applications on clusters require special safeguard and protection against unauthorized 

access. However, conventional task allocation schemes designed for real-time systems 

are inappropriate in cases where parallel applications have both real-time and security 

requirements. This is because the traditional task allocation schemes were merely devised 

to guarantee timing constraints while possibly posing unacceptable security risks. 

In this chapter, we address the issue of allocating tasks of parallel applications on 

clusters subject to timing and security constraints in addition to precedence relationships. 

The proposed TAPADS scheme factors in security and timing correctness in a way that 

probabilities of being risk free and meeting deadlines are used as performance objectives. 
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In addition, we proposed mathematical models to describe a system framework, and 

parallel applications with deadline and security constraints. 

6.2 Mathematical Models 
We describe in this section mathematical models, which were built to represent a task 

allocation framework and parallel applications with security and deadline constraints.  

6.2.1 System Model  

A cluster in the most general form consists of a set M = {M1, M2,..., Mm} of nodes 

connected by a network. It is assumed that all nodes have an identical processing power. 

This assumption is reasonable in the sense that it can be easily relaxed by incorporating a 

simple conversion mechanism for relative heterogeneous processing capabilities.  Each 

node communicates with other nodes through message passing, and the communication 

time between two tasks assigned to the same node is assumed to be negligible. 

Note that the communication subsystem support messages with time constraints, 

meaning that the worst-case link delay is predictable and bounded. Examples of such 

real-time communication subsystems can be found in the literature [107]. Additionally, 

the communication subsystem considered in our study provides full connectivity in a way 

that any two nodes are connected through either a physical link or a virtual link. This 

assumption is arguably reasonable for modern interconnection networks (e.g. Myrinet 

[13]) that are widely used in high-performance clusters. Myrinet networks provide 

pseudo-full connectivity, allowing simultaneous transfers between any pair of nodes. 

 

 



                      
 
                  
  
 
                                                         
 

6.2.2 Task Model  

6.2.2.1 Deadline and Precedence Constraints  

Applications with dependent real-time tasks can be modelled by Directed Acyclic Graphs 

(DAGs)[64].  Throughout this chpater, a parallel application is defined as a vector (T, E, 

p), where T = {t1, t2,...,tn} represents a set of non-preemptable real-time tasks, E is a set of 

weighted and directed edges used to represent communication among tasks, e.g., (ti, tj)∈ 

E is a message transmitted from task ti to tj, and  pi is the period. Precedence constraints 

of the parallel application is represented by all the edges in E. Communication time for 

sending a message (ti, tj) ∈ E from task ti on mk to task tj on ma is determined by eij/bka  

where eij is the data size and bka is the network bandwidth between mk and ma. Message 

startup overhead was ignored because it is non-dominant factor compared with message 

transmission time. 

This chapter is focused on the issue of allocating periodic tasks that are invoked at 

fixed time intervals and constitutes the base load of a cluster. A task is characterized by 

three parameters, e.g., ti = (ei, li, Si), where ei is the execution, li denotes the amount of 

data (measured in KB) to be protected, and Si is a vector of security requirements (see 

section 3.2.2.). Note that ei can be estimated by code profiling and statistical prediction 

[16]. 
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A parallel application running on the cluster generates a sequence of application 

instances  where must be finished before can start executing. Note 

that there is a constant interval between two consecutive application instances. The 

deadline of is the arrival time of the next task instance. Although the arrival time of a 

task instance is not explicitly specified in the model, the arrival time can be determined 
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when the task instance is released dynamically during the system execution. Specifically, 

if the initial release time of task Ji is r, the arrival time of the jth instance is r + j×pi, and 

the task instance has to be completed before r +(j+1)×pi. An application meets its 

deadline if all its instances meet their deadlines. A parallel application has a feasible 

schedule if for all t ∈ T, the deadline and security constraints are satisfied. 

It has been proved that there exists a feasible schedule for a set of periodic tasks if 

and only if there is a feasible schedule for the planning cycle of the tasks [40]. Note that 

the planning cycle is the least common multiple of all the tasks’ periods. Thus, the 

behaviour of the set of periodic tasks can be effectively analyzed within the planning 

cycle. 

6.2.2.2 Security Constraints 

A collection of security services required by task ti is specified as Si = ( , , …, ), 

where represents the required security level range of the jth security service. The 

TAPADS allocation scheme aims at determining the most appropriate point s

1
iS 2

iS q
iS

j
iS

i in space Si, 

e.g.,  si = ( , , …, ), where  1
is 2

is q
is ,j

i
j

i Ss ∈ .1 qj ≤≤  

The proposed TAPADS scheme measures security benefits gained by parallel 

applications. To implement this basic functionality, we quantitatively model the security 

benefit of the jth task in T as a security level function denoted by SL: Si → ℜ, where ℜ is 

the set of positive real numbers: 

∑
=

=
q

k

k
i

k
ii swsSL

1

)( , where ( )q
iiii ssss ,...,, 21= , , and ∑ .         (6.1)  10 ≤≤ j

iw
=

=
q

j

j
iw

1
1

Users can specify the weight  to reflect relative priorities given to the jth security j
iw
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service. The security benefit of a task set is computed as the summation of the security 

levels of all the tasks. Thus,                                                  

                , where∑
=

=
n

i
isSLTSL

1
)()( ( )q

iiii ssss ,...,, 21= .                                         (6.2) 

Given a task set T, We can obtain the following non-linear optimization problem: 

                                                 maximize ,              ( ) ∑∑
= =

=
n

i

q

k

k
i

k
i swTSL

1 1

                                              subject to                         (6.3) ),max()min( k
i

k
i

k
i SsS ≤≤

where and are the minimum and maximum security requirements 

of task t

)min( j
iS )max( j

iS

i. 

An array of security services required by message (ti, tj)∈ E is specified as 

, where denotes the required security level range of the kth 

security service. The most appropriate point  in space  has to be calculated, e.g.,  

, where  

)ˆ,...,ˆ,ˆ(ˆ 21 p
ijijijij SSSS = k

ijŜ

ijŝ ijŜ

)ˆ,...,ˆ,ˆ(ˆ 21 p
ijijijij ssss = ,ˆˆ k

ij
k
ij Ss ∈ .1 pk ≤≤  We model the security benefit of the 

message as the following function: 

    , where , , and .                (6.4)        ∑
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Weight reflects the priority of the kth required security service for the message. 

The security benefit of a message set is calculated as the sum of the security levels of all 

the messages. That is,                                                   

k
ijŵ

                            ∑
∈

=
Ett

ij
ji

sSLESL
),(

)ˆ()( , where .                        (6.5) )ˆ,...,ˆ,ˆ(ˆ 21 p
ijijijij ssss =

The optimal security benefit of the message set can be computed as follows: 
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                                     maximize           ,ˆˆ)(
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swESL

                                      subject to                                 (6.6) ),ˆmax(ˆ)ˆmin( k
ij

k
ij

k
ij SsS ≤≤

where and are the minimum and maximum security requirements 

of the message. 

)ˆmin( k
ijS )ˆmax( k

ijS

Now we can define an optimization problem formulation to compute the optimal 

security benefit of a parallel application, subjecting to certain timing and security 

constraints: 

                                      maximize )()( ESLTSLSV += .                                 (6.7) 

Substituting Equations 6.3 and 6.6 into 6.7 yields the following security value 

objective function. The task allocation problem can be formally defined as follows: given 

a cluster M = {M1, M2, …, Mn} and a parallel application {T, E}, find an allocation of 

each task and message, such that the following total security level of the application on 

the cluster is maximized.  
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6.3 The Task Allocation Scheme TAPADS 
This section presents a task allocation algorithm (TAPADS) for parallel applications with 

deadline and security constraints on clusters. Let X be an m by n binary matrix 

corresponding to an allocation, in which n tasks are assigned to m nodes in the cluster. 

Element xij equals 1 if and only if ti has been allocated to node mj; otherwise xij = 0. Thus, 

we have , where M(t1)( =⇔= iji xjtM i) indicates the node to which ti is allocated. The 
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TAPADS algorithm strives to maximize )()()( XPXPXP SDSCOSP ⋅=  subject to   

,  where  is the overall system performance,  is the probability 

that all tasks are executed without any risk of being attacked and all messages are risk-

free during the course of message transmissions, and  is the probability that all 

tasks are completed on time. Note that  and  will be derived in Section 

6.4.  

∑
=

=
m

j
ijx

1

1

],1[ ni∈ )(XPOSP )(XPSC

)(XPSD

)(XPSC )(XPSD

1. Sort and renumber tasks so that if  (ti, tj) ∈ E then i < j; 
2. Compute the critical path of the task graph; 
3. Calculate the tentative finish time, ∑

∈

+=
path critical

min );(
it

ii cef  

4. Allocate and schedule all ti in the critical path subject to minimal security requirements; 
5. Allocate and schedule all ti ∉ critical path subject to precedence and minimal security constraints; 
6. Obtain slack time, slk = d – f, where d is the deadline;  
7. while (slack time ≥ 0) do 
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       7.5    update task schedule, e.g., start times of tasks and messages; 
       7.6    update slack time based on the increased security level; 
       end while 

 
Figure 6.1 The TAPADS task allocation algorithm 

 
The TAPADS algorithm is outlined in Figure 6.1. TAPADS aims at achieving high 

quality of security under two conditions: (1) increasing security levels will not result in 

missing deadlines; and (2) precedence constraints are satisfied. In an effort to meet both 

deadline and precedence constraints, TAPADS assigns the tasks to each node in a way to 
 79



                      
 
                  
  
 
                                                         
 

maximize security measured as . Thus, TAPADS is capable of maintaining a high 

schedulability measured as . 

)(XPSC

)(XPSD

Before optimizing the security level of each task and message of a job, TAPADS 

makes the best effort to satisfy the deadline and precedence constraints. This can be 

accomplished by calculating the earliest start time and the minimal security overhead of 

each task and message in Steps 4 and 5. If the deadline can be guaranteed provided that 

the minimal security requirements are met, the slack time of the initial task allocation can 

be obtained by Step 6. 

To efficiently improve quality of security of the job, in Step 7 TAPADS chooses the 

most appropriate task or message in which the security level will be increased. 

Specifically, it is desirable to give higher priorities to security services with higher 

weights and lower security overhead. Hence, we define the following two benefit-cost 

ratio functions, e.g., , which measures the increase of security level by unit 

security overhead. 
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ij ttkscsscsw −∆+∆=θ ,  (6.10) 

where the numerators represent the weighted increase in the security level, whereas the 

denominators indicate the corresponding increase in security overhead. 

After performing Steps 7.1 and 7.2, TAPADS identifies the best candidate in V∪E 

that has the highest benefit-cost ratio.  V is the task set of a job and E is the edge set of a 

job. Formally, the best candidate is chosen based on the following expression, 
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To yield a maximized security level of the job, Steps 7.3 and 7.4 are responsible for 

increasing security levels of more important services at the minimal cost. Thus, the slack 

time is distributed on a task or message with the highest benefit-cost ratio. Step 7.5 

updates the schedule in accordance with the increased security level, because start times 

of other tasks and messages are dependent of how the slack time is distributed. The time 

complexity of the SAREG scheduling algorithm is given as follows. 

Theorem 6.1. The time complexity of TAPADS is O(k(q|V|+p|E|)), where k is the 

number of times Step 7 is repeated, q is the number of security services for computation, 

p is the number of security service for communication. 

Proof. The time complexity of allocating and scheduling tasks subject to precedence and 

minimal security constraints is O(|V|+|E|) (Steps 1-6). To effectively boost security 

levels of tasks and messages under the constraints (Steps 7.3-7.4), it takes time 

O(|V|+|E|) to select the most appropriate task or message as a candidate whose quality of 

security will be improved. The time complexity of step 7 becomes O(k(q|V|+p|E|)). 

Thus, the time complexity of TAPADS is: O(|V|+|E|) + O(k(q|V|+p|E|)) = 

O(k(q|V|+p|E|)).     

k cannot be very big numbers in practice, because k in many cases is much smaller 

than |V|+|E|. Therefore, the time complexity of TAPADS is reasonably low based on the 

expression above. 
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6.4 Evaluation of Timeliness and Security Correctness 
In this section, we first explain a way of scheduling tasks allocated to a node. Then, we 

derive the probability  that all tasks meet the deadline constraints. Finally, we 

calculate the probability  that all tasks and messages are risk-free during the 

execution of the job. Note that and  help in evaluating the performance of 

our task allocation scheme in Section 6.5. 

)(XPSD

)(XPSC

)(XPSD )(XPSC

6.4.1 Task and Message Scheduling 

The proposed allocation scheme relies on the way of scheduling tasks and messages, 

which in turn depend on the values of two important parameters: (1) est(t), the earliest 

start time for task t, and (2) eat(t), the earliest available time for task t. Although both 

est(t) and eat(t) indicate a time when task t's precedence constraints have been met (i.e. 

all messages from ts predecessors have arrived), est(t) additionally signifies that node 

M(t) (to which t is allocated) is now available for t to start execution. Thus, est (t) ≥ 

eat(t), and at time eat(t) node M(t) may not be ready for t to execute.  In what follows, we 

derive the expressions of eat(t) and est(t) needed for scheduling tasks and messages. 

If task ti had only one predecessor task tj, then the earliest available time eatk(tj, ti) on 

the kth node is given by the following expression, where f(tj) is the finish time of tj, 

mstuv(tj, ti) is the earliest start time of message (tj, ti), dji is the data volume, Buv is the 

network bandwidth, and dji/Buv is the transmission time for the message. Note that tj and ti 

are allocated to the uth and vth nodes. 
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mstuv(tj, ti) depends on how the message is scheduled on the links. A message is 

allocated to a link if the link has an idle time slot that is later than the sender’s finish time 

and is large enough to accommodate the message. Task ti must wait until the last message 

from all its predecessors has arrived. Hence, the earliest available time of ti is the 

maximum of eatk(tj, ti) over all its predecessors.  

                        )}.,({max)(
),( ijkEttik tteatteat

ij ∈
=                               (6.13) 

Now we can obtain the earliest start time estj(ti) on the jth node by checking if the 

node has an idle time slot that starts later than task’s eatj(ti) and is large enough to 

accommodate the task. estj(ti) is a parameter used to derive est(ti), the earliest start time 

for the task on any node. est(ti) is computed as: 

                                       )}.({min)( ijMMi testtest
j∈

=                                 (6.14) 

6.4.2 Calculation of PSD(X) 

We now calculate the probability that all tasks meet deadline constraints under allocation 

X. It is to be noted that the initial allocation of X must satisfy the following timing 

constraint property: 

                                          ,                              (6.15) dcetestni min
iii ≤++≤≤∀ )(:1

where est(ti) is the earliest start time obtained from expression (6.15), d is the deadline of 

the job, is the computation time, and is the security overhead experienced by task tie min
ic i 

when its minimal security requirements are met. 

The minimal security overhead  can be calculated by the following equation, 

where 

min
ic

{ }( )j
i

j
i Sc min  is the overhead of the jth security service when the minimal security 
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requirement is met. 

 84

)                                                         .                                (6.16) { }(∑
=

=
q

j

j
i

j
i

min
i Scc

1
min

Based on an initial task allocation, TAPADS judiciously raises security levels of 

tasks and messages provided that the following property is satisfied. 
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Under allocation X, the probability that all tasks are timely completed can be 

computed using the following equation:           
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where the security level vector is represented as ),,...,,( 21 knkkk ssss = and pk is the 

probability that the security level vector is ks . 

 



                      
 
                  
  
 
                                                         
 

6.4.3 Calculation of PSC(X) 

To evaluate quality of security for parallel applications, we derive in this section the 

probability that all tasks and messages remain risk-free during the course of 

execution. The quality of security of a task  with respect to the jth security service is 

calculated as , where  is 's risk rate of the jth security service and e

)(XPSC

it

)exp( i
j
i eλ− j

iλ it i is the 

execution time. The risk rate is expressed as: 

                                                   ( ).)1(exp1 j
i

j
i s−−−= αλ                                    (6.20) 

Note that this risk rate model assumes that risk rates are a function of security levels, and 

the distribution of risk-count for any fixed time interval is approximated using a Poisson 

probability distribution. This risk rate model is just for illustration purpose only. Thus, 

the model can be replaced by any risk rate model with a reasonable parameter α.  

The quality of security of a task  can be obtained below by considering all security 

services provided to the task. Consequently, we have:  

it
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Given an allocation X, the probability that all tasks are free from being attacked 

during the execution of the tasks is computed based on Equation (6.21). Thus,    
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By substituting the risk rate model into Equation (6.22), we finally obtain PC(X) as 

shown below: 

 85



                      
 
                  
  
 
                                                         
 

 86

)                                                    (6.23) ([ ] .)1(exp1exp)(
1
∏ ∑
= ⎭

⎬
⎫

⎩
⎨
⎧

−−−−=
n

i

q

j

j
iiC seXP α

Likewise, for the kth security service available for a link between Mi and Mj, the 

quality of security of the link during the time interval t is , where  denotes 

the risk rate of the kth security service. The risk rate is expressed as the following 

function of the corresponding security level.  
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The quality of security of a message Ett ba ∈),(  is calculated by taking all security 

services provided to the message into account. Thus,  
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Given an allocation X, the probability that all messages allocated to the link between 

Mi and Mj are risk-free is computed as the product of the quality of security of all the 

messages. Then, we have:    
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We now obtain Pij(X) by substituting the risk rate model into Equation (6.26), 
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Let PL(X) be the quality of security experienced by all links under allocation X, then 

PL(X) can be written as the following equation: 
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   Finally, the probability can be calculated as follows, 

where and are obtained from Equations (6.23) and (6.28). 

)(XPSC

)(XPC )(XPL

                                                       )()()( XPXPXP LCSC = .                                (6.29) 

6.5 Performance Evaluation 
Now we are in a position to evaluate the effectiveness of TAPADS using extensive 

simulations and a real application case study. To demonstrate the strength of TAPADS, 

we compare it with list scheduling scheme, which is a well-known scheduler for parallel 

applications. To make the comparison fair, we slightly modified it into three variants: 

LISTMIN, LISTMAX, and LISTRND. The variants can meet parallel applications’ 

security requirements in a heuristic way. Although these algorithms are intended to 

schedule real-time tasks with security requirements, they make no effort to optimize 

quality of security. The three baseline algorithms are briefly described below. 

(1) LISTMIN:  The scheduler intentionally selects the lowest security level of each 

security service required by each task of a parallel job. Thus, given task Ti and service vl, 

the following equation always holds: { }ll v
i

v
i Ss min= .  

(2) LISTMAX: The scheduler chooses the highest security level for each security 

requirement posed by each task within a parallel job. This fact can be formally 

represented by the following expression: { }ll v
i

v
ili SsgeavT max:},,{, =∈∀ .  
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(3) LISTRND: Unlike the above two baseline algorithms, LISTRND randomly picks a 

value within the security level range of each service required by a task. The following 

expression is held in LISTRND: { }ll v
i

v
ili SsgeavT random:},,{, =∈∀ . 

6.5.1 Simulator and Simulation Parameters 

Before presenting empirical results, we present the simulation model as follows. Table 

6.1 summarizes the configuration parameters of simulated clusters used in our 

experiments. The parameters of nodes in the clusters are chosen to resemble real-world 

workstations like Sun SPARC-20 and Sun Ultra 10. 

Table 6.1 Characteristics of System Parameters 

             
Parameter 

          
Value (Fixed) - (Varied) 

CPU Speed 100 million instructions/second or MIPS 
Network bandwidth  5 MB/second 
Task execution time (min, top, max)=(1, 5, 10), (10,20,40), (40,80,160), 

(160,320,640) second 
Number of nodes (32, 64,128, 256), (8, 12, 16, 20) 

Deadlines (100, 200, 300, 400, 500, 600) second 

Deadline ranges ([100, 200], [200, 300], [300, 400], [400, 500]) second 

Out degrees (25, 50, 75, 100) 

Size of data to be secured (min, top, max)=(0.02, 0.1, 0.5), (0.2, 1, 5), (1, 5, 10), (10, 
20, 30) MB 

Required security services Encryption, Integrity, and Authentication 

Weight of security 
services

0.2 (authentication), 0.5 (encryption), 0.3 (integrity) 

 
All synthetic parallel jobs used from Section 6.5.2 to Section 6.5.7 were created by 

TGFF [24], a randomized task graph generator. The task graph used in Section 6.5.8 is 

based on a digital signal processing system detailed in [93].  

Although deadlines, size of data to be secured, numbers of out degree, task execution 

time are synthetically generated, we examined impacts of these important workload 
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parameters on system performance by controlling the parameters. The performance 

metrics by which we evaluate system performance include:  

• Security Value (see Equation 6.8). 

• Schedulability: a fraction of total submitted jobs that are schedulable (see Equation 

6.19). 

• Quality of security (QSA): quality of security for applications (see Equation 6.29).  

• Guarantee factor: it is zero if a job’s deadline cannot be met. Otherwise, it is one. 

Job completion time: earliest time that a job can finish its execution. 

6.5.2 Overall Performance Comparisons 

The goal of this experiment is to compare the proposed TAPADS algorithm against the 

other three baseline schemes, and to understand the sensitivity of TAPADS to deadlines. 

We tested task graphs with 433 tasks with precedence constraints. 

(b) (a) (c) 

Figure 6.2 Performance impact of deadline 
 

Figure 6.2 shows the simulation results for these four algorithms on a cluster with 32 

nodes. We statically computed the minimal job completion time defined as a job’s 

completion time when the minimal security requirements of each task and message are 
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met. Similarly, we can calculate the random job completion time and the maximal job 

completion time. For the tested parallel applications, the minimal, random, and maximal 

job completion times are 170 second, 260 second and 575 second, respectively. We 

observe from Figure 6.2a that TAPADS and LISTMIN exhibit the same performance in 

terms of guarantee factor, whereas TAPADS noticeably outperforms the LISTMAX and 

LISTRND algorithms. Once deadline is longer than 170 seconds, both TAPADS and 

LISTMIN have the capability of generating feasible schedules, whereas no feasible 

schedule can be yielded by LISTRND and LISTMAX until deadlines are longer than 260 

and 575 seconds, respectively. This is because high security overhead results in long 

completion times. We attribute the performance improvement of TAPADS over 

LISTMAX and LISTRND to the fact that TAPADS boosts the security levels of tasks 

and messages under the condition that timing constraints are guaranteed and, therefore, 

TAPADS maintains the same guarantee factor performance as that of LISTMIN. In 

contrast, the LISTMAX and LISTRND policies improve the quality of security at the cost 

of missing deadlines.  

Figure 6.2b plots security values of the four algorithms when the deadline is 

increased from 0 to 600 seconds. It reveals that TAPADS consistently performs better 

than LISTMIN and LISTRND. In particular, TAPADS achieves improvement on 

averages of 97.7% and 25%, respectively. This is because LISTMIN and LISTRND do 

not utilize slack times to increase security levels of tasks and messages. In the case where 

the deadlines are longer than the maximal job completion time, TAPADS eventually 

degrades to LISTMAX. Importantly, TAPADS substantially outperforms LISTMAX 

when the deadlines are tight. The results clearly indicate that clusters can gain more 
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performance benefits from our TAPADS approach under the circumstance that real-time 

applications have relatively tight deadlines. 

Improvements in the quality of security achieved by TAPADS are plotted in Figure 

6.2 (c). Compared with LISTMIN and LISTRND, TAPADS achieves improvement on 

the average of 54.5% and 25.7%, respectively. The first observation deduced from Figure 

6.2c is that the quality of security of TAPADS increases with the deadline. This is 

because quality of security is partially derived from SV (see Equations 6.22 and 6.26), 

which becomes higher when the deadlines are looser. A second observation is that the 

performance improvement of TAPADS in terms of quality of security is not as 

pronounced as the performance improvement in terms of security value compared with 

LISTMIN algorithm. This can be explained by the negative natural exponential function 

(see Equation 6.20 and Equation 6.24), which smoothes the security value differences 

between LISTMIN and TAPADS. 

6.5.3 Adaptability 

We conducted four groups of experiments to test the performance of TAPADS using 

1000 diverse task graphs. The smallest task graph has 54 tasks, and the largest task graph 

consists of 543 tasks. We assume that the number of nodes in the cluster is 32. For each 

group test, we set a deadline range from which a deadline is randomly selected for an 

incoming parallel job. The four deadline ranges for the four group experiments are [100, 

200], [200, 300], [300, 400] and [400, 500], respectively. 

Figure 6.3 shows the performance impacts of the deadlines. We observe from Figure 

6.3a that the TAPADS and LISTMIN deliver the best performance in schedulability 

under all four cases. Figure 6.3b demonstrates that TAPADS consistently outperforms the 



                      
 
                  
  
 
                                                         
 

others in terms of security value. Interestingly, the improvement of TAPADS in security 

over LISTMAX is significant, although LISTMAX attempts to meet the maximal 

security requirements. This is mainly due to the low schedulability of LISTMAX (e.g., 

LISTMAX merely provides feasible schedules for 50% parallel applications). Figure 6.3c 

clearly shows that TAPADS noticeably delivers the best quality of security. 

(b) (a) (c) 

Figure 6.3 Group experiment for deadline 

6.5.4 Scalability 

This experiment is intended to investigate the scalability of the TAPADS algorithm. We 

scale the number of nodes in the cluster from 32 to 256. The task graph used in this 

experiment is comprised of 520 tasks, and the deadline is set to 400 Sec. Figure 6.4 plots 

the performance of the four algorithms as functions of the number of nodes. The results 

show that TAPADS exhibits the best scalability. 

Figure 6.4a shows the improvement of TAPADS in security value over the other 

three heuristics. It is observed from Figure 6.4a that the improvement of TAPADS over 

LISTMIN becomes more prominent with the increasing value of the node number. This 

result can be explained by the conservative nature of LISTMIN, which simply meets the 

minimal security requirements for parallel applications on the cluster. Conversely, 

LISTMAX can achieve the same performance as TAPADS when there are 256 nodes in 
 92



                      
 
                  
  
 
                                                         
 

the cluster. This is because LISTMAX can guarantee the maximal security requirements 

of the parallel jobs when more nodes are available in the cluster. We observe from Figure 

6.4c that (1) all the four algorithms can finish the job in a shorter time period when there 

is large number of available nodes; (2) TAPADS has the same performance in complete 

time as that of LISTMIN. First observation can be explained by the fact that more 

independent tasks can be executed concurrently when more nodes are available. The 

second observation is due to the ability of TAPADS and LISTMIN to fulfill the minimal 

security requirements for parallel applications. It is worth noting that TAPADS 

substantially outperforms LISTMIN with respect to security value and quality of security. 

(c) (b) (a) 

Figure 6.4 Performance impact of number of PEs 

6.5.5 Sensitivity to degree of task parallelism 

To verify the performance impact of the degree of task parallelism, we evaluate the 

performance as functions of maximal number of out degree in task graphs. We define the 

degree of task parallelism of a task graph as the maximal out degree in the graph. The 

larger the maximal out degree number is, the higher the degree of task parallelism due to 

the large number of independent tasks concurrently running on the cluster. We tested a 

parallel application with 1074 tasks. The deadline is set to 400 Sec., and the number of 
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nodes is 128. The maximal number of out degree varies from 25 to 100. Figure 6.5a 

reveals that in terms of security value TAPADS outperforms the others in the first three 

cases and ties with LISTMAX in the last situation.  

(b) (a) (c) 

Figure 6.5 Performance impact of maximal number of out degree 
 

Figure 6.5c demonstrates that the job completion time decreases, meaning that the 

increasing value of out degree leads to long slack times. This is because the high task 

parallelism allows many independent tasks to be simultaneously executed on multiple 

nodes. Interestingly, among the four alternatives TAPADS is the only algorithm that can 

continuously improve its performance in security value and quality of security with the 

increasing value of task parallelism. This phenomenon can be explained by the fact that 

TAPADS is conducive to leveraging slack times to increase security levels. The 

important conclusion drawn from this experiment is that TAPADS can gain greater 

performance improvement when a parallel application has a higher degree of parallelism, 

which reflects a salient feature of scalable parallel applications. 

6.5.6 Impact of size of security sensitive data 

In this experiment we evaluate the performance impact of size of security sensitive data. 

As we described in previous sections, each task was synthetically assigned a block of 

 94



                      
 
                  
  
 
                                                         
 

data that needs to be protected from being disclosed or being tampered. The size of data 

to be secured will influence the job completion time because the larger the data, the 

longer time is needed to secure it. In this experiment, the size of security sensitive data 

varies from (0.02, 0.1, 0.5) to (10, 20, 30) MB in a triangle distribution (see Table 6.1). 

(b) (a) (c) 

Figure 6.6 Performance impact of size of security-required data 
 

The empirical results are shown in Figure 6.6. There are several important 

observations drawn from Figure 6.6. Firstly, when the security sensitive data size varies 

from config1 to config4, the security value of TAPADS drops, while those of LISTMIN 

and LISTRND remain the same. This is because the security overhead is increasing and 

thus less slack time can be used by TAPADS to improve security values. Secondly, the 

quality of security for LISTMIN and LISTRND decreases when the size of security 

sensitive data goes up, although their security values keep unchanged. This interesting 

phenomena can be explained by Equations 6.22 and 6.26, which indicate long execution 

and communication times lower QSA values. Lastly, Figure 6.6c illustrates that the 

increasing size of security sensitive data increases the job completion time. This is 

because when size of data to be secured rises, time spent in security services becomes 

longer. 
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6.5.7 Impact of task execution time 

The purpose of this experiment is to show the performance impact of task execution 

times. Again, we simulated parallel applications with 433 tasks. The deadline is fixed at 

500 seconds, and the number of nodes is set to 32. There are four task execution time 

configurations (see Table 6.1). Figure 6.7a shows that increasing task execution times 

reduces the security value of TAPADS. This result is consistent with Section 6.5.6 

because long task execution times imply short slack time. Figure 6.7b exhibits the same 

interesting scenario as that depicted in Figure 6.6b, i.e., increasing execution times lowers 

QSA values. It is noticed from Figure 6.7 that LISTMAX fails in generating feasible 

schedules in the Configurations 2-4. This is because to provide feasible schedulers when 

the computation demands are high, LISTMAX requires loose deadlines. 

(a) (b) (c) 

Figure 6.7 Performance impact of task execution time 

6.5.8 Evaluation in Real Application 

To validate the results from the synthetic simulations above, we evaluate the TAPADS 

algorithm in a real system – digital signal processing system [93]. 

The detailed information pertinent to the DSP application can be found in [93]. We 

conducted two groups of experiments. The first group of experiments (Figure 6.8) is 

focused on the impact of deadline, whereas the second group (Figure 6.9) is intended to 

test the scalability of TAPADS in the context of a real world parallel application.  
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Figure 6.8 Performance impact of deadline for DSP 

 
Figure 6.9 Performance impact of number of nodes for DSP 

 
Performance patterns plotted in Figure 6.8 are similar to those reported in Section 

6.6.2 (see Figure 6.2), thereby verifying that TAPADS can gain performance 

improvements for a real application. Figure 6.9 shows that at least 12 nodes are required 

to make feasible scheduling decisions for the DSP application. When the number of 

nodes is equal to or larger than 16, TAPADS ties with LISTMAX in terms of security 

value and QSA. This is because the two algorithms can produce feasible schedules under 

the workload where there exists sufficient number of nodes. 

In summary, the strength of TAPADS can be fully exhibited when the application 

has a relatively tight deadline. When the deadline is extremely loose, TAPADS degrades 

to LISTMAX. The implication is that TAPADS can significantly improve security for 
 97
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real-time applications without increasing hardware cost. The results discussed in this 

subsection can be envisioned as a strong validation of our previous simulations. The 

salient feature of TAPADS is that it can be successfully deployed to secure real-time 

parallel applications on clusters. 

6.6 Summary 
In this chapter, we address the issue of allocating tasks of parallel applications on clusters 

subject to timing and security constraints in addition to precedence relationships. 

TAPADS (Task Allocation for Parallel Applications with Deadline and Security 

Constraints), a task allocation scheme for parallel application with deadline and security 

constraints, is developed to generate optimal allocations that maximize quality of security 

and the probability of meeting deadlines for parallel applications running on clusters. The 

proposed TAPADS scheme factors in security and timing correctness in a way that the 

probabilities of being risk free and meeting deadlines are used as the performance 

objectives for clusters. To facilitate the presentation of TAPADS, we also proposed 

mathematical models to describe a system framework, and parallel applications with 

deadline and security constraints.  To quantitatively evaluate the effectiveness and 

practicality of the TAPADS scheme, we conducted extensive experiments using a real 

world application as well as synthetic benchmarks. Our experimental results show that 

TAPADS significantly improves the performance of clusters in terms of security and 

schedulability over three existing allocation schemes. Compared with LISTMIN and 

LISTRND, TAPADS achieves improvements in security value on averages of 97.7% and 

25%, respectively. The improvements of TAPADS in quality of security over LISTMIN 
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and LISTRND are 54.5% and 25.7%, respectively. Moreover, TAPADS improves the 

schedulability performance over LISTMAX by an average of 400.0%. 

In Chapter 7 we will extend the TAPADS scheme to deal with heterogeneous 

clusters, where different nodes have various computing capacities and resources. 
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Chapter 7 

7 A Security and Heterogeneity 
Driven Scheduling Algorithm  

In Chapters 5 and 6, we proposed two security-aware scheduling schemes for 

homogeneous clusters. Although these algorithms can improve system security and 

performance, they have no inherent capability of supporting heterogeneous clusters. In 

this chapter, we present a security and heterogeneity driven scheduling algorithm 

(SHARP for short). 

The rest of the chapter is organized as follows. In the section that follows, the 

motivation for the development of the SHARP algorithm is presented. Section 7.2 

introduces a system model and a new concept of security heterogeneity. Section 7.3 

focuses on the description of the SHARP algorithm. Section 7.4 evaluates security risks 

experienced by each task. Section 7.5 discusses performance measurements of the 

proposed scheme by simulating a heterogeneous cluster of 64 nodes. Finally, Section 7.6 

summarizes the main contributions of this chapter. 
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7.1 Motivation 
A heterogeneous cluster consists of a group of diverse computers, called nodes, which are 

connected by a high-performance network. To date heterogeneous clusters have been 

emerging as popular computing platforms for computationally intensive applications with 

diverse computing needs. Scheduling algorithms play a key role in obtaining high 

performance in parallel systems like heterogeneous clusters [53]. Scheduling algorithms 

fall into two camps: static [48][73] and dynamic [65][99][97]. The objective of 

scheduling algorithms is to map tasks onto nodes and order their execution in a way to 

optimize overall performance. In this work we consider the issue of dynamic scheduling 

for parallel applications that have subtasks. 

Recently there were some efforts devoted to development of real-time parallel 

applications on clusters [5][65]. Real-time parallel applications depend not only on 

results of computation, but also on time instants at which these results become available. 

Today there exists a growing number of parallel applications demanding both high 

security and real-time performance, because sensitive data and parallel processing require 

special safeguards and protections against unauthorized access. Inherently, one of the 

challenges in heterogeneous cluster computing is to develop scheduling algorithms for 

real-time parallel applications with a diversity of security requirements. The reason is 

two-fold. First, large-scale heterogeneous clusters are vulnerable to threats as information 

can be accessed over networks. Second, it is difficult to control parallel processing 

activities with security and timing constraints. In recent years, many studies addressed the 

issue of both real-time and non-real-time scheduling for heterogeneous systems in 

general and heterogeneous clusters in particular [16][20][65][68][84]. However, existing 
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scheduling algorithms perform poorly for security-sensitive parallel applications with 

real-time requirements due to the ignorance of either security or timeliness requirements 

imposed by parallel applications. 

Much attention has been focused on security for applications running on clusters [6] 

[9][95]. In addition, conventional security techniques like authentication [71] and access 

control [72] can be successfully deployed in clusters. However, most existing security 

techniques are not appropriate for real-time applications due to the lack of ability to 

express and handle timing constraints. Xie et al. proposed an array of security-aware 

scheduling algorithms for clusters [97] and grids [99]. Although these algorithms can 

improve system security and performance, their algorithms have no inherent capability of 

supporting heterogeneous clusters. In this regard, we are motivated to introduce the 

concept of security heterogeneity, and to propose a security and heterogeneity driven 

scheduling algorithm to improve security of real-time parallel applications on 

heterogeneous clusters. 

We propose a new security- and heterogeneity-driven scheduling algorithm (SHARP 

for short), which strives to maximize the probability that parallel applications are 

executed on time without any risk of being attacked. Because of high security overhead 

in existing clusters, an important step in scheduling is to guarantee jobs’ security 

requirements while minimizing overall execution times. The SHARP algorithm accounts 

for security constraints in addition to different processing capabilities of each node in a 

cluster. We introduce two novel performance metrics, degree of security deficiency and 

risk-free probability, to quantitatively measure quality of security provided by a 

heterogeneous cluster. Both security and performance of SHARP are compared with two 
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well-know scheduling algorithms. Extensive experimental studies using real world traces 

confirm that the proposed SHARP algorithm significantly improves security and 

performance of parallel applications on heterogeneous clusters. 

7.2 System Models  
7.2.1 Security Driven Scheduling Architecture 

In this section, we focus on a scheduling architecture for parallel applications with 

security and real-time constraints. As depicted in Figure 7.1, a heterogeneous cluster is 

comprised of n heterogeneous nodes connected via a high-performance network (e.g. 

Myrinet or fast Ethernet [88]) to process parallel applications submitted by users. Note 

that throughout this chapter the terms application and job are used interchangeably. Let N 

= {N1, N2, …, Nn} denote the set of heterogeneous nodes. The scheduling architecture 

consists of a real-time scheduler, an admission controller, and a security driven task 

allocator. The admission controller is deployed to perform feasibility checks by 

determining if an arriving parallel application can be completed by the heterogeneous 

cluster before the specified deadline. The parallel application will be admitted into the 

cluster if the application’s deadline can be met by the cluster. The real-time scheduler is 

to satisfy timing requirements of parallel applications by assigning high priorities to 

applications with early deadlines. The security driven task allocator is intended to 

generate task allocation decision for each task of a parallel application, satisfying both 

security and real-time requirements. 
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Figure 7.1 Scheduling architecture 

7.2.2 Modeling Security Heterogeneity  

We consider a class of embarrassing parallel applications (see [91] for some examples) 

each of which can be envisioned as a set of tasks without any interaction between one 

another. Our security driven scheduling approach can be easily extended to integrate a 

message scheduler, thereby being able to support communication-intensive parallel 

applications. 

A parallel application is modeled as a tuple (T, a, f, d, l), where T = {t1, t2, ..., tm} 

represents a set of tasks, a and f are the arrival and finish times, d is the specified 

deadline, and l denotes the amount of data (measured in MB) to be protected. Each task ti 

∈ T is labeled with a pair, e.g., ti = (Ei, Si), where Ei and Si are vectors of execution times 

and security requirements for task ti. The execution time vector denoted by Ei = ( , , 

…, ) represents the execution time of t

1
ie 2

ie

n
ie i on each node in the cluster. Each task of a 

parallel application requires a set of security services providing various security levels, 
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which are normalized in the range from 0 to 1.0. Suppose ti ∈ T requires q security 

services, Si = ( , ,…, ), a vector of security levels, characterizes the security 

requirements of the task.  (1 ≤ k ≤ q) is the normalized security level of the kth security 

service required by t

1
is 2

is q
is

k
is

i. 
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Let  denote the computational weight of task tj
iw i on node Nj.  is computed as a 

ratio between its execution time on N
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The computational heterogeneity of a parallel application with task set T is 

calculated as: 

                                                          ∑
∈

=
TT

C
i

C

i

H
n

H 1 .                                        (7.2) 

Besides computation heterogeneity, a cluster may exhibit security heterogeneity. 

While each task imposes requirements on a set of security services, each node in the 

cluster provides an array of security services with various quality of security, which is 

measured by security levels normalized in the range from 0 to 1.0. Security services 

provided by node Nj is characterized as a vector of security levels, Pj = ( , , …, ), 

where  (1 ≤ k ≤ r) is the security level of the kth security service provided by N

1
jp 2

jp r
jp

k
jp j. 



                      
 
                  
  
 
                                                         
 

Given a task ti and its security requirement Si = ( , ,…, ), the heterogeneity of 

security requirement for t

1
is 2

is q
is

i is represented by the standard deviation of the security levels 

in the vector. Thus,  
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The security requirement heterogeneity of a parallel application with task set T is 

computed by:  
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The heterogeneity of the kth security service in a heterogeneous cluster is expressed 

as:  
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Similarly, the heterogeneity of security services in node Nj is expressed as: 
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Using Equation (7.5), the heterogeneity in security services of the cluster can be 

computed as: 

                                                        ∑
=

=
q
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V
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H
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1 .                                              (7.7) 

7.2.3 Heterogeneity in Security overhead  

Now we consider heterogeneity in security overhead. The security overhead model in 

[97] accounts for three security services, including encryption, integrity, and 
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authentication. The security overhead model can be easily extended to incorporate other 

security services.  

Suppose task ti requires q security services. Let  and  be the security level 

and overhead of the kth security service, the security overhead  experienced by t

k
is )( k

i
k
ij sc

ijc i on 

node Nj can be computed using Equation (7.8) in general and Equation (7.9) in particular. 
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where , , and  are overheads caused by the authentication, 

encryption, and integrity services [97]. The security overhead of an application with task 

set T is calculated by:  
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7.2.4 Modeling Quality of Security 

We build a model to quantitatively measure quality of security provided by a 

heterogeneous cluster. To achieve this goal, we introduce a closed form expression for 

the security benefit of task ti under a given allocation. The security benefit of ti is 

measured by Security Deficiency (SD), which is quantified as the discrepancy between 

the requested security levels and the security levels offered. Suppose task ti is allocated to 

node Nj, the SD value of the kth security service is defined as: 
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A small SD value indicates a high degree of service satisfaction. In particular, a zero 

SD value implies that ti’s requirement placed on the kth security service can be perfectly 

met. The SD value of task ti on node Nj can be derived from Expression (7.12). Thus, 

SD(si, Pj) of ti is computed as a weighted sum of the SD values of q required security 

services. Formally, we have:  
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where is the weight of the kth security service, , and . Note that users 

specify in their requests the weights to reflect relative priorities given to the required 

security services. 
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     Likewise, the security benefit of a parallel application with task set T is measured 

by Degree of Security Deficiency (DSD), which is defined as the sum of the security 

deficiency values of all the tasks in the task set. Consequently, the DSD value of task set 

T under allocation X can be written as: 
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7.3 The SHARP Algorithm  
Before we proceed to present the security driven scheduling algorithm, we formulate the 

scheduling problem as follows. 

7.3.1 Security Driven Scheduling Problem Formulation 

Let X be a schedule for task set T, we have  if t1: 1,
1

==∈∀ ∑
=

ij

n

j
ijiij xxXx i ∈ T is 

allocated to node Nj. The scheduling decision of the task set T is optimal if (1) all the 

tasks can be completed before the deadline d, and (2) the degree of security deficiency 

(see Equation 7.13) is minimized. Since a security driven scheduler makes an effort to 

reduce the degree of security deficiency of each submitted parallel application, the 

following function needs to be minimized: 
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                                    subject to dfi ≤ ,  Tti ∈                                                   (7.14) 

where fi is the finish time of the ith task in the task set. 

Given a heterogeneous cluster and a sequence of submitted parallel applications, the 

proposed SHARP scheduling algorithm is intended to minimize the cluster’s overall DSD 

value defined as the sum of the degree of security deficiency of all the submitted 

applications. Finally, we can obtain the following non-linear optimization problem 

formulation, subject to the timing constraints:  

                                minimize .),(
T allfor 

∑ XTDSD                                                (7.15) 
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Substituting Equation (7.14) into (7.15) yields the following security objective 

function. Thus, our SHARP algorithm strives to schedule applications in a way to 

minimize the average degree of security deficiency of all schedulable parallel 

applications: 
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where Psd(T) is a step function, and
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7.3.2 Property of the Algorithm 

Now we list an important property of the SHARP algorithm, which will be used in the 

subsequent subsection to construct the security driven scheduling algorithm. The 

schedule of a parallel application is feasible if all tasks in its task set can be completed 

before its deadline. Thus, a parallel application has a feasible schedule on a 

heterogeneous cluster if there exists a set of nodes, where a valid schedule can be 

generated for each task. This fact can be express by the following property.  

Property 7.1. If a parallel application with task set T and deadline d has a feasible 

schedule on a heterogeneous cluster with n sites denoted by a set N, the following 

inequality must be satisfied: 
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where is the start time of the ith task on node Nj
iσ j, is the computation time of the 
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)( is the security overhead experienced by the task. Note that 
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the security overhead of the kth security service relies on the security level k
is , which 

equals to  if node Nk
is j can ensure high quality of the kth security service to satisfy the 

task’s security needs. k
is  becomes  when Nk

ip j fails to fulfil ti’s security requirements. 

Property 7.1 formally describes timing constraints. 

The earliest start time  is one of the key factors in Property 7.1, and can be 

computed as:   

j
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where τ is the current time, and ∑ ∑
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)( is the overall execution time 

(security overhead is factored in) of all tasks with earlier deadlines than d. 

7.3.3 Algorithm Description 

The SHARP algorithm is outlined in Figure 7.2. The goal of the algorithm is to deliver 

high quality of security under two conditions: (1) deadlines of submitted parallel 

applications are met; and (2) the degree of security deficiency (see Equation 7.16) of each 

admitted parallel application is minimized.  

Before reducing the security deficiency value of each task of a parallel application, 

SHARP makes an effort to meet the timing constraint of the application. This can be 

accomplished by calculating the earliest start time (see Equation 7.17) and the security 

overhead of each task in Steps 5 and 6, followed by checking if all the tasks of the 

application can be completed before its deadline d (see Step 7). If there is no way of 
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guaranteeing the deadline of a task in the parallel application, the application is rejected 

by Step 16. 

The security deficiency value of each task in the application is minimized in the 

following way. Step 7 is intended to identify a set of candidate nodes satisfying the 

timing constraint. Steps 9-11 are used to choose a node providing the minimal security 

deficiency among the candidate nodes. Thus, SHARP eventually allocates each task to a 

node that can reduce security deficiency while meeting the real-time requirement of 

parallel applications. 

1. Select a parallel application, which has the earliest deadline among applications in the arrival queue; 
2. for each task ti of the application chosen in step 1 do 
3.       Initialize the security deficiency of task ti, SDi ← ∞;  
4.       for each node Nj in the heterogeneous cluster do 
5.           Use Equation 19 to computer , the earliest start time of tj

iσ i on node Nj; 

6.  Calculate ti’s the security overhead ∑
=

q
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k
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k
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)(σ then (See Property 1) 

8.    Use Equation 14 to compute the security deficiency SD(si, Pj) of task ti on node Nj;  
9.          if SD(si, Pj) < SDi  then 
10.                          SDi  ← SD(si, Pj); 
11.                           xij ← 1; ∀k ≠ j: xik ← 0; 
12.                  end if 
13.         end if     
14.     end for 
15.      if no feasible schedule is available for ti then  
16.          Reject the parallel application, since;  
17.   end for  
18. if all the tasks  of the parallel application can be finished before deadline d then 
19.      for each task ti of the parallel application do 
20.           allocate task ti to node Nj , subject to 1≤ j ≤ n, xij = 1; 
21.      end for 
22. end if

 
Figure 7.2 The SHARP scheduling algorithm 
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Now we derive the time complexity of the SHARP scheduling algorithm as follows. 

Theorem 7.1. The time complexity of SHARP is O(nmq), where n is the number of 

nodes in a cluster, m is the number of tasks in a parallel application, and q is the number 

of security services. 

Proof. Selecting a parallel application with the earliest deadline takes constant time O(1). 

The time complexity of finding the security overhead of each task on a node is O(q) (Step 

6), since SHARP considers q security services. The time complexity of feasibility 

checking is a constant O(1) (Step 7). Since there exist n nodes and m tasks, Steps 5-13 are 

executed for nm times. The time complexity of Steps 2-17 is bounded by O(nmq). Steps 

18-22 take O(m) time to allocate m task to n nodes in the cluster. Thus, the time 

complexity associate with the SHARP algorithm is O(1+nmq+m) = O(nmq).  

7.4 Evaluation of Security Risks 
In this section, we first derive the probability that t),( jirf NtP i remains risk-free during 

the course of its execution on node Nj. The risk-free probability of ti with respect to the 

kth security service is:  
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where  is the task's risk rate of the kth security service, and  is the security 

overhead experienced by the task. The risk rate is expressed as: 

k
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i s−−−= αλ                                          (7.19) 

It is assumed that risk rate is a function of security levels, and the distribution of risk-

free for any fixed time interval is approximated using a Poisson probability distribution. 
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The risk rate model is just for illustration purpose only, and the model can be replaced by 

any risk rate model with a reasonable parameter α (α is set to 0.002 in our experiments). 

The risk-free probability of task Ti on node Nj can be written as Equation 7.20, where 

all security services provided to the task are considered. Thus, we have:  
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Using equation (7.20), we can write the overall risk-free probability of task ti in the 

cluster as: 
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where pij is the probability that ti is allocated to Nj. Given an application with task set T, 

the probability that all tasks are free from being attacked is computed as below:    
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Finally, we can calculate the average risk-free probability of all schedulable applications 

using Equation 7.23, where Psd(T) is a step function, and 
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TPsd . It is worth noting that SHARP is conducive to 

maximizing the risk-free probabilities of heterogeneous clusters.  
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The risk-free probability computed by Equation 7.23 is used in concert with the degree of 

security deficiency (see Equation 7.16) to measure quality of security provided by a 

heterogeneous cluster. In the subsequent section, we quantitatively evaluate the risk-free 

probability and degree of security deficiency for heterogeneous cluster under a wide 

range of workload environments. 

7.5 Performance Results and Comparison 
Now we are in a position to evaluate the effectiveness of SHARP. To reveal the strength 

of SHARP, we compared it with two well-known real-time scheduling algorithms, 

namely, EDF (Earliest Deadline First) and LLF (Least Laxity First). While EDF 

schedules a ready job with the earliest deadline, LLF assigns priority based on jobs’ 

laxities(laxity=Deadline–computation time). Table 7.1 summarizes key parameters of a 

simulated cluster used in our experiments. 

7.5.1 Simulation Parameters  

Before presenting the empirical results in detail, we present the simulation model as 

follows. The parameters of nodes in the simulated cluster are chosen to resemble real-

world workstations like IBM SP2 nodes. We made use of a real world trace (e.g., San 
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Diego Supercomputer Center SP2 log sampled on a 128-node cluster) to conduct 

simulations. We modified the trace by adding a block of security-sensitive data for each 

task. “job number”, “submit time”, “execution time” and “number of requested 

processors” of jobs submitted to the system are taken directly from the trace. “deadlines”, 

“security requirements of jobs”, and “security-sensitive data size” are synthetically 

generated, since these parameters are not available in the trace. The performance metrics 

we used include: Average risk-free probability (see Equation 7.23), Average degree of 

security deficiency (see Equation 7.16), Guarantee Ratio (measured as a fraction of total 

submitted applications that are schedulable). 

Table 7.1 Characteristics of System Parameters 

             Parameter           Value (Fixed) - (Varied) 
Number of tasks (6400) – The first three month trace data from SDSC 
Number of nodes (64) – (32, 64, 128, 192, 256) 
CPU Speedup (1) – (2, 3, 4, 5, 6, 7, 8, 9, 10) 
Laxity (4) – (1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 15, 20, 30, 40, 50) 

×10000seconds 
Job arrival rate Decided by the trace  
Data to be secured (uniform dist.) (1–100) – (0.01–1,0.1–10,1–100,10–1000,100–

10000,1000–100000) MB
Site security level (uniform dist.) (0.1 – 1.0) 
Application security level (uniform dist.) (0.1 – 1.0) 
Required security services Encryption, Integrity and Authentication  
Weights security services Authentication weight=0.2, Encryption weight=0.5, 
Computational heterogeneity (1.08) – (0, 0.43, 1.08, 1.68, 2.27) 
Security heterogeneity (0.22) – (0, 0.14, 0.22, 0.34, 0.56) 
 

Since both security heterogeneity and computational heterogeneity are essential 

characteristics of security-critical heterogeneous clusters, we need to differentiate 

security overhead from traditional execution time. Specifically, we refer to execution 

time without security overhead as computational time, and the sum of computational time 

and security overhead total execution time. 



                      
 
                  
  
 
                                                         
 

7.5.2 Overall Performance Comparisons 

Figure 7.3 shows simulation results for the three algorithms on a cluster with 64 nodes. 

We observe that SHARP significantly outperforms the two competitors. For example, 

SHARP increases the risk-free probability by an average of 164.25% (see Figure 7.3a), 

whereas SHARP achieves improvement in degree of security deficiency by an average of 

357.2% (see Figure 7.3b). We attribute the security improvement of SHARP over EDF 

and LLF to the fact that SHARP judiciously assigns tasks of a parallel application to a 

group of nodes minimizing execution times while increasing security. With regard to 

guarantee ratio, SHARP is noticeably better than EDF and LLF for all tested cases. For 

example, the average improvement in guarantee rate is 15.8% (see Figure 7.3c). This is 

because for each arrived application SHARP selects a set of nodes that shorten total 

execution times. 

(a) (b) (c)
 
Figure 7.3 Performance impact of deadline 

 
When laxity goes up, the values of degree of security deficiency increase (see Figure 

7.3b). This is because SHARP can admit more applications when deadlines become 

loose. Under a high workload condition, however, there exist fewer candidate nodes that 

can fulfil security demands while timely completing accepted applications. 
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We notice in Figure 7.3a that the risk-free probability of SHARP slightly decreases 

with the increasing value of laxity. This result can be explained by two facts: (1) the risk-

free probability is derived from both degree of security deficiency and total execution 

time (see Equation 7.23), and (2) a high degree of security deficiency results in a low 

value of risk-free probability 

7.5.3 Impact of heterogeneities in security and computation 

In this subsection we examine the performance impact of heterogeneities in security and 

computation on SHARP. The five heterogeneity configurations are detailed in Table 7.1. 

In recognition that deadline is a critical performance metric for a real-time job scheduler, 

we tested three deadline scenarios: loose, normal, and tight deadlines in this group of 

experiments. 

In the case where the cluster is homogeneous (see the first configuration), SHARP 

noticeably outperforms EDF and LLF in security. However, SHARP delivers the same 

guarantee ratio performance as those of the two alternatives when the cluster is 

homogeneous. 

Figure 7.4 shows that SHARP fully exhibits its strength when the security and 

computational heterogeneities increase. In particular, SHARP performs substantially 

better than the other two algorithms for the last four heterogeneity configurations. 

Additionally, it is observed that the risk-free probabilities and degrees of security 

deficiency of EDF and LLF only marginally change with the increasing values of security 

and computational heterogeneities. This is because EDF and LLF are unaware of security 

and, thus, merely assign tasks to nodes shortening computational times.  

 



                      
 

 

                  
  
 
                                                         
 

119

 Laxity=300000 seconds                   Laxity=300000 seconds                     Laxity=300000 seconds 

 Laxity=90000 seconds                     Laxity=90000 seconds                     Laxity=90000 seconds 

 Laxity=40000 seconds                     Laxity=40000 seconds                     Laxity=40000 seconds 

Figure 7.4 Performance impact of security and computational 
heterogeneities 

 
It is intriguing to illustrate the impact of deadline in this set of experiments. When 

deadlines are loose, SHARP marginally improves guarantee ratio performance over EDF 

and LLF. However, when deadlines are normal or tight, SHARP is significantly superior 

to EDF and LLF in terms of guarantee ratio. The implication behind this result is that 

SHARP is the most appropriate algorithm for scenarios where parallel applications have 

tight deadlines. 



                      
 
                  
  
 
                                                         
 

7.5.4 Security-sensitive data size 

In this set of experiments we evaluated the performance impact of security-sensitive data 

size. We tested six configurations of data size (see Table 7.1). The laxity is chosen to be 

1000 seconds. 

 

Figure 7.5 Performance impact of size of data to be secured 
 
The experimental results are shown in Figure 7.5. There are several important 

observations. Firstly, when the security-sensitive data size increases, the degree of 

security deficiency of SHARP slightly increases. Unlike SHARP, the degrees of security 

deficiency of EDF and LLF marginally reduce with the increasing value of data size. 

Secondly, Figure 7.5 shows that the risk-free probability of SHARP slightly decreases 

with growing size of security-sensitive data. This is because (1) the degree of security 

deficiency increases, and (2) the total execution times become longer (see Equations 7.19 

and 7.21). Conversely, the risk-free probabilities of EDF and LLF remain almost 

unchanged. Thirdly, when the data size is large, the performance improvement achieved 

by SHARP becomes more dramatic. This result suggests that SHARP can be employed to 

improve security of data-intensive applications. 
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7.5.5 Scalability 

This group of experiments is intended to investigate the scalability of the SHARP 

algorithm. We scale the number of nodes in a heterogeneous cluster from 32 up to 256.   

Laxity=70000 seconds                       Laxity=70000 seconds                    Laxity=70000 seconds 

Figure 7.6 Performance impact of number of nodes 
 

First, Figure 7.6 clearly shows that SHARP exhibits good scalability, and SHARP 

outperforms the other two alternatives in all three performance metrics for all cases. 

Second, it is observed from Figure 7.6 that SHARP makes more prominent improvement 
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in degree of security deficiency and risk-free probability when the heterogeneous cluster 

size scales up. Importantly, SHARP can achieve high performance for large-scale 

clusters. This is because there is a strong likelihood that SHARP can meet parallel 

applications’ security demands while minimizing total execution times. 

7.5.6 CPU Capacity 

To examine security and performance sensitivities of the three algorithms to CPU 

capacities, in this set of experiments we varied the CPU capacity (measured as speedup 

over the baseline computational node) from 2 to 10. Specifically, the CPU speed of the 

IBM SP2 66MHz node is normalized to 1. We normalized the CPU capacity of the nodes 

to the values of 2, 3, 4, 5, 6, 7, 8, 9, and 10, respectively. The laxity is set to 10000 

seconds, and the number of nodes is fixed to 32.  

Figure 7.7 Performance impact of CPU speedup 
 

The results presented in Figure 7.7 reveal that SHARP is superior to the other two 

competitors in all the three performance metrics. In addition, the improvements of 

SHARP in degree of security deficiency and risk-free probability become more 

prominent when the CPU capacity increases. The results imply that SHARP can gain 

additional security and performance benefits with increasing CPU capacities. These 

results as well as those presented in Section 7.5.5 clearly indicate that SHARP can be 
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used to improve both security and performance of parallel applications on large-scale 

heterogeneous clusters with powerful CPUs. 

7.6 Summary  
In this chapter, we presented a security- and heterogeneity-driven scheduling algorithm 

for real-time parallel applications running on heterogeneous clusters. The main 

contributions of this part of the dissertation study include: (1) an analysis of parallel 

applications with security and timing constraints; (2) two new performance metrics 

(degree of security deficiency and risk-free probability) used to quantitatively measure 

quality of security provided by heterogeneous clusters; (3) considerations of 

heterogeneities in security and computation; (4) an security-and heterogeneity-driven 

scheduling algorithm (SHARP for short); (5) a simulation tool for heterogeneous clusters 

where SHARP is implemented and evaluated.  

Simulation results show that the degree of security deficiency can be used to increase 

risk-free probabilities of parallel applications. Our experimental results confirm that the 

SHARP algorithm can be employed to improve both security and performance of real-

time parallel applications running on heterogeneous clusters. Furthermore, security and 

performance improvements of SHARP over two existing algorithms are more 

pronounced for large-scale heterogeneous clusters with powerful CPUs. 

 In the next Chapter, we will study the issue of security-aware real-time scheduling 

on computational grids. 
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Chapter 8 

8 Enhancing Security of Real-Time 
Applications on Grids 

In previous chapters, we concentrated on security-aware scheduling for real-time 

applications on clusters. As we mentioned earlier, computational Grids are emerging as 

next generation computing platforms for large-scale computation and data intensive 

problems in industry, academic, and government organizations. Therefore, in this chapter 

we aim at developing security-aware real-time scheduling strategies in the context of 

Grid computing. 

In what follows, we summarize the motivation of this work in Section 8.1. Section 

8.2 describes a preliminary system architecture and task model. In Section 8.3 we 

propose a real-time scheduling algorithm for parallel applications on Grids. We present in 

Section 8.4 the experimental results based on real world traces from a supercomputing 

centre. We also provide insight into system parameters that ultimately affect performance 

potential of SAREG. Finally, Section 8.5 concludes the chapter with summary. 
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8.1 Motivation 
A computational grid is a collection of geographically dispersed computing resources, 

providing a large virtual computing system to users. With rapid advances in processing 

power, network bandwidth, and storage capacity, Grids are emerging as next generation 

computing platforms for large-scale computation and data intensive problems in industry, 

academic, and government organizations. As typical scientific simulation and 

computation require a large amount of compute power, it becomes crucial to take 

advantage of application scheduling to enable the sharing and aggregation of 

geographically distributed resources to meet the needs of highly complex scientific 

problems [63].  

Recently there have been some efforts devoted to the development of real-time 

applications on Grids [29]. Real-time applications depend not only on results of 

computation, but also on time instants at which these results become available [35]. The 

consequences of missing deadlines of hard real-time systems may be catastrophic, 

whereas such consequences for soft real-time systems are relatively less damaging. 

Examples of hard real-time applications include distributed defense and surveillance 

applications [82], and distributed medical data systems [49]. On-line transaction 

processing systems are examples of soft real-time applications [57].  

There exist a growing number of systems that have real time and security 

considerations [75], because sensitive data and processing require special safeguard and 

protection against unauthorized access. In particular, a variety of motivating real-time 

applications running on Grids require security protections to completely fulfill their 

security-critical needs. Unfortunately, conventional wisdom on real time systems is 



                      
 
                  
  
 
                                                         
 

inadequate for applications with real-time and security requirements. This is mainly 

because traditional real-time systems are developed to guarantee timing constraints while 

possibly posing unacceptable security risks. 

To tackle the aforementioned problem, we proposed a real-time scheduling algorithm 

(referred to as SAREG) with security awareness, which is intended to seamlessly 

integrate security into real-time scheduling for applications running on Grids. In this 

chapter we use trace-driven simulation to compare the performance of the SAREG 

algorithm against three baseline scheduling algorithms for Grids. Our simulator combines 

performance and security overhead estimates using a security overhead model based on 

three most commonly used security services (see Chapter 4). 

8.2 Mathematical Model 
A mathematical model of security-aware real-time scheduling for Grids is presented in 

this section. This model, which describes a scheduling framework, security-sensitive real-

time jobs, and security overheads, allows the SAREG algorithm to be formally presented 

in Section 8.3. 

Local 
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User 2 

User 1 
M2 

M1 

User  m1 

User 2 

User 1 

Local
User 2 

User 1 

User  m3 
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Local

User  mn 
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Mn 

Figure 8.1 Scheduling framework for SAREG in a computational Grid 
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8.2.1 Scheduling Framework 

A Grid can be specified as G = {M1, M2, …, Mn}, where Mi, 1 ≤ i ≤ n, is a site or cluster 

[66]. The n sites are connected by wide-area networks (See Figure 8.1). The scheduling 

framework is general in the sense that it can be applied to small-scale grids where 

computational sites are connected by LAN or MAN. Each site Mi is represented as a 

vector, e.g., Mi = (Pi, Ni,, Ti, Qi), where Pi is the peek computational power measured by 

an overall CPU capacity (e.g., BIPS), Ni is the number of machines in the site, Ti is a set 

of accepted jobs running on Mi, and Qi is a scheduler. Note that there exists a scheduler in 

each site, and we advocate the use of a distributed scheduling framework rather than a 

centralized one. This is mainly because a centralized scheduler in a large-scale grid 

inevitably becomes a severe performance bottleneck, resulting to a significant 

performance drop when workload is high. The distributed scheduling infrastructure 

makes a system portable, secure, and capable of distributing scheduling workload among 

an array of computational sites in the system [62]. 

Each site continues to receive reasonably up-to-date global load information by 

monitoring resource utilization of the Grid, and periodically broadcasts it local load 

information to other sites of the Grid. When a real-time job is submitted by a user to a 

local site, the corresponding scheduler assigns the job to a group of local machines or 

migrate the job to a remote site within in the Grid. The scheduler consists of a schedule 

queue used to accommodate incoming real-time jobs. The scheduler queue is maintained 

by an admission controller. If the incoming real-time jobs can be scheduled, the 

admission controller will place the tasks in the accepted queue for further processing. In 

case no site can guarantee the deadline of the submitted real-time job, it will be dropped 



                      
 
                  
  
 
                                                         
 

into a local rejected list. The scheduler processes all the accepted tasks by its scheduling 

policy before transmits them into the dispatch queue, where the quality of security of 

accepted jobs are maximized. After the quality of security is enhanced, the real-time job 

is dispatched to one of the designated site Mi ∈ G. The machines in site Mi can execute a 

number of real-time tasks in parallel. 

8.2.2 Security-Sensitive Real-time Jobs 

A real-time job is specified as a set of rational parameters, e.g., Ji = (ei, pi, di, li, Si), 

where ei is the execute time, pi is the number of machines required to execute Ji, di is the 

deadline, and li denotes the amount of data (measured in KB)  to be protected. ei can be 

estimated by code profiling and statistical prediction [16]. A collection of security 

services required by Ji is specified as Si = ( , , …, ), where denotes the security 

level range of the jth security service. Our security-aware scheduler is intended to 

determine the most appropriate point s

1
iS 2

iS q
iS j

iS

i in space Si, e.g.,  si = ( , , …, ), where 

  

1
is 2

is q
is

,j
i

j
i Ss ∈ .1 qj ≤≤

A schedule of a job Ji is formally denoted as the following expression: 

                                       ( )),),...(,(),,( ,,2,2,1,1, piipiiiiiii sssx σσσ= ,                          (8.1) 

where Ji is divided into pi tasks, ji ,σ  and are the start time and the security level of 

the jth task.  

jis ,

The SAREG algorithm is able to measure the security benefits gained by each 

admitted job. To implement this basic and valuable functionality, we quantitatively 

model the security benefit of the jth task of job Ji as a security level function denoted by 

SL: Si → ℜ, where ℜ is the set of positive real numbers: 
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Note that  is the weight of the jth security service for the task. Users specify in 

their requests the weights to reflect relative priorities given to the required security 

services. The security benefit of job J

j
iw

i is computed as the summation of the security 

levels of all its tasks. Thus, we have the following equation:                                                   

                              , where ∑
=

=
ip

j
jii sSLsSL

1
, )()( )...,( ,,2,,1, piiiii ssss = .                    (8.3) 

The scheduling decision of the job Ji is feasible if (1) all its tasks can be completed 

before the deadline di, and (2) the corresponding security requirements are satisfied. 

Specifically, given a real-time job  that consists of piJ i tasks, we can obtain the following 

non-linear optimization problem formulation to compute the optimal security benefit of 

Ji: 

                                               maximize ,              ( ) ∑∑
= =

=
ip

j

q

k

k
ji

k
ii swsSL

1 1
,

                                                subject to  ),max()min( ,
k
i

k
ji

k
i SsS ≤≤

                                                                iji df ≤,                                                    (8.4) 

where fi,j is the finish time of the jth task of Ji, and and are the 

minimum and maximum security requirements of . 

)min( j
iS )max( j

iS

iJ

The SAREG scheduling algorithm to be presented in the next section strives to 

enhance quality of security, which is defined by the sum of the security levels of all the 
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admitted jobs. Thus, the following security value function needs to be optimized, subject 

to certain timing and security constraints: 

                                   maximize ,                                  (8.5) ∑ ∑
= ∈

=
n

j TJ
iji

ji

sSLySV
1

, )(

where Tj is a set of accepted jobs running on site Mj, yi,j is set to 1 if job Ji is accepted by 

the jth site, and is set to 0 otherwise. Substituting Equation (8.4) into (8.5) yields the 

following security value objective function. Thus, our job scheduling problem for Grid 

environments can be formally defined as follows: given a Grid G = {M1, M2, …, Mn} and 

a list of jobs submitted to the Grid, find a schedule 

( )),),...(,(),,( ,,2,2,1,1, piipiiiiiii sssx σσσ=  for each job Ji, such that the total security level of 

jobs on G,  

                                                  ,                               (8.6) ∑ ∑∑∑
= = =∈

=
n

i

p

k

q

l

l
kj

k
j

TJ
ji

j

ij

swySV
1 1 1

,,

is maximized. 

8.3 The SAREG Scheduling Algorithm 
To support the presentation of the proposed algorithm, it is necessary to introduce some 

definitions as well as three properties. The schedule of a job is feasible if all its tasks can 

be completed before its deadline. Hence, a job has a feasible schedule on a Grid if there 

exists at least one site, where a valid schedule is available for each task. More formally, 

this fact can be expressed by the following property.  

Property 8.1. If job Ji has a feasible schedule on a Grid with n sites denoted by a set G = 

{M1, M2, …, Mn}, the following inequality must be satisfied: 
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j
kiij dcepkGM ≤++≤≤∀∈∃ ,,:1: σ

where is the start time of the kth task on site Mj
ki ,σ j, is the computation time of the kth 

task of   and is the security overhead experienced by the task when its minimal 

security requirements are met. Property 8.1 formally describes the timing constraint, e.g., 

all the tasks of job J

ki ,e

iJ min
ic

i must be completed before the deadline di. 

The start time can be computed by Equation (8.7).   
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(8.7) 

where τ is the current time, is the size of data to be migrated from site Ms
iδ j to Mr, Bj,r 

denotes the available network bandwidth between Mj and Mr, and 

is the overall execution time (security overhead is factored in) 

of all tasks running on the lth machine. In other words, if task t

∑ ∑
≤∈ ∈
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k is running on the local 

site Mj, the start time  is the earliest available time at site Mj
ki ,σ j. In case is tk dispatched 

to be executed on the remote site Mr, the start time  relies on the data communication 

time and the earliest available time at M

rj
ki
,

,σ

r.  

The minimal security overhead of can be efficiently calculated by the min
kic , it
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following equation.  
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i Sc min  denotes the overhead of the jth security service when the 

corresponding minimal security requirement is satisfied. 

Given an arrival job Ji and a local site Mj ( GM j∈ ) of the Grid, the scheduling 

problem is to generate a feasible schedule, which satisfies the following two properties. 

Property 8.2. All the tasks of job Ji are accomplished before the deadline di. Thus, 
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 where  is the security level of the jth security service, is the size of output 

data to be transmitted from site M

j
i

j
ki Ss ∈,

r
iδ

r to Mj, and Br,j is the available network bandwidth 

between Mr and Mj. 

Property 8.3. The security level of an accepted job Ji on Mj  is maximized at the job’s 

arrival time under the assumption that no more jobs arrive on Mj after this arrival time. 

 132

The SAREG algorithm is outlined in Figure 8.2. The goal of the algorithm is to deliver 

high quality of security under two conditions: (1) the security level promotion will not 

miss its deadline; and (2) the security level promotion will not result in any accepted 

subsequent task to be failed. To achieve the goal, SAREG strives to maximize security 

level of each accepted job (see Step 21) while maintaining reasonably high guarantee 

ratios (see Step 12). 



                                        

   
 
                                                         
 

 
1.  for each task tk of job Ji on site Mj do 
2.    Use Equation (11) to computer , the earliest start time of task Jj

ki,σ i on site Mj; 

3.  Use Equation (12) to obtain the minimal security overhead of task tmin
kic , k; 

4.  if  then (See Property 1) i
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18.  end for 
19.  if Property 2 is satisfied then /* All the tasks  in Ji can be finished before di */ 
20.   where h = j or r; /* Accept job  */ ,1, ←hiy iJ
21.           /* Optimize quality of security, see Equation (4) */ 

   Find site for , maximize ; hM iJ ( ) ∑ ∑
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22.    dispatch job iJ  to M  according to the schedule generated above; h

23.   else /* Reject , since no feasible schedule is available */  ;0, ←hiy iJ
 

 
Figure 8.2 The SAREG scheduling algorithm 

  
Before optimizing the security level of each task of job Ji on Mj, SAREG attempts to 

meet the real-time requirement of Ji. This can be accomplished by calculating the earliest 
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start time (use Equation 8.7) and the minimal security overhead of Ji (use Equation 8.8) 

in Steps 2 and 3, followed by checking if all the tasks of Ji  can be completed before the 

deadline di (see Step 4). If the deadline cannot be met by Mj, Ji is rejected by Step 23. 

The security level of each task in Ji on Mj is optimized in the following way. Recall 

that the security service weights used in Equations (8.2), (8.4), and (8.6) reflect the 

importance of the three security services, directly indicating that it is desirable to give 

higher priorities to security services with higher weights (see Step 5). In other words, 

enhancing security levels of more important services tends to yield a maximized security 

level of the task on Mj.  

In the case of a particular security service },,{ geavl ∈ , Step 10 escalates the 

security level  while satisfying the following timing constraints (see Step 12). Step 21 

is able to maximize the security level of all the tasks in J

lv
kis ,

i by identifying a site Mh that 

provides the maximal security level and dispatching Ji to Mh (see Step 22).  

The time complexity of the SAREG scheduling algorithm is given as follows. 

Theorem 8.1. The time complexity of SAREG is O(knm), where n is the number of sites 

in a Grid, m is the number of tasks running on a site, and k is the number of possible 

security level ranks for a particular security service  lv )31},,,{( ≤≤∈ lgeavl .  

Proof. The time complexity of finding the earliest start time for the task on a site is O(m) 

(Step 2). To obtain the minimal security overhead of the task; the time complexity is 

a constant O(1) ( Step 3). Sorting the security service weights in a decreasing order (Step 

5) takes a constant time O(1) since we only have 3 security services. To increase the 

task’s three security levels to their possible maximal ranks under the constraints (Step 

min
ic
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12), the worst case time complexity is O(3km) (Step 8 ~ Step 15). To find site Mh on 

which the security level of task is optimized (Step 20 ~ Step 22), the time complexity is 

O(n). Thus, the time complexity of the SAREG algorithm is as follows: O(n)(O(m) + 

O(1) + O(1) + O(3km)) + O(n) = O(knm).  

Since n, m and k cannot be very big numbers in practice, the time complexity of 

SAREG should be low based on the expression above. This time complexity indicates that 

the execution time of SAREG is a small value compared with task execution times (e.g., 

the real world trace used in our simulations shows that the average job execution time is 

8031 Sec.). Thus, the CPU overhead of executing SAREG-EDF is ignored in our 

experiments. 

We prove the correctness of the SAREG algorithm below. 

Theorem 8.2. The SAREG algorithm satisfies Properties 8.2 and 8.3. 

Proof. (1) First, we prove that SAREG satisfies Property 2. A task tk is accepted by a Grid 

with n sites denoted by G = {M1, M2, …, Mn}  There is at least one site M⇒ j ( GM j∈ ) 

on which tk has a feasible schedule The two inequalities in Property1 must 

hold task t

1Pr operty

⇒

1inequality
⇒ k can be finished before its deadline  The deadline of task tid ⇒ k must 

be met. Thus, each accepted task meets its deadline. 

(2) Second, we prove that SAREG satisfies Property 3. We can provide a proof by 

contradiction. There are two cases after task tk is accepted: 

(a) Task tk is the last element in the local queue of site Mj based on the EDF order. In this 

case, there is no other task in the local queue of site Mj that is behind tk. The only 

constraint for increasing the security level of tk is its deadline , which is enforced by id
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Step 12 in Figure 8.2. The security level of task tk will eventually reach a critical value 

(Step 8 ~ Step 15 in Figure 3), meaning that any further increase in security level of 

t

1jc
iSL

k will violate its deadline . Now suppose that there is a larger security level  

( > ) for task t

id 1jb
iSL

1jb
iSL 1jc

iSL k that is an accepted task on site Mj. However, this will 

definitely make t

1jb
iSL

k violate its deadline  based on the conclusion drawn above because of 

the equality > . makes T

id

1jb
iSL 1jc

iSL 1jb
iSL i violate its deadline   

 t

id ⇒

i
geab

b
ki

b
kiki

j
ki dsce >++ ∑

∈ },,{
,,,, )(σ ⇒ k cannot be accepted by site Mj  This statement 

contradicts our assumption that task t

⇒

k is an accepted task on Mj. Thus, must be the 

maximal security level of t

1jc
iSL

i under this situation. 

(b) Task tk is not the last element in the local queue of site Mj based on the EDF order. In 

this case, there is at least one accepted task in the local queue that is behind tk. The 

deadline constraint is enforced by Step 12. The security level of task tid k will also 

eventually reach a critical value (Step 8 ~ Step 15 in Figure 8.2), which means that 

further increase in the security level of t

2jc
iSL

k will either violate its deadline  or the deadlines 

of earlier accepted tasks. Now suppose is not t

id

2jc
iSL k’s maximal security level under this 

circumstance and, thus, there is a larger security level  ( > ) for task t2jb
iSL 2jb

iSL 2jc
iSL k, an 

accepted task on node Mj under this situation. However, will violate either deadline 

or the deadlines of earlier accepted tasks because of the inequality > .  

2jb
iSL

id 2jb
iSL 2jc

iSL

Case one:  violates t2jb
iSL k‘s deadline   id ⇒ i

geab

b
ki

b
kiki

j
ki dsce >++ ∑

∈ },,{
,,,, )(σ ⇒  tk cannot 

be accepted on site Mj , which contradicts our assumption that task tk is an accepted task 
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on site Mj. Thus,  must be the maximal security level of t2jc
iSL k under this situation. 

Case two:  violates the deadlines of earlier accepted tasks. Thus, 

. The implication is that the second inequality in 

Property 1 cannot hold. Therefore, task T

2jb
iSL

i
geab

b
ki

b
kiki

j
kik dscet >++∃ ∑

∈ },,{
,,,, )(:σ

i has no feasible schedule on site Mj, meaning 

that tk is not an accepted task on site Mj. This statement contradicts our assumption that tk 

is an accepted task on site Mj. Consequently,  must be the maximal security level of 

t

2jc
iSL

k under this situation.  

8.4 Performance Evaluation 
In the previous Section we proposed the SAREG scheduling algorithm, which integrates 

security requirements into scheduling for real-time applications on Grids. Now we are in 

a position to evaluate the effectiveness of SAREG by conducting extensive simulations 

based on a real world trace from San Diego Supercomputer Center (SDSC SP2 log). The 

real trace was sampled on a 128-node (66MHz) IBM SP2 from May 1998 through April 

2000. To simplify our experiments, we utilized the first three months data with 6400 

parallel jobs in simulation.  
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To reveal the strength of SAREG, we compared it against two well-know scheduling 

algorithms, namely, Min-Min and Sufferage [52] in addition to a traditional real-time 

scheduling algorithm - the Earliest Deadline First algorithm (EDF). Min-Min and 

Sufferage are non-preemptive task scheduling algorithms, which were designed to 

schedule a stream of independent tasks onto a heterogeneous distributed computing 

system such as a Grid. Note that Min-Min and Sufferage are representative dynamic 

scheduling algorithms for Grid environments, and they were successfully applied in real 



                      
 
                  
  
 
                                                         
 

world distributed resources management systems such as SmartNet [30]. For the sake of 

simplicity, throughout this section Sufferage is referred to as SUFFER.  

To emphasize the non-security-aware characteristic of EDF algorithm, we refer to 

the EDF algorithm as NS-EDF (non-security-aware EDF) in this chapter. Although the 

NS-EDF algorithm, a variation of EDF, is able to schedule real-time jobs with security 

requirements, it makes no effort to optimize quality of security. Rather, it randomly 

selects a security level for each task in a real-time job. The three baseline scheduling 

algorithms are briefly described below. 

(1) MINMIN:  For each submitted real-time job, a Grid site that offers the earliest 

completion time is tagged. Among all the mapped tasks, the one that has the minimum 

earliest completion time is chosen and then allocate to the tagged site. The MINMIN 

scheduler randomly selects security levels of security services required by tasks of a real-

time job.  

(2) SUFFER: Allocating a site to a submitted job that would “suffer” most in terms of 

completion time if that site is not allocated to it. Again, the SUFFER scheduler randomly 

chooses security levels for security requirements posed by an arriving job. 

(3) NS-EDF: Tasks with the earliest deadlines are always executed first. We modified the 

traditional EDF algorithm in a way that it can randomly picks values within the security 

level ranges of services required by tasks. The following expression is held in the NS-

EDF algorithm: { }b
i

b
kii Ssgeabpk random:},,{,1 , =∈≤≤∀ .  

The ultimate goal of comparing SAREG against MINMIN and SUFFER is to 

demonstrate schedulability performance improvements over existing scheduling 

algorithms in a real-time computing environment, whereas the purpose of comparing 
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SAREG with NS-EDF is to show security performance benefits gained by employing 

SAREG in a Grid environment. This section is organized as follows. Section 8.4.1 

describes our simulator and important system parameters. Section 8.4.2 is to examine the 

performance improvements of SAREG over the three baseline algorithms. In Section 

8.4.3 we investigate the performance impacts of the number of computing nodes in a 

simulated four-site Grid. Section 8.4.4 addresses the performance sensitivity of the 

SAREG algorithm to CPU capacities of the nodes in a Grid. We evaluate in Section 8.4.5 

the scalability (measured as Grid size) of the proposed SAREG algorithm. Last but not 

least, Section 8.4.6 demonstrates that SAREG delivers good performance in terms of 

conventional performance metrics, including the mean slowdown and mean response 

time. 

8.4.1 Simulator and Simulation Parameters 

Before presenting the empirical results in detail, we present the simulation model as 

follows. A competitive advantage of conducting simulation experiments is that 

performance evaluation on a Grid can be accomplished without additional hardware cost. 

The Grid simulator was designed and implemented based on the model and the algorithm 

described in the previous sections.  

Table 8.1 summarizes the key configuration parameters of the simulated Grid used in 

our experiments. The parameters of nodes in Grid are chosen to resemble real-world 

workstations like IBM SP2 nodes.  

We modified a real world trace by adding randomly generated deadlines for all tasks 

in the trace. The assignment of deadlines is controlled by a deadline base, or laxity, 



                      
 
                  
  
 
                                                         
 

denoted as β, which sets an upper bound on tasks’ slack times. We use Equation (8.9) to 

generate job Ji’s deadline di. 

                                                                                                   (8.9) ,β+++= max
iiii cead

where ai and ei are the arrival and execution times obtained from the real-world trace. 

is the maximal security overhead (measured in ms), which is computed by Equation 

(8.10).  

max
ic

                                                        { }( )∑
∈

=
},,{

max max
geaj

j
i

j
ii Scc ,                                    (8.10) 

where { }( )j
i

j
i Sc max  represents the overhead of the jth security service for when the 

corresponding maximal requirement is fulfilled. 

iJ

Table 8.1 Characteristics of System Parameters 

Parameter           Value (Fixed) - (Varied) 
CPU Speed (2) – (4, 8, 16) 
β (Deadline Base, or Laxity)   (50 second) – (200, 400, 800 second) 

Network bandwidth 5 MB/Second 
Number of sites (4) – (8, 16, 32) 
Number of nodes (184)- (256, 320,384) 
Mean size of data to be secured 50KB for short jobs, 500KB for medium jobs, 1MB 

for long jobs
Mean size of input data 100MB for short jobs, 500MB for medium jobs, 1TB 

for large jobs 
Mean size of application code 500KB for short jobs, 5MB for medium jobs, 50MB 

for large jobs 
Required security services Encryption, Integrity and Authentication  

Weight of authentication 0.2 
Weight of encryption  0.5 
Weight of integrity 0.3 

 

“Job number”, “submit time”, “execution time” and “number of requested 

processors” of jobs submitted to the Grid are taken directly from the trace. “size of input 

file”, “size of application code”, “size of output file” and “deadlines” are synthetically 
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generated in accordance with the above model, since these parameters are not available in 

the trace. When a job has to be remotely executed to meet its deadline, we must consider 

its migration cost, which is factored in Equation 8.7. In order to measure the migration 

cost of a job, we need to estimate the network bandwidth and the amount of data to be 

transferred. Vazhkudai et al. [86] measured the end-to-end bandwidth between two 

remote super-computing centres using GridFTP. It was discovered that the network 

bandwidth varies from 1.5 to 10.2 MB/sec. In our simulation experiments, the network 

bandwidth was randomly drawn from a uniform distribution with range 1.5 to 10.2 

MB/sec., which can resemble practical network bandwidth in existing distributed 

systems. The synthesized deadline weakens correlations between real-time requirement 

and other workload characteristics. However, in the experiments we can examine 

performance impacts of deadlines on system performance by controlling the deadlines as 

fundamental simulation parameters (see Section 8.4.2).  

The performance metrics by which we evaluate system performance include:  

• security value (see Equation 8.6). 

• guarantee ratio: measured as a fraction of total submitted jobs that are found to be 

schedulable). 

• overall system performance: defined as a product of security value and guarantee 

ratio.  

• mean slowdown: the slowdown of a job is the ratio of a job’s response time to its 

service time, and mean slowdown is the average slowdown of all schedulable jobs 

in the Grid.  



                      
 
                  
  
 
                                                         
 

• mean response time: the response time of a job is the time interval between the 

job’s arrival and finish times, and mean response time is the average response time 

of all schedulable jobs in the Grid. 

8.4.2 Overall Performance Comparisons 

The goal of this experiment is two fold: (1) to compare the proposed SAREG algorithm 

against the three baseline schemes, and (2) to understand the sensitivity of SAREG to 

parameter β, or deadline base (Laxity). To stress the evaluation, we assume that each job 

arrived in the Grid requires the three security services. Without loss of generality, it is 

assumed that time spent handling page faults is factored in a job’s execution time. 

 

   (a)                                                  (b)                                                  (c) 

Figure 8.3 Performance impact of deadline 
 

Figure 8.3 shows the simulation results for these four algorithms on a Grid with 4 

sites (184 nodes) where the CPU power is fixed at 100 MIPS. We observe from Figure 

8.3a that SAREG and NS-EDF exhibit similar performance in terms of guarantee ratio 

(the performance difference is less than 2%), whereas the guarantee ratios of SAREG are 

a lot higher than those of MINMIN and SUFFER algorithms. The reason for the 

performance improvements of SAREG over MINMIN and SUFFER is two fold. First, 

SAREG is a real-time scheduler, while the SHMAX and SHRND are non-real-time 
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scheduling algorithms. Second, SAREG judiciously enhances the security levels of 

accepted jobs under the condition that the deadlines of the accepted jobs are guaranteed.  

Figure 8.3a illustrates that the guarantee ratios of four algorithms increase with the 

increasing value of the laxity. This is because the large deadline leads to long slack times, 

which in turn tend to make the deadlines more likely to be guaranteed.  

Figure 8.3b plots security values of the four alternatives when the deadline base is 

increased from 50 to 800 Sec. Comparing with the average execution time of all jobs in 

the trace, which is 8030.8 Sec., the laxity range [50, 800] is reasonable. Figure 8.3b 

reveals that SAREG consistently performs better, with respect to quality of security, than 

all the other three approaches. When the deadlines are tight, the security values of 

SAREG are much higher than those of MINMIN and SUFFER. In addition, SAREG 

consistently outperforms NS-EDF when the laxity varies from 50 seconds to 800 

seconds. This is because that SAREG can improve accepted jobs’ security levels under 

constraints of their deadlines and resources availability, while NS-EDF makes no effort 

to optimize the security levels. More specifically, NS-EDF merely randomly chooses a 

security level within the corresponding security requirement range. Interestingly, when 

the deadlines become tight, the performance improvements of SAREG over the three 

competitor algorithms are more pronounced. The results clearly indicate that Grids can 

gain more performance benefits from our SAREG approach under the circumstance that 

real-time tasks have urgent deadlines. 

The overall system performance improvements achieved by SAREG are plotted in 

Figure 8.3c. The first observation deduced from Figure 8.3c is that the value of overall 

system performance increases with the laxity. This is mainly because the overall system 
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performance is a product of security value and guarantee ratio, which become higher 

when the deadlines are loose due to the high laxity value.  

A second observation made from Figure 8.3c is that the SAREG algorithm 

significantly outperforms all three alternatives. This can be explained by the fact that 

although the guarantee ratios of SAREG and NS-EDF are similar, SAREG considerably 

improves security values over the other algorithms, while achieving much higher 

guarantee ratio than MINMIN and SUFFER. This result suggests that if quality of 

security is the sole objective in scheduling, SAREG is more suitable for Grids than the 

other algorithms. By contrast, if schedulability is the only performance objective, 

SAREG can maintain similar guarantee ratios as those of NS-EDF, whose security 

performance is the second best among the four algorithms.  

Last but not least, Figure 8.3c indicates that the overall performance improvement of 

SAREG over the other three algorithms becomes more pronounced when the deadlines 

are tighter, implying that more performance benefits can be obtained by SAREG for real-

time applications with small slack times. This is because the SAREG approach is less 

sensitive to the change in deadlines than the other approaches. 

8.4.3 Impact of the Number of Nodes 

This subsection is focused on performance impact of the number of nodes in a four-site 

simulated Grid. Specifically, we evaluate the performance of the four algorithms in the 

cases where the total number of computation nodes in a Grid changes from 184 to 384 

and all tasks have very tight deadlines (laxity=50 seconds). Each task in the trace poses 

requirement on how many nodes it needs. The goal is to examine the performance impact 

of number of total nodes in a Grid. 



                      
 
                  
  
 
                                                         
 

 

Figure 8.4 Performance impact of number of nodes 
 
Figure 8.4 shows the performance impacts of the number of nodes in the Grid. We 

observe from the figure that SAREG delivers better overall system performance than the 

other competitor algorithms. This result is consistent with that observed from the 

previous experiment (see Figure 8.3). Furthermore, all the four scheduling algorithms 

exhibit better performance when the Grid has more computation nodes. However, 

MINMIN and SUFFER can only marginally improve performance in guarantee ratio and 

security value when more computational nodes are available in the Grid. The reason is 

two-fold: (1) each task has an extremely tight deadline and the guarantee ratios of 

MINMIN and SUFFER largely depend on deadlines (see Figure 8.3), and (2) the number 

of nodes increased is very small compared with the number of total submitted jobs.  

Interestingly, Figure 8.4 reveals that the performance improvement of SAREG over 

NS-EDF in terms of GR is not promising in the first three nodes number configurations. 

NS-EDF even outperforms SAREG in GR when the total number of nodes in the Grid is 

384. The rationale behind this result is that SAREG always tries to promote currently 

arrived tasks’ security levels to the maximal possible value, which in turn increases the 

execution time of currently scheduled tasks. Therefore, subsequent tasks could wait for a 
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longer time to be executed and thus violate their deadlines. For NS-EDF this situation 

does not apply. 

8.4.4 Sensitivities to CPU Capacity 

To examine performance sensitivities of the four algorithms to CPU capacity, in this set 

of experiments we varied the CPU capacity (measured as speedup over the baseline 

computational node) from 2 to 16. Specifically, the CPU speed of the IBM SP2 66MHz 

nodes is normalized to 1. We escalate the CPU capacity of  the nodes to a normalized 

value of 2, 4, 8, and 16, respectively. Therefore, the execution times (including security 

overhead) could be 1/2, 1/4, 1/8 and 1/16 of that of original values, respectively. Also, we 

select a 200 seconds laxity and a four-site simulated Grid with total 184 nodes. This 

experiment is focused on evaluating the performance impact of CPU speedup on the four 

algorithms under a situation where deadlines are relatively tight and the number of nodes 

is less than sufficient.  

The results reported in Figure 8.5 reveal that the SAREG algorithm outperforms the 

other three alternatives in terms of security value and overall system performance. 

However, the difference in guarantee ratio performance between SAREG and NS-EDF is 

almost zero. This is because SAREG can accept the same number of submitted tasks as 

NS-EDF when the node’s CPU speed is so fast that the security overhead is trivial and 

thus has little effect on the guarantee ratio performance. Figure 8.5 shows that MINMIN 

and SUFFER only slightly improve their performance when the computing capacity of 

the Grid is increased. The results can be explained by the following two reasons. First, 

the trace used in the simulation has approximately a fixed job arrival rate, meaning that 

decreasing jobs’ execution time does not necessarily improve guarantee ratio. Second, the 



                      
 
                  
  
 
                                                         
 

deadlines of all submitted tasks are relatively tight. As we can see from Figure 8.5, the 

laxity has great influence on MINMIN and SUFFER in terms of the guarantee ratio. 

 
Figure 8.5 Performance impact of CPU Speedup 

8.4.5 Scalability 

This experiment is intended to investigate the scalability of the SAREG algorithm. We 

scale the number of sites in the Grid from 4 to 32. Figure 8.6 plots the performances as 

functions of the number of sites in the Grid. The results show that the SAREG approach 

exhibits good scalability. 

 
Figure 8.6 Performance impact of number of sites 

 
Figure 8.6 shows the improvement of SAREG in overall system performance over 

the other three heuristics. It is observed from Figure 8.6 that the amount of improvement 

over MINMIN and SUFFER maintains almost the same level with the increasing value of 
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the site number. This result can be explained by the non-real-time nature of MINMIN and 

SUFFER, which schedules tasks that change the expected site ready time status by the 

least amount that any assignment could [52]. 

8.4.6 Conventional performance metrics 

In this subsection we compare SAREG with the other three alternatives in terms of 

conventional performance metrics, namely, mean slowdown and mean response time. 

The purpose of the comparison is to verify if SAREG has good performance in the two 

commonly used metrics.  

 
Figure 8.7 Deadline impact on mean slowdown and mean response 
time 

 
Figure 8.8 Number of node impact on mean slowdown and mean 
response time 
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Figure 8.9 CPU speedup impact on mean slowdown and mean 
response time 

 
Figure 8.10 Number of site impact on mean slowdown and mean 
response time 

 
Figures 8.7-8.10 show that SAREG substantially outperforms MINMIN and 

SUFFER in all four cases described from section 8.4.2 to 8.4.5. It is interesting to observe 

from Figure 8.9 that the mean response time is very sensitive to the CPU speedup. This is 

mainly because the execution time of each job is greatly reduced due to the increase in 

the CPU capacity. SAREG tied with NS-EDF in terms of mean slowdown and mean 

response time. However, the SAREG algorithm significantly outperforms NS-EDF in 

security value, which is one of the most important performance metrics in security-

sensitive real-time Grid environments. An insightful conclusion we draw from this set of 

experiments is that SAREG significantly improves the performance in security over 
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conventional real-time scheduling algorithms like EDF while maintaining a similar level 

of performance in traditional metrics, including mean slowdown and mean response time. 

8.5 Summary 

In this chapter, we proposed a novel scheduling algorithm, or SAREG, for real-time 

applications on computational Grids. The SAREG approach paves the way to the design 

of security-aware real-time scheduling algorithms for Grid computing environments. To 

make the SAREG scheduling algorithm practical, we presented a mathematical model in 

which a scheduling framework and security-sensitive real-time jobs are formally 

described.  

To quantitatively evaluate the effectiveness of the SAREG algorithm, we conducted 

extensive simulations based on a real world trace from a supercomputing centre. 

Experimental results under a wide spectrum of workload conditions show that SAREG 

significantly enhances quality of security for real-time applications while maintaining 

high guarantee ratios. Furthermore, SAREG is capable of minimizing the mean 

slowdown and response time under various workload characteristics. More importantly, 

SAREG-EDF achieves overall system performance over three existing scheduling 

algorithms (MIN-MIN, Sufferage, and EDF) by averages of 286.34%, 272.14%, and 

33.86%, respectively.  
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Chapter 9 

9 Conclusions and Future Work 

In this dissertation, we have developed an array of security-aware scheduling schemes for 

real-time applications executing in a cluster-computing environment or a computational 

Grid. This chapter concludes the dissertation by summarizing the major contributions and 

describing future research directions. The chapter is organized as follows: Section 9.1 

highlights the main contributions of the dissertation. In Section 9.2, we focus on some 

future directions, which are extensions of our past and current research on security-

awareness support for real-time applications. Finally, Section 9.3 summarizes the results 

and their implications. 

9.1 Main Contributions 
Over the last decade, clusters have become the fastest growing platforms in high-

performance computing. More recently, Grids are emerging as next generation computing 

platforms for large-scale computation and data intensive problems in industry, academic, 

and government organizations. Security-sensitive real-time applications such as military 
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aircraft flight control systems have mandatory security requirements in addition to 

stringent timing constraints. Conventional real-time scheduling algorithms for clusters 

and Grids, however, either disregard applications’ security needs, and thus expose the 

applications to security threats, or run applications at inferior security levels without 

optimizing security performance. In recognition that many applications running on 

clusters and Grids demand both real-time performance and security, in this dissertation 

research we investigate the problem of scheduling a set of independent real-time tasks or 

parallel real-time applications with various security requirements. In what follows, we 

summarize the main contributions of this dissertation study. 

9.1.1 A Security Middleware Model for Real-time Applications 

We presented a novel security middleware model, SMW, from which a security-sensitive 

real-time application can exploit a variety of security services to enhance the safety of its 

execution on Grids [96]. A quality of security control manager (QSCM), a centerpiece of 

the SMW model, was designed and implemented to achieve a flexible trade-off between 

overheads caused by security services and system performance, especially under 

situations where available resources are dynamically changing and insufficient. 

Importantly, the security middleware model paves the way towards the design of 

security-aware real-time scheduling algorithms. 

9.1.2 A Security Overhead Model 

We proposed an effective model that can approximately yet reasonably measure security 

overheads experienced by tasks with security requirements [97]. In light of the security 

overhead model, schedulers are enabled to incorporate security overheads into the 

process of scheduling real-time tasks. 
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Since security is achieved at the cost of performance degradation, it is critical and 

fundamental to quantitatively measure overhead caused by various security services. 

Unfortunately, less attention has been paid to models used to measure security overheads. 

Security overhead model for each security services in the context of real-time computing 

remains an open issue. To enforce security in real-time applications while making 

security-aware scheduling algorithms predictable and practical, we proposed an effective 

model that is capable of measuring security overheads experienced by tasks with an array 

of security requirements. With the security overhead model in place, schedulers are aware 

of security overheads. Particularly, the model can be employed to compute earliest start 

times and minimal security overheads of real-time tasks running on clusters and Grids. 

Without loss of generality, we consider three security services widely deployed in real-

world systems, namely, encryption, integrity, and authentication. 

9.1.3 Security-Aware Scheduling for Homogeneous Clusters 

We presented an analysis of security and real-time performance needs of various 

applications running on homogeneous clusters. In addition, we proposed a security-aware 

heuristic strategy that can be integrated with existing real-time scheduling policies. After 

introducing two new performance metrics, we constructed a simulated cluster where the 

SAEDF algorithm is implemented and evaluated. We made use of the simulated 

homogenous cluster to evaluate performance of our approach in terms of guarantee ratio, 

security value, and overall system performance. 

9.1.4 Consideration of the Heterogeneity of Resources 

Many existing clusters are heterogeneous in terms of resources including but not limited 

to CPU, memory, and disk storage. Since heterogeneity in resources inevitably 
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complicates the scheduling issue of real-time tasks, we devised a security and 

heterogeneity driven scheduling algorithm to improve security of real-time applications 

on heterogeneous clusters.  

Specifically, we extended the security overhead model presented in Chapter 4 to fit 

the needs of heterogeneous clusters. Two new performance metrics (degree of security 

deficiency and risk-free probability) were introduced to quantitatively measure quality of 

security provided by heterogeneous clusters. In addition to security heterogeneities, we 

considered heterogeneities with respect to computation time. 

9.1.5 Supporting for Parallel Applications 

A parallel application can be represented by a Directed Acyclic Graph (DAG). In an 

effort to schedule security-sensitive parallel real-time applications, we need to take 

precedence constraints as well as timing and security requirements into account. 

We substantially extended our work in security-aware scheduling for sequential jobs 

by developing a security-driven task allocation scheme for parallel applications with 

deadline, security, and task precedence constraints. TAPADS (Task Allocation for 

Parallel Applications with Deadline and Security Constraints), a task allocation scheme 

for parallel application with deadline and security constraints, was developed to generate 

optimal allocations that maximize quality of security and the probability of meeting 

deadlines for parallel applications running on clusters [98]. The proposed TAPADS 

scheme factors in security and timing correctness in a way that probabilities of being risk 

free and meeting deadlines are used as two performance objectives for clusters. 
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9.1.6 Improving Security for Grids 

 We constructed a security-aware scheduling strategy, or SAREG, for real-time 

applications on computational Grids [99]. Further, we seamlessly integrated SAREG with 

the QSCM module outlined in Chapter 3. To quantitatively evaluate performance of the 

SAREG algorithm, we introduced a new performance metric-security value, which was 

used to measure the quality of security experienced by all real-time jobs whose deadlines 

can be met. 

9.2 Future Work 
In the course of designing and developing security-aware scheduling schemes for clusters 

and Grids, we have found several interesting issues that are worth to be resolved. This 

section overviews some of these open issues that need further study. In addition, this 

section presents opportunities for future work by addressing energy-aware scheduling 

issues in other application domains.  

9.2.1 Refining the Security Overhead Model 

The security overhead model proposed in Chapter 4 provides an efficient way to quantify 

security overhead and to differentiate quality of various security mechanisms. However, 

there is still much space to further improve the model. In particular, we will refine the 

model in the following three steps. First, we will extend our security overhead model to 

multi-dimensional computing resources. To this end, we have considered security 

overhead in terms of computation time, which is only one of the computing resources 

consumed by security services. Memory, network bandwidth and storage capacities must 

be addressed in our future study. Second, we will accommodate more security services in 
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the security overhead model. Besides the three security services discussed, we plan to 

include authorization and auditing services in the extended model.  

Last but not least, we aim to provide an objective way to quantify quality of security 

exhibited by a wide range of security mechanisms. For example, a security level assigned 

to a cryptographic algorithm will have to be determined by a combination of the 

following factors: (1) length of a key used; (2) resources like time and essential 

equipment that a third-party needs to break the cryptographic algorithm. 

9.2.2 Improving Security for Periodic Tasks on Embedded Systems   

Embedded systems, ranging from intelligent vehicle highway system [33] and hearing 

aids [25] to satellite [47], have been applied to diverse environments, including real-time 

computing platforms, which depend not only on results of computation, but also on time 

instants at which these results become available.  

Since many embedded systems need to access, store, and manipulate security 

sensitive data [69], improving quality of security in embedded systems is increasingly 

becoming a critical and challenging issue in the design and development of embedded, 

real-time systems. Although there exists a large body of research related to security in the 

context of general-purpose computing systems, security techniques developed for PCs or 

servers are inadequate for embedded systems. Securing real-time embedded systems 

relies on a careful selection of security strategies, which are, in most cases, computational 

intensive and likely to push computing resources to the limit. 

Today there are a variety of systems that have real time and security considerations, 

because sensitive data and processing require special safeguard and protection against 

unauthorized access [67]. In particular, real-time applications running in embedded 
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systems require security protections to completely fulfill their trustworthy computing 

needs. However, conventional real time systems, which are developed to guarantee 

timing constraints while possibly posing unacceptable security risks, fail to meet the 

requirements of information security and assurance for modern real-time applications. 

We will investigate fundamental and innovative real-time scheduling algorithms that 

are intended to achieve high quality of security for embedded systems while improving 

resource utilization. 

9.2.3 Energy-Saving for Embedded Systems  

Parallel applications with energy and low-latency constraints are emerging in various 

networked embedded systems like digital signal processing, vehicle tracking, and 

infrastructure monitoring. However, conventional energy-driven task allocation schemes 

for a cluster of embedded nodes only concentrate on energy-saving when making 

allocation decisions. Consequently, the length of the schedules could be very long, which 

is unfavorable or in some situations even not tolerated.  

We will address the issue of allocating a group of parallel tasks on a heterogeneous 

embedded system with an objective of energy-saving and short-latency. A novel task 

allocation strategy needs to be developed to find an optimal allocation that minimizes 

overall energy consumption while confining the length of schedule to an ideal range. 

9.3 Conclusions 
This dissertation has presented a family of security-aware scheduling techniques in 

cluster and Grid computing environments. These techniques pave a way to the design of 

security-aware real-time systems. To make the security-aware scheduling strategies 
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delineated in this dissertation practical, we proposed a security overhead model to 

quantitatively measure overheads of security services including but not limited to 

confidentiality, integrity, and authentication required by real-time applications. In doing 

so, security overheads can be taken into consideration in the process of scheduling real-

time tasks. The effectiveness of our strategies was evaluated by developing an array of 

novel security-aware real-time scheduling schemes, which were seamlessly integrated 

with existing real-time scheduling policies like EDF (Earliest Deadline First). To 

quantitatively validate the performance of our security-aware schemes, we first 

introduced some new performance metrics, such as, security value (see Equation 5.4). 

Security value is a collective value of each admitted application’s security level and it can 

be used to measure the quality of security experienced by all schedulable real-time tasks. 

We then conducted extensive trace-driven simulations using synthetic and real-world 

traces in addition to real-world applications.  and Experimental results show that our 

security-aware strategies outperform existing scheduling algorithms in terms of security 

value while consistently maintaining a high performance in conventional metrics like 

guarantee ratios under a wide range of workload characteristics.  
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