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The preparation of a dataset by merging multiple data sources using the data fusion
method may lead to the loss of vital information from each multi-source dataset and a cer-
tain amount of correlative information among the multiple data sources. Based on the
extensive analysis of ‘‘the unique characteristics” of multi-source outliers, we propose
multi-source outlier detection techniques to reliably identify outliers in multiple datasets.
Several real-world examples are considered to classify multi-source outliers into three
types (Type I-III) depending on the correlation among datasets. We design a baseline algo-
rithm, which is an intuitive solution, and an optimal algorithm known as multiple-data-
sources oriented outlier detection (MOD) to obtain high-score outliers. In addition, we
build the MOD+ method to speed up the outlier detection process. A new density metric
combining kNN and RNN is introduced to evaluate the deviation degrees of multi-source
outliers. The new outlier are applied to develop three outlier-join operators. MOD and
MOD+ are adept at (1) mining outlier information from each one of multi-source datasets
and (2) sensing correlative outlier information among these multiple datasets. We imple-
ment and evaluate the three outlier detection algorithms by using synthetic and real-world
datasets. The experimental results demonstrate that the proposed methods are promising
and practical in the context of detecting outliers from multi-source datasets.

� 2021 Elsevier Inc. All rights reserved.
1. Introduction

Outlier detection is aimed at searching a dataset to discover data objects that do not conform to expected behaviors. Min-
ing outliers has been extensively employed in the fields of credit card fraud detection [1], astronomical spectral analysis
[2,3], and intrusion detection [4]), among others. Most existing algorithms [5,6], which detect outliers from a single dataset,
exhibit severe performance degradation when the data are residing in multiple datasets. Moreover, the outliers detected
from multiple datasets offer more insights than those identified from a single dataset. It is not uncommon that normal data
objects are misclassified as outliers. Ideally, outliers should be manually verified by professionals with domain expertise.
However, the process to manually verify outliers identified from multiple sources is time consuming. In the worst case sce-
nario, outliers verification may be challenging for even domain experts due to the lack of distinctive features. Although data
fusion can merge multi-source datasets into a single dataset, the merged dataset may not include certain vital information
from each one of multi-source datasets and some correlative information among these multi-source datasets (see Sections
1.1 and 5.6 for details).
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A growing number of big data applications necessitate the detection of outliers frommultiple data sources [7]. To address
this application requirement, we propose a novel outlier detection operator called outlier-join, which discovers outliers from
a union of multiple interdependent data sources that have mutually influential relationships. Unlike conventional outlier
detection operators, the proposed outlier-join operator validates the behaviors of outliers detected from dataset R in another
dataset S. We demonstrate that outlier-join is a productive data mining primitive facilitating the implementation of knowl-
edge discovery applications. We design a baseline algorithm for implementing the outlier-join computation. Moreover, we
speed up the performance of the baseline algorithm by developing an optimal outlier-join algorithm.
1.1. Outlier examples from multiple datasets

We consider a bank that issues credit cards to a large number of customers. The bank relies on past transaction data to
predict customer default payments using data mining methods. From the perspective of risk management, it isnecessary to
mine outliers from massive amounts of credit card data. This paper introduces the outlier-join operator that offers insightful
knowledge for discovering outliers from a union of multiple credit card client datasets. For example, the outlier-join can
determine whether an outlier detected from undeveloped-area credit data is also an outlier in developed-area credit data.
The application of outlier-join to the two credit datasets can enable theempirical analysis of developed/undeveloped area dif-
ferential in terms of default payments.

With the advent of big data, the number of data sources and volumes of data have rapidly increased. Data fusion has
become a leading technology to perform data mining from multi-source datasets, with the data fusion problems being
resolved by the integration of multi-source information prior to further processing. Unfortunately, data fusion cannot detect
multi-source outliers owing to the following two reason. First, the creation of a dataset by data fusion may lead to the loss of
key characteristics of the original single dataset. Second, in modern distributed databases and storage systems, most large
datasets (e.g., large tables) are achieved across multiple servers or sites. In this context, it is impractical and unnecessary
to leverage data fusion integrating multiple large datasets to construct a gigantic dataset.

In what follows, we argue that data fusion cannot adequately address the issue of multi-source outlier detection. We offer
evidence through a concrete example, where the outlier-join reported in this paper is applied to census scenario. In our exam-
ple, R and S are two census datasets, which are acquired from city C, towns A and B in city C.

In the first case, the 2010 and 2015 census data of town A are used as datasets R and S, respectively. According to the 2010
census dataset (i.e., R), stay-at-home children(children who are temporarily cared for by their grandparents in daily life) in
town A represent outliers. On the contrary, stay-at-home children in town A are detected as normal data according to the
2015 census dataset (i.e., S). Although the amount ofdata of town A in 2015 may be higher than that in 2010, we are more
concerned about the prominent increase in the number of stay-at-home children and the ratio between the number of stay-
at-home children and a total population of town A caused by the increase in the number of outgoing workers. Specifically,
with the rapid development of China’s urban economy, an increasing number of young rural couples work in certain regions,
temporarily without their children in the same region. The results illustrate that the number of migrant workers in town A
significantly increased between 2010 and 2015, suggesting that stay-at-home children represented a notable social problem
in town A. If the 2010 and 2015 census datasets (i.e., R and S) are integrated using data fusion technology, the newly created
dataset may not include critical and sensitive information regarding datasets R and S, even though this information may con-
siderably influencethe multi-source outlier detection. Hence, in this example, the data fusion technique fails in addressing
the problem in the first case multi-source outlier detection.

In the second case, census data for town A and city C in 2015 are used as datasets R and S, respectively, with R � S. The
stay-at-home children in city C are treated as outliers; however, these children represent normal data objects in town A.
Obviously, the problem of stay-at-home children is well mitigated in city C except for a few towns like town A. If the census
data in town A and city C are fused before detecting multi-source outliers, the data characteristics of town A are expected to
overlap with those of city C. In this case, multi-source outliers cannot be detected correctly after data fusion.

In the third case, census data for town A and B in 2015 are used as datasets R and S, respectively, with R \ S ¼£. The stay-
at-home children in town A are outliers; however, the stay-at-home children in town A are considered as normal data in
town B. Please note that the data objects of stay-at-home children in town A do not belong to dataset S. We add the data
objects to dataset S before detecting outliers from dataset S. In this scenario, the governor of town A can likely better manage
the social problem of stay-at-home children than the governor of town B. If datasets R and S are fused, the problems of stay-
at-home-children in towns A and B cannot be compared.

According to these examples, it is necessary to develop an effective outlier detection technique to discover useful infor-
mation from multiple data sources to facilitate decision-makings.
1.2. Contributions

The examples elaborated in Section 1.1 motivate us to design a multi-source outlier detection operator called outlier-join
to improve outliers’ trustworthy. The contributions of this study can be summarized as follows.

Contribution 1. We introduce the novel concept of multi-source outliers, where outliers are detected from multiple data
sources; in this case, the outlier data can be cross-certified.
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Contribution 2. We analyze the significance of multi-source outliers by using concrete examples; we classify these out-
liers into three categories (i.e., Type I, Type II and Type III).

Contribution 3. We design a baseline algorithm for detecting multi-source outliers; moreover,we propose an optimal
algorithm based on kNN-join to accelerate the execution of the Baseline algorithm.

Contribution 4. Incorporating k Nearest Neighbors (kNN for short) and Reverse Nearest Neighbors (RNN for short), we
propose a measurement approach to distinguishing outliers. We apply the measurement approach to design a multi-
source outliers operator called outlier-join.

Contribution 5. Using high-dimensional datasets, we conduct extensive experiments to investigate the effectiveness of
the outlier-join algorithm.

As a further discussion (see Section 6), we examine a special multi-source outlier type, which is different from the three
outlier categories addressed in this study.

1.3. Roadmap

The rest of the paper is organized as follows. Section 2 describes the background knowledge on kNN-join operation and
kNN-based outlier detection. Section 3 analyses outlier detection in multi-source. Section 4 presents an outlier measure
based on kNN and RNN, and apply the measure to design a multi-source outlier operator outlier-join. Section 5 describes
experimental setups and results. Section 6 future discusses another type of multi-source outliers. Section 7 summarizes
the prior work related to multi-source and outlier detection. Finally, Section 8 concludes this paper.
2. Preliminaries

In this section, we first present the kNN-join method, followed by an introduction of the kNN-based outlier detection
method. Table 1 lists the major symbols and notations used throughout this paper.

2.1. kNN-join

We consider two datasets R and S in space Rd, where each object (e.g., r 2 R and s 2 S) is represented as a d-dimensional
object. We measure The similarity distance between objects r 2 R and s 2 S using their Euclidean distance disðr; sÞ. the oper-
ation knnðr; SÞ [8] returns a set of k nearest neighbors or kNN of point r from set S.

Given object r 2 R, the kNN-join operation R ffl S of datasets R and S returns a combination set of each object r’s kNN set.
Thus, we express R ffl S using operation knnðr; SÞ as follows.
Table 1
Symbol

Sym

knnð
R
S
r
s
q

e
Routli

Soutlie
R ffl S ¼ fðr; knnðr; SÞÞj for all r 2 Rg: ð1Þ
2.2. kNN-based outlier detection

Given an input dataset with N points, parameters n and k, a point q is an outlier if there exist no more than n� 1 other

points q0 such that Dkðq0Þ > DkðqÞ, where DkðqÞ is a summation of the distances between query point q and its k nearest neigh-

bors. In other words, if we rank points in a non-increasing order of their DkðqÞ distance, the top n points in this ranking are
identified as outliers. We employ any of the Lp metrics [9] like the L1(”Manhattan”) or L2(”Eucalidean”) metrics to gauge the
distance between a pair of points. This outlier detection method is referred to as Top-n proposed by Jin et al. [9].

For a large dataset, it is a highly time consuming to find outlier points according to Dkðq0Þ > DkðqÞ. Hence, we perform a
search in a small sample dataset, which an extremely small part of a large dataset. Moreover, we obtain a special point q such

that only n� 1 points q0 satisfy the condition Dkðq0Þ > DkðqÞ. Let e ¼ DkðqÞ, parameter e represents the deviation degree,
and notation.

bol Notation Symbol Notation

r; SÞ the kNN of r Rd d-dimensional space

dataset disðr; sÞ the distance of r and s
dataset eR deviation degree in R
an object in R eS deviation degree in S
an object in S jRj object number in R

a query point in Rd jSj object number in S

deviation degree DkðqÞ distance sum of q and its kNN

er outlier set in R RS intersection of R and S

r outlier set in S NkðqÞ number of RNN
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which is a criterion for detecting outliers in an original large dataset. Specifically, a point q0 in the original dataset is an out-

lier if distance Dkðq0Þ is larger than threshold e (i.e., Dkðq0Þ > e).
3. Problem analysis

3.1. Problem statement

Outliers are defined as a small set of data objects that are considerably different from the other data objects according to
certain measures. More often than not, the outliers detected from a single data source exhibit local features. Outliers that are
incorrectly extracted cannot accurately reflect the characteristics of deviations; such outliers inevitably lead to ill decision-
making. If outliers are detected from multiple sources, the cross-certification of outliers can provide users with insightful
information. For example, in the case of credit card fraud detection, outliers can truly capture users’ fraudulent behaviors
if the outliers detected from bank transactions can be cross-certified by those obtained from other banks.

To justify our motivations, we consider four examples illustrated in Fig. 1. Fig. 1(a) shows traditional outliers detected
from a single data source, where objects O1;O2, and O3 are marked as outliers. Note that O1;O2, and O3 are far from the other
objects (i.e., red and blue dots). From the perspective of the relationship between two datasets, we consider three examples
of different types of multi-source outliers, as shown in Fig. 1(b)–(d).

In the first example, as shown in Fig. 1(b), outliers are identified from the two intersected datasets R and S, where O1 and
O3 are outliers with respect to both R and S. Unlike O1 and O3;O2 is an outlier from the perspective of R;O2, which is close to
the other objects in S, is treated as a normal data. Outlier O3 is more trustworthy than O2 owing to the outliers’ cross-
certification. O2 is a suspicious outlier, which should be further verified against the other datasets. Intuitively, such trustwor-
thy outliers are more beneficial than suspicious outliers in various applications such as fraud detection, loan-application pro-
cessing, intrusion detection, fault diagnosis, and the like.

In the second example demonstrated in Fig. 1(c), outliers O1;O2, and O3 are identified from dataset R, which is a subset of
S. O1 is a normal object; O2 and O3 are outliers in dataset S. Specifically, O2 and O3 are outliers from the perspective of datasets
R and S;O1 is an outlier in R. Hence, O1 is a local outlier; O2 and O3 are envisioned as both local and global outliers. Obviously,
O2 and O3 have more distinct deviation characteristics than O1, which indicates that O2 and O3 are more trustworthy than O1.
Such outliers can be widely applied in network performance monitoring, fault diagnosis, satellite image analysis, and other
similar fields.

In example 3 depicted in Fig. 1(d), datasets R and S are independent of one other (i.e., two disjoint sets), and no shared
object exists in R and S. Nevertheless, datasets R and S share a structure (i.e., R and S have the same attribute dimensions),
even though the data in the two sets may have been acquired in different time periods. O1; O2, and O3 are outliers identified
from dataset R. We add O1; O2, and O3 to dataset S and measure their deviations in dataset S. Assuming that O2 has a small
deviation and O1 and O3 have a large deviation in S, we may confirm that O1 and O3 are also outliers in S. Using the same
method, outliers O01; O02, and O03 detected from S may be validated by dataset R. Fig. 1(d) shows that O01 and O03 are outliers
in R. In summary, outliers set fO1;O3;O

0
1;O

0
3g is more trustworthy than outliers set fO2;O

0
2g. Such outliers can be used to real-

ize incremental outlier detection in a few application fields, including but not limit to crime detection in electronic com-
merce, disaster weather monitoring, and time-series monitoring.
3.2. Problem formulation

Considering the examples illustrated in Fig. 1, we classify multi-source outliers into the following three types.
Type I:We consider two datasets R and S, with RS ¼ fRT Sg–£;R� S, and S�R. If o is an outlier in R and S (o 2 RS), o is a

high-score outlier that passes the cross-certification; if o is an outlier only in R; o is defined as a low-score outlier that fails in
the cross-certification. A low-score outlier may correspond to noise data. The objective is to identify high-score outliers.
Fig. 1. Three simple examples of multi-source outliers.
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Type II:We consider a case involving two datasets R and S, with R � S. If object o is an outlier in both R and S; o is treated as
a high-score outlier that is a local and global outlier. If o is an outlier only in R; o is a low-score outlier that is only a local
outlier.

Type III: Finally, we consider a case involving two datasets R and S, with R
T
S ¼£. If outlier o in R (or S) can be validated

as an outlier in another dataset S (or R), o is defined as a high-score outlier. If o is an outlier in only R (or S), o will be referred
to as a low-score outlier.

To search the multi-source outliers of Type I or Type II, the most intuitive strategy consists of the following two steps. First,
outliers sets Routlier and Soutlier are detected from R and S, respectively, by using the kNN-based outlier detection method. Sec-
ond, we perform an intersection operation between the Routlier and Soutlier , followed by computation of the intersection set
RSoutlier (i.e., RSoutlier ¼ fRoutlier \ Soutlierg) containing high-score outliers.

In Type III, outlier sets Routlier and Soutlier are derived from datasets R and S, respectively. The two outlier sets are validated
by S and R; the verified outlier set is regarded as a high-score outliers set.

3.3. An initial design and its analysis

3.3.1. A baseline solution
We delineate a baseline algorithm to detect high-score outliers of Type I or Type II. Given two input datasets R and S, the

algorithm aims to identify outliers residing in both R and S. We use the k-nearest-neighbour scheme (a.k.a., kNN) governed
by two thresholds (i.e., eR and eS) to discover outliers in the input datasets. eR and eS can be obtained by processing a sample
dataset using the kNN method.

Algorithm 1. The baseline algorithm: Baseline

Input: R, S, k, eR, eS
Output: RSoutlier;
1: for (i = 0; i< jRj; i++) do//for each object oi 2 R
2: for (j = 1; j< jRj; j++) do//jRj is the number of objects in R
3: Di  distance(i,j);//Save distance between oi and oj in Di

4: end for
5: dmin  sum(oi, Di);//select kNN from list Di, and calculate sum between oi and its kNN
6: if (dmin > eR) then//oi is an outlier if dmin exceeds eR
7: Routlier  object oi;
8: end if
9: end for
10: for (i = 0; i< jSj; i++) do//for each object oi 2 S
11: for (j = 1; j< jSj; j++) do//jSj is the number of objects in S
12: Di  distance(i,j);//Save distance between oi and oj in Di

13: end for
14: dmin  sum(oi, Di);//select kNN from list Di, and calculate sum between oi and its kNN
15: if (dmin > eS) then//oi is an outlier if dmin exceeds eS
16: Soutlier  object oi;
17: end if
18: end for
19: RSoutlier  Routlier \ Soutlier;
20: output(RSoutlier);

Algorithm 1 is the pseudocode of the Baseline solution, which is comprised of two key phases (see Lines 1–9 for phase 1
and Lines 10–18 for phase 2). The two phases determine outliers Routlier and Soutlier in datasets R and S, respectively. The algo-
rithm performs the calculation by omitting the intersection (i.e., RSoutlier) of the outlier sets Routlier and Soutlier .

Now we briefly outline the steps that lead to outlier set Routlier in Phase 1; phase 2 follows a similar process to yield its the
outlier set Soutlier . Di represents the list of distances between object oi and all the other objects in dataset R. In Lines 1–4, the
distance between object oi and a neighbouring object are repeatedly computed. All the distances pertaining to object oi are
stored in list Di. Line 5 selects the k minimum distance values from list Di, and calculates the sum of the distances. This dis-
tance sum is defined as dmin. If dmin is larger than the given threshold eR, object oi is envisioned as an outlier in R. In this case,
Line 7 stores oi in outlier set Routlier .

Time Complexity of the Baseline Solution. The time complexity of Algorithm 1 is OððjRj2 þ jSj2Þ � oðdÞÞ, where jRj and jSj
denote the numbers of objects in dataset R and S, respectively. oðdÞ is the time complexity of distance calculation between
two points(i.e., the complexity of distance(i,j)). Different distance measurement methods correspond to different time com-
plexity. For example, the time complexity of the Euclidean distance calculation is n2, where n is the number of attributes.
823
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Choosing a distance measurement method largely depends on application domains. For example, to measure the similarity
between two sets, we apply the Jaccard distance. To compute the distance between two sequences, we adopt the Hamming
distance.

3.3.2. The MOD algorithm
The time complexity of the above baseline algorithm indicates that the processing time is proportional to the sizes of R

and S; in other words, the search for high-score outliers is highly time-consuming when the amount of data is large. Con-
sidering the large time complexity of Algorithm 1, we optimize the baseline algorithm; the optimized version of Algorithm
1 is termed multiple-data-source oriented outlier detection (MOD).

The MOD scheme consists of the following three steps, and its pseudocode is presented as Algorithm 2.

� Step 1. We obtain an intersection set between original sets R and S (i.e., RS ¼ fR \ Sg, see Line 1).
� Step 2. After separately performing two kNN-join operations RS ffl R and RS ffl S, we deploy the kNN-based outlier detec-
tion method to get two outliers sets Routlier and Soutlier from RS ffl R and RS ffl S, respectively (see Lines 2–19).
� Step 3. Multi-source outliers are detected; these outliers are same items from Routlier and Soutlier (see Line 20).

Algorithm 2. Optimal method: MOD

Input: R, S, k, eR, eS
Output: RSoutlier;
1: RS R \ S;//select same objects from R and S
2: for (i = 0; i< jRSj; i++) do//for each object oi 2 RS
3: for (j = 1; j< jRj; j++) do//
4: Di  distance(i,j);//Save distance between oi and oj in Di

5: end for
6: dmin  sum(oi, Di);//select kNN from list Di, and calculate sum between oi and its kNN
7: if (dmin > eR) then//oi is an outlier if dmin exceeds eR
8: Routlier  object oi;
9: end if
10: end for
11: for (i = 0; i< jRSj; i++) do//jRSj is the number of objects in RS
12: for (j = 1; j< jSj; j++) do//
13: Di  distance(i,j);
14: end for
15: dmin  sum(oi, Di);//select kNN from list Di, and calculate sum between oi and its kNN
16: if (dmin > eS) then//oi is an outlier if dmin exceeds eS
17: Soutlier  object oi;
18: end if
19: end for
20: RSoutlier  Routlier \ Soutlier;
21: output(RSoutlier);

Time Complexity ofMOD.We show that the time complexity of Algorithm 2, which is an optimal algorithm (i.e.,MOD), is
OððjRSj � jRj þ jRSj � jSjÞ � oðdÞÞ ¼ OðjRSj � ðjRj þ jSjÞ � oðdÞÞ, where oðdÞ is the time complexity of the distance calculation
between two points(i.e., the complexity of distance(i,j)). jRSj; jRj and jSj denote the numbers of objects in datasets R \ S;R
and S, respectively. Importantly, when jRSj is small, the time complexity of theMOD scheme is significantly smaller than that
of the Baseline algorithm (see Algorithm 1). In the worst case scenario where jRSj is approximate to jRj and jSj, the time com-
plexity of MOD is downgraded to that of the Baseline algorithm.

4. Handling outlier-join

In Section 4.1, we describe the method of evaluating outliers using kNN and RNN. Section 4.2 presents the implementa-
tion of outlier-join operators detecting three types of multi-source outliers discussed in Section 3.2.

4.1. Outlier measurement using kNN and RNN

In Algorithms 1 and 2, we use the Top-n method to measure and detect multi-source outliers. The Top-n approach relies
on the distance from each data point to its k Nearest Neighbors(kNN). It is worth noting that kNN’s measures and queries are
824
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the foundation of the Top-nmethod. kNN’s queries only focus on the influence of nearest neighbors on query point q, and the
impacts of query point q on the other objects are ignored. A reverse nearest neighbors query or RNN returns data objects that
have query objects in the set of their k nearest neighbors. RNN represents a complementary problem to search the k nearest
neighbors or kNN of a query object. The goal of a reverse k nearest neighbors query is to clarify the influence of a query object
on an entire dataset. It is arguably true that seamlessly integrating kNN and RNN to seek outliers can likely effectively yield
authentic outliers.

Given a finite multidimensional dataset R � Rd and a query point q 2 Rd, the reverse nearest neighbors (a.k.a., RNN) of
query point q are defined by employing operation knnðr;RÞ that returns the k nearest neighbors of data object r in dataset
R. Thus, we have
RNNðq;RÞ ¼ frjq 2 knnðr;RÞ; for all r 2 Rg: ð2Þ

In the process of detecting local outliers, it is prudent to calculate the deviation degree of each object. Combining the kNN

and RNN approaches, we introduce a new density metric – local density of q (see Definition 1 below) – as a measurement to
distinguish outliers.

Definition 1 (local density of q). Given a query point q and dataset R � Rd, the density of q is defined as:

denðq;RÞ ¼ SUMðqÞ�aþ1
NkðqÞ�ð1�aÞþ1, where SUMðqÞ ¼Pk

i¼1disðq; riÞ returns a summation of the distances between query point q and its

k nearest neighbors. NkðqÞ is the reverse nearest neighbors count of qwithin dataset R, and a is a weight applied to adjust the
proportion between the kNN and RNN.

Since outliers, by definition, are the absolute minority in a dataset, the local outliers in the Top-n method [9] are discov-
ered by searching the number of n points with the largest LOF scores. Similarly, the n points with the largest local density are
regarded as local outliers in our approach. After computing the local density of each query point, all the density values are
sorted in descending order, where n points with the highest density are elected as outliers.

According to Definition 1, the local density measures are only affected by the k nearest neighbors when parameter a is
configured to 1. Specifically, our method gracefully downgrades to the traditional Top-n algorithm [9] if parameter a equals
to 1 (i.e., a ¼ 1). When parameter a is set to 0, local density is manipulated by the number of reverse nearest neighbors. In
this case, our method is reshaped to an RNN-based algorithm, which is a simplified version of the well-known AntiHub algo-
rithm [10].

4.2. Outlier-join operator using kNN and RNN

As described in this subsection, we apply the outlier measures proposed in Section 4.1 to detect multi-source outliers,
which are classified into three types (see also Type I, Type II and Type III in Section 3). In the following sections, we elaborate
three approaches to implementing outlier-join operator customized for the three types.

4.2.1. Formal expressions for outlier-join operator
First, we consider the Type I case, where given two datasets R and S, the intersection RS of the two datasets is non-empty.

For all objects in set RS (i.e., o 2 RS), if denðo;RÞ is larger than e0R and denðo; SÞ is larger than e0S (i.e., denðo;RÞ > e0R and
denðo; SÞ > e0S), object o is a multi-source outlier from the perspective of datasets R and S, where e0R and e0S are the deviation
degrees in datasets R and S, respectively.

We use fRoutlierg and fSoutlierg to represent outliers sets in datasets R and S, respectively. Routlier \ Soutlier is a joint set contain-
ing all the high-score outliers owing to outlier cross-certifications. Operator outlier-join (i.e., R / S) returns a multi-source
outlier set by selecting outliers from datasets R and S.

The operator expressed in Eq. (3) is similar to that described in Eq. (4), except that we substitute R for the last S in Eq. (3)
to form Eq. (4). The three types differ from one another in terms of the distinct correlation between datasets R and S (e.g.,
R \ S – ø or R \ S ¼ ø).

Type I. Given two datasets R and S, where the intersection RS is non-empty, we formally express the outlier-join operator
R / S for the first type of outliers in Eq. (3).
R / SI ¼ fRoutlier \ Soutlierg ¼ fdenðo;RÞ > e0Rj8o 2 RÞg \ fdenðo; SÞ > e0Sj8o 2 SÞg ð3Þ

Type II. Given two datasets R; S, with R being a subset of S (i.e., R � S), we can express the outlier-join operator R / S for the

second outlier type in Eq. (4).
R / SII ¼ fRoutlier \ Soutlierg ¼ fdenðo;RÞ > e0Rj8o 2 RÞg \ fdenðo; SÞ > e0Sj8o 2 RÞg ð4Þ

Type III. Considering two datasets R; S, the intersection of which is an empty set (i.e., R \ S ¼ ø), we formally present the

outlier-join operator R / S for the third outlier type in Eq. (5).
R / SIII ¼ fdenðo;RÞ > e0Rj8o 2 RÞg \ fdenðo; SÞ > e0Sj8o 2 RÞg [ fdenðo; SÞ > e0Sj8o 2 SÞg \ fdenðo;RÞ > e0Rj8o 2 SÞg ð5Þ
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4.2.2. The algorithm for outlier-join operator
At the heart of the aforementioned three formulas (see (3)–(5)), searching for the k nearest neighbors is vital step in com-

puting the local density of query points. In particular, when all the query points in a dataset are linked to their k nearest
neighbors from another dataset, the k nearest neighbors queries are converted to a kNN-join operation. Locality-Sensitive
Hashing (a.k.a., LSH) can be used to search the approximate nearest neighbors in high-dimensional spaces. The LSH algorithm
exhibits an extremely high efficiency in finding k nearest neighbors; hence, we employ the LSH algorithm to measure local
density of query points, thereby detecting multi-source outliers.

Algorithm 3 illustrates the pseudocode of a solution that extends and optimizes the LSH algorithm. Algorithm 3 is com-
prised of three key phases (see Lines 1–11 for phase 1, Lines 12–24 for phase 2, and Lines 25–36 for phase 3).

Algorithm 3. LSH-based optimal algorithm: MOD+

Input: R, S, k, a, e0R, e0S
Output: RSoutlier;
1: RS R \ S;// select same objects from R and S
2: Create an empty hash table R HashTable for Dataset R;
3: for (int i = 0; i< jRj; i++) do//for each object oi 2 R
4: HRi  hash(oi);//compute object oi’s hash value
5: R HashTable insert(oi,HRi);//oiis inserted to R HashTable according to HRi

6: end for
7: Create an empty hash table S HashTable for Dataset S;
8: for (int i = 0; i< jSj; i++) do//for each object oi 2 S
9: HSi  hash(oi);//compute object oi’s hash value
10: S HashTable insert(oi,HSi);//oiis inserted to S HashTable according to HSi
11: end for
12: for (int i = 0; i< jRSj; i++) do//for each object oi 2 RS
13: HashValue hash(oi); //compute object oi’s hash value and save it to HashValue
14: R_neighbor[k]  find(HashValue, R_HashTable);//according to HashValue, find k nearest neighbors from

R_HashTable
15: S_neighbor[k]  find(HashValue, S_HashTable);
16: for (int j = 0; j< k; j++) do
17: R_sum[i] R_sum[i]+distance(oi, R_neighbor[j]);//compute the sum of distances in R dataset
18: ID get(R_neightbor[j]);//get the ID of the jth neighbor
19: R_count[ID]++;//count the number of reverse nearest neighbors
20: S_sum[i] S_sum[i]+distance(oi, S_neighbor[j]);//compute the sum of distances in S dataset
21: ID get(S_neightbor[j]);//get the ID of the jth neighbor in S_neightbor[j]
22: S_count[ID]++;
23: end for
24: end for
25: for (int i = 0; i< jRSj; i++) do//for each object oi 2 RS

26: dmin  R sum½i��aþ1
R count½i��ð1�aÞþ1;//compute the local density of object oi from R dataset

27: if (dmin P e0R) then// oi is an outlier if dmin exceeds e0R
28: Routlier  object oi ;
29: end if

30: dmin  S sum½i��aþ1
S count½i��ð1�aÞþ1; //compute the local density of object oi from S dataset

31: if (dmin P e0S) then// oi is an outlier if dmin exceeds e0S
32: Soutlier  object oi ;
33: end if
34: end for
35: RSoutlier  Routlier

T
Soutlier;

36: output(RSoutlier);

Phase 1. In the first phase, Lines 2 and 7 create empty hash tables R HashTable and S HashTable, respectively; and Lines 4
and 9 compute the hash value of each object in datasets R and S, respectively. Next, Lines 5 and 10 insert these hash values
into hash table R HashTable and S HashTable, respectively. In Line 4, hashðoiÞ, which is a hash function [11], calculates the
hash value of object oi. In hash table R HashTable and S HashTable, objects with similar hash values are grouped and placed
into the same bucket, which represent the objects and their nearest neighbors.

Phase 2. In the second phase, the algorithm accomplishes up two tasks. One is to search for the k nearest neighbors for
each object in dataset RS, which is an intersection of datasets R and S; the other task is to count the number of reverse nearest
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neighbors of the objects. Each object oi in dataset RS is assigned a HashValue by executing hash function hashðoiÞ (see Line
13). Next, oi’s kNN can be obtained from the hash table by computing distances between oi’s HashValue and those of the other
points in the same bucket (see Lines 14 and 15). In a loop statement block, arrays R count½� and S count½� are reserved to store
the RNN’s number for each object in datasets R and S by scanning each point’s kNN (see Lines 16–23).

Phase 3. The third phase identifies the outliers by omitting the intersection (i.e., RSoutlier) of outlier sets Routlier and Soutlier .
Line 26 computes the local density dmin of each query point in RS, where R sum½i� and R count½i� are respectively obtained in
Lines 17 and 19. If the value of dmin is larger than a given threshold e0R, object oi will be envisioned as an outlier in R (see lines
27–29). Line 28 stores the newly identified outlier in Routlier . Similarly, we can obtain outliers set Soutlier by comparing dmin with
threshold e0S (see Lines 30–33). After executing intersection of outliers sets Routlier and Soutlier(see line 35), multi-source outliers
set RSoutlier is produced (see line 36).
5. Experimental results

This section is dedicated to assessing our proposed MOD+’s performance in terms of efficiency, accuracy, and precision.
Before presenting the results of our empirical study, we prescribe the goals and setups of our experiments in Section 5.1).
Section 5.2 is focused on the efficiency of MOD+ and its two competitors. We discuss the accuracy and prevision measures
of our solution in Sections 5.3 and 5.4, respectively. We verify the effectiveness of our methods in Section 5.5. We demon-
strate in Section 5.6 a sample usage of multi-source outlier detection.
5.1. Goals and setups of the experiments

In our experimental evaluation, we consider the Baseline, MOD, and MOD+ algorithms elaborated in the previous sections.
The primary goal of conducting extensive experiments is to quantitatively examine the performance of the three methods.
The secondary goal is to examine the accuracy and precision of the algorithms with various parameters, such as the sample
size, the number n of outliers, and the number k of nearest neighbors.

In the recent decade, an increasing number of outlier detection methods have been proposed. However,the existing meth-
ods can detect outliers in only a single data source, and cannot directly detect outliers from multiple data sources. We can
use data fusion methods to combine multi-source datasets into a single dataset; however, important and relevant informa-
tion may be lost. Unlike traditional outlier detection, we introduce outlier-join to validate the behaviors of outliers detected
from a dataset R in another dataset S. The two kinds of outlier detection schemes have different research issues and solutions.
Therefore, the meaning of theoutliers obtained using the proposedmethods is likely different from that of the outliers
obtained using traditional outlier detection methods.

We implement the three algorithms using Java JDK 10.0.2 and Eclipse IDE 4.7.0. on a server equipped with an Intel(R) Core
(TM) i5-4570 CPU and 2 GB main memory. To test the effectiveness of the Baseline, MOD, and MOD+ methods, we focus on
Type I and Type III multi-source outliers in the experiments. We ignore Type II outliers, because Type II can be considered as a
special case of Type I. We initiate the performance evaluation by testing the efficiency of the three algorithms while varying
the sample size and parameters n and k (see Section 5.2). Next, we assess the impacts of the number of objects on the mining
accuracy of multi-source outliers (see Section 5.3). We also quantify the precision performance of the three algorithms in
Section 5.4.

We use the synthetic datasets in our experiments to easily manipulate crucial parameters (e.g., the number of objects) to
evaluate the sensitivity of the algorithms performance against the parameters. In addition, we validate the experimental
results obtained usingthe synthetic data through UCI machine learning repository datasets (see Section 5.5). Through an
extensive analysis of the sample usage of multi-source outlier detection, we clarify the differences between multi-source
outlier detection and traditional single-source outlier detection.
5.2. Impacts of parameters on mining efficiency

In this group of experiments, We evaluate the efficiency of the proposed algorithms in detecting Type I multi-source out-
liers, with the intersection of two datasets R and S being non-empty.

We randomly generate 40;000 (i.e., n ¼ 40;000) points divided into two equal-sized clusters (i.e., R and S), where the data
points satisfy a normal distribution with mean 0 and standard deviation 1. Each object in R and S has 200 attributes. Sim-
ilarly, we randomly generate 10;000 data points augmented to datasets R and S. Next, 200 uniformly distributed data objects
are inserted into datasets R and S as outlier data. Fig. 2 plots the impacts of the three critical parameters on the efficiency of
the evaluated multi-outlier detection methods.
5.2.1. Impacts of sample size on efficiency
Fig. 2(a) shows that the running times of MOD and MOD+ are less than those of the Baseline algorithm in cases with dif-

ferent sample-size cases. In particular, MOD+ significantly improves the efficiency of the Baseline algorithm by an average of
40%. The MOD algorithm leverages the kNN-join scheme to reduce Baseline’s time complexity (see Section 3.3). The MOD+
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Fig. 2. Impacts of sample size, the number of nearest neighbors, and the number of outliers on the efficiency of the three multi-source outlier detection
algorithms.
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algorithm employs the LSH strategy to implement kNN queries, which further optimize the efficiency performance of the
MOD algorithm by an average of 22%.

Fig. 2(a) shows the execution times for two phases in Baseline,MOD andMOD+ algorithms. The first phase (i.e., Baseline_1,
MOD_1 orMOD+_1) computes the deviation degree e in a small sample dataset, and the second phase (i.e., Baseline_2,MOD_2
or MOD+_2) detects multi-source outliers. The second observation drawn from Fig. 2(a) is that sample size noticeably affects
the mining efficiency of Baseline, MOD, and MOD+. The sample size is measured as a ratio between the size of sample dataset
and its original dataset size; the measurement unit for the sample dataset is percentage units. The sample datasets are
obtained using a random sampling method. The number k of nearest neighbors is set to 20; the number of outliers n is
200. Regardless of the algorithms (i.e., Baseline, MOD, and MOD+), the execution time continuously increases when the sam-
ple size varies from 0.5% to 5%. This performance trend is reasonable, because the deviation degree e is computed in the sam-
ple datasets. The overhead of the calculated e value marginally rises when the sample size is expanding. Moreover, Fig. 2(a)
reveals that the running times of our Baseline,MOD andMOD+ algorithms in the first phase change slightly at a given sample
size because the three algorithms employ the same method to compute deviation degree e.

5.2.2. Impacts of parameter k on efficiency
Fig. 2(b) reveals the execution times of the Baseline, MOD, and MOD+ algorithms as functions of parameter k ranging from

10 to 200. Recall that k - a parameter in kNN scheme- is the number of nearest neighbors. The experimental results plotted in
Fig. 2(b) show that regardless of the k value, MOD+ consistently outperform Baseline and MOD owings to the deployment of
the optimal LSH scheme. For example, when k is set to 200, MOD+ cuts back the running times of Baseline and MOD by 44%
and 28%, respectively. These results are consistent with those reported in Fig. 2(a).

The running times of the algorithms rapidly rise with an increasing value of k. In particular, the running-time growth rate
becomes accelerated when k is greater than 100. The kNN calculation, a core part of the three algorithms, is implemented in
the inner loop. Hence, the time complexity of the algorithms is proportional to the parameter k.

5.2.3. Impacts of parameter n on efficiency
Next, we analyze the effect of parameter n on the performance of the three algorithms. Fig. 2(c) shows that the mining

times of the algorithms slightly climb as parameter n increases. The reason is two fold. First, the overhead of Top-n margin-
ally goes up when the number n of outliers increases. Second, Top-n is a dominating factor in the calculation of threshold e for
a sample dataset compared to those for an entire dataset. Hence, from the perspective of the entire dataset, Top-n is not a
leading player determining the overall mining performance. Not surprisingly, MOD+ enhances the efficiency of Baseline
and MOD by averages values of 44%, 26%, respectively.

5.3. Impacts of parameters on mining accuracy

In the second group of experiments, we focus on evaluating the mining accuracy of the three algorithms by testing the
datasets listed at the beginning of Section 5.2. We define the mining accuracy as the ratio between the number of detected
outliers and the total number of outliers. The accuracy is defined as
Accuracy ¼ TP
TP þ FN

; ð6Þ
where TP and FN denote the number of real outliers detected and not detected by the proposed algorithms (i.e., true positives
and false negatives), respectively.

We quantitatively assess the impacts of sample size, the number k of nearest neighbors, and the number n of outliers on
mining accuracy, as described in Sections 5.3.1, 5.3.2, and 5.3.3, respectively.
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5.3.1. Impacts of sample size on accuracy
Fig. 3(a) unravels that the sample size is positively correlated with the mining accuracy performance. As the sample size

varies from 0.5% to 5%, the accuracy of Baseline, MOD, and MOD+ are significantly improved. For instance, if we change the
sample size from 1% to 3%, the accuracy improvements for the Baseline, MOD, and MOD+ are 14.2%, 13.8%, and 13.3%, respec-
tively. A large sample size allows these algorithms to accurately capture the data distribution of input datasets. Hence, the
deviation degree threshold e calculated in a large sample dataset is more accurate than that computed in a small sample
dataset.

Moreover, Fig. 3(a) shows that the accuracy of MOD+ is slightly lower than those of Baseline and MOD. MOD+ exhibits a
lower accuracy because it employs the LSH scheme that calculates kNN using approximate neighbors as authentic neighbors.
The inaccurately determined k nearest neighbors deteriorate the MOD+ algorithm’s mining accuracy. Although MOD+ algo-
rithm has a slight decline in accuracy, the efficiency of outlier detection (see Section 5.2) is significantly increased. In short,
MOD+ algorithm improves the efficiency of outlier detection at low accuracy cost. Fortunately,MODmaintains good accuracy
as high as that of Baseline. In a few cases, MOD marginally outperforms Baseline in terms of the accuracy (e.g., sample size is
set to 0.5% and 1%). Combined with the experimental result of Section 5.2, we recommend MOD+ algorithm to detect multi-
source outliers when a high efficiency is recommended in real-world applications. In contrast, MOD algorithm is recom-
mended in real-world applications with high accuracy requirements.

5.3.2. Impacts of parameter k on accuracy
Fig. 3(b) illustrates the accuracy performance of Baseline, MOD, and MOD+ at various k values (i.e., k is set to 10, 20, 50,

100, and 200). The accuracy measures of the three algorithms are significantly boosted by increasing the k value. A large
number k of nearest neighbors benefit the accuracy of calculating distance between any pair of two data points.

Interestingly, when k falls into a range between 50 and 200, the evaluated accuracy measures become insensitive to the
number k of nearest neighbors. This trend suggests that increasing the k value further beyond 200 has negligible impacts on
mining accuracy. As such, the empirical results plotted in Fig. 3(b) indicate that 50 is an optimal number k of nearest neigh-
bors for the given dataset. It is evident that the optimal k values largely depend on the characteristics of datasets. One may
apply sample techniques to capture the data distribution of a large dataset, thereby acquiring an optimal k value.

5.3.3. Impacts of parameter n on accuracy
Fig. 3(c) illustrates the impacts of parameter n – the number of outliers – on the accuracy performance of the three algo-

rithms. The results show that enlarging the n value significantly enhances the accuracy of the algorithms. Baseline, MOD and
MOD+ detect a small number of outliers when parameter n is set to a low value. In this case, certain authentic outliers are
output as normal data, because the small n value limits the number of output outliers. Given a fixed n value, the mining accu-
racy tends to be further reduced when the number of authentic outliers is considerably larger than n.

Similar to Fig. 3(b) and c shows that MOD and Baseline share similar accuracy measures. Although MOD+ exhibits a
slightly lower accuracy, the difference in MOD+ and MOD is dramatically reduced when n varies from 100 to 250. The accu-
racy advantages of the Baseline and MOD over MOD+ likely become negligible when n exceeds 300.

5.4. Precision using F1-measure

In order to distinguish true outliers from false outliers in detected results, we adopt the F1-measure [12] method to quan-
tify outlier mining precision. Formally, the F1-measure is defined as follows:
Fig. 3.
detectio
F1�measure ¼ 2� TP
2� TP þ FP þ FN

ð7Þ
Impacts of sample size, the number of nearest neighbors, and the number of outliers on the mining accuracy of the three multi-source outlier
n algorithms.
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where TP is the number of real outliers detected by the proposed algorithms (i.e., true positives); FP is the number of normal
data objects that are misclassified as outliers by our algorithms (i.e., false positives); and FN is the number of real outliers
that are not detected by our algorithms (i.e., false negatives). The precision of the algorithms is evaluated by using Eq.
(7). It is worth nothing that the precision expressed in Eq. (7) is different from the accuracy quantified by Eq. (6).

Fig. 4 depicts the relationships between the precision of the tested algorithms and three parameters (i.e., sample size, k,
and n).

5.4.1. Impacts of sample size on precision
Fig. 4(a) shows that expanding sample size leads to enhanced measures of all three algorithms. Combining the results

shown in Figs. 3(a) and 4(a), we can observe that the precision and accuracy of the three algorithms have a similar growing
trend with respect to sample size. An intriguing observation is that these algorithms’ precision measures are lower than their
accuracy measures for a specific sample size. This observation is attributed to the fact that some undetected outliers and
misclassified normal data deteriorate the precision performance.

5.4.2. Impacts of parameter k on precision
The precision trend plotted in Fig. 4(b) follows the pattern observed in Fig. 3(b). For example, Baseline and MOD exhibit a

similar precision performance;MOD+ exhibits a lower precision thanMOD; and the precision gap betweenMOD andMOD+ is
curtailed when k exceeds 100.

The comparison between Fig. 4(b) and Fig. 3(b) indicates that the precision performance is worse than the corresponding
accuracy performance for a given algorithm and k value.

5.4.3. Impacts of parameter n on precision
The comparison of Figs. 4(c) and 3(c) indicates that the precision trend is extremely different from that of the accuracy

trend when parameter n various from 100 to 250. Specifically, the precision measures continue moving up when we increase
n from 100 to 175. Such an increasing trend halts at the n value of 175, from which the precision drops with the increasing n
value. In contrast to the precision trend, accuracy keeps ascending as n is increased from 200 to 250. When the number TP of
real outliers is less than n, an increasing number FP of normal data objects are misclassified as outliers with a growing n
value. That is, a large FP value directly leads to a low precision (see Eq. (7)).

5.5. Three types of multi-source outlier detection

We assess the performance of our detection algorithms with respect to three types of multi-source outliers (Type I-III. We
consider three real-life multi-source and high-dimensional datasets from the UCI machine learning repository in this group
experiments. The datasets are configured in a way that offers considerable variability in terms of the number of objects and
the number of attributes. These three datasets are referred to as Internet Usage Data, Insurance Company Benchmark
(COIL2000), and Musk (Version 2), respectively. Table 2 summarizes the characteristics of the three datasets, to which a
handful of outliers are injected. The numbers of outliers embedded in the datasets are 101, 90, and 66, respectively.

5.5.1. Outlier detection in Type I
In the case of Type I multi-source outliers, the intersection of two datasets R and S is non-empty (i.e., R \ S–£). To

resemble characteristics of Type I datasets, we divide each UCI dataset into two equal-sized clusters (i.e., R and S), where
R and S share 10 percent of the same objects. Fig. 5 plots the efficiency and accuracy of the proposed algorithms indetecting
multi-source outliers of Type I.
Fig. 4. Impacts of sample size, the number of nearest neighbors, and the number of outliers on the precision performance of the three multi-source outlier
detection algorithms.
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Table 2
The UCI datasets testing three types of multi-source outliers.

Parameters InternetUsage Data COIL 2000 Musk

The number of objects 10104 9000 6598
The number of attributes 72 86 168
The number of outliers 101 90 66

Fig. 5. The execution times and accuracy of the three algorithms detecting multi-source outlier Type I.
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Fig. 5(a) unravels that compared with the Baseline algorithms, MOD and MOD+ significantly accelerate the outlier detec-
tion process on the three UCI datasets. Specifically, MOD and MOD+ curtail the execution time of the Baseline solution by up
to 16.0% and 33.6%, with averages of 15.5% and 33.2%, respectively. The MOD algorithm leverages the kNN-join scheme to
slash Baseline’s time complexity (see Section 3.3). With MOD in place, the MOD+ algorithm employs the LSH strategy to
implement kNN queries, which further optimize MOD’s efficiency performance.

Fig. 5(b) shows that all three algorithms can effectively detect multi-source outliers; the accuracy of these algorithms is
maintained at a fairly high level. It is worth noting that the accuracy of MOD+ is slightly lower than those of Baseline and
MOD, because MOD+ trades accuracy for speed by employing LSH to locate approximate neighbors of each object. The
approximate feature of LSH is a key factor for the reduced accuracy ofMOD+. Nevertheless,MOD+ delivers a higher efficiency
than Baseline and MOD (see Fig. 5(a)). We conclude that Baseline, MOD and MOD+ are feasible and effective approaches to
detect Type I multi-source outliers.
5.5.2. Outlier detection in Type II
In the case of Type II multi-source outliers, dataset R is a subset of S (i.e., R � S). To capture the dataset characteristics of

Type II, we treat each UCI dataset(see Table 2) as dataset S while selecting 50% of objects in S to construct dataset R. Thus, we
have R \ S ¼ R. The three UCI datasets (see Table 2) are processed using the above mentioned steps. Fig. 6 plots the efficiency
and accuracy of the proposed algorithms handling multi-source outliers Type II.
Fig. 6. The execution times and accuracy of the three algorithms detecting multi-source outlier Type II.
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Fig. 6(a) exhibits the running times of the three algorithms discovering multi-source outliers Type II. The experimental
results plotted in Fig. 6a indicate that MOD and MOD+ deliver superb performance compared with Baseline. A trend similar
to that illustrated in Fig. 5(a) is observed. The execution periods of the three algorithms in the case of Type IImulti-source
outliers are longer than those in the Type I case. The phenomenon occurs because the number of objects of R \ S in the Type
II case is larger than that in the Type I case. The large number of objects leads to a notable processing time. Fig. 6(b) reveals
that the accuracy of MOD+ is slightly lower than those of the Baseline and MOD in multi-source outliers Type II. The accuracy
trends plotted in Fig. 6(b) are consistent with those in Fig. 5(b). The experimental results confirm that similar to Type Imulti-
source outlier detection, the proposed algorithms are suitable for detecting Type II outliers.

5.5.3. Outlier detection in Type III
Recall that in multi-source outliers Type III, R and S are two independent datasets without sharing any objects (i.e.,

R \ S ¼£). To construct datasets for the Type III scenarios, we divided each UCI dataset into two equal-sized clusters (i.e.,
R and S), where R and S share no objects. In this experiment, the MOD and MOD+ algorithms are limited by the fact that
the intersection of two datasets is not empty (i.e., R \ S –£). Therefore, we only validate Baseline algorithm in the experi-
ments. Fig. 7 plots the efficiency and accuracy of Baseline in the context of Type III multi-source outliers.

Fig. 7(a) reveals that Baseline’s efficiency in datasets Internet Usage and COIL2000 is better than in datasetMusk. The reason
is that the large number of attributes in dataset Musk leads to long time spent in computing distance between two objects
due to its high complexity (i.e., Oðn� nÞ, n is the number of attribute), which enlarges the processing time of Baseline. Fig. 7
(b) exhibits that the accuracy of Baseline in the three UCI datasets. Importantly, Baseline delivers much better accuracy in
dataset Musk than in the InternetUsage and COLL2000 cases, because the large number of attribute in Musk boosts accuracy
of measuring distances among objects, which improves the accuracy of kNN calculation. In a nutshell, the MOD and MOD+
algorithms are inapplicable for the Type III case, because computing the intersection between R and S is a cornerstone step of
MOD and MOD+.

5.6. Multi- vs. single-source outliers: A sample usage

We demonstrate the use of our solutions to clarify the difference between multi-source outlier and single-source outlier
(i.e., traditional outlier). The experiments are driven by two IPUMS Census Database (i.e., ipums.la.97 and ipums.la.98), which
contain unweighted IPUMS census data from the Los Angeles and Long Beach areas in 1997 and 1998. Datasets ipums.la.97
and ipums.la.98, which share the same attributes, are regarded as datasets R and S, respectively; the data objects in ipums.
la.97 and ipums.la.98 are merged to form R [ S. Since ipums.la.97 and ipums.la.98 do not share any data object, the multi-
source outlier detection belongs to the Type III case.

We apply the Baseline algorithm to detect multi-source outliers and obtain 175 outlier results, several of which are dis-
played in Table 3. The first multi-source outlier shows that a person with a total income of less than $705 lives with his or her
mother. This outlier phenomenon in 1997 became normal data in 1998. The experimental result indicates that $705 was
insufficient to buy a house in 1998, and thus, the individual was required to stay with her or his mother. The second
multi-source outlier suggests that families with a total income of $14,615 could own their own houses in 1997, but this phe-
nomenon was rare in 1998. The result is justified by the significantly surge of the U.S. housing price in 1998.

The outlier results displayed in Table 3 can be represented by a Venn figure (see Fig. 8). Fig. 8 contains three circles named
Outlier_R, Outlier_S, and Outlier_R [S. Outlier_Rand Outlier_S represent the outliers detected from R and S, respectively. Out-
lier_R [S is a set of outliers detected in a data set combining R and S. The three circles divide the Venn graph into seven
regions, which are filled with seven colors. The outlier results of each region are different from those in the other regions,
which can be explained as follows.
Fig. 7. The execution times and accuracy of the three algorithms detecting multi-source outlier Type III.

832



Table 3
A sample usage: Multi-source outliers detected from ipums.la.97 and ipums.la.98.

Information Is it outlier?

No. object’s feature in R in S in R [ S
1 inctot(705); momloc(1) Yes No No
2 ownershg(1); ftotinc(14615) No Yes No
3 ownershg(1); nchlt5(1) No Yes No
4 steppop(1); educrec(4) Yes No Yes
5 school(1); schltype(1) Yes No No
6 poploc(1); marst(0); inctot(12510) No Yes No
7 inctot(54010); ftotinc(75000) Yes Yes Yes
8 vetstat(2); inctot(17310); hrswork2(8) Yes Yes No
9 steppop(1); inctot(54010) No No Yes
10 ownershg(1); ftotinc(75000) No Yes Yes

Fig. 8. A Venn diagram of multi-source outliers.
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� The dots in blue (or green) region indicate that some objects are outliers in R (or S), but they are normal data point in S (or
R) and R [ S. These outliers can be used to study social phenomena in Los Angeles and Long Beach from 1997 to 1998.
� The dots in red (or violet) region indicate that several objects are global (or local) outliers, which can be used to analyze
global (or local) social phenomena.
� The dots in other regions represent both global and local outliers, which can be used to analyze common social
phenomena.

In other words, our algorithm can detect the multi-source outliers shown in the Venn figure. These multi-source outliers can-
not be obtained using the existing data fusion technology because the outliers are hiding as normal data in a merged dataset
(i.e., R [ S. Please refer to Section 1.1 for detailed discussions on data fusion and multi-source outlier detection.

6. Future discussions

Recall that we addressed three types of multi-source outliers in Section 3.1. There exists a fourth type that is different
from the three considered types of multi-source outliers. In this new type of outlier detection, datasets may appear indepen-
dent of one another. Once information retrieved frommultiple sources is integrated, new knowledge may be discovered. We
describe an excellent example in whichan organization utilizes mining data from various data sources to unveil valuable
information that cannot be acquired from any individual data source. The detailed information regarding this type of
multi-source data mining can be found in the literature [13].

An Example [13]. The Australian Taxation Office (a.k.a., ATO) mines outliers from multiple data sources, such associal
media posts, private school records, and immigration data, to detect tax fraudulence. The mining outliers from multifaceted
data sources has emerged as a sophisticated tool to detect tax cheats that yielded nearly 10 billion in 2016. For example, in
an ordinary Australian family, a husband reported $80,000 in taxable income each year, which placed the taxpayer at the
second lowest tax bracket. This taxpayer’s wife reported an annual income of $60,000. The private school records displayed
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that the family had three children at private schools, and the cost was up to $75,000 per year. Moreover, the immigration
records and social media posts indicated the occurrence offive business-class flights and a vacation in Canadian ski resorts.
Consequently, a conclusion drawn from the multiple data sources that the income declared by this couple doesn’t in line
with the family’s lifestyle. As a result, ATO contacted the family to confirm if the couple had any unpaid tax. Therefore, it
is critical and indispensable to develop advanced data-mining techniques to discover insightful information from multiple
data sources to facilitate decision-makings.

In this example depicted in Fig. 9, datasets R and S have a different attribute structure; however, R and S may share a few
attribute dimensions (e.g., primary key). R and S can be connected through the shared attributes, and thus, a new set R t S is
constructed. < O1;O

0
1 > is an object pair, where O1 and O01 have the same attribute value derived from datasets R and S

respectively. The goal in this type of outlier detection is to pinpoint some object pairs (e.g., < O1;O
0
1 >) that are outliers

in R t S. This type of outlier detection plays a vital role in credit-card and tax fraudulence detection and similar detection
services.

Algorithm 4 is the pseudocode of the fourth type ofmulti-source outlier detection, which is comprised of four steps.

� Step 1. Datasets R and S are connected using any shared attributes; a new dataset M is generated (see Line 1).
� Step 2. An empty hash table hashTableM is initialized; all the objects in dataset M are mapped into table hashTableM (see
Lines 2–6).
� Step 3. k nearest neighbors of each object oi in dataset M are identified; the sum of the distance dmin between oi and its k
neighbors is computed (see Lines 7–13).
� Step 4. Objects with dmin larger than a given threshold e are output as multi-source outliers (see Line 14).

Algorithm 4. Type IV outlier detection algorithm: MOD+0

Input: R, S, k, e
Output: RSoutlier; 1: RS RaS;// Connect R and S by keyword, then generate a new dataset M.
2: Create an empty hash table HashTableM;
3: for (int i = 0; i<—RS—; i++) do
4: HMi  hash(oi);//computing object oi’s hash value
5: HashTableM  insert(oi;HMi);
6: end for
7: for (int i = 0; i<—RS—; i++) do
8: neighbor  find(hash(oi), HashTableRS);
9: dmin  sum(oi;Di);//select kNN from list Di, and calculate sum between oi and its kNN
10: if (dmin P e) then
11: RSoutlier  object oi;
12: end if
13: end for
14: output(RSoutlier);
Although we propose multi-source outlier detection techniques to identify trustworthy outliers in multiple datasets,
there are some shortcomings as follows. Firstly, we did not established a unified model for multi-source data outlier, which
can include four types of multi-source outliers. Secondly, our proposed algorithms are simple ways to solve multi-source
outlier problem cannot be applied to high-dimensional data due to the limitation of k-nearest neighbor. We will study some
optimization algorithms of multi-source outlier detection by using correlative subspace in future work. Finally, our algo-
rithms cannot detect multi-source outliers from big data. We aim to implement a multi-source outlier parallel algorithm
on a Spark cluster to exploit the in-memory computing environment to process large-scale multi-dimensional datasets.
Fig. 9. A fourth type of multi-source outliers.
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7. Related work

In this section, we review existing techniques in the areas of multi-source/multi-view outlier detection [14], and k NN-
and RNN-based outlier detection[15].

7.1. Multi-source and multi-view outlier detection

Wang et al.reviewed recent progresses in the area of mining data from multiple data sources [13]. Recently, much atten-
tion has been paid towards preprocessing [16], association rules [17], clustering [18,19], and classification [20] in multiple
sources. In contrast to the conventional outlier detection scheme involving the vertical relationship among data samples,
Gao et al. leveraged the inconsistency of horizontal relationship among data samples from multiple data sources to mine
outliers [21].

Multi-source outlier detection research is still in a nascent stage. Most existing multi-view outlier detection techniques
classify outliers as (1) attribute-oriented outliers and (2) class-oriented outliers. The former one refers to outliers that have
consistently abnormal behaviours in each view, whereas the latter one means outliers that are inconsistent among various
views.

Wang et al. proposed a fuzzy-clustering-based distributed approach for multi-view anomaly detection, which simultane-
ously learns a membership degree matrix for each view and then detects anomalies for all parties [22]. Guo et al. solved the
problem of partial multi-view outlier detection [23]. Gao et al. divided data set into multiple cubes, and detected outlier from
these cubes [24]. Sheng et al. proposed a nearest-neighbor-based multi-view anomaly detection approach or MUVAD [25]. In
the MUVAD study, an anomaly measurement criterion was introduced, followed by the formulating of the MUVAD objective
to explicitly estimate the set of normal instances.

7.2. kNN and kNN-based outlier detection

Hinneburg et al. argued that the nearest-neighbor queries can be defined using commonly metrics such as Manhattan and
Euclidean distances [26]. The determination of k nearest neighbors is a key step.

Several researchers have focused on nearest-neighbor queries in the context of high-dimensional datasets. A basic algo-
rithm to realize nearest-neighbor queries is a branch-and-bound method using R*-tree [27]. By the virtue of trading off accu-
racy for efficiency, approximate solutions to search k nearest neighbors have become a promising direction. Tao et al.
developed a new access method known as the spatial-inverted index, which extends the conventional inverted index to
multi-dimensional data [28]. In voronoi-based nearest neighbor searching, Zhang et al. extended the notion of voronoi cells
to support uncertain objects [29]; the PV-index method was developed to evaluate probabilistic nearest-neighbor queries
over uncertain data.

The fundamental idea of neighbor-based outlier detection techniques is to make use of distances or densities among data
points to their nearest data points as a measurement metric to determine outliers. Suchapproaches can be viewed as an
extension of distance-based methods or density-based methods. State-of-the-art kNN-based outlier detection algorithms
can be used to filter out normal data and locate a small number of outliers.

Ramaswamy et al. proposed a novel formulation based on the distance of a point from its k th nearest neighbour. In this
scheme,the top n points are defined as outliers. [30]. Wang et al. developed a new MST-inspired (minimum spanning tree)
KNN-based outlier detection method that detects both global and local outliers [31]. Wang and Li proposed a weighted
neighbourhood information network for outlier detection, where they fully consider the role of neighborhood relationship
[32]. Yang and Huang put forward a kNN-based outlier detection algorithm, which consists of two phases [33]. This approach
effectively avoids frequent passing an entire dataset to cut back unnecessary computations.

7.3. RNN and RNN-based outlier detection

The RNN query was first introduced by Korn [34]. A recent study conducted by Yang et al. compares an array of RNN query
techniques [35]. Most of these techniques utilize a pruning and verification framework to significantly reduce the search
space. For example, Tao et al. proposed TPL, which is arguably the most popular algorithm for RNN queries [36]. TPL is
the first algorithm using the concept of half-space pruning to implement RNN queries. TPL inspired a handful of
following-up studies.

The RNN search, which is one of the most fundamental operations, has been extensively studied in data-mining fields like
outlier detection and clustering. The notion of reverse nearest neighbors is of importance in outlier detection. Radovanovic
et al. designed an unsupervised outlier detection scheme based on reverse nearest neighbors [10]. Outliers are measured by
detecting the frequencies in a nearest neighbor set. This method, being only applicable to unsupervised learning, cannot be
extended to supervised and semi-supervised. Sahu et al. proposed to apply the reverse neighbour outlier factor to measure
outlierness degrees of the objects in a dataset [37]. Zhang and Liang developed a data-stream outlier detection algorithm
SODRNN taking into account reverse nearest neighbours [38]. An approach to detecting outliers based on reverse neighbours
was thoroughly presented in [39], judging that a point is an outlier if it has a zero k-occurrence count. Tang et al. described a
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simple outlier detection technique using the local kernel density estimation [40]. The local kernel density estimation seam-
lessly integrates the k-nearest neighbour and the reverse nearest neighbours techniques.

8. Conclusions and future work

In this study, we proposed the concept of multi-source outliers, the sample usages of which were demonstrated to high-
light its significance. After designing a baseline approach to detect multi-source outliers, we developed an optimal algorithm
MOD incorporating the kNN-join operator. Combining kNN and RNN, we proposed a new outlier measurement scheme MOD
+, which was applied to identify multi-source outliers. Experimental results based onsynthetic and real-world datasets val-
idated the superiority of the proposed MOD and MOD+ schemes against the Baseline algorithm in terms of running time
throughout all the test scenarios. Compared with MOD, theMOD+ algorithm employs the LSH strategy to implement kNN
queries, which further optimize the outlier-detection efficiency.

The execution times of MOD and MOD+ increase asthe sample size increases because deviation degree e is computed in
sample datasets. The k NN calculation is a core part of the three algorithms and; consequently, the running times of the algo-
rithms rapidly rise with an increasing value of k. The results indicate that the mining cost of the algorithms slightly goes up
with an increasing value of parameter n due to the overhead of Top-n.

More importantly, when the sample size varies from 0.5% to 5%, the mining-accuracy performance of MOD and MOD+ is
significantly boosted. Increasing the k and n values dramatically enhance the accuracy and precision of MOD and MOD+.

We present a systematic plan to extend our work in four directions. First, we aim at develop optimal the multi-source
outlier algorithms by using related subspace[6]. Second, the fourth type of multi-source outlier detection must be further
examined. Third, we intend to design a parallel algorithm for MOD and MOD+. We expect to implement the parallel algo-
rithm on a Spark cluster, taking a full advantage of the in-memory computing environment to process large-scale multi-
dimensional datasets. Finally, we will apply MOD and MOD+ to solve real-world data mining problems. For example, it is
intriguing to leverage MOD and MOD+ as a toolkit to investigate astronomical spectral data and to identify unknown stars.
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