DDoS Detection Systems for Cloud Data Storage

Ting Cao, Jianzhou Mao, Tathagata Bhattacharya, Xiaopu Peng
Wei-Shinn Ku, and Xiao Qin
Department of Computer Science and Software Engineering
Auburn University, Auburn, AL.
{tzc0028, jzm0122, tzb0063, xzp0007, weishinn, xqin} @auburn.edu

Abstract—Distributed Denial-of-Service (DDoS) attack is one
of the most common and effective attack types aiming to deny
or limit services. To mitigate the problem of DDoS attacks to
online cloud services, anomaly detection methods of user access
behaviors are widely used to defend against attackers. We pay
particular attention to anomaly detection methods after reviewing
recent development efforts of application-layer DDoS detection
techniques for cloud storage systems. Inspired by a dynamic
analysis of access behavior changes in active users, we propose a
DDoS anomaly detection model to discover DDoS attack sources
by diagnosing users’ similarities. The overarching goal of our
solution is to pinpoint DDoS by monitoring the similarity of
active users around existing users at a low cost. This goal is
achieved by our proposed model embracing the following key
steps. First, a sample user set is originated. Then, the active users’
requests are tracked to gauge similarity measures between each
active user and sample users. Finally, if the deviation of similarity
exceeds the prescribed thresholds, detected users will be flagged
as anomalous ones.

Index Terms—cloud, application layer DDoS attack, anomaly
detection, data security, user behavior, similarity, sample selection

I. INTRODUCTION

Distributed Denial-of-Service (DDoS) attacks are one of the
most severe threats existing in the Internet accompanied by
a growing number of cloud services [1]. DDoS attacks can
be implemented in a short period of time via a large group
of virtual machines. An attack generally causes an enormous
number of requests making crowded internet traffic, thereby
inhibiting legitimate users from accessing services [2].

The DDoS detection techniques can be classified in three
categories, namely, signature-based, anomaly-based and hybrid
schemes [3]. We begin this study by illustrating the concepts
of DDoS threats and detection techniques in cloud storage
systems. After that, we survey a diversity of anomaly-based
detection models. In particular, we propose a novel anomaly-
based DDoS detection system for application layer powered
by user-similarity comparisons.

On demanding requirement of application DDoS detection
models is to deliver accurate and quick performance amid
the diagnosis of cloud storage systems. Existing anomaly
DDoS detection techniques customized for cloud data storage
systems are focused on monitoring online requests at the
application layer. It is urgent and prudent to detect DDoS
attacks among online requests because DDoS attacks make
storage servers unavailable while infecting remote machines
through zombie code.

An effective way of preventing attacks from application
layer DDoS attack is to compare active users’ current behav-
iors with historical behaviors recorded in a given time period.
With the assistance of such behavioral comparisons, a DDoS
detector is slated to determine whether or not cloud storage
servers are in risks. Another key element that improves the
DDoS detection performance is overhead control. Existing
anomaly-based DDoS detection techniques that apply user
behavioral comparisons lack extra cost analysis [4][S]. It is
evident [6] that 10% of data are accessed by 90% of users,
and an DDoS attack tends to issue requests with random
objects [7]. We propose a novel DDoS detection model for
application layer to boost the security of online cloud storage
systems by deploying a user similarity measure module.

We devise the DDoS detection model that seamlessly in-
tegrates two distinct modules - a sample user generator and
a similarity comparison module. The first module elects a
group of high fitness users from all the legal users to build
a sample user set, which is periodically updated by our
system. The second module is in charge of calculating the
similarities among active users and sample users. We treat a
user as an abnormal user if the user’s similarity measures are
dramatically changed with a high percentage.

Two reasons motivate us to advocate for the similarity-
based DDoS detection strategy. First, online cloud servers
are accessed and shared by a large-scale user pool. Users’
historical access records offer excellent samples to discover
outlier users such as bots. Second, when bots attempt to
simulate human users, it is a challenge to find attack sources
with a low overhead. If a DDoS detector fails in swiftly
pinpointing attackers, any detection delay may pose potential
security threats to the entire system and users. Our DDoS
detection model ensures that active users’ access behaviors
pass through a thorough yet lightweight analysis.

The overarching goal of the similarity comparison module
is to glean users’ current and historical requests records,
followed by calculating similarity measures of active users
and the sample ones. More specifically, the similarity module
illustrates the users’ behavioral changes with respect to user
requests. This module works in full capacity to dynamically
track and monitor the active users’ similarity metrics to sense
any abnormal behaviors.

The rest of this paper is organized as follows. Section [II]
provides an overview of DDoS attack models, detection tech-
niques in cloud storage system and articulate various appli-
cation layer DDoS detection techniques in cloud. Section



outlines our proposed similarity-based DDoS detection model.
We conclude this paper in Section

II. DDOS ATTACKS AND DETECTION METHODS
A. DDoS Attacks models

Distributed Denial-of-Service (DDoS) attack - an advanced
form of DoS attack - is a coordinated attack against one or
multiple targets through a group of computers [8]. DoS attacks
are categorized into the network layer attacks, application
layer attacks, data flooding attacks, and protocol-feature-based
attacks [9]. All the types of DoS attacks aim to exhaust system
resources at various layers in computing systems. For example,
a network layer attack attempts to crash routers through buffer
overrun errors in the password checking routine.
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Fig. 1: The high-level DDoS attack procedures

Fig. [1] illustrates a general DDoS attack model. Initially, a
attacker scans and explores vulnerability in remote machines.
Infected machines are referred to as zombies, which automat-
ically and repeatedly infect more agents as new zombies and
send attack packages to target victims. Finally, the attack pre-
vents hosts from performing regular activities and addressing
genuine received requests. The attack purposely makes hosts
unavailable by flooding the resources of target systems with
frequent requests [[10].

o Volume-based attacks. This kind of attack aims to ex-
haust the bandwidth of a victim’s site. When it comes
to applications that involve interactions among multiple
users, infection by other users is often necessary to
warrant applications’ desired functionality. The ability
of an attacker to infect such applications is fundamental
because these applications, containing shared data, are
inherently constructed to be accessed by multiple users
including collaborative users [11].

e Protocol-based attacks. This type of attack attempts to
exhaust a server’s versatile resources. For instance, a ping
of death attack delivers an oversized ICMP datagram
(encapsulated in IP packets) to a victim’s computing
node. The Ping command fully utilizes an ICMP echo
request and echo reply messages, which are commonly
applied to check if a remote host is healthy and alive. In

this case, a ping of death attack may cause the remote
system to hang, reboot or even crash [12].

o Application-layer-based attacks. Because of the improved
robustness and bandwidth of servers and networks devel-
oped in recent years, attackers are no longer inclined to
throttle network bandwidth of victims’ servers. Rather,
the attackers are focusing on exhausting server resources
like CPU cycles, database cycles, main memory or socket
connections [13].

Not surprisingly, DDoS is a serious threat to cloud storage
systems. Understanding attack strategies is the first line of
defense against DDoS threats. In the context of cloud storage
systems, DDoS attacks share the following two distinctive
features [14]].

o Strategy 1. Flooding attacks mainly rely on botnets to
attack target hosts or networks, forming a many-to-one
attack modality to expand attack scope and to worsen the
harm of attacks in a cascading manner. Each attack has
a focal point where certain services become unavailable
in a target network.

o Strategy 2. Given an open shared-resource platform lack-
ing source IP address authentication or authentication ca-
pability, attackers make use of packet source IP spoofing
to strike victims. Because regular traffic at a monitoring
point ought to respond to destination and destination-to-
source addresses, source IP addresses cannot receive a
valid reply from the destination IP address.

We depict the main stream DDoS attacks in Fig. [2| In
application-bug level attacks, attackers exploit system
vulnerabilities and weaknesses to render cloud resources
unavailable for users. Among the common attack vectors
are protocol vulnerability, system weakness, outdated
patches and misconfigurations. For example, vulnerabil-
ities in protocols used by target applications can be
explored by hackers, who aim to crash applications
by delivering specially crafted packets to overload the
applications. [15]

Infrastructure attacks is one of the challenging attacks to
detect in the cloud and it gained greater attention with
the research community [16]]. the attackers only need the
IP address of the target without the need to exploit any
vulnerability. DDoS flooding attack can be carried out in
two different forms, namely a direct attack and a reflector
attack.

B. DDoS Detection Models in Cloud

To address the two strategies of DDoS threats in cloud stor-
age system, anomaly-based (see Section and signature-
based models were proposed to facilitate DDoS attack detec-
tion. The anomaly-based detection models utilize statistical
methods for analyzing behaviors of data packets to sense
any anomalies [17]. On the contrary, signature-based models
intend to define a set of signatures or predefined knowledge
from ground up, followed by identifying a candidate pattern
as an intruder [18]. Apart from anomaly- or signature-based
approach alone, a host of hybrid techniques were devised by
mixing the two fundamental methods [19].
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Fig. 2: Main stream DDoS attacks in cloud computing platforms.

Existing signature-based techniques receive a wide adoption
in detecting network-layer DDoS attacks. For example, Snort
is one of the most commonly deployed signature-based detec-
tion techniques on multiple platforms [20]. Enlightened by the
traditional signature-based approaches, Lee et al. implemented
a data mining framework where inductively learned models
is applied to build supervised classifiers [21]. This novel
solution enables detection systems to discover anomalies and
know intrusions by the virtue of mining consistent and useful
patterns.

With regard to deployment positions, the signature- and
anomaly-based detection mechanisms can be classified into
application-level and network-level mechanisms. In the past
decades, a majority of DDoS attacks were concentrated on
network bandwidths because this resource type can be easily
exhausted. With the advancement in robustness of network ser-
vices, DDoS attacks against network bandwidth recently gave
way to new attack modalities that exhaust server resources like
CPU and memory at the application layer.

C. Application Layer DDoS Detection

Table [[| summarizes an array of DDoS Detection techniques
for cloud storage systems. The prior studies were mainly
focused on anomaly detection techniques that cope with in-
frastructural DDoS attacks. Therefore, we propose a novel
anomaly detection solution in Section [[II] after a thorough
review of the existing anomaly detection schemes. From a
technical point of view, DDoS attacks carried out at the
application layer share the following distinctive characteristics
(311

o Legitimate Requests. An attack request mimic regular re-
quests, making it arduous to discriminate attack requests
from legitimate ones. Since the application layer DDoS
attacks proceed through legitimate HTTP packets, most
of network-level filters and firewalls are unable to sense
such anomaly requests from application attacks.

e Limited Resources. The bottleneck in application-layer
DDoS attacks lies in server resources. With the innu-
merable number of requests, the Internet host can be
exhausted sooner or later.

o Targeted Attacks. Application layer DDoS attack may
occur on the various targets such as CPU, memory

or socket connections. An attack can only attempt to
exhaust one resource without affecting the other types
of resources. Nevertheless, the entire system becomes
unavailable under such an attack that deteriorates a single
resource.

A raft of DDoS detection models are aiming to protect
cloud storage systems from imminent threats of application
layer DDoS attacks. Recall that attack requests and legitimate
requests are alike, it is futile if not impossible to detect
such attacks by simply examining individual requests. More
often than not, the existing solutions are generally reliant on
an analysis of requests stream tracking or requests template
matching. For example, Ranjan et al. piloted one of the earliest
studies focusing on the application layer, where an attack
detection mechanism inspects characteristics of HTTP sessions
by using statistical and rate-limiting [32]]. Xie et al. proposed
a popularity-aware techniques to detect DDoS for popular
website through an access stream analysis [33]. On the flip
side, SOAP-based DDoS repeatedly delivers SOAP requests
to the URL, aiming to misuse the flexibility of security
specifications. Rahaman et al. devised a detection model to
specify stringent requirements, which should be fulfilled by
incoming SOAP requests [34].

An increasing number of application-layer DDoS detection
models are anchored on modern machine learning algorithms.
For instance, the K-means clustering algorithm is adopted to
classify incoming requests [35]. Meng et al. built a learning
model powered by discrete-time Markov chains to compare
users’ current behaviors with normal history behaviors [4].
Umarani and Sharmila explored a Naive Bayes and K-nearest
neighbor based classifier to identify if a request stream is
legitimate through an access matrix from HTTP traces. Om
et al. [36] integrated k-Means, Naive Bayes and K-nearest
neighbour to construct an anomaly detection approach, where
a feature selection model removes irrelevant attributes to
implement a clustering method.

The previous techniques were forged to maximize the
prediction and detection accuracy of application-layer DDoS
attacks. It is evident that detection accuracy and extra resource
cost are somehow opposite aspects. Therefore, a handful of
techniques were focused on both detection accuracy and over-
head control. For example, Sreeram et al. assessed the feature
metrics to diagnose request stream behaviors and to create



H Reference Detection technique DDoS attack type Brief description H
. Detect anomalous by applying Naive Bayes and
Virupakshar et al. [22] Anomaly Infrastructural Deep Neural Network machine learning algorithms
Detect anomalous by measuring
Kown et al. 23] Anomaly Not stated difference of the cosine similarity
Monitor DDoS attacks by using distance algorithm
Algahtani et al. [24] Anomaly Infrastructural to measure the deviation between the flow
rates of requests at different time intervals
Use k-means clustering algorithm to fast classify
Chen et al. [25]] Anomaly Application-bug data into different groups based on similarities
and detect threats with dynamic thresholds
Detect threats with a graphical-based anomaly detection
Wang et al. [26] Anomaly Infrastructural module and virtualize the network to separate
the enterprise’s network traffic from the main network
Compare users’ current behaviors with normal history
Meng et al. [4] Anomaly Infrastructural behaviors using discrete-time Markov chains
. . Measure the traffic in-bound and out-bound
Bakshi er al. [27] Signature Infrastructural by installing SNORT on virtual switch
Detect DDoS by filtering requested message at
Karnwal et al. [28]] Signature Application-bug different stages to match the request client
IP with previously stored suspicious IP
. A virtual machine profile describes the attack patterns
Gupta et al. [29] Hybrid Infrastructural needs to be looked over on specific traffic
. . Combine Bayesian Classifier and Snort
Modi e al. [30] Hybrid Not stated based network intrusion detection system

TABLE I: The existing DDoS detection techniques

a bio-inspired-anomaly-based model to cutback training and
testing cost [37]]. Jiang et al. developed a local measurement
method accompanied by a remote counterpart to estimate
the status of web servers, thereby achieving good trade-offs
between the monitoring quality and overhead [38]]. Doshi et
al. restricted computational overhead by using a limited feature
set in the variety of machine learning models [39].

Even though an array of existing techniques attempt to
curtail detection overhead, high detection accuracy is normally
obtained at the price of extra overhead. In this paper, we
propose a similarity-analysis-based detection model catering
for application-layer DDoS attacks. The overarching goal of
our new model is to strike good balance between detection
overhead and high accuracy.

III. A SIMILARITY-BASED DDOS DETECTION SYSTEM

In Section [III-Al we start the research road map by pre-
senting a basic idea for the development of a similarity-based
DDoS detection system. Section depicts a system archi-
tecture where user behaviors are gleaned to furnish similarity
comparisons in cloud data storage. Then, we elaborate the key
concepts and a model in Section [[lI-C| Finally, in SectionII-D
we outline the high-level algorithm of the similarity-based
DDoS detection system catering to optimize DDoS detection
performance at the application layer.

A. Basic Idea

In this study, we pay heed to DDoS attack detection at the
application layer centered around cloud storage systems. Since

any security solution customized for cloud data storage is
obliged to impose a non-negligible performance overhead, we
demonstrate that light-weighted similarity comparison tech-
niques are capable of enhancing the performance of a DDoS
detection system deployed in modern cloud storage.

The basic idea of our system solution is to analyze users’
behaviors through gauging similarity values orchestrated by a
user sampling algorithm, which makes similarity decisions in
a way that abnormal users are detected for isolation purpose.
One of the vital factors benefiting the probability of successful
intrusions is the number of access points [40]. As such,
we advocate for gauging the users’ abnormal behaviors by
comparing with a colossal group of normal users. User are
treated as out of ordinary folks because of the following two
factors:

o First, there is a dramatic change in similarity values
between a given user and normal users compared to the
given user’s history.

e Second, the number of changes in similarity values be-
tween a given user and normal users exceeds a specified
threshold.

In addition to similarity comparisons, we forge a user
sampling module to periodically originate a relatively small
sample user set to conserve computing resources. Importantly,
the group of sample users are leveraged to optimize the
accuracy of anomalous and to curtail the overhead of similarity
comparisons. In case the given user matches the above two
metrics, our proposed similarity-based detection will mark the



user as an abnormal user.

B. System Architecture

Fig. [3| depicts the system architecture of our proposed
similarity-based DDoS detection system, where a similarity
comparison manager collaborates with a user sampling module
in clouds. The entire system is slated to detect abnormal users
from active users’ regular requests. Given online user request
lists sent to a server, the detection module takes similarity
measures by comparing current requests against sampled users.
Similarity results will be compared with a history record to
identify potential anomalies.
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Fig. 3: The architecture of similarity-based DDoS detection
model running in clouds. abnormal users are identified through
the similarity comparison.

The overarching goal of the system is to alleviate DDoS
risks at the application layer by detecting anomalous requests
from all the online users requests. To achieve this goal, a
management module is engaged to gauge users’ similarity
measurements, which are maintained as critical moving parts
in the metadata of users. Anomalous behaviors are likely to
be taken out from users with a growing number of similarity
comparisons. It is arguably true that the management module
in this architecture is adroit at governing anomaly detection,
where similarity comparisons are configured in accordance to
tracking users’ similarity changes. With the similarity manager
in place, outlier users are assigned a red flag to be handled by
the security module.

C. Concepts and Key Steps

Fig {4 illustrates the main steps undertaken in the DDoS de-
tection system. In a given time slot, the system checks request
lists of online users. Next, the system calculates the similarities
between the online users and sample users. The similarity
comparison is performed in full swing after the similarity
calculation is completed. We diagnose any anomalous users
through the help of two thresholds: (1) the similarity value
change with regard to a single sample user and (2) the amount
of similarity changes with respect to multiple sample users
(see Eq. [7). The system defines the current online user as an
abnormal user when the metrics exceeds these two thresholds.

Popular recommendation algorithms such as the user-based
collaborative filtering algorithm (UBCF) [41]] offers a practical
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Fig. 4: The main steps to check if the current user is abnormal.

cosine similarity calculation method. Initially, the recommen-
dation module completes a similarity comparison between
each user and all the valid users in the system. In this study,
we adopt the similarity comparison scheme inspired from
UBCEF. The DDoS detection system carries out four key steps
to consolidate the multiple similarity values into an anomaly
detection procedure, where each online user is assessed by the
similarity manager amid the routine access process. Given an
online user u,, we denote its requests as list L, = {04, 0z,

., 0z, }. Thus, we express the access of data item o; from
user u, as a step function

1, ifo; €L,
Txi =

1
0. (D

otherwise.

In our similarity manager, we choose to apply the pear-
son correlation coefficient algorithm to compute similarities
between any pair of two users u, and uy. Specifically, with
respect to user u,, the similarity is calculated by the accesses
comparison defined in (I). Hence, the similarity between users
u, and wuy is formally expressed as

o Zieo(rmi - Fz)(rki - 7:k)

VZico(rai = 7a)*/Cico(rri — Tr)*

2)
where 7, and 7 are the average access record numbers for
users u, and uy. It is worth noting that the average numbers
are float numbers in a window between 0 and 1 derived from
rgz; and ry; lists. O is the entire data item list in the cloud
storage system.

The data structure of each online user in the similarity
manager is an array of user-similarity pairs, which is defined
in (3). Given user u, and the corresponding similarity value
sim(ug, ux) with respect to user ug, we express the user-
similarity pair ¢, as

sim(ug, uk)

3)

Due to high diversity and high overhead on computing
similarity among all legitimate users, we propose a user

G =< Up, SIM(Ug, Ug) > .



sampling module at the heart of the DDoS detection system
to minimize the overhead of similarity calculation while im-
proving detection accuracy. In the user sampling module, we
designate a fitness value to select candidate users from the
legal user set. Formally, fitness fj quantifies the degree at
which user k is an appropriate sample user. We derive fj
from (@) as:

fo= =3 (= ) ©

Ok icR,

where no is the number of available data items in the whole
cloud storage and mo, is the number of valid data items
requested in the history record of user k. If a user has a
long access history where a wide variety of data items were
accessed, then this user tends to have a high fitness. The
summation in (@) resembles a variance estimation, where Ry,
is a set of data objects rated by users k, 7; is a rating record in
the history of data item o; by user k and 7; is the average rating
by all the legal users. It is evident that a low variance modeled
by (@) signifies that a user is an appropriate representative of
legal users to be included in the user sample set. Therefore,
we set a the fitness to a negative value to acquire a high fitness
value in the user sampling module.

The similarity manager calculates similarity values of user
u,, with respect to all the users registered in sample user set U.
Therefore, given user z, there is a list of sim(u,,uy), where
we have k € S. In the DDoS detection procedure, anomalies
are identified by tracking a changing trend in similarity value
¢k We assume that ¢, and (;5; . are the current and previous
similarity values between users u, and ug. We denote §, as
the discrepancy between ¢, and ¢/,,.. Thus, we have 0, =
[ Bok - Bl

Let f, be the status of the xth user to be evaluated. f, =0
signifies that u, is a legitimate user; f, = 1 indicates that
U, is an anomalous one. If §,; measuring a shift between the
current and previous similarity values exceeds a prescribed
threshold «, the detection procedure will mark the user as
abnormal. More formally, we have

1, if 0 >
T = 5
f {0, otherwise. )

Similarly, anomalies are pinpointed by monitoring similarity
value sim(u,,ux). In case sim(u,,uy) goes beyond a des-
ignated threshold 3, user u, is flagged as an anomalous one.
Thus, we express this rule as

if sim(ug,ur) >

otherwise.

(6)

Merging () and (6), the following consolidated rule is
adopted to discover anomalies.

1, if 6pr > a or sim(u,,ur) > 8
fw = . @)
0, otherwise.

In the nutshell, we summarize the DDoS detection proce-
dure into the following four steps, which entail sample user
selection, online user request collection, similarity calculation,
similarity comparison, respectively.

o Sample User Selection: The DDoS detection system
groups a set of sample users by the sampling technique.
The sample users are applied for making similarity com-
parisons with online users.

e Online User Request Collection: While the cloud server
acquires a request list from online users, the detection
system gleans online requests as lists for all the users.

o Similarity Calculation: The DDoS detection system
dynamically and repeatedly calculates the similarity
measures for all the users. The similarity result of the kth
user is expressed as a list of user-similarity pairs, which
contains  (ugo, SIM(Ug, ko)), (Ug1, Sim (g, ug1)),

s (Ukeny STM (U, Ukerr)).

o Similarity Comparison: The user-similarity list of each
user is compared against its historical record. If §,x
and sim(u,,uy) are moving beyond the two designated
thresholds « and f3, the DDoS detection model identifies
the user as abnormal.

D. Algorithms

Our detection model generates a sample user set prior to
kicking off the detection procedure, which periodically keeps
tracks of legitimate users’ behavioral trends. We illustrate
below the user sampling process in Algorithm

Algorithm 1: The sample user selection algorithm.

Input:
U’: All the legitimate users in a cloud storage system;
O: Data item set contains valid ratings in a history
record;

Output:

U: Sample user set

avg(0);

for all u,, € U’ do
sampleU serSet.add(fitness(u, ,avg));

end for

sampleSelection(U, h);

return sample user set U;

SN A o e

In Step 1, we calculate the average ratings of all the data
items accessed by all the legal users. The sampleUserSet()
function generates a list of user-fitness pairs governed by
Equation (@) in Step 3. In case that the fitness values of all the
users are obtained, the system elects the top h user as sample
users.

When the cloud storage server is accessed by online users,
our detection system assumes that every user may become a
potential attacker. As such, each online user is thoroughly mea-
sured and speculated by our detection system while handling
and processing user requests.

Algorithm [2] depicts the procedure of a similarity- based de-
tection model to guard against application-layer DDoS attacks
in cloud storage. Recall that a total of four steps (see also
Section [[II-C)) are carried out to detect anomalous users by
comparing the similarities between each current online user
against all the sample users originated by Algorithm [T}



The input information of Algorithm [2]embraces a given user
u, accompanied by a list of online requests O, a sample user
set U, the similarity history record S(u,) of user u, and the
two thresholds «, f.

Algorithm 2: The high-level controller of anomaly user
detection.
Input:
A given current user ID u,; /* potential attacker */
The online requests O, of u,;
Sample user set U;
The similarity history record S(u;) of u,;
The threshold settings « and S3;
QOutput:
fz: the status of user u,;
C(uy) = null;
for all u;, € U do
C'(uy).add(SimilarityCalculation(u,,,u));
end for
for all s(ug) € S(uy) do
for all c(u,) € C(uy) do
if s(ug).getKey() == c(uy).getKey() then
0z = |8(ug).getValue() - c(uy).getValue()
if 6, >= « then
9o = gao + 1;
end if
end if
end for
end for
. if g, >= [ then
fz = 1; /* Anomalous User */
. else
fz = 0; /* Legitimate User */
end if
return f,;

R A A e

D = —m e s s o e e
S0 X DN E LY 2

In Algorithm [2] Steps 2-4 repeatedly undertake similarity
calculations to construct a list of similarity values between the
current user u, and sample users in set U forged by Algorithm
[1l More specifically, the similarity calculation is implemented
by function SimilarityCalculation() in Step 3.

Steps 5-16 are responsible for comparing between the
current similarities calculated in Step 3 and those registered
in history record S(u,), followed by checking if the user is
an anomalous user. Set S(u,) represents a history similarity
record between current user u, and those elected in sample
user set U. In Step 7-8, we gauge similarity discrepancy be-
tween the similarity values extracted from S(u,) and C(uy).
The getKey() and getValue() functions acquire user IDs
and similarity values from the user-similarity pairs (see also
Section [[II-C)). The similarity comparison is implemented in
Steps 10 and 16. While a single similarity value changes
beyond the threshold «, the abnormal value increased by 1
to record the similarity anomaly change. While the number
of anomaly changes beyond the point 3, the detection system
identifies the current user u, as an abnormal user and return
the user Id at Step 18.

In our design, the user sampling module ought be performed
in Algorithm 1] prior to the DDoS detection procedure. This
order of execution is expected because sample user generations
are judiciously maintained by cloud storage regardless of the
DDoS detection procedure.

E. Overhead Analysis

We reckon that the similarity-based DDoS detection system
imposes a relatively low computation overhead. Compared to
general machine-learning- algorithm-based detection models,
our proposed system has a leading edge in terms of minimizing
the cost of data training and analysis. In the worst scenario,
the process of electing sample users consumes computing
resources in the case of a massive number of legal users. To cut
down the overhead of selecting sample users, we implement
a light-weight user sampling module by incorporating the
random selection algorithm, which randomly picks a relatively
small group of legitimate users as the candidates without hefty
cost.

IV. CONCLUSIONS

We started this paper with an overview of DDoS attacks as
well as detection techniques in cloud storage systems. After
presenting a broad list of techniques for DDoS detection, we
stay focused on the DDoS threats and detection techniques
at the application layer. The focal point of our study is
centered around anomaly detection techniques as a safeguard
against application-level DDoS threats. We delved into mul-
tiple innovative and promising ways of applying machine
learning solutions to efficiently identify DDoS zombies in
cloud computing environments. Next, we shed bright light
on the challenges in DDoS detection, followed by proposing
a similarity-based DDoS detection system. The overarching
goal of the designed system is to trace similarity changes
among users to diagnose the behaviors of users who are out of
ordinary. Such users will be marked by our system as potential
DDoS attackers at the application level.

At the heart of our proposed DDoS detection system, we
devised a user sampling module and a similarity comparison
module. The sampling module attempts to elect the most
appropriate user set from existing legal users, whose history
access records are thoroughly inspected. The implementation
of the user sampling module is crucial and indispensable to
the detection system because this module is forged to (1)
minimize the overhead of DDoS attack detection and (2) to
curtail the effects of reasonable changes from a small group
of users (e.g., users’ interests updates). Along this line, the
similarity comparison module cuts down the calculation cost
spent in comparing among users behaviors. We expect that
highly accurate DDoS threats detection can be successfully
implemented in a light-weighted manner by the virtue of our
proposed users’ behavior analysis.
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