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Abstract: Some works have been done in
addressing real-time fault-tolerant scheduling
algorithms. However, they all based on homogeneous
distributed systems or multiprocessor systems, which
have identical processors. This paper presents two
fault-tolerant scheduling algorithms, RTFTNO and
RTFTRC, for periodic real-time tasks in
heterogeneous distributed systems. Reliability cost, a
main performance metric, is applied. RTFTRC
algorithm tries to minimize the reliability cost, while
RTFTNO does not consider such metric. The results
of the performance evaluation for two algorithms are
discussed. Simulation experiments show that
RTFTRC has better performance than RTFTNO.
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1.    Introduction
Distributed heterogeneous computing is

being increasingly applied to a variety of large
size computational problems. In general, such
computations consist of multiple heterogeneous
modules, which interact with each other to solve
the problem [3]. Many real-time systems are
also distributed [14]; they consist of a set of
heterogeneous or homogeneous nodes
interconnected by a real-time communication
subsystem. One typical real-time system is
mission-critical real-time system, which has two
characteristics: guaranteeing real-time
applications to meet timing constraints and
continuing the specified operations in case of
hardware or software failure. Therefore, fault-

tolerance and real-time techniques should be
combined in such critical real-time systems [4].

Researchers have made a close study on
fault-tolerant theory and practice. For example,
[16][7] investigate voting scheme in distributed
systems and optimal rollback recovery,
respectively. Traditional fault-tolerant
techniques also focus on roll-back, which is
impossible  in many real-time systems. Most
traditional fault-tolerant techniques are not
suitable in real-time environment, since these
techniques assume that tasks in the system have
no timing constraints. On the other hand, much
work has been done in exploring real-time
scheduling algorithms [1][2][9][8]. These real-
time scheduling algorithms fall into two
categories: static and dynamic scheduling. Most
of these scheduling algorithms have an
assumption that no error occurs.

Real-time scheduling algorithms with fault-
tolerant must be studied in order to make critical
real-time systems dependable [6][10]. Such
algorithms can improve the reliability of the
real-time distributed systems without extra
hardware cost. Several special cases of the real-
time fault-tolerant scheduling problem have
been explored in [5][11]. We have investigated
real-time scheduling algorithms that schedule
dependable and non-dependable real-time tasks
[12]. A hybrid scheduling algorithm [15], which
is a combination of static and dynamic
scheduling, greatly enhances the performance of
static scheduling algorithms discussed in [12].

Most real-time fault-tolerant scheduling
algorithms assume that processors in the system
are identical. Our main motivation is to



investigate real-time fault-tolerant scheduling
algorithms in the heterogeneous distributed
systems. We assume that each task has different
computation time on different processors.

The paper is organized as follows. In
Section 2, the scheduling model and
assumptions are presented. Two algorithms of
fault-tolerant and real-time scheduling are
proposed in Section 3. The performance analysis
is presented in Section 4. In Section 5, we
summarize the contributions and the open
problems of this work.

2.   System Model and Assumptions
The real-time task set is represented as T =

{t1, t2, ..., tn}. Assume that tasks in T are
independent to each other and non-preemptive.
Task ti is defined as a tuple, ti = (pi, di, ti

p, ti
b),

where pi and di are period and deadline, ti
p and ti

b

are primary and backup copies. Software
versions of ti

p and ti
b are identical; ti

p = (Ci, si
p,

ρ i
p), ti

b =(Ci, si
b, ρi

b), where si
p and si

b are start
time, ρ i

p and ρ i
b indicate on which processor ti

p

and ti
b are allocated. In heterogeneous distributed

system, each task ti has different computation
time on different processors, so a vector Ci is
introduced [15], Ci

 = [c(i, 1), …, c(i, m)], c(i, j)
represents the computation time of ti

p and ti
b on

processor pj.
The heterogeneous distributed system is

modeled as a set of processors, Ω = {P1, P2, ...,
Pm}, Pi = (∆i, ξi, λi), where task t in task set ∆i is
a task allocated on Pi, ξi denotes schedule length
and λi denotes failure rate. We use the same
model of reliability as in [13][15]. In such
model, processor failures are assumed to be
independent, and follow a Poisson Process with
the constant failure rate [13][15]. RC0(Ω), which
denotes the reliability cost with no failure in the
system, is defined as below, similar as [13].
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If processor Pi fails, we use RC1(Ω, i) to
represent the reliability cost of the system,
RC1(Ω, i) is given by the following equation,
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RC1(Ω) denotes the reliability cost with one
processor failure, it is derived from RC1(Ω, i),
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A real-time fault-tolerant task meets its
deadline if either its primary copy or backup
copy completes before specific deadline. 1-
Timely-Fault-Tolerant schedule [11] is defined
as a schedule in which no task deadlines are
missed in spite of one processor failure. The
scheduling goal is to decide a 1-Timely-Fault-
Tolerant schedule, which leads to the minimum
reliability cost of the system. Our model
assumes that all the tasks have the same deadline
and the deadline coincides with the period. It is
also assumed that if ti

b and tj
b are allocated on the

same processor, there must be no overlapping in
time between them, formally speaking, ∀i, j ∈
[1, n], i ≠ j: ρ i

b = ρ j
b → ((si

b + c(i, ρ i
b) ≤ sj

b) ∨ (sj
b

+ c(j, ρ j
b) ≤ si

b)).

Property 1: If one processor failure is
tolerated, the sum of computation time for ti

pand
ti

b must be less than or equal to the deadline,
formally described as, (One processor failure is
tolerated) →∀i ∈[1, n]: c(i, ρ i

p) + c(i, ρ i
b) ≤ DL).

Property 2: One processor failure is
tolerant, for each task ti, ti

p and ti
b must be

scheduled on different processors with no
overlapping in time between them, thus, (One
processor failure is tolerated) → ∀i∈[1, n]:(ρ i

p ≠
ρ i

b) ∧ (si
p + c(i, ρ i

p) ≤ si
b).

Property3: For each processor Pj in the
system, we have, ∀j∈[1, m]:

∑
∆∈ j

p
it

jic ),( + ∑
∆∈ j

b
it

jic ),(  ≤ DL.

3. Real-time and Fault-tolerant
Scheduling
Since scheduling problem is NP-Complete,

two heuristic algorithms are proposed in this
section. First, we present an algorithm RTFTNO
that does not take the reliability cost into
consideration. RTFTNO, the traditional static
real-time fault-tolerant scheduling, tries to
minimize the schedule length on each processor,
meanwhile, all tasks can complete before their
deadlines. It is presented as follows:

Algorithm RTFTNO (Input: T, Ω, DL;
Output: sch_success, Ω, RC0(Ω))
1. Initialize information in Ω , T and RC0(Ω);
2. for each real-time task t i

p {



3.     /* t i
p is allocated on processor Pj */

   Find j, which satisfies: ∀k ∈ [1, m]: ξj ≤ ξk ;
4.    ∆j = {t i

p}+ ∆j;  ρ i
p = j;  si

p = ξj ;  ξj = ξj + c(i, j);
           RC0(Ω) = RC0(Ω) + λj×c(i, j);
        }
5. for each real-time task ti

b {
6.     /* ti

b is allocated on processor Pj */
   Find j ≠ ρ i

p, which satisfies: ∀k ∈ [1, m]:
          k ≠ ρ i

p ∧  ξj ≤ ξk;
7.     ∆j = {ti

p}+ ∆j;  ρ i
p = j;  si

p = ξj;  ξj = ξj  + c(i, j);
            RC0(Ω) = RC0(Ω) + λj×c(i, j);
8.     if (ξj > DL)  return(FAIL);
        }
9. return(SUCCESS).

Compared with RTFTNO, algorithm
RTFTRC enhanced the reliability of the system
with no extra hardware cost. The objectives of
algorithm RTFTRC are to minimize the
schedule length and maximize the reliability. For
each primary copy ti

p, it is allocated on the
processor with the minimum reliability cost.
However, if the schedule length Lp for primary
copies on a processor is too long, it may result in
the possibility that some backup copies can not
meet their deadlines.

For each backup copy ti
b, it should satisfy

three conditions. (1) Allocated on the processor,
which is different from that of its primary copy.
(2) Allocated on the processor that leads to the
increase of reliability cost as minimum as
possible. (3) ti

b can finish before deadline.
Before presenting RTFTRC, we introduce a

vector of reliability cost for each task ti, RCVi
 =

[rcvi1, …, rcvim], where rcvij = (rcij, ρ ij). rcvij is
derived from vector Ci and Ω, rcij = c(i, ρ ij)×λρ ij.
Elements in RCVi is sorted in order of non
decreasing reliability cost, in other words, ∀i ∈
[1, n]: ∀j, k ∈ [1, m](j < k → rcvij ≤ rcvik). The
algorithm RTFTRC is described as follow.

Algorithm RTFTRC(Input: T, Ω, Lp, DL;
Output: sch_success, Ω, RC0(Ω))
1. Initialize information in Ω , T and RC0(Ω);
2. Generate each vector of reliability cost RCVi

from Ci and Ω;
3. Sort all vectors of reliability cost in order of
non-decreasing reliability cost;
4. for each real-time task ti{
5.     for (j = 1 to m) and (Not find a proper one)
          {
6.          k = ρ ij;
7.   if (ξk+ c(i, k) < Lp)

{ /* t i
p is allocated on processor Pk */

8.         ∆k = {ti
p}+ ∆k;  ρ i

p = k;  si
p = ξk;

                        ξk = ξk + c(i, k);
                        RC0(Ω) = RC0(Ω) + rcij;

                  }
     }

9.      if (Can not find a proper processor)
             return (FAIL);
} /* End of Schedule primary copies */

10. /* Schedule backup copies */
for (each real-time task ti) {

11. for ((j = 1 to m) and (Not find a proper
processor)) {

12.     k = ρ ij;
13.     /*ti

b is allocated on processor Pk */
                     if ((MAX(ξk, si

p + c(i, ρ i
p)) + c(i, k) <

                          DL ∧  (k ≠ ρ i
p)){

13.1 ∆k={ti
b}+ ∆k; ρ i

b = k;
                 13.2  si

b = MAX(ξk , si
p + c(i, ρ i

p));
                 13.3  ξk = si

b + c(i, k);
                 13.4  RC0(Ω) = RC0(Ω)+rcij;

     }
}

14. if (Can not find a proper processor)
return (FAIL);

} /* End of schedule backup copies */
16. return (SUCCESS).

Theorem 1: The time complexity of RTFTRC is
O(nm(3 + logm)), where n and m are the
numbers of real-time tasks and processors
respectively.
Proof: Generation of reliability cost vectors
takes O(nm) time. Sorting all RCVs in order of
non-decreasing reliability cost takes O(nmlogm)
time. Scheduling primary copies and scheduling
backup copies are both bounded by O(nm).
RTFTRC takes O(3nm + nmlogm), time
complexity is therefore O(nm(3 + logm)).g

Theorem 2: If algorithm RTFTRC is run for a
task set that is schedulable, RTFTRC can
generate a 1-Timely-Fault-Tolerant schedule for
this task set.
Proof:  According to property1-2, we need to
prove that for each task ti: (a) its primary copy ti

p

and its backup copy ti
b are scheduled on two

different processors. (b) no overlapping in time
between ti

p and ti
b. (c) ti

p and ti
b can finish before

deadline DL. Thus, we need to prove ∀i∈[1, n]:
(ρ i

p ≠ ρi
b) ∧ (si

p + c(i, ρ i
p) ≤ si

b) ∧ (si
b + c(i, ρ i

b )
≤ DL).

(1) Since ∀i ∈ [1,n]: ρ i
b = k ∧ k ≠ ρi

p (see
step 12. and 13 in algorithm RTFTRC.), we have
∀i∈[1, n]:(ρ i

p ≠ ρi
b);

(2) ∀i∈[1, n]: si
b = MAX(ξk, si

p + c(i, ρ i
p)),

(see step 13.2 in algorithm RTFTRC), so, ∀i∈[1,
n]: si

p + c(i, ρ i
p) ≤ si

b;
(3) ξk = MAX(ξk, si

p + c(i, ρ i
p)) + c(i, k) =

si
b + c(i, k) and MAX(ξk, si

p + c(i, ρ i
p)) + c(i, k) <

DL, (see step 13 in algorithm RTFTRC), we can



guarantee that ∀i∈[1, n]:si
b + c(i, k) ≤ DL, since

k = ρ i
b, we have ∀i∈[1, n]:si

b + c(i, ρ i
b) ≤ DL.

According to (1) - (3), if output sch_success
is SUCCESS, RTFTRC generates a 1-Timely-
Fault-Tolerant schedule. The theorem holds.g

4.  Performance Evaluation
The simulation experiments are carried out

in following steps, which are similar as [15]. (1)
Deadline DL and threshold for schedule
length(Lp) are selected. (2) The number of
processors and their failure rates are determined.
(3) When number of real-time tasks is chosen,
the vector Ci for each task ti is generated, each
element cij in Ci is chosen uniformly between [5,
100]. (4) For each task ti, its reliability cost
vector RCVi

 is calculated. (5) RTFTNO and
RTFTRC are invoked respectively. If the task set
is schedulable, RC0(Ω) and RC1(Ω) can be
calculated after the scheduling.

Under the same workload, 10000 task sets
are generated independently to run the
algorithms. We focus on the average values of
RC0(Ω) and RC1(Ω) for two algorithms. We use
percentage of missed deadlines (PMD) as metric
to determine the schedulability of the algorithm
in our performance evaluation. PMD is defined
as follow:

PMD = Number of schedules which is not
schedulable * 100 / Total schedules
where total schedules is set to 10000 in our
experiments.

4.1 Reliability cost
The parameters in the simulation are DL=

1400, Lp = 700 and m = 5. Failure rates of
processors are 0.9, 0.95, 1, 1.05 and 1.10
respectively, the unit of failure rate is 10-6 per
hour. Since the metric measured is reliability
cost, each task set randomly generated is
schedulable for two algorithms. In other words,
PMD for each algorithm is always zero. We will
discuss PMD in next subsection. As far as
RTFTNO algorithm is concerned, there is no
difference between RC0 and RC1, so data of RC1

for RTFTNO is omitted.
From Fig. 1, we see that, as the number of

tasks goes up, reliability costs of both algorithms
increase. With the same input, reliability cost of
RTFTRC is less than that of RTFTNO. This is
due to the fact that RTFTRC schedules tasks on
the processors which leads to a reliability cost as
minimum as possible, while RTFTNO does not

concern about reliability cost. For RTFTRC,
data of RC0 and RC1 are close. However, with
the same number of tasks, RC1 is a little bit
larger than RC0. In terms of reliability cost,
performance of RTFTRC is better than that of
RTFTNO.
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Figure 1  Comparison of RTFTNO and
RTFTRC (m = 5, DL = 1400, Lp = 700)

4.2 Relation between computation time
and reliability cost

This experiment concerns about the
relationship between computation time and the
reliability cost. We only exam algorithm
RTFTRC, since algorithm RTFTNO has the
same feature. Simulation parameters in this
experiment are also the same as the first
experiments, except that each element cij in Ci is
chosen uniformly between [5, 200]. Fig. 2
demonstrates the simulation results. We observe
that, when cij in Ci is chosen uniformly between
[5, 200] instead of [5, 100], the reliability cost
becomes higher. For example, the number of
tasks is set to 45, if computation time in each
vector Ci are generated uniformly between [5,
100], the values of RC1 and RC0 will be1.10×10-3

and 0.95×10-3 respectively.
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Figure 2  Relationship between
computation time and reliability cost

(m = 5, DL = 1400, Lp = 700)



If computation time in each vector Ci are
chosen according to uniform distribution
between [5, 200], RC1 and RC0 will be1.10×10-3

and 0.95 ×10-3. This is due to the fact that, when
computation time in each Ci raise, the rcij in the
vector of reliability cost RCVi

 also increase. We
can conclude that, as the computation time in
each vector Ci go up, the reliability cost of the
system also increases. The result of this
experiment also proves the conclusion drawn
from 4.1 that RC1 is a little bit larger than RC0

under the same set of parameters.

4.3 Percentage of missed deadlines
The basic simulation parameters are the

same as those in experiment 4.1. The metric
PMD measures the efficiency of the algorithm.
The algorithm with lower PMD has higher
efficiency. Table 1 compares PMD between
algorithms RTFTNO and RTFTRC. For
RTFTNO, PMD is zero when n is less than 56,
and if n is greater than 70, PMD will always be
100%. Again, we observe that, PMD in
RTFTRC only changes when n is in the interval
[97, 103]; PMD is equal to zero when n is less
than 97 and PMD is 100% when n is greater
than 103. It illustrates that, in terms of PMD,
performance of RTFTRC is better than that of
RTFTNO. Because in the case that n is less than
104, PMD of RTFTRC is always less than that
of RTFTNO under the same number of tasks.

For example, we intentionally let PMD be
1%, RTFTRC can schedule 97 tasks, while
RTFTNO can only schedule 56 tasks. As shown
in table 1, as the number of tasks goes up, PMD
of both algorithms increase sharply. The result
also proves that a larger task set would mean a
less possibility that the task set is schedulable.
Next experiment will do a further study on
schedulability.

4.4 Comparison of minimum number of
processors

Minimum number of processors (MNP) is a
metric that measures the schedulability of the
scheduling algorithm. In other words, the

algorithm with better schedulability needs fewer
processors to run a set of tasks that is given. The
algorithm, which is used to calculate the
minimum number of processors-FMNP, is
devised in [12]. Failure rates of all processors
are set to be 10-6 per hour, and other basic
parameters are the same as those in section 4.2.

Fig. 3 shows the impact of the number of
tasks on the minimum number of processors. As
the number of tasks increases, the minimum
numbers of processors for two algorithms both
increase. It is because the simple fact that, the
more tasks in the system, the more processors
are need in order to guarantee all the tasks to
complete before their deadlines.

We compare the minimum number of
processors produced by RTFTRC algorithm and
RTFTNO algorithm. We found that, when the
number of tasks is small (N < 30), there is no
significant difference of MNP between RTFTRC
and RTFTNO. However, such difference
increases if the number of tasks raises, and for
the same number of tasks, MNP of RTFTNO is
greater than that of RTFTRC.
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Figure 3  Comparison of minimal
number of processors  (DL = 1400, Lp = 600)

Hence, it is clear that the schedulability of
RTFTRC algorithm is better than that of
RTFTNO algorithm, especially when the
number of tasks is larger. For instance, the
number of tasks is set to be 100, if computation
time in each vector Ci is taken uniformly
between [5, 100], MNP of RTFTNO algorithm

Table 1    Percentage of Missed Deadlines for RTFTNO and RTFTRC
(DL = 1400, Lp = 700, m = 5)

N 56 58 60 62 64 66 68 70
RTFTNO 1% 8% 24% 50% 74% 89% 97% 99%

N 97 98 99 100 101 102 103
RTFTRC 1% 2% 3% 5% 35% 97% 99%



is 5.36. If computation time in each vector Ci is
chosen uniformly between [5, 200], MNP of
RTFTNO and RTFTRC are 16.64 and 7.09,
respectively.

For the same number of tasks, the longer the
computation time of each task, the larger the MNP
for two algorithms. This is because that, with the
same number of tasks, if computation time of each
task increases, the workload for the system is also
raises. Thus, more processors need to complete
the tasks before deadline.

4.5 Relationship between threshold of
schedule length and minimum number of
processors

The threshold of schedule length(Lp) has no
impact on the overall performance of RTFTNO
algorithm, though Lp do affect performance of
RTFTRC algorithm. It is due to the fact that
RTFTNO balance the scheduling length on each
processor, while RTFTRC does not do so.
Therefore, figure 4 plots the MNP of RTFTRC as
a function of the threshold for schedule length.
The computation time in each vector Ci is
generated uniformly from 5 to 200, and other
basic parameters are the same as those in
experiment 4.1.

Fig. 4 illustrates MNP with three different
number of tasks of 40, 60 and 100, respectively.
The result is that the minimum number of
processors decreases as Lp increases. However, if
the threshold of the schedule length has
insignificant influence on MNP as Lp exceeds
700. For example, as the number of tasks is 40,
MNP is in the range of 4.48 and 4.50; as the
number of tasks is 100, MNP only decreases from
7.07 to 7.08. Thus, for RTFTRC algorithm, Lp
has little impact on performance of the algorithm
if Lp is larger than DL/2. As an interesting result,
threshold of schedule length, which is an
important parameter of load balancing in
traditional distributed system, has non-sense in
RTFTRC algorithm.

5. Conclusions
Some works have been done in past in real-

time fault-tolerant scheduling in homogeneous
distributed systems. This paper presents two real-

time scheduling algorithms with fault-tolerance on
heterogeneous distributed systems. All processors
in heterogeneous distributed system have different
failure rates, and each real-time task has different
computation time when it is allocated on different
processors. Reliability cost is a main performance
metric in our scheduling algorithms.
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Figure 4  Relationship between minimal
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RTFTNO and RTFTRC are two static
algorithms that schedule periodic real-time tasks
with a common deadline. RTFTRC algorithm
regards the reliability cost as the most important
issue in scheduling, while RTFTNO does not. The
overall performance of RTFTRC, in terms of
reliability cost and PMD, is better than that of
RTFTNO. Real-time fault-tolerant scheduling
algorithm, RTFTRC, will apply to many real
world systems including real-time database
applications, real-time manufacturing, defense
applications, and distributed multimedia.

Our future studies in this area include (1)
Present static fault-tolerant algorithms that
schedule real-time tasks with different deadlines.
(2) Study dynamic scheduling algorithms with
fault-tolerant for aperiodic real-time tasks. (3)
Based on RTFTRC, study an efficient algorithm,
which releases assumption 2 in this paper.
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