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63.1   Introduction

A static Web site, which is generally written in HTML, does not provide functionality to dynamically 
extract information and to store it in a database [WT08]. Dynamic Web sites interact dynamically with 
clients by taking requests from clients. When receiving requests from a client, a server interacts with a 
database to extract required information, formats information, and sends it back to the client. HTML 
alone does not provide the functionality needed for a dynamic, interactive environment. Additional 
technologies are used to implement the dynamic behavior both on the client side (inside a Web browser) 
and on the server side to render a web page dynamically. Most common network programming tools 
used for developing dynamic Web sites on client side are JavaScript, and Java or ActiveX applets. Most 
common tools on the server side are PHP, Sun Microsystems’ Java Server Pages, Java Servlets, Microsoft 
Active Server Pages (APS) technology, and Common Gateway Interface (CGI) scripts using scripting 
languages such as PERL and JavaScript, ActiveX and Python, or precompiled binary programs.

Communication through computer networks has become a popular and efficient means of comput-
ing and simulation. Most companies and research institutions use networks to some extent on a regular 
basis [MW01]. Computer networks provide ability to access all kinds of information made available 
from all around the world, and intranet networks provide connectivity for a smaller, more isolated 
domain like a company or a school. Users can run software through computer networks by interacting 
with user interface. Simulation through computer networks has several benefits:

• Universal user interface on every system: Every system can run software simulation with a web 
browser through user interface.

• Portability: Software located only on the center machine can be accessed at any time and 
everywhere.

• Software protection: Users can run software through computer networks but cannot own it.
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63-2 Industrial Communication Systems

• Limitation: Software can interact with any platform that is independent of the operation systems, 
users do not have to set up or configure software unless it is implemented on the server in the form 
of stored user profile.

• Legacy software: Old software can be run in dedicated environment on the server while its new 
user interface runs through a web browser on new systems for which the particular application 
is not available.

• Remote control: Computer networks are used to control objects remotely.

The Internet bandwidth is already adequate for many software applications if their data flow is carefully 
designed. Furthermore, the bandwidth limitation will significantly improve with time. The key issue is 
to solve problems associated with a new way of software development so that application of software will 
be possible through the Internet and Intranet. It is therefore important to develop methods that take 
an advantage of networks and then platform independent browsers. This would require solving several 
issues such as

• Minimization of the amount of data that must be sent through the network
• Task partitioning between the server and client
• Selection of programming tools used for various tasks
• Development of special user interfaces
• Use of multiple servers distributed around the world and job sharing among them
• Security and account handling
• Portability of software used on servers and clients
• Distributing and installing network packages on several servers
• Others

63.2   Most Commonly Used Network Programming Tools

For implementation, several different languages must be used simultaneously. The following sections 
review these languages and scopes of its application [MW01].

63.2.1   Hypertext Markup Language

Hypertext Markup Language (HTML) was originally designed to describe a document layout regard-
less of the displaying device, its size, and other properties. It can be incorporated into networked appli-
cation front-end development either to create form-based dialog boxes or as a tool for defining the 
layout of an interface, or wraparound for Java applets or ActiveX components. In a way, HTML can 
be classified as a programming language because the document is displayed as a result of the execu-
tion of its code. In addition, scripting language can be used to define simple interactions between a 
user and HTML components. Several improvements to the standard language are available: cascading 
style sheets (CSS) allow very precise description of the graphical view of the user interface; compressed 
HTML allows bandwidth conservation but can only be used by Microsoft Internet Explorer. HTML is 
also used directly as it was originally intended—as a publishing tool for instruction and help files that 
are bundled with the software [MW01].

63.2.2   JavaScript

HTML itself lacks even basic programming constructs such as conditional statements or loops. A few 
scripting interpretive languages were developed to allow for use of programming in HTML. They can be 
classified as extensions of HTML and are used to manipulate or dynamically create portions of HTML 
code. One of the most popular among them is JavaScript. The only drawback is that although JavaScript 
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is already well developed, still there is no one uniform standard. Different web browsers may vary a little 
in the available functions. JavaScript is an interpretative language and the scripts are run as the web page is 
downloaded and displayed. There is no strong data typing or function prototyping. Yet the language 
includes support for object oriented programming with dynamically changing member functions. 
JavaScript programs can also communicate with Java applets that are embedded into an HTML page.

JavaScript is part of the HTML code. It can be placed in both header and body of a web page. The 
script starts with <script language="JavaScript"> line. One of the most useful applications 
of JavaScript is verification of the filled form before it is submitted online. That allows for immediate 
feedback and preserves the Internet bandwidth as well as lowers the web server load [MW01].

JavaScript has certain limitations due to the security model of its implementation by a Web browser. 
One of those limitations was inability to retrieve data on demand dynamically from the server. This was 
changed by adding a new library that is typically referred to by the name of Ajax Technology. Ajax tech-
nology allows a JavaScript program embedded inside a web page to retrieve additional documents or 
web pages from the server, store them as local variables, and parse them in order to retrieve data and use 
it for dynamic alteration of the web page where the JavaScript is embedded. The additional data is typi-
cally generated on the server by means of ASP or CGI used to interface the Ajax query to the database 
on the server. Data is then sent back typically in the format of an XML formatted web page. Typically 
everyday application of this technology is auto-complete suggestion list in a web page form, for example 
auto-complete suggestions in a search engine web page before a user clicks the search button.

63.2.3   Java

Java is an object-oriented programming language compiled in two stages. The first stage of compila-
tion, to so-called byte-code, is performed during the code development. Byte-code can be compared to 
machine code instructions for a microprocessor. Because no processor understands directly byte-code 
instructions, interpreters, called Java Virtual Machines (JVM), were developed for various micropro-
cessors and operating systems. At some point, JVM were improved so that instead of interpreting the 
code they do perform the second stage of compilation, directly to the machine language. However, to 
cut down the initial time to run the program, the compilation is done only as necessary (just in time 
(JIT)), and there is no time for extensive code optimization. At current state of the art of JIT technology, 
programs written in Java run about two to five times slower than their C++ counterparts. Adding a JVM 
to a web browser allowed embedding software components that could be run on different platforms 
[MW01].

63.2.4   ActiveX

Microsoft developed ActiveX as another technology allowing for the automatic transfer of software 
over the network. ActiveX, however, can be executed presently only on a PC with a Windows operat-
ing system, thus making the application platform dependent. Although this technology is very popular 
already, it does not allow for the development of applications running on multiple platforms. ActiveX 
components can be developed in Microsoft Visual Basic or Microsoft Visual C++. There is the only 
choice in cases when Java is too slow, or when some access to the operating system functionality or 
devices supported only by Windows OS is necessary. The easy access to the operating system form 
an ActiveX component makes it impossible to provide additional security by limiting the features or 
resources available to the components [MW01].

63.2.5   CORBA and DCOM

CORBA (Common Object Request Broker Architecture) is a technology developed in the early 1990s 
for network distributed applications. It is a protocol for handling distributed data, which has to be 
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63-4 Industrial Communication Systems

exchanged among multiple platforms. A CORBA server or servers must be installed to access distributed 
data. CORBA in a way can be considered as a very high-level application programming interface (API). 
It allows sending data over the network, sharing local data that are registered with the CORBA server 
among multiple programs. Microsoft developed its own proprietary API that works only in Windows 
operating system. It is called DCOM and can be used only in ActiveX technology [MW01].

63.2.6   Common Gateway Interface

CGI (Common Gateway Interface) can be used for the dynamic creation of web pages. Such dynamically 
created pages are an excellent interface between a user and an application run on the server. CGI pro-
gram is executed when a form embedded in HTML is submitted or when a program is referred directly 
via a web page link. The web server that receives a request is capable of distinguishing whether it should 
return a web page that is already provided on the hard drive or run a program that creates one. Any such 
program can be called a CGI script. CGI describes a variety of programming tools and strategies. All 
data processing can be done by one program, or one or more other programs can be called from a CGI 
script. The name CGI script does not denote that a scripting language must be used. However, develop-
ers in fact prefer scripting languages, and PERL is the most popular one [MW01].

Because of the nature of the protocol that allows for transfer of web pages and execution of CGI 
scripts, there is a unique challenge that must be faced by a software developer. Although users working 
with CGI-based programs have the same expectations as in case of local user interface, the interface 
must be designed internally in an entirely different way. The web transfer is a stateless process. It means 
that no information is sent by web browsers to the web servers that identify each user. Each time the 
new user interface is sent as a web page, it must contain all information about the current state of the 
program. That state is recreated each time a new CGI script is sent and increases the network traffic and 
time latency caused by limited bandwidth and time necessary to process data once again.

In addition, the server-side software must be prepared for inconsistent data streams. For example, a 
user can back off through one or more web pages, give a different response to a particular dialog box, 
and execute the same CGI script. At the time of the second execution of the same script, the data sent 
back with the request may already be out of synchronization from the data kept on server. Therefore, 
additional validation mechanisms must be implemented in the software, which is not necessary in case 
of a single program.

63.2.7   PERL

PERL (Practical Extraction Report Language) is an interpretive language dedicated for text processing. 
It is primarily used as a very advanced scripting language for batch programming and for text data 
processing. PERL interpreters have been developed for most of the existing computer platforms and 
operating systems. Modern PERL interpreters are in fact not interpreters but compilers that pre-compile 
the whole script before running it. PERL was originally developed for Unix as a scripting language that 
would allow for automation of administrative tasks. It has many very efficient strings, data streams, and 
file processing functions. Those functions make it especially attractive for CGI processing that deals 
with reading data from the networked streams, executing external programs, organizing data, and in 
the end producing the feedback to the user in the form of a text based HTML document that is sent 
back as an update of the user interface. Support of almost any possible computing platform and OS, and 
existence of many program libraries make it a platform independent tool [MW01].

63.2.8   PHP

PHP, a server-side scripting language, is the most popular technology that is especially suited for devel-
oping the dynamic, interactive Web sites. PHP, which originally stood for “Personal Home Page,” is the 
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open-source software initially created to replace a small set of PERL scripts that had been used in Web 
sites. Gradually, PHP became a general purpose scripting language that is used especially for web develop-
ment and now called as “Hypertext Preprocessor.” PHP is embedded into HTML and interpreted on a web 
server configured to operate PHP scripts. PHP is a server-side scripting language similar to other server-
side scripting languages like Microsoft’s Active Server Pages and Sun Microsystems’ Java Server Pages or 
Java Servlets. PHP resembles its syntax to C and PERL. The main difference between PHP and PERL lays 
in the set of standard built-in libraries that support generation of HTML code, processing data from and 
to the web server, and handling cookies [MW01]. PHP is used in conjunction with a database system, such 
as PostgreSQL, Oracle, and MySQL, to create the powerful and dynamic server-side applications.

Database comes to picture when it comes to storing a huge amount of information and retrieving 
back when it is needed by the web site. The database can contain information collected from the user 
or from the administrator. MySQL (written in C and C++) is an open source relational database man-
agement system (RDBMS) that is based on the structure query language (SQL) for processing data in 
the database and manages multi-user access to a number of databases. In a relational database, there 
are tables that store data. The columns define what kind of information will be stored in the table, and 
a row contains the actual values for these specified columns. MySQL works on many different sys-
tem platforms, including Linux, Mac OS X, Microsoft Windows, OpenSolaris, and many others. PHP 
(Hypertext Preprocessor) and MySQL (a portable SQL server) together have made the task of building 
and accessing the relational databases much easier [WL04] [U07].

63.3   Examples

With the increase of Internet bandwidth, the World Wide Web (WWW) could revolutionize design 
processes by ushering in an area of pay-per-use tools. With this approach, very sophisticated tools will 
become accessible for engineers in large and small businesses and for educational and research pro-
cesses in academia. Currently, such sophisticated systems are available only for specialized companies 
with large financial resources.

63.3.1   Neural Network Trainer through Computer Networks

Several neural network trainer tools are available on the market. One of the freeware available tools is 
“Stuttgart Neural Network Simulator” based on widely C platform and distributed in both executable 
and source code version. However, the installation of this tool requires certain knowledge of compiling 
and setting up the application. Also, it is based on XGUI that is not freeware and still single type archi-
tecture—Unix architecture [MWM02].

During software development, it is important to justify which part of the software should run on 
the client machine and which part should run on the server. CGI is quite different from writing Java 
applets. Applets are transferred though a network when requested and execution is performed entirely 
on the client machine that made a request. In CGI, much less information has to be passed to the server, 
and the server executes instructions based on the given information and sends the results back to the 
local machine that makes the request. In case of neural network trainer, it only makes sense to use 
CGI for training process. To send the trainer software through computer networks for every requesting 
time is not a wise choice because this makes the training process slower and software is not protected. 
Therefore, it is important to develop methods that take advantage of networks.

This training tool currently incorporates CGI, PHP, HTML, and Java-Script. A CGI program is exe-
cuted on a server when it receives a request to process information from a web browser. A server then 
decides if a request should be granted. If the authorization is secured, a server executes a CGI program 
and sends the results back to a web browser that requested. The trainer NBN 2.0 is developed based on 
Visual Studio 6.0 using C++ language hosting on a server and interacting with clients through PHP 
scripts. Its main interface is shown in Figure 63.1.

AQ1
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63-6 Industrial Communication Systems

The neural network interface will receive requests from users with uploading files and input param-
eters to generate data files and then send a command to the training software on the server machine. 
When all data requirements are set up properly, training process will start. Otherwise, training tool will 
send error warnings back to clients. If training process is successful, training result will be generated. 
Training result file is used to store training information and result such as training algorithm, training 
pattern file, topology, parameters, initial weights, and resultant weights (Figure 63.2).AQ2
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FIGURE 63.1 User interface of NBN 2.0.
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FIGURE 63.2 Training results.
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Neural network trainer can be used remotely through any network connection or any operating 
system can be used to access, making the application operating system independent. Also, much less 
installation time and configuration time is required because the training tool locates only on central 
machine. Many users can access at the same time. Users can train and see training results directly 
through networks. And the most important thing is that the software developers can protect their intel-
lectual property when network browsers are used as user interfaces.

63.3.2   Web-Based C++ Compiler

During the process of software development, frequently more than one compiler package is required. 
Some products are known to be very useful for locating errors or debugging, while others perform 
extremely well when a program or library is in the final stage of development and should be optimized 
as much as possible. Also, when facing obscure error messages, which may result in a time-consuming 
search for the error, a different error message from the second compiler frequently cuts that time dra-
matically [MW00].

Therefore, students should be to some extend exposed to different compilers at some point in their 
software courses curriculum. Although all necessary software is installed in the computer laboratories, 
most students prefer to work on their computers at home or dormitory and connect to the university 
network. That situation creates unnecessary burden either for the network administrators who have to 
install additional software on many machines of non-standard configuration, or on students who must 
purchase and install on their own several software packages along their full course of study.

In order to solve the problem at least partially in the area of programming, a software package was 
developed that allows for web-based interfacing of various compilers. Web-page based front end allows 
to access them without any restrictions regarding the computer system requirements, thus allowing for 
their use on different operating system platforms and also on older machines with lesser performance.

A common front end is used for all compilers and is presented in Figure 63.3. This HTML page allows 
for selecting a vendor and a language, and for setting a few basic compilation options. User uses copy 
and paste commands to enter the source code into the compiler front end. There are three menus located 
under the source code area as shown. The middle menu is used to select the programming language 

FIGURE 63.3 The common Web-based front-end to C++ compilers.
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while the right menu is used to select the compiler vendor. Currently the Intranet Compilers package 
supports C, C++, Ada, Fortran, Modula, Pascal, and Java languages. It utilizes MinGW (Minimalistic 
GNU for Windows ver. 3.4), Borland (ver. 5.0), and Microsoft (VS 2005) compilers for C and C++, com-
piler for Fortran and Pascal, and Sun’s JDK (ver. 2.6) for Java.

One of the preset compiling configurations can be selected from the left menu. User can decide 
whether aggressive binary code optimization or strict error checking and ASNI style violation checking 
are necessary. The compiler vendor and version can be selected from the right menu. In case of selecting 
one of the commercial compilers while working at off-campus location, the user is requested to input a 
password to verify his or her legibility to use licensed products.

One of the major advantages of consolidating more than one compiler is the ability to cross-reference 
error message among different vendor products used from the same interface. The process of compila-
tion is performed in batch mode. After setting the desired options and pasting the source code into the 
appropriate text box, the task can be started by pressing the COMPILE button. As a result, another web 
page with HTML wrapped information is sent back to the user. The result page is displayed in another 
browser window so that the user can correct the source code in the original window and resubmit it if 
necessary (Figure 63.4).

63.3.3   SPICE-Based Circuit Analysis Using Web Pages

The common problem being faced by many electronic engineers in the industry is that their design 
tools often operate on several different platforms such as UNIX, DOS, Windows 95, Windows NT, or 
on Macintosh. Another limitation is that the required design software must be installed and a license 
purchased for each computer where software is used. Only one user interface handled by a network 
browser would be required. Furthermore, instead of purchasing the software license for each computer, 
electronic design automation (EDA) tools can be used on a pay-per-use basis [WMR01].

Network programming uses distributed resources. Part of the computation is done on the server and 
another part on a client machine. Certain information must be frequently sent both ways between client 

FIGURE 63.4 The result page.
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and server. It would be nice to follow the JAVA applet concept and have most of the computation done 
on client machine. This approach, however, is not visible for three major reasons:

• EDA programs are usually very large and thus not practical to be sent entirely via network as 
applets.

• Software developers are giving away their software without the ability of controlling its usage.
• JAVA applets used on-line and on demand are slower than regular software.

The Spice implementation used in this presentation is just one example of a networked application. An 
application called the Spice Internet Package has been developed for use through Internet and Intranet 
networks. The SIP provides an operating system independent interface, which allows Spice simulation 
and analysis to be performed from any computer that has a web browser on the Internet or an Intranet. 
The SIP has a user-friendly GUI (Graphical User Interface) and features include password protection 
and user accounts, local or remote files for simulation, editing of circuit files while viewing simulation 
results, and analysis of simulated data in the form of images or formatted text.

In the case of the Spice Internet it would be impossible to send the Spice engine through the network 
every time it was requested and this would be extremely slow. Java technology could also be used for 
functions like generating and manipulating graphs and implementing the GUI on the client side. The 
SIP program currently incorporates CGI, PERL, HTML, and JavaScript. A unique feature of the SIP 
versus other Spice simulators is that it is operating system independent. Anyone that has access to the 
Internet and a web browser, such as Mozilla Firefox or MS Internet Explorer, can run a Spice simulation 
and view the results graphically from anywhere in the world using any operating system (Figure 63.5).

The server is configured to accept requests from web browsers through network connections. The 
server processes the request for Spice simulation or analysis and returns the results to the requesting 
web browser as an HTML document. The heart of the software is a server-located PERL script. This 
script is executed first when the user logs in to SIP. Then each time the user selects any activity, a new 
dialog box in the form of an on-the-fly generated JavaScript enhanced HTML web page is sent back. 
Such pages may contain a text editor, a simulation report, a graphic postprocessor menu, or graphic 
image of plotted results. To complete some tasks, the PERL script may run additional programs installed 
only for the server such as the main CAD program, i.e., Berkeley Spice; GnuPlot, which generates plots; 
and some utility programs (netpbmp) to convert plotter files into standard images recognized by all 
graphical web browsers.

FIGURE 63.5 Graphical user interface for SIP package.
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SIP is a very good example for network traffic considerations. The amount of data produced by a single 
simulation may differ significantly from a few hundred bytes to a few hundred KB, depending on the 
number of simulation steps requested. In case of large data files, it is better to generate graphical images 
of plots and send them to the user. Users frequently inspect the obtained results a few times, for example, 
by changing the range or variables to display. In case when there may be many requests for different plots 
of the same data, it could be better to send the data once together with a custom Java applet that could 
display the same information in many different forms without further communicating with the server.

Several features make the Spice Internet Package a desirable program for computer-aided engineer-
ing and design. Only one copy of the Spice engine needs to be installed and configured. One machine 
acts as the server and other machines can simultaneously access the Spice engine through network con-
nections. Remote access to SIP allows users to run Spice simulations from any computer on the network, 
and that might be from home or another office in another building or town. Also, the current Spice 
engine being used is Spice3f5 from Berkeley, which allows an unlimited number of transistors, unlike 
various “student versions” of Spice programs that are available (Figure 63.6).

Computer networks are also used in the systems for controlling objects as robots, database man-
agement, etc. [MW01] [WM01] [WM00]. A web server is used to provide the client application to the 
operator. Client uses custom TCP/IP protocol to connect to the server, which provides interface to the 
specific robotic manipulators. Sensors and video cameras provide feedback to the client. Many robotic 
manipulators may be connected at a time to the server through either serial or parallel ports of the com-
puter. In case of autonomous robots, the servers pass the commands addressed to the robot. In case of 
simple robot, the server runs a separate process that interfaces to the robot. Data monitoring and control 
through a computer network or some other proprietary network is no longer prohibitively expensive, and 
thus restricted only to industrial or luxurious products. Continuously decreasing cost of microproces-
sors and network interfaces opened additional possibilities in the home automation applications.

FIGURE 63.6 Upper part of the plotting configuration screen.
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63.4   Summary and Conclusion

The chapter shows how to use the new opportunity created by Internet technologies for efficient and 
platform independent usage of software applications. The presented examples are just examples, but 
they show a way in which the technology can be implemented. They also illustrate how significant is the 
impact of the particular data flow on the programming tools and approaches taken to implement the Internet 
access to the server installed software. The authors are convinced that such approach will spread and it 
will revolutionize the general approach toward software development [MW01].

This approach will also have a synergetic effect on the development of better software applications 
since the market will increase significantly. Availability of software application via the Internet will 
boost design process in many new communities and improve our education processes at universities by 
allowing students to use the same sophisticated software as is used by leading industries.

Several features make the software run over Internet a desirable program. Only one copy of the soft-
ware engine needs to be installed and configured. One machine acts as the server and other machines 
can simultaneously access the server engine through network connections. Remote access to server 
allows users to run simulations from any computer on the network. This may be from home, or another 
office in another building, or town.
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