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Abstract— With the continuous downscaling of CMOS tech-
nologies, the reliability has become a major bottleneck in the
evolution of the next generation systems. Technology trends such
as transistor down-sizing, use of new materials, and system
on chip architectures continue to increase the sensitivity of
systems to soft errors. These errors are random and not related
to permanent hardware faults. Their causes may be internal
(e.g., interconnect coupling) or external (e.g., cosmic radiation).
To meet the system reliability requirements it is necessary for
both the circuit designers and test engineers to get the basic
knowledge of the soft errors. We present a tutorial study of
the radiation-induced single event upset phenomenon caused by
external radiation, which is a major source of soft errors. We
summarize basic radiation mechanisms and the resulting soft
errors in silicon. Soft error mitigation techniques with time and
space redundancy are illustrated. An industrial design example,
the IBM z990 system, shows how the industry is dealing with
soft errors these days.

I. INTRODUCTION

From the beginning of the recorded history, man has be-
lieved in the influence of heavenly bodies on the life on
Earth. Machines, electronics included, are considered scientific
objects whose fate is controlled by man. So, in spite of the
knowledge of the exact date and time of its manufacture, we
do not draft a horoscope for a machine. Lately, however, we
have started noticing certain behaviors in the state of the art
electronic circuits whose causes are traced to be external and to
the celestial bodies outside our Earth. The Single Even Upset
(SEU) phenomenon, as this non-permanent (i.e., random or
soft) error behavior is termed, in digital systems affects the
modern nanotechnology electronic devices. We believe SEU
will assume greater importance in the future [12]. Sifting
through the literature of the last half a century, we have
collected the necessary material for a starter. Our aim is not to
cram up these six pages with most information, but to provide
the essentials that can be assimilated conveniently to help a
reader to become an effective contributor. We begin with the
definition.

“Single Event Upset (SEU): Radiation-induced er-
rors in microelectronic circuits caused when charged
particles (usually from the radiation belts or from
cosmic rays) lose energy by ionizing the medium
through which they pass, leaving behind a wake of
electron-hole pairs”. ¢ ¢ ¢ NASA Thesaurus

The objective of this tutorial is to familiarize the reader with
the SEU in digital electronics – definitions and terms, causes
(mostly experimental), measurement and estimation, reliability
standards, and the related design methods. You should expect

to get almost complete, but not comprehensive, information.
Looking over the Appendix on the last page will improve the
comprehension as you read through this article.

We will present an up-to-date understanding of the SEU
phenomena. Following the historical note of the following sec-
tion, we summarize the concept of basic radiation mechanisms
and explain how a soft error occurs in silicon in Section III.
Examples of soft error mitigation techniques are presented in
Section IV. In Section V, a case study of soft error detection
and tolerance in IBM z990 system is given.

II. HISTORICAL NOTES

Soft errors have been studied by electrical, aerospace,
nuclear and radiation engineers for almost half a century. In
the period 1954 through 1957 failures in digital electronics
were reported during the above-ground nuclear bomb tests.
These were treated as electronic anomalies in the monitoring
equipment because they were random and their cause could
not be traced to any hardware fault [27]. Perhaps the first
paper concerning the role of cosmic rays on electronics is
by Wallmark and Marcus [24]. As quoted in the recent
literature [16], these authors predicted that cosmic rays would
start upsetting microcircuits due to heavy ionized particle
strikes and cosmic ray reactions when feature sizes become
small enough. Through 1970s and early 1980s, the effects of
radiation received attention and more researchers examined
the physics of these phenomena. Also from 1950s, theories
of fault tolerance and self-repairing computing were being
developed due to the increased reliability requirement of
critical applications like the space-mission [23].

May and Woods of Intel Corporation [13] determined that
these errors were caused by the alpha particles emitted in
the radioactive decay of uranium and thorium present just
in few parts-per-million levels in package materials. Their
paper represented the first public account of radiation-induced
upsets in electronic devices at sea level and these errors
were referred to as “soft errors”. The term soft error was
used to differentiate from the repeatable errors traceable to
permanent hardware faults. Guenzer and Wolicki [10] reported
that the error causing particles came not only from uranium
and thorium but that nuclear reactions generated high energy
neutrons and protons, which could also cause upsets in circuits.
Because the title of their paper was “Single Event Upset of
Dynamic RAMs by Neutrons and Protons”, the term “SEU”
has been in use ever since [10] (refer to [16]). In 1979, Ziegler
and Lanford from IBM [28] predicted that cosmic rays could
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time and a gradual fall time:
(

I(t) = Qcoll
¿fi¡¿fl

(e¡ t
¿fi ¡ e¡ t

¿fl ) (a)
Qcoll = 10:8 £ L £ LET (b)

(1)

where Qcoll is the collected charge (in femto coulomb) in
the sensitive region, ¿fi is a process-dependent collection time
constant of the junction, and ¿fl is the ion-track establishment
time constant, which is relatively independent of the technol-
ogy. Typical values are approximately 1:64 £ 10¡10sec for ¿fi
and 5 £ 10¡11sec for ¿fl [7]. In bulk silicon, a typical charge
collection depth (L in micron) is 2 for every linear energy
tranfer (LET ) of 1 MeV-cm2/mg, and an ionizing particle
deposits about 10.8fC charge along each micron of its track.

The induced transient voltage pulse may propagate through
several levels of logic gates. Because a particle can induce an
SEU when it strikes either the channel region of an off NMOS
transistor or the drain region of an off PMOS transistor, we will
consider the strike at an off PMOS drain area as an illustrative
example. The critical charge depends on the total charge
collected at the sensitive node as well as on the temporal
shape of the current pulse and the device supply voltage. So,
a parameter called “switching time (tth)” or “feedback time”
is defined as the interval after the particle strikes at which
the affected node voltage exceeds the threshold voltage. The
charge on the output capacitor equals Qcrit at that time. Qcrit
can be calculated by integrating the current that flows at the
sensitive node after the strike [9]. The condition for the SEE
to propagate is that output node voltage follows Equation 2.

V ‚ Qcrit

C
=

1
C

Z tth

0
Idrain(t)dt (2)

The pulse width of the voltage pulse depends on the
value of the capacitance and the RC time constant of the
discharging path. For example, in ami12 technology, when
the output load capacitance is 100fF and the cumulative
collected charge is 0.65pC, the amplitude of the voltage pulse
is 0:65pC=100fF = 0:65£10¡12C=100£10¡15F = 0:65V .
We observe that for the same charge collected in the sensitive
area a smaller load capacitance will have a larger amplitude of
the SEE-induced voltage pulse. The discharge process can be
modeled by a simple RC-circuit. So, the voltage as a function
of time is v(t) = v(0)

¡t
RC . Thus, smaller the RC value, faster

is the discharge process. A schematic view of how the SEE-
induced current pulse translates into an SEE-induced voltage
pulse is given in Figure 3.

IV. SOFT ERROR MITIGATION TECHNIQUES

Soft error tolerant techniques can be classified into two
types: prevention and recovery. The methods to protect mi-
crochips from soft-errors are the prevention methods. They are
used during the chip design and development. The recovery
methods include on-line recovery mechanisms from soft-
errors in order to achieve the chip robustness requirement.
These include fault tolerant computing, ECC/parity, online-
testing and redundancy. One should note that soft error is not
the only reason why computer systems need to resort to a
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Fig. 3. An schematic view of how SEE-induced current pulse translates into
a voltage pulse in a CMOS inverter.

recovery procedure. Random errors due to noise, unreliable
components, and coupling effects may also require recovery
mechanisms [21]. The need for a recovery mechanism stems
from the fact that prevention techniques may not be enough for
contemporary microchips, because the supply voltage keeps
reducing, feature size keeps shrinking, and the clock frequency
keeps increasing. Also, the cost of prevention techniques for
a fault tolerant design may be too high. Because the error-
tolerant computing is a broad area, here we only give a
few examples of techniques used for soft error mitigation. In
addition, a built-in soft error resilience (BISER) technique for
correcting radiation-induced soft errors in latches and flip-flops
may be found [25]. In that work, the error-correcting latch and
flip-flop designs are power efficient and can correct both flip-
flop errors and combinational logic errors, and employ reuse
of on-chip scan design-for-testability in cell-level SER.

A. Prevention Techniques

1) Purify the Fabrication Material: A significant improve-
ment in the SER performance of microelectronics can be
achieved by eliminating or reducing the sources of radiation.
To reduce the alpha particle emission in the final packaged IC,
high purity materials and processes are employed. Uranium
and thorium impurities have been reduced below one hundred
parts per trillion for high reliability. Going from the conven-
tional IC packaging to an ultra-low alpha packaging materials
the alpha emission is reduced from 5~10 alphas/cm2-hr to less
than 0.001 alphas/cm2-hr. To reduce the SER induced by the
10B activation by low energy neutrons, BPSG is replaced by
other insulators that do not contain boron. In addition, any
processes using boron precursors is carefully checked for 10B
content before introducing them to manufacturing process [4].
When these measures are employed the SER of the IC is
reduced dramatically, but the SER caused by the cosmic high
energy neutron interactions cannot be easily shielded.

2) Radiation Hardened Process Technologies: SER per-
formance can be greatly improved by adapting the process
technology either to reduce the collected charge (Qcoll) or
increase the critical charge (Qcrit) [26]. One approach is to use
additional well isolation (triple-well or guard-ring structure)
to reduce the amount of charge collected by creating poten-
tial barriers, which can limit the efficiency of the funneling
effect and reduce the likelihood of parasitic bipolar collection
paths [6].
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