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Abstract

We introduce a new type of test, called exclusive test,
and discuss its application to fault diagnosis in combi-
national circuits. A test that detects exactly one fault
from a given pair of faults is called an exclusive test.
In general, generation of an exclusive test by a con-
ventional automatic test generator requires a model of
the circuit with multiple-faults. We describe an ATPG
model that transforms the exclusive test problem into
a single-fault test generation problem. We present a
generalized diagnostic method and illustrate the use of
exclusive tests in improving the diagnostic resolution of
a test set. Results of diagnosis with exclusive tests for

ISCAS85 benchmark circuits are included.

1 Introduction

Most diagnostic procedures are based on single-fault
tests. As a result, the “symptom” or “signature” pro-
duced by an actual defects often does not map onto the
output calculated by a single-fault simulator. Never-
theless, the single-fault dictionary approach [5, 6, 13] is
frequently used. The resolution of a diagnostic proce-
dure can be improved if we could find tests for group of
faults constructed from the suspected fault set identi-
fied by the single-fault tests. We can also benefit from
tests that “exclusively” detect one fault, but not the
others, in the suspected fault set.

In this paper, we define exclusive test, present a
method of generating it and give 1ts application to di-
agnosis. In Section 2, we provide a model for exclusive
test generation and fault simulation. An example is
included to illustrate the use of exclusive test to im-
prove the diagnostic resolution of a fault dictionary. In
Section 3, we present a generalized algorithm for fault
diagnosis using exclusive tests. To demonstrate how ex-
clusive tests help improve the diagnostic resolution of a
combinational circuit, we include diagnostic results of
the proposed method for ISCAS85 circuits in Section 4.
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2 Exclusive Test

An “Exclusive test” 1s an input vector that detects only
one from a pair of targeted faults [1]. The general exclu-
sive test problem can be formulated for a pair of fault
sets. For simplicity, however, we will study it for a pair
of faults, f; and f5. An exclusive test must detect ex-
actly one of these faults. Figure 1 illustrates generation
of an exclusive test. A fault-free digital circuit is shown
as Cy. The other blocks C1 and C5 are the same circuit
with faults f; and fs, respectively. The circuit is as-
sumed to be combinational and can have any number of
inputs. For clarity, we will only consider single output
functions. Any input vector that produces a 1 output
in Figure 1(a) is an exclusive test for the pair of faults
f1 and fo. This is the Boolean satisfiability version of
the test generation problem, which can be solved by
using two-valued (0,1) or three-valued (0,1,X) signals.
The Boolean satisfiability formulation of the exclusive
test problem is,

(Cod Cr) @ (Com o) =1 (1)

which simplifies to,

CiopCy=1 (2)

and may also be expressed as,

(Co®Co)d (CrdCy) =1 (3)
Equation 2 is a condition for distinguishing between the
two faults. The complementary condition, Cy & Cy = 0,
is known as the indistinguishability condition [5], and
when satisfied by all inputs makes the two faults equiv-
alent. Equation 3 indicates that an exclusive test is a
test for a double fault in two copies of the circuit under
test producing a single output through an exclusive-OR
gate, and each copy contains a different single fault. We
make the following observations:

e If no exclusive test exists for two faults then either
they are equivalent or both faults are redundant.
Although not often recognized, all redundant faults
of a combinational circuit form an equivalent fault
set.
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Figure 1: Generation of exclusive test.

Table 1: Fault dictionary enhancement by exclusive test
for the circuit of Figure 2.

100% coverage tests Exclusive test added

Test Mapped Test Diag.

syndrome faults syndrome fault
0000001 c1 0000001000 c1
0000011 | bo,e1,41,k1 || 0000011000 | bo
0000100 ny 0000011100 e;
0001000 by, h1,my 0000100000 ny
0010000 I 0001000000 by
0011000 10 0001000001 mi
0110100 ap 0001000010 hy
0111100 D) 0010000010 I
1000000 di, 0011000011 10
1000011 ai, 21 0110100010 ap
0111100011 D)
1000000000 dq
1000011100 a

[0000000 | fi,5; || 0000000000 | fi |

e If two faults are independent then any test that
detects either one of them is an exclusive test for
the pair. Two faults are defined as independent [2]
if no vector can detect both of them.

2.1

We illustrate the use of exclusive test in the generation
of a diagnostic fault dictionary [5] through an example.
Consider the circuit shown in Figure 2. Seven tests,
71 = 0000, T, = 1100, 75 = 1000, Ty = 0011, 75 =
1111, Ts = 0111 and 7% = 0101, were generated by an
ATPG program [7].

We obtain a total of 19 faults via structural equiva-
lent fault collapsing, namely, (ag, a1, bo, b1, c1, d1, €1,
fi, 91, ha,do, 41, j1, ki, i, my, ny, 20, 21) where the
subscripts denote the stuck-at values. The fault dictio-
nary is given in Table 1. For the seven tests, each fault
has a syndrome that is a seven-bit vector [5]. The jth
bit ¢; of this vector is 1 if test T} detects that fault. Two
faults, fi, j1, are redundant and are not detected by the
seven tests. These redundant faults always have all-0
syndromes regardless of applied tests. The second col-
umn shows the mapped faults exhibiting the syndromes
shown in the first column. Thus, the fault by (b s-a-0),
detected by T and 7%, has a test syndrome 0000011.
Three other faults, ey, 71 and k1, also have the same
test syndrome as by and those are not distinguishable
by the given tests. Additional test(s) are required to
resolve this ambiguity. This can be achieved by using

Application
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Figure 3: Exclusive test for the fault pair (bg, e1).

exclusive tests for these faults. Figure 3 shows exclusive
test generation for the fault pair (bg, €1). This previosly
proposed model [9] allows detection of multiple faults
by a single-fault ATPG [7], which generates the vector
Tgs = 0110. The vector, which distinguishes between
faults by and ey, is appended to the existing vector set
and the fault dictionary is updated. Two additional
tests, Ty = 1010 and 719 = 1001, which distinguish be-
tween faults of pairs (b1, k1) and (b, mq), respectively,
are also appended. However, there is no test for fault
pa‘irs (ala Zl)a (ila kl)a (bOa il)a (bOa kl) and (dlagl) indi-
cating these pairs are equivalent pairs. These equivalent
fault pairs form three equivalent fault classes {ay, 21},
{bo,i1,k1} and {d1,91}. Since a fault in the equiv-
alent fault class cannot be distinguished from other
faults in the same equivalent class, we list only one fault
(shown in boldface) to represent each equivalent class.
The resulting test syndromes and diagnosed faults are
shown in the last two columns of Table 1. Now every
fault in the list can be diagnosed and the faults repre-
senting equivalent fault classes are shown in bold face.
Only two fault pairs out of three pairs, (i1, k1), (bo, 1),
(bo, k1), are required to be tested to establish equiva-
lence of all three faults. Also, it should be noted that
redundant fault f; also represents redundant fault set
which has all-0 syndrome.

3 Fault Diagnosis

Equivalence fault classes. Any given set of faults can
be divided into subsets of equivalent faults. All equiva-
lent faults produce identical circuit behavior at all pri-
mary outputs that are observed during test [5]. These
fault subsets are called equivalent fault classes or simply
equivalent classes. They have the following properties:

e A fault can belong to exactly one equivalent class.
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Figure 4: Diagnosis with exclusive tests.

e All redundant faults belong to the same equiva-
lence class, which also includes the fault-free cir-
cuit or the “no fault” condition.

e Faults in the same equivalence class cannot be dis-
tinguished from each other by any test set.

Diagnosis. A perfect diagnosis refers to the high-
est resolution, i.e., identification of a single suspect (or
equivalence class.) A diagnosis procedure may consider
only one fault from each equivalence class or all faults
which belong to the equivalence class from the given
fault set. The complete list of faults in the suspected
equivalence class is more comprehensive and may be
more useful for the purpose of repair.

Given a test set and a set of faults, each fault has
a test syndrome or its decimal equivalent, diagnostic
number [1]. We observe:

e A fault with a unique syndrome that differs from
the syndrome of all other faults is classified as
“uniquely diagnosed” or simply “diagnosed”. A set
of faults with the same syndrome forms an “undi-
agnosed fault set,” which is further analyzed.

e Faults with all-0 syndrome are either redundant or
not detectable by the given test set. However, the
faults proven to be redundant fall into a diagnosed
equivalent fault class. Otherwise, their redundant
status is not known. This set of faults also forms
an undiagnosed fault set and is analyzed further.

e Faults from an undiagnosed fault set can belong
to either the same equivalence class (i.e., are indis-
tinguishable) or different equivalence fault classes
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but not distinguished due to the inadequacy of the
test set. Exclusive tests are generated for pairs of
faults those have identical syndrome. This pair-
wise strategy is based on the property of fault
equivalence, which is frequently used for finding
the equivalence classes [12]. Suppose that we have
an undiagnosed fault set with & > 1 faults. We
choose a pair of faults and attempt to generate an
exclusive test. We have the following cases.

1. If an exclusive is found for a pair of faults, the
test is augmented and simulated to reclassify
the fault set. As a result, an undiagnosed
fault set now splits into two sets, each guar-
anteed to contain fewer then k& faults.

2. If no exclusive test exists, then the two faults
belong to the same equivalence class. In this
case, any one of this pair can represent the
equivalence fault class and the number of
faults in the set becomes k& — 1.

The number of faults in undiagnosed set, k, is guar-
anteed to be reduced in both cases and undiagnosed
set will eventually be fully diagnosed when k& becomes
1. However, exclusive test generation could be aborted
due to backtrack limit or time constraint. In this partic-
ular case, the aborted pair will be excluded from further
exclusive test generation.

We introduce an important measures called diagnos-
tic resolution (DR) to quantify the quality of the diag-
nosis. DR 1s defined as follow:

number of faults

DR =

number of syndromes

DR gives an average number of faults per fault class
(or syndrome). The equivalences of faults is unknown
before the exclusive generation. Thus we assume that
all faults can be uniquely diagnosable and each fault is
counted once. During the diagnostic test generation, we
reduce the number of faults as we discover more equiv-
alent fault sets. A perfect DR of 1.0 is achieved if all
equivalent fault classes are identified (each equivalent
class is represented by one fault).

For the example in Section 2.1, the initial DR is 1.55
since there are a total of 17 faults and 11 different syn-
dromes (7 diagnosed fault classes including redundant
fault class and 4 undiagnosed fault sets). After the ex-
clusive tests, the DR becomes 1.00; there are total of 14
faults and 10 uniquely diagnosed faults and 4 diagnosed
equivalent faults including redundant fault class.

Figure 4 shows a generalized diagnosis procedure us-
ing exclusive tests. For a given test set, we construct the
fault dictionary using the definitions above. Depend-
ing on the test and the fault set, we may possibly have
two different types of fault sets: diagnosed fault sets
(may be uniquely diagnosed fault or diagnosed equiv-
alent fault sets including the redundant fault set) and
undiagnosed fault sets(two or more faults have same
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syndromes). If the diagnostic resolution is not satisfac-
tory, we select a pair of faults to be diagnosed from an
undiagnosed fault set. We generate an exclusive test
model, generate a test and update the fault dictionary
using the guidelines above. If the exclusive test exists,
we simulate the generated test and regroup faults to
update fault dictionary. We repeat fault pair select, ex-
clusive fault test generation, and fault dictionary update
steps until a desired DR, is obtained.

Major limitations of dictionary based diagnosis meth-
ods are that they require intensive computing and sub-
stantial storage space. However, our diagnosis methods
can also be used for adaptive diagnosis as follows. First,
obtain as much diagnosis information as possible using
initial test set. During the actual diagnosis, we can
start diagnosis using obtained information. If a fault is
uniquely identified, we can terminatethe diagnosis pro-
cedure. However, if the fault is found to be an element
of undiagnosed fault set then we can resolve this ambi-
guity by using our proposed method.

4 Results

We have presented a detailed flow chart (4) for the fault
diagnosis procedure in Section 3. A typical diagnosis
procedure starts with a test set (also called a detection
test set or detection tests) and a list of faults. In gen-
eral, only those faults detected by the detection tests or
the subset of detected faults are identified and included
for diagnosis. However, we excluded redundant faults
and aborted faults from diagnosis due to the fact that
a set of redundant faults are already diagnosed as one
equivalent fault set, and aborted faults are generally
aborted again for generation of exclusive test. Since
no diagnostic method can distinguish between struc-
turally equivalent faults, we identify structurally equiv-
alent faults and consider only one representative fault
from each structurally equivalent fault set. For these
reasons, we start with structurally collapsed fault set
and consider only the detected faults for diagnosis.

Since our exclusive test generation model is defined
for a single output circuit, we converted ISCAS85
benchmark circuits to single output circuits by adding
an “xor tree”, a network of Exclusive-Or (xor) gates, to
their outputs. A similar technique called “parity-scan
design” was used to compact [8] the outputs of scan-
registers to minimize scan-in and scan-out effort. For
the subsequent discussion, we use * to denote a modified
circuit with a single output xor tree at its outputs.

It should be noted that an exclusive test for the mod-
ified single output circuit is also an exclusive test for
the original multiple output circuit. However, the con-
verse is not true since there may exist exclusive tests
for multiple output circuits which are not the exclusive
tests for single output circuit due to masking caused by
Xor-tree.

For each modified ISCAS85 benchmark circuit, we

use a combinational ATPG to generate fault detection
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tests for faults in the original multiple output circuit
(faults in the zor tree are not considered) and all de-
tected faults are to be diagnosed. We then proceed
with the diagnosis phase using exclusive test method.
Table 2 summarizes the results of our diagnosis and
these are explained below.

First row lists the names of the ISCAS85 circuits used
in our study for fault diagnosis. The remaining table is
divided into three separate blocks. Each column con-
tains the results for each modeled ISCAS85 benchmark
circuit and circuits. The first block, listed under the
heading Detection tests, contains initial test generation
results and the corresponding statistics. In this block
the Number of detection tests is the number of test vec-
tors generated by the combinational ATPG that are to
be used as the initial test set for diagnosis. The re-
maining six rows in this block summarize the statistics
of this test set. Number of eq. collapsed faults are the
number of structural equivalent excluding faults in the
xor tree. Number of redundant faults are the number
of faults identified redundant (untestable) in the modi-
fied circuits.In all cases the backtrack limit was not set
to be very high to mimic the realistic environment in
which status of some faults remains aborted during the
test generation phase.

The second block in the Table 2, listed under the
heading Diagnosis with detection tests, shows the re-
sults of initial fault dictionary construction using only
the detection tests. Number of faults is the number of
faults to be diagnosed, which is same as the Number
of detected faults from the first block. Number of syn-
dromes is the number of distinct syndromes obtained by
the detection tests. Number of diagnosed faults is the
number of faults which have unique syndromes, thus
uniquely diagnosed by the detection tests. Diagnos-
tic resolution gives an average number of faults per
syndrome and Mazimum faults per syndrome gives a
maximum number of faults associated with a syndrome.
These two parameters quantify the effectiveness of our
diagnosis since DR indicates how well faults are dis-
tributed among all syndromes and the Mazimum faults
per syndrome indicate the worse distribution among all
syndromes. For the computation of DRs, we assume all
detected faults are uniquely diagnosable and each fault
is counted once since we have no information regarding
fault equivalence at this stage of diagnosis.

The third block, under the heading Diagnosis with
detection and exclusive tests, shows the results and
statistics of the fault dictionary after generation of ex-
clusive tests. The first five rows have similar meaning to
the second block, except for Number of diagnosed faults
now contains diagnosed equivalent fault sets. As can be
seen from the table, DRs and Mazimum faults per syn-
drome are generally improved for most of the circuits.
Total test vectors are obtained by adding the number
of generated exclusive test vectors and the detection
tests. The fault pairs that were found to be equivalent
are listed in the row Number of equivalent pairs found.
Since we did not change the default backtrack limit, the
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Table 2: Diagnostic results :

ISCASS85 circuits

| Circuit names [ 17 ] c432% | c499F [ c880F | cI355% [ ¢1908* | c2670% [ c3540% |
Detection tests
Number of detection tests 6 82 58 104 104 176 236 239
Number of eq. collapsed faults 22 524 758 942 1574 1879 2747 3428
Number of redundant faults 0 4 0 5 0 4 84 90
Number of aborted faults 0 0 32 2 32 27 884 81
Number of detected faults 22 520 726 935 1542 1848 1779 3257
Fault coverage 100.00% | 99.24% | 95.78% | 99.26% | 97.97% | 98.35% | 64.76% | 95.01%
Fault efficiency 100.00% | 100.00% | 95.78% | 99.79% | 97.97% | 98.56% | 66.8% | 97.57%
Diagnosis with detection tests
Number of faults 22 520 726 935 1542 1848 1779 3257
Number of syndromes 14 426 691 789 873 1450 1285 2706
Number of diagnosed faults 9 354 661 686 360 1121 972 2351
Diagnostic resolution 1.57 1.22 1.05 1.19 1.77 1.27 1.38 1.20
Maximum faults per syndrome 4 5 4 6 11 8 11 12
Diagnosis with detection and exclusive tests
Number of faults 22 520 726 935 1542 1848 1779 3256
Number of syndromes 22 506 710 870 902 1579 1385 2844
Number of diagnosed faults 22 492 694 808 366 1331 1097 2559
Diagnostic resolution 1 1.03 1.02 1.07 1.71 1.17 1.28 1.14
Maximum faults per syndrome 1 2 2 3 3 8 11 8
Total test vectors 11 126 72 152 129 262 293 328
Number of exclusive tests 5 44 14 48 25 86 57 89
Number of equivalent pairs found 0 0 0 0 0 0 0 1
Number of aborted pairs 0 14 16 79 744 321 630 662
other test sets that can diagnose those faults. Other

Table 3: Diagnostic results for C432.

| Circuit names | c432% | c432 [ c432 |
Detection tests
Number of detection tests 82 82 82
Number of eq. collapsed faults 524 524 524
Number of redundant faults 4 4 4
Number of aborted faults 0 0 0
Number of detected faults 520 520 520
Fault coverage(%) 99.2 | 99.2 | 99.2
Fault efficiency(%) 100 100 100
Diagnosis with detection tests
Number of faults 520 520 520
Number of syndromes 428 495 500
Number of diagnosed faults 354 471 479
Diagnostic resolution 1.22 | 1.05 1.04
Maximum faults per syndrome 5 5 4
Diagnosis with detection and exclusive tests
Number of faults 506 507 507
Number of syndromes 506 507 507
Number of diagnosed faults 492 494 494
Diagnostic resolution 1.00 | 1.00 1.00
Maximum faults per syndrome 1 1 1
Total test vectors 131 131 123
Number of exclusive tests 49 49 41
Number of equivalent pair found 14 13 13
Number of aborted pair 0 0 0

ATPG aborted many exclusive test generations and this
value is listed under Number of aborted pairs. Only in
one case (circuit ¢3540) a fault pair was identified to be
equivalent. This fact is reflected in the computation of
diagnostic resolution.

4.1 Fault Equivalences

Traditional diagnosis methods [3, 10, 11, 14, 15, 16] rely
only on the fault simulation to create fault dictionary.
For this approach, the quality of diagnosis is limited by
the supplied test sets. Often, some faults cannot be di-
agnosed by the supplied test set when there exist some
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limitation of simulation-only based diagnosis methods
is that there is no available method to prove if some
faults are equivalent (cannot be distinguished) with re-
spect to all tests; it can only establish some faults are
equivalent with respect to the given test set. In [4],
Amyeen et al expanded the method of identification
of fault equivalence based on fault implication of the
faulty values and functional evaluation at the domina-
tor gate, where all the effects of the fault must be prop-
agated through to reach outputs. This method offered
an improved fault equivalence identification. However,
it has two major limitations namely requires a special
tool and it can not identify all equivalent fault classes.
Our proposed method is different from previous meth-
ods since the proposed method can identify all faults
equivalences using only the conventional tools.

However, we need to substantially increase the back-
track limit as well as the test generation time for gener-
ation of a test in order to determine fault equivalences
for all undiagnosed faults. We set out an objective of
perfect DR (=1) for the circuit c432*. The results of
this study are given in Table 3. All aborted fault pairs
in Table 2 are now identified as 14 diagnosed equiva-
lent fault sets and each of which have two faults per
set. Consequently, number of fault to be diagnosed is
reduced to 506 since 14 out of 28 faults represent each
equivalent fault class. Note that in this case the ap-
pended vectors are different than those generated in
Table 2.

For simplicity, we have shown the exclusive test gen-
eration model for single output circuits. The proposed
exclusive test generation model can be extended to a
circuit with multiple outputs by XORing each pair of
outputs (one from the CUT with fault f; and the corre-
sponding output from the CUT with fault f5 in Figure 1
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(b)). An exclusive test model of the multiple output
circuit 1s less restrictive than that of an XOR-modified
single output model; the multiple output models pro-
vide more outputs for propagating and observing the
fault effects than the single output models. Thus, any
test set which derived to diagnosing a single output cir-
cuit is guaranteed to diagnose all corresponding faults
in multiple output circuit. Similarly, when a pair of
faults are found to be equivalent in the multiple output
circuit, same pair of faults in the single output modified
circuit is guaranteed to be equivalent. We can use these
relationships to find the appropriate diagnostic method
for multiple output circuits. When a diagnostic test set,
derived using a single output modified circuit, applied
to the multiple output circuit, the number of fault pairs
requiring tests for the equivalence relations is equal or
less than that of single output modified circuit.

The second data column of Table 3 shows the results
of applying the diagnostic test set generated for c432*
(c432 modified by adding an xor tree) to diagnose un-
modified ¢432. When the test set (total of 131 vectors)
is applied to c432, only 13 fault pairs (total 26 faults)
are required exclusive test generations to establish their
equivalences. Notice that one additional fault is distin-
guishable in ¢432 than c432%*.

The third data column of Table 3 shows the results
of applying our proposed diagnosed method directly on
c432 (without using the test set derived for single out-
put modified circuit). The new diagnostic test set us-
ing the c432 resulted in same number of faults (507),
syndromes (507), diagnosed faults and DR (1.00) when
compared to the results from second data columns. The
only difference is a slight reduction in total diagnostic
test set (123 versus 131 vectors) due to a increased ob-
servability through multiple outputs.

5 Conclusion

In this paper, we defined new type of test, exclusive test,
and modeling method to allow conventional ATPG to
generate exclusive test. We also presented a compre-
hensive diagnosis procedure using exclusive test to im-
prove fault diagnosis. Our results for ISCAS85 bench-
mark circuits indicate that we can achieve very high
diagnostic resolutions using our method.

Exclusive test based diagnosis method is different
from the traditional approaches since we use both fault
simulation and test generation for fault diagnosis. Our
use of exclusive test guarantees that all faults can be
diagnosed and all equivalent fault sets can be identified
regardless of given test sets. With our exclusive test
diagnosis method, we derive additional tests required
for the diagnosis when the supplied test set fails to di-
agnose all faults.
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