Exclusive Test and its Applications to Fault Diagnosis
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We introduce a new type of test, called exelusive test,
and discuss its application to fault diagnosis in combz-
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from a aiven nair of faults is called an erclusive test
from a gwen pair of faults is called an exclusive test
In geneml generation of an exclusive test by a con-

ventional automatic test generator requires a model of
the circuit with multiple-faults. We describe an ATPG
model that transforms the exclusive test problem into
a single-fault test generation problem. We present a

generalized diagnostic method and dlustrate the use of

czxelusive tests in improving the diagnostic resolution of
a test sel
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Recults of diaanosis with erclusive tests for
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ISCAS85 benchmark circuits are included.
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Most disonostic nrocedures are based on sincle_fault
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duced by an ac tual defect often does not map onto the
output generated by a single-fault simulator. Never-
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1s frequently used. The resolution of a diagnostic pro-
cedure can be improved if we could find tests for sus-
pected fault set which is identified by the single-fault
dictionary. We can also benefit from tests that “exclu-
sively” detect one fault, but not the others, in the sus-
pected fault set. Attempts were made to generate such
test in [9, 14] using a conventional single fault model.
However, those method require specialized ATPG or
multiple test generations.

In this paper, we define exclusive test, present a
method of generating it without any modification of
ATPG and gives its application to diagnosis. In Sec-
tion 2, we provide a model for exclusive test genera-
tion and fault simulation. An example is included to
illustrate the use of exclusive test to improve the di-
agnostic resolution of a fault dictionary. In Section 3,
we present a generalized algorithm for fault diagnosis
using exclusive tests. To demonstrate how exclusive
tests help improve the diagnostic resolution of a com-
binational circuit, we include diagnostic results of the
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An “Exclusive test” is an input vector that detects only
one fault from a pair of targeted faults at a primary
output [1]. The general exclusive test problem can be
formulated for a pair of fault sets. For simplicity, how-
ever, we will study it for a pair of faults, f; and fy. An
exclusive test must detect exactly one of these faults.
Consider a fault free circuit Cy. C7 and C5 are the same
circuit with faults f1 and fs, respectively. The circuit is
assumed to be combinational and can have any number
of inputs. For clarity, we will only consider single out-
put functions. The Boolean satisfiability formulation of
the exclusive test problem is,

(CoC)@(CodCa) =1 (1)
which simplifies to,
CidCy=1 (2)
and may also be expressed as,
(CoCo)d (CriaCy) =1 (3)

Equation 2 is a condition for distinguishing between the
two faults. The complementary condition, Ci @& Cs = 0,
is known as the indistinguishability condition [5], and
when satisfied by all inputs makes the two faults equiv-
alent. Lquation 3 indicates that an exclusive test is a
test for a double fault in two copies of the circuit under
test producing a single output through an exclusive-OR
gate, and each copy contains a different single fault.
This ATPG model, shown in Figure 1, has been used
to derive exclusive tests by a multi-valued logic sys-
tem [9]. We take an alternative approach to adapt the
problem to a single fault ATPG. We make the following
observations:

o If no exclusive test exists for two faults then either
they are equivalent or both faults are redundant.
Although not often recognized, all redundant faults
of a combinational circuit form an equivalent fault
set.

If two faults are independent then any test that
detects either one of them is an exclusive test for
the pair. Two faults are defined as independent [2]

if no vector can detect both of them.
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Figure 1: Generation of exclusive test.

Table 1: Fault dictionary enhancement by exclusive
test.

100% coverage tests Fxclusive test added

Test Mapped Test Diag.

syndrome faults syndrome fault
0000001 c1 0000001000 c1
0000011 | bg,e1,t1,k1 || 0000011000 bo
0000100 ny 0000011100 el
0001000 b1, hi, m1 0000100000 n1
0010000 {1 0001000000 b1
0011000 10 0001000001 mi
0110100 ao 0001000010 hq
0111100 20 0010000010 I
1000000 di, g1 0011000011 10
1000011 ai, 21 0110100010 ao
0111100011 Zo
1000000000 d;
1000011100 a

[ 0000000 | fi,ji || 0000000000 | fi |

2.1 Application

We illustrate the use of exclusive test in the generation
of a diagnostic fault dictionary [5] through an example.
Consider the circuit shown in Figure 2. Seven tests,
71 = 0000, 75 = 1100, 75 = 1000, Ty = 0011, 75 =
1111, Tg = 0111 and T = 0101, were generated by an
ATPG program [7].

We obtain a total of 19 faults via structural equiva-
lent fault collapsing, namely, (ag, a1, bg, b1, c1, d1, e1,
fla g1, hla iOa ila jla kla lla my, N1, Zo, Zl) where the
subscripts denote the stuck-at values. The fault dictio-
nary is given in Table 1. For the seven tests, each fault
has a syndrome that is a seven-bit vector [5]. The jth
bit ¢; of this vector is 1 if test T} detects that fault. Two
faults, fi, 71, are redundant and are not detected by the
seven tests. These redundant faults always have all-0
syndromes regardless of applied tests. The second col-
umn shows the mapped faults exhibiting the syndromes
shown in the first column. Thus, the fault by (b s-a-0),
detected by T and 1%, has a test syndrome 0000011.
Three other faults, e1, ¢; and k1, also have the same test
syndrome as by and those are not distinguishable by the
given tests. Additional test(s) are required to resolve
this ambiguity. This can be achieved by using exclu-
sive tests for these faults. Figure 3 shows exclusive test
generation for the fault pair (bg,er). This previously
proposed model [10] allows detection of multiple faults
by a single-fault ATPG [7], which generates the vector
Ts = 0110. The vector, which distinguishes between
faults bo and ey, 1s appended to the existing vector set

s-a-1
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e
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and the fault dictionary is updated. Two additional
tests, Tg = 1010 and Ty = 1001, which distinguish be-
tween faults of pairs (b1, k1) and (b, my), respectively,
are also appended. However, there is no test for fault
pairs (alazl)a (ilakl)a (bOail)a (bOakl) and (dlagl) indi-
cating these pairs are equivalent pairs. These equivalent
fault pairs form three equivalent fault classes {ay, 21},
{bo, 71, k1} and {d1, g1 }. Since a fault in the equivalent
fault class cannot be distinguished from other faults in
the same equivalent class, we list only one fault (shown
in boldface) to represent each equivalent class. The
resulting test syndromes and diagnosed faults (Diag.
fault) are shown in the last two columns of Table 1.
Now every fault in the list can be diagnosed and the
faults representing equivalent fault classes are shown
in bold face. Only two fault pairs out of three pairs,
(i1, k1), (bg, 1), (bg, k1), are required to be tested to
establish equivalence of all three faults. Also, 1t should
be noted that redundant fault f; also represents redun-
dant fault set which has all-0 syndrome.

3 Fault Diagnosis

Equivalent fault classes. Any given set of faults can be
divided into subsets of equivalent faults. All equiva-
lent faults produce identical circuit behavior at all pri-
mary outputs that are observed during test [5]. These
fault subsets are called equivalent fault classes or simply
equivalent classes. They have the following properties:

e A fault can belong to exactly one equivalent class.

e All redundant faults belong to the same equiva-
lence class, which also includes the fault-free cir-
cult or the “no fault” condition.
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ame equivalence class cannot be dis-
each other by

fro any test
A heriect diagnosis refers to the high-
est e 1 tion, i.e., identification of a single suspect (01
cqulvalcncc class) A diagnosis procedure may consider

only one fault from each equivalence class or all faults
Oniy one iauil Irom eaci equivaience Ciass Or ai iaui

which belong to the equivalence class from the given
fault set. The complete list of faults in the suspected
equivalence class iS more COIIIPI’C}leIlSiVC and may be
more useful for the purpose of repair.

(Given a test set and a set of fmﬂtuj each

en a test set and a ault fault has

a test syndrome or its decimal equivalent, diagnostic
number [1]. We observe:

e A fault with a unique syndrome that differs from
the syndrome of all other faults is classified as
“uniquely diagnosed” or simply “diagnosed”. A set
of faults with the same syndrome forms an “undi-
agnosed fault set,” which is further analyzed.

e Faults with all-0 syndrome are either redundant or
not detectable by the given test set. However, the
faults proven to be redundant fall into a diagnosed
equivalent fault class. Otherwise, their redundant
status 1s not known. This set of faults also forms
an undiagnosed fault set and is analyzed further.

e Faults from an undiagnosed fault set can belong
to either the same equivalence class (i.e., are indis-
tinguishable) or different equivalent fault classes
but not distinguished due to the inadequacy of the
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the equivalence classes [13]. Suppose that we have
an undlagnosed fault set with & > 1 faults. We

choose a pair of faults and attempt to generate an
exclusive test. We have the following cases.

1. If an exclusive test is found for a pair of faults,
the test is augmented and simulated to reclas-
sify the fault set. As a result, an undiagnosed
fault set now splits into two sets, each guar-
anteed to contain fewer then k faults.

2. If no exclusive test eXlsts, then the two faults

A1 — P o i re Vs iy [P T -
cl1O 15 tU tl € saine qu,ll AlCrice Class. 111 E
case. anv one of this nair can renresent the
equivalent fault Class and the number of faults

The number of faults in an undiagnosed set, k,
guaranteed to be reduced in both cases and undiag-
nosed set will eventually be {ully diagnosed when & be-
comes 1. However, exclusive test generation could be
aborted due to hnr‘l{frnr‘l{ limit or time constraint. In

this particular case, the aborted fault pair will be ex-
cluded from further exclusive test generation.

‘XTA ntradiies an irnnartant moaciive callad A Aoten
VWE INroauce an iiporiatit imieasure caned GiGgnoseic
esolution (DR) to auantifv the aualitv of the diagnosis
resowutton (Dhv) to quantity the quality of the diagnosis

1 Yid Yid T
numoer oj jaults

number of syndromes

¥
he diagnostic tes generation we
Ver more equlv—
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counted once. During
reduce the number of faults as we disc
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equivalent fault classes are identified (each equivalence
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1s represented by one fault).

For the example in Section 2.1, the initial DR is 1.55
sincc there arc a total of 17 faults and 11 different syn-
dromes (7 diagnosed fault classes including redundant
fault class and 4 undiagnosed fault sets). After the ex-
clusive tests, the DR becomes 1.00; there are total of 14
faults and 10 uniquely diagnosed faults and 4 diagnosed
equivalent faults including redundant fault class.

Figure 4 shows a generalized diagnosis procedure us-
ing exclusive tests. For a given test set, we construct the
fault dictionary using the definitions above. Depend-
ing on the test and the fault set, we may possibly have
two different types of fault sets: diagnosed fault sets
(may be uniquely diagnosed fault or diagnosed equiv-
alent fault sets including the redundant fault set) and
undiagnosed fault sets(two or more faults have same
syndromes). Tf the diagnostic resolution is not satisfac-
tory, we select a pair of faults to be diagnosed from an
undiagnosed fault set. We generate an exclusive test

nnnnnn ot oan R I VR
L a 1u upucxuc bllC J.d/l,lllz CL

Lest seu. Lesis are ge nerated Lor pal‘fs O 11 cr, 5cucraw a te 1 iary

faults those have identical syndrome. This pair- usi ng t the guidelines above. If the exclusive test exists,

wise qtra‘regy is based on the property of fault we simulate the generate d test and regro,l,p faults to
Proceedings of the 16th International Conference on VLSI Design (VLSI'03) C(]SFIL/IPUTER
1063-9667/03 $17.00 © 2003 IEEE SOCIETY



m, 1.1 o ™ . I 14
Lable 27 D1agnosuic resulis :

TQOAQQE L. oy
1DUADO) CIICULLs.

| Circuit names [ 17 [ c432% | c499% | c880* | c1355™ | c1908* | c2670% | c3540% |
Detection tests
Number of detection tests 6 82 58 104 104 176 236 239
Number of eq. collapsed faults 22 524 758 942 1574 1879 2747 3428
Number of redundant fanlts 0 4 0 13 0 4 4 a0
Number of aborted faults O O 32 2 32 27 881 81
Number of detected faults 22 520 726 935 1542 1848 1779 3257
Fault coverage (%) 100.00 | 99.24 | 95.78 | 99.26 | 97.97 | 9835 | 64.76 | 95.01
Fault efficiency (%) 100.00 | 100.00 | 95.78 | 99.79 | 97.97 | 98.56 66.8 | 9757
Diagnosis with detection tests
Number of faults 22 520 726 935 1542 1848 1779 3257
Number of syndromes 14 428 91 789 873 1450 1285 2706
Number of diagnosed faults 9 354 661 686 360 i1i2i 972 2351
Diagnostic resolution 1.57 1.22 1.05 1.19 1.77 1.27 1.38 1.20
}/Id.)&uuuul 1a u}ts pf:‘l" b:\/udl‘oult‘ 4 5 4 6 11 8 11 12
Diagnosis with detection and exclusive tests
Number of faults 22 520 726 935 1542 1848 1779 3256
Number of syndromes 22 506 710 870 902 1579 1385 2844
Number of diagnosed faults 22 192 691 808 366 1331 1097 2559
Diagnostic resolution 1 1.03 1.02 1.07 1.71 1.17 1.28 1.14
Maximum fanlts per syndrome 1 2 2 3 3 8 11 8
Total test vectors 11 126 72 152 129 262 293 328
Number of exclusive tests 5 44 14 48 25 86 57 89
Number of equivalent pairs found 0 0 0 0 0 0 0 1
Number of aborted pairs 0 14 16 79 744 321 630 662
update fault dictionary. We repeat fault pair select, ex- for a single output circuit, we converte ed ISCASKS

clustve fault test genemtzon and fault dictionary update
steps until a desired DR is obtained.

Major limitations of dictionary based diagnosis meth-
ods are that they require intensive computing and sub-
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can also be used for adaptive diagnosis as follows. First,

obtain as much diagnosis information as possible using

POV R B M o
e aciial ulasuumn, Ve

itial test set uU11115 U carl
start diagnosis using obtained information. If a fault
is uniquely identified, we can terminate the diagnosis

procedure. HOWCVCI', if the fault is found to be an ele-
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ambiguity by using our proposed method.

T~ ey oo ltra 3
we can resolve tiis

4 Results

We have presented a detailed flow chart (Figure 4) for
the fault diagnosis procedure in Section 3. A typical
diagnosis procedure starts with a test set (also called a
detection test set or detection tests) and a list of faults.
In general, only those faults detected by the detection
tests or the subset of detected faults are identified and
included for diagnosis. However, we excluded redun-
dant faults and aborted faults from diagnosis due to
the fact that a set of redundant faults are already di-
agnosed as one equivalent fault set, and aborted faults
are generally aborted again for generation of exclusive
test. Since no diagnostic method can distinguish be-
tween structurally equivalent faults, we identify struc-
turally equivalent faults and consider only one repre-
sentative fault from each structurally equivalent fault
set. For these reasons, we start with structurally col-

lapsed fault set and consider onlv the detected faults
lapsed fault sct and consider only the detected faults
or diagnosis.
Since our exclusive test generation model is defined

benchmark circuits to singl rcuits by adding
an “xor tree”, a network of Exclusw (xor) gates to

iy I 1.1 .
ﬂ blllllldl bC(,Illl (,aucu pdllb_y scain

their uuupuub ue
the outputs of scan-
rpmqtprq to minimize scan-in an

l
design” was used to compact [§]
isters to minimize scan-in and scan-out effort. For
the subsequent discussion, we use * to denote a modified
crrcuit with a single output xor tree at its outputs.

Tt should be noted that an exclugive test for the mod
AL DLHIVULIU DT [MULTU L1IAal Aall TALILUDLVOC LedhL 1UL Ll iovu-
ified single output circuit i1s also an exclusive test for

ltlple output circuit. However, the con-
rue smce Lnere may exist exclusive tests
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£, 1]
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tests for single output circuit due to masking caused by
xor-tree.

I'or each modified ISCAS85 benchmark circuit, we
use a combinational ATPG to generate fault detectlon
tests for faults in the original multiple output circuit
(faults in the zor tree are not considered) and all de-
tected faults are to be diagnosed. We then proceed
with the diagnosis phase using exclusive test method.
Table 2 summarizes the results of our diagnosis and
these are explained below.

First row lists the names of the ISCAS85 circuits used
in our study for fault diagnosis. The remaining table is
divided into three separate blocks. Each column con-
tains the results for each modeled ISCAS85 benchmark
circuit and circuits. The first block, listed under the
heading Detection tests, contains initial test generation
results and the corresponding statistics. In this block
the Number of detection tests is the number of test vec-
tors generated by the combinational ATPG that are to
be used as the initial test set for diagnosis The re-

[ ~ TS ~l- Sriga

1111115 bl)& TOWS 111 blllb UlUbh bulllllldllbc Line bl/d/blbblbb

of this test set. Number nf eq.
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redundant faulls is the number of faults identified r

dundant (untestable) in the modified circuits. In all

cases, the backtrack limit was not set to be very high
to HllHllC the reahstlc env1ronment in which status of
he f

1he second block in the Table 2, listed under the
heading Diagnosis with detection tests, shows the re-
sults of initial fault dictionary construction using only
the detection tests. Number of faults is the number of
faults to be diagnosed, which 1s same as the Number

r 2. . g R AT .
of detected faults fro he first block. Number of sun-
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the detection tests. Number of dmgnmed faults s the
number of faults which have unique syndromes, thus
umquely dlagnosed by the detectlon tests. Dzagnos-
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Marimam, fnulf ner syndrome
L Marimum jaulls per § ome

maximum number of faults associated with a sy ndrome
These two parameters quantify the effectiveness of our
diagnosis since DR indicates how well faults are dis-
tributed among all syndromes and the Mazimum faults
per wmr/rnmp indicate the worse distribution among all
syndromes. For the computation of DRs, we assumme all
detected faults arc uniquely diagnosable an

1g counted once gince we have no In{’nv-mnhnn
1o COUlvCOG OIICC bLIICC W 11aVvVe 1O IO ITiaviGlL

fault equivalence at this stage of diagnosis.

The third block, under the heading Diagnosis with
detection and exclusive tests, shows the results and
statistics of the fault dictionary after generation of ex-

e

clugive tests. The first five rows have similar meaning to
the second block, except for ,/”umf) of diagnosed faults

enerated exclusive test vectors and the detection
. The fault pairs that were fo
are listed in the row Number of equivalent pairs found.
Since we did not change the default backtrack limit, the
ATPG aborted many exclusive test generations and this
valuc is listed under Number of aborted pairs. Only in
one case (circuit ¢3540) a fault pair was identified to be
equivalent. This fact is reflected in the computation of

diagnostic resolution.
4.1 Fault Equivalences

Traditional diagnosis methods [3, 11, 12, 16, 17, 18] rely
only on the fault simulation to create fault dictionary.
For this approach, the quality of diagnosis is limited by
the supplied test sets. Often, some faults cannot be di-
agnosed by the supplied test set when there exist some
other test sets that can diagnose those fanlts. Another
Iimitation of simulation-only based diagnosis methods
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Table 3: Diagnostic results for C432.
| Circuit names [ c432% | c432 [ c432

Detection tests
Number of detection tests 82 82 82
Number of eq. collapsed faults 524 524 524
Number of redundant faults 4 4 4
Number of aborted faults O O O
Number of detected faults 520 520 520
Fault coverage(%) 99.24 | 99.24 | 99.24
Fault efficiency(%) 100 100 100
Diagnosis with detection tests

Number of faults 520 520 520
Numbcr of syndromes 428 495 500
Number of diagnosed faults 354 471 479
nlagnn fL resoluti 1.22 1.05 1.04
Maximum faults per syndrome 5 5 4

Diagnosis with detection and exclusive tests
Number of faults 506 507 507
Number of syndromes 506 507 507
Number of diagnosed faults 192 191 191
Diagnostic resolution 1.00 1.00 1.00
Maximum fanlts per syndrome 1 1 1
Total test vectors 131 131 123
Number of exclusive tests 49 13 41
Number of equivalent pair found 14 13 13
Number of aborted pair 0 0 0

expanded the method of identification of fault equiva-
lence based on fault implication of the faulty values and

o
functional evaluation at the dominator gate, where all

the effects of the fault must be propagaued through to
voannh ~ritraata Thig At d A ATrmnd o T maTa P I .
acvlilt O bt} LD, 4 1iS IMietnoa oiiereda ar llllt}lUVCu Laulu

equivalence identification. However, it has two maJor
limitations namely requiring a spema,l tool and 1ts in-

ability to identify all equivalent fault classes. In [9, 14],
similar approach was used to generate dlagnostlc
U F‘7 9]] fwhlu eqn

paffp‘r"nq and 1de uivalneces with their

and iden equivalnec r th
spec1ahzed ATPG. Our propo ed method is different
from previous methods the proposed method can
identify all faults "q‘aiva}c nces using any conventional
ATPG without modification. However, we need to sub-
stantially increase the backt ra(’k Iimit as well as the test

generation time in order to determine fault equivalences
for all undiagnosed faults. We set out an objective of
perfect DR (=1) for the circuit c432*. The results of
this study are given in Table 3. All aborted fault pairs
in Table 2 are now identified as 14 diagnosed equivalent
fault sets and each has two faults per set. Consequently,
number of fault to be diagnosed is reduced to 506 since
14 out of 28 faults represent each equivalent fault class.
Note that in this case the appended vectors are different
than thosc gencerated in Table 2.

4.2 Multiple Output Circuits

In general, we do not have to modify a circuit to have

a single output. Because the exclusive test generation

model can be extended to a multiple output circuit by

XORing each pair of outputs (outputs from the CUT

with fault f; and the corresponding outputs from the

CUT with fault fs 1 in Figure 1). A xcluswe test based
[

Ul it si i u
tests; 2 ome faults are equlvalent than t e circuit modified by a
with respect to the given test set. In [4], Amyeen et al gle output as discussed in the previous sections. The
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outpu mode Further if fl a f detected on two
different outputs of the multiple output circuit, then fy
and fy can be drstrngurshed and diagnosed. Clearly,

toat cot nhtained 1eine a cincole antnuit madel 1@
any test set obtained using a single output model is
gnaranteed to diagnose all co rrespoudrng faults in the
multiple output circuit. bumlarly, if a pair of faults are

found to be equivalent in the multiple output model,
that pair of faults is guaranteed to be equivalent in the
single output model. We can use these relationships
to find the appropriate diagnostic method for multipie
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vectors as well
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The second data column of Table 3 shows the re-
sults of applying the diagnostic test set generated for
c432% (c432 modified by addrng an xor tree) to diag-

A9 Lo {11 191
nosc LlIlIIl()U.lll(,u Chos. VV Il(,Il LII(, test sct ({total o1 101
vocto wslhicd to 429 onlv 13 fanult nairg {(total
V\/\/UULD} lD (,I/lJlJll\/\,l v L'TULJ’ Ulll.)/ L1y laUly IJ(,IALLD \UUU(‘/l
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26 faults) needed exclusive test generation to establis
their equivalences. Notice thal one additional faull is
distinguishable in ¢432 than ¢432* since onc of 14 cquiv-
alent pairs in single output model is uniquely diagnosed
as two faults. The third data column of Table 3 shows
the results of applying our proposed diagnosis method
directly to c432 (Without using the test set derived for
single output modified crrcurt) The new diagnostic test
set using the c432 resulted in same number of faults
(507), syndromes (507), diagnosed faults and DR. (1.00)
when compared to the results from second data column.
The notable difference is a reduction in the size of test
set (123 versus 131 vectors) due to increased ohserv-

abili t through multiple outm]tq
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In this paper, we defined new type of test, ezxclusive test,
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generate exclusive test. We also presented a compre-
hensive diagnosis procedure using exclusive test to im-
prove fault diagnosis. Our results for ISCAS85 bench-
mark circuits indicate that we can achieve very high
diagnostic resolutions using our method.

Exclusive test based diagnosis method is different
from the traditional approaches since we use both fault
simulation and test generation for fault diagnosis. Our
use of exclusive test guarantees that all faults can be
diagnosed and all equivalent fault sets can be identified
regardless of given test sets. With our exclusive test
diagnosis method, we derive additional tests required
for the diagnosis when the supplied test set fails to di-
agnose all faults.
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