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Abstract

Nanometer CMOS VLSI circuits are highly sensitive
to soft errors due to environmental causes such as cos-
mic radiation and charged particles. These phenomena,
also known as single-event upset (SEU) induce current
pulses at random times and random locations in a digital
circuit. In this paper we model neutron-induced soft er-
rors using two parameters, namely, frequency and inten-
sity. Our soft error rate (SER) estimation method prop-
agates both frequency (expressed as probability) and in-
tensity as the width of single event transient (SET) pulses
expressed as probability density functions through the
circuit. With this model we are able to accurately model
electrical masking factors in logic circuits. Also, the er-
ror pulse width density information at primary outputs
of the logic circuit allows evaluation of SER reduction
schemes such as time or space redundancy.

1 Introduction

Continuous downscaling of CMOS technologies has
resulted in clock frequencies reaching the multiple GHz
range, supply voltage decreasing below one volt level
and load capacitances of circuit nodes dropping to
femtofarads. Consequently, microelectronics systems
are more vulnerable to noise sources in the working en-
vironment. Nanotechnology therefore makes the meet-
ing of the reliability requirements more challenging.

With advances in the design and manufacturing tech-
nology, the non-environmental conditions may not as
much affect the sub-micron semiconductor reliability.
However, the errors caused by cosmic rays and alpha
particles will remain the dominant factors causing errors
in electronic systems. Alpha particles come from pack-
age impurities [14]. The galactic cosmic rays traverse
the earth’s atmosphere where they collide with atomic
nuclei to create cascades of reactions producing neu-
trons. Some of those neutrons reach the ground and be-
come a major source of single event upsets in microelec-
tronics at the ground level. While alpha-particles can
be greatly reduced by removing the radioactive impuri-
ties from the package material, it is harder to shield the
circuits from high-energy neutrons. As Mason points
out [6], soft fails caused by neutron particles will be

the dominant failure mechanism in the SRAM program-
mable logic.

Single event upset phenomenon is a complex process.
For a broad tutorial on this subject one may refer to a re-
cent paper [14]. When neutrons strike silicon, any of
more than 100 different nuclear reactions can be gen-
erated [9]. Accurate measurement of the neutron flux
and its energy distribution are first considerations for es-
timating neutron-induced error rates. In this paper, we
only consider the soft errors caused by neutrons and ne-
glect the effect of alpha particles.

Analytical methods are widely used to model soft er-
rors probabilistically. Asadi et al. [1] presented a soft
error rate estimation technique based on error probabil-
ity propagation. Rejimon and Bhanja [12] gave a single
event fault model based on probabilistic Bayesian net-
works, which capture spatial dependencies. Hayes et
al. [4] presented a framework for modeling transient-
error tolerance in logic circuits. However, these ap-
proaches do not take the circuit electrical masking fac-
tor and the characteristic of transient pulses like pulse
widths into account. An improvement was provided by
Zhao et al. [15]. They proposed a constraint-aware ro-
bustness insertion methodology that protects the sequen-
tial elements in digital circuits against various noise ef-
fects. The noise probability density function represents
the distribution of noise that has survived circuit mask-
ing effects at internal nodes to reach the flip-flops as de-
termined by a probability matrix mapping. However, in
that work the authors did not include the environmental
factors like the error frequency. Besides, their propaga-
tion method required tabulating all the pulse width and
height data for each logic gate. It would thus take enor-
mous memory for large logic circuits.

In Section 2, we present an environment dependent
soft error model for logic circuits based on both error
frequency represented as probability, and soft error den-
sity represented as transient width distribution. In Sec-
tion 3, we develop a probability propagation scheme to
propagate both soft error frequency and pulse widths
distribution through the logic circuit. In Section 4, we
develop an algorithm to calculate the soft error rate
based on our model. Because we propagate both error
frequency and pulse width densities, the pulse widths
information at primary outputs can be used to analyze
the time (or space) redundancy-based error reduction ef-
ficiency.
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2 An Environment-Based Probabilistic
Soft Error Model

Different from memories, in a logic circuit, a single
event effect (SEE) exists as single event transient (SET)
pulse. An SET has its unique characteristics like polar-
ity, waveform, amplitude and duration, and these charac-
teristics depend on particle impact location, particle en-
ergy, device technology, device supply voltage and out-
put load. A single event upset (SEU) does not occur un-
less the SET can survive the circuit masking effects and
is captured by a clock edge into a sequential element.
The SET can be eliminated by electrical masking, logic
masking and temporal masking [9, 10].

Environmental neutrons come from cascaded inter-
actions when galactic cosmic rays traverse earth’s at-
mosphere. These neutrons reach the ground with fi-
nite probabilities. The neutron flux is usually in unit
of N/cm2-s, where N is the number of neutron parti-
cles. The intensity of cosmic-ray induced neutrons flux
in the atmosphere varies with altitude, location in the
geomagnetic field, and solar magnetic activity. The flux
data are available from observations accumulated over
decades [8, 16]. One often cites the JEDEC standard [5].

Each neutron has a unique energy when it arrives to
the ground. The particle does not induce an error it-
self, it is the interaction that causes the error in elec-
tronic materials. The neutron energy is one of the key
properties here; we neglect the effects of angle of inci-
dence of the particle strike. Not every particle hit on
the sensitive silicon area can induce an error. An SEU
occurs with certain probability for each high-energy par-
ticle hit. Such probability can be obtained from existing
computer programs, for example, IBM’s SEMM (Soft
Error Monte-Carlo Modeling) program [13]. Figure 1
shows the result when a CMOS SRAM chip was simu-
lated for 30-MeV neutron hits. The probability of SEU
is a function of particle energy and the critical charges.
In the circuit design process, once a circuit is layed out,
the critical charge for each cell is defined. Although we
did not use the SEMM program in our experiment on
logic circuits, we mentioned it to illustrate how the error
probability can be derived.

To consider all energy components in our proposed
soft error model, we average the error probability over
different energies and assign each circuit node with a
unique error probability value. The particle energy dis-
tribution under specific locations for specific technology
nodes can be obtained from experimental results. For
example, the cosmic particle strikes were simulated us-
ing a heavy ion beam at the Twin Tandem Van de Graaff
accelerator at Brookhaven National Laboratory and the
results suggest that in the natural environment of space
the probability distribution of high-energy particles falls
rapidly with increasing LET. For both 0.5µ and 0.35µ
CMOS technology processes at the ground level, the
largest population has an linear energy transfer (LET)
of 20MeV-cm2/mg or less and the particles with LET
greater than 30MeV-cm2/mg are exceedingly rare [3].
The LET of a striking particle multiplied by a character-
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Figure 1. Probability of soft error for each
collision of a 30-MeV neutron as a function
of the average critical charge for an SRAM
chip (from IBM SEMM program [13]).

istic length of the material gives the charge accumulated
due to the strike. These results are used in our experi-
ments in Section 4.

In addition, from the statistical energy distribution we
are able to model the statistical SET widths in logic cir-
cuit by applying the LET values to the commonly used
transient current double-exponential model [7].

{

I(t) = Qcoll

τα−τβ
(e−

t
τα − e

− t
τβ ) (a)

Qcoll = 10.8 × L × LET (b)
(1)

where Qcoll is the collected charge in the sensitive re-
gion, τα is the collection time constant, which is a
process-dependent property of the junction, and τβ is
the ion-track establishment time constant, which is rel-
atively independent of the technology. In bulk silicon,
a typical charge collection depth (L) is 2µ for every 1
MeV -cm2/mg, and an ionizing particle deposits about
10.8fC charge along each micron on its track. Typical
values are approximately 1.64 × 10−10sec for τα and
5 × 10−11sec for τβ [2, 15].

From Equation (1), the transient current pulse cre-
ated by a particle strike for each given LET can be cal-
culated. By charging and discharging the circuit node
capacitance, the single event transient current pulse is
converted into a transient voltage pulse in Figure 2.
Following the preceding discussion, Figure 3 gives a
neutron-induced soft error model for logic circuits. Be-
cause the probability per hit is related to the neutron flux
which is location dependent, we can easily get the circuit
SER in units of FIT for different locations if the corre-
sponding neutron flux data is available.

In summary, this probabilistic soft error model is
based on two considerations: (1) the occurrence of
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Figure 2. Transforming statistical neutron
energy spectrum to SET width statistics.

SEUs, presented as the soft error frequencies and (2)
once an SEU occurs, it exists in the logic circuit as SETs
with different pulse width densities represented as prob-
ability density functions. Note that the pulse width is not
the pulse duration between its half peak-peak values, but
is the half of the power supply value in the logic circuit.
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Figure 3. Proposed probabilistic neutron
induced soft error model for logic.

3 Gate-Level SET Propagation

Having discussed the modeling of soft errors by two
factors (frequency and density), we will now discuss the
propagation of errors through a logic gate.

3.1 Pulse Widths Probability Density Propaga-
tion

Assume that the input SET width is a random vari-
able X with probability density function fx(X), the SET
pulse width density function fy(Y ). We calculate these
two parameters at the output of the gate. Suppose the
function g expresses the relationship between variable
X and variable Y: Y=g(X). The mathematical model of
propagation is a function of random variable. The pulse
width density propagation function g for each individual
gate is obtained as follows:

X , Y are random variables
X: input pulse width, Y : output pulse width

fX(x): probability density function of X
fY (y): probability density function of Y

Given function g: Y = g(X)
g: Y = X{p : W/L, n : W/L, Cload, technology}

Assume g is differentiable and an increasing func-
tion, so g

′

and g−1 exist. Then,
∫ x+∆x

x

fX(s)ds =

∫ y+∆y

y

fY (t)dt

=⇒ fX(x)∆x = fY (y)∆y

i.e., fY (y) = lim
∆x→∞

fX(x)
∆x

∆y

= lim
∆x→∞

fX(x)
1

∆y/∆x

=
fX(x)

g′(x)

=⇒ fY(y) = fX(x)
g′(x)

The pulse width propagation depends on the wire
load capacitance and the induced soft error pulse at the
input of the gate will propagate only if the affected node
is on a sensitized path of the circuit. From HSPICE sim-
ulation we find that the function g is a nonlinear trans-
mission function. However, a linear “3-interval” prop-
agation model can give a good approximation. Given a
sensitized path of a generic gate, depending on the in-
put pulse width and the gate input-output delay there are
three intervals of possible input glitch durations that can
be identified [11]. Thus, for a generic logic gate, the
pulse width propagation model is:

1. Propagation with no attenuation, if Din ≥ 2τp.
2. Propagation with attenuation, if τp < Din < 2τp

3. Non-propagation, if if Din ≤ τp.
Where

• Din: input pulse width
• Dout: output pulse width
• τp: gate input output delay
We validated this propagation model by simulating a

CMOS inverter using HSPICE. The results are shown in
Figure 4. This CMOS inverter is in TSMC035 technology
with nmos W/L ratio = 0.6µ/0.24µ and pmos W/L ratio =
1.08µ/0.24µ. Rising gate delay was 41.5ps and falling gate
delay was 30.8ps for load capacitance of 10fF . We use an av-
erage gate delay of 36.0ps in the proposed propagation model.
The mathematical expression is given in Equation (2). In Fig-
ure 4, X axis is the input pulse width and the Y axis is the
output pulse width. We observe that when input pulse width is
greater than 72ps the output pulse width can be either greater
or smaller than the input pulse width, depending on the input
pulse type. These differences are caused by different rising and
falling delays. Thus, the proposed model is a good approxima-
tion to HSPICE.

Dout =
0 if Din ≤ 36.0ps
(Din − 36.0) × 72.0

36.0
if 36.0ps < Din < 72.0ps

Din if Din ≥ 72.0ps
(2)
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Figure 4. Comparison of proposed model
and HSPICE simulation for CMOS inverter
with 10fF load capacitance.

For this CMOS inverter with output load capacitance
10fF , an illustration of the monotonic mapping of prob-
ability density fy(Y ) is given in Figure 5. The charac-
teristics of the three regions in this figure are: the input
pulse width in regions 1, 2 or 3, respectively, will be
filtered, attenuated, or pass without attenuation. A pulse
being filtered actually assumes the shape of a delta func-
tion. Similarly, we simulated all gates by HSPICE to ex-
tract the gate delays and build the propagation model g.
Similar agreements as in Figure 4 were observed for all
other logic gates.

3.2 Logic SEU Probability Propagation

Because all pulse widths are greater than or equal to
0, we have

∫ ∞

0

fY (y)dy =

∫ ∞

0

fX(x)dx = 1 (3)

In fX(x) to fY (y) conversion, there is a fraction of
pulses being filtered out or attenuated due to electrical
masking. We define electrical masking ratio (EMR) as
the fraction of pulses that survives propagation in Equa-
tion (4):

EMR =

∫

y≥0

fY (y)dy

∫

x≥0

fX(x)dx
(4)

If SEU occurs on input 1 of logic gate j in Figure 6 then
the output soft error probability is calculated by Equa-
tion (5):

PSEU (o) = PSEU (1)· EMRj
︸ ︷︷ ︸

Electrical
Masking

·
i∏

2

[Pnon−controlling(i)]

︸ ︷︷ ︸

Logic Masking

(5)
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Figure 5. Pulse width density propagation
through a CMOS inverter with 10fF load.
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Figure 6. A generic gate with particle strike
on node 1.

4 Experimental Results

We simulated ISCAS85 benchmark circuits and in-
verter chains of varying lengths by a simulator devel-
oped in C programming language. For simplicity, we
assume that all the circuits are working at the ground
level and the probability of SEU per particle hit is 10−4.
For ground level we use the neutron energy statistics
discussed in Section 3. We assume the SET width den-
sity per circuit node follows the normal distribution with
mean µ = 150 and standard deviation σ = 50. These
assumptions are justified for relatively small value of
particle flux and small chip area. From [17], the total
neutron flux at sea level is 56.5m−2s−1. For a CMOS
circuit in TSMC035 technology, we assume a relative
large sensitive region (1000µm2) for each circuit node.
For a circuit with n primary outputs and m nodes, the
SER is 1

n
Σn

i=0(
1

m
Σm

j=0SERi caused by j). The unit for
SER is FIT, which means failures in 109 hours of oper-
ation [14]. From Table 2 we see that SER increases al-
most linearly as the increasing length of inverter chains.
That is because in the inverter chain, there is no logic
masking and there will always be a portion of SEUs un-
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Table 1. Estimated error rates for ISCAS85
benchmark circuits.

Circuit # # # CPU SER
PIs POs Gates s (FITs)

c17 5 2 6 0.01 36.79
c432 36 7 160 0.04 105.63
c499 41 32 202 0.14 21.88
c880 60 26 383 0.08 38.82

c1908 33 25 880 1.14 74.27
c2670 233 140 1193 0.77 28.82
c5315 178 123 2307 2.78 55.72
c7552 207 108 3512 10.82 66.52

Table 2. Estimated error rates for inverter
chains.

Circuit # # # CPU SER
PIs POs Gates s (FITs)

inv2 1 1 2 0.00 28.19
inv5 1 1 5 0.00 53.88

inv10 1 1 10 0.00 96.54
inv20 1 1 20 0.00 181.85
inv50 1 1 50 0.00 437.80

inv100 1 1 100 0.04 864.73

der the current environmental condition that will survive
through inverters no matter how long the chain is. But in
Table 1 for logic circuits, the SER does not increase with
the number of gates. The logic masking in these circuits
seems to increase with increased number of gates. The
field test data for logic circuits is largely unavailable but
the actual neutron experiments on a test chip would help
to validate our analysis in the future. The CPU times for
these results are for a Sun Fire 280R workstation.

5 Conclusion

In this paper we presented a environment-dependent
soft error model for logic circuits based on both error
frequency and the SET density. An error propagation
scheme through logic gates is developed. We take elec-
trical masking into account. The SEU pulse width in-
formation at the primary outputs can help analyze the
timing and space redundancy schemes. However, our
error rates may be pessimistic because ours is a static
approach, in which signal probabilities are used instead
of their actual logic values. In real cases, depending of
the actual signal values, some paths may not be acti-
vated further increasing the masking. Different types of
circuits with different topologies will have significantly
different SERs. Such studies provide good insight.
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