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Abstract Computing with large die-size graphical proces-
sors, that involves huge arrays of identical structures, in
the late CMOS era is abounding with challenges due to
spatial non-idealities arising from chip-to-chip and within-
chip variation of MOSFET threshold voltage. In this paper,
we propose a software-framework using machine learning
for in-situ prediction and correction of computation cor-
rupted due to threshold voltage variation of transistors.
Semi-supervised training is imparted to a fully connected
cascade feed-forward (FCCFF) neural network (NN). This
FCCFF-NN then creates an accurate spatial map of faulty
processing elements (PE), which are avoided in comput-
ing. Besides correcting spatial faults, any transient errors
(such as single-event upsets) are also tracked and corrected
if the number of affected PEs is large enough to cause
noticeable computing errors. For experimental validation,
we consider a 256 × 256 PE array. Each PE is comprised of
add-accumulate-multiply (AAM) block with three 8-bit reg-
isters (two for inputs and a third for storing the computed
result). One thousand instances of this processor array are
created and PEs in each instance are randomly perturbed
with threshold voltage variation. Common image processing
operations such as low pass filtering and edge enhancement
are performed on each of these 1,000 instances. A fraction
of these images (about 10 %) is used to train the NN for
spatial non-idealities. Based on this training, the NN is able
to accurately predict the spatial extremities in 95 % of all
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the remaining 90 % of the cases. The proposed NN based
error tolerance produces superior quality processed images
whose degradation is no longer visually perceptible.

Keywords Array processors · Fault resilience · Neural
network learning · Process-variation faults · Transient
errors

1 Introduction

Scaling of MOS transistor dimensions (thanks to Moore’s
law) has led to a steady increase in functions offered
by microprocessor chips. Additionally, the performance
(or speed) of these scaled devices has also been exponen-
tially increasing. The unprecedented growth in performance
of computers, however, has come at a price of an expo-
nential increase in power density (power per unit area).
After a point, roughly starting from the later half of the last
decade, manufacturers have restrained from increasing the
operating frequency of microprocessor chips. This stalling
in frequency has prompted the processor industry to shift
to an alternative computing paradigm of parallel computing
where n individual computers, each performing at a slower
rate, manage to accomplish a functional task with perfor-
mance similar to a single computer operating at an n times
faster rate.

Another possible route to mitigate the increase in power
density with successive generations of microprocessor
chips, without stalling frequency scaling, is to downscale the
supply voltage. Such a scaling model is popularly referred
to as constant electric field scaling [6].

Regardless of the route taken to minimize power
density to keep up the performance gains, the semicon-
ductor industry is beginning to hit a road-block attributed
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to increased manufacturing process related variations.
Reference [1] presents an insightful discussion on the trends
in frequency and voltage scaling in the face of increased pro-
cess variation (PV) in advanced CMOS technology nodes.
Table 1 (reproduced from [1]) shows scaling trends in
CMOS and the impact on energy and speed in the advanced
CMOS nodes. It is predicted that variability in transistor
characteristics, both within-die and across dice, is the single
most important impediment to performance gains in highly
scaled CMOS nodes. Variability in Table 1 refers to devia-
tions in process parameters of transistors such as threshold
voltage, mobility, etc., from nominal values. Variability in
transistor characteristics within the chip has led to a few
gates (also referred to in the literature as “outliers”), located
at spatially disjoint locations to offer delays that are signifi-
cantly higher, and in many cases, these outlier gates may be
in the critical path, or in paths that would nominally (without
any process variation) have had delays that are compara-
ble to critical path delay. Presence of an outlier in a critical
path or close to a critical-path leads to an abrupt increase
in the delay offered by these paths, consequently reducing
the maximum operable frequency at which the correct func-
tionality of the circuit is guaranteed. However, if one can
trade functionality off for speed, that is, under the assump-
tion that only few paths may have these outliers, then users
should still be able to operate the circuit at its maximum
speed (as if there were no process variation) albeit with a
few errors. The difficulty, however, is that with the advance-
ment of processor nodes, errors due to device variability and
transient failures in processing elements (PE) may increase
to such an extent that for most applications, including image
processing where error tolerance techniques have been stud-
ied [2, 4, 5, 20], the quality of results obtained may not be
satisfactory.

The objectives of this work are to:

• Evaluate the impact of “un-guaranteed performance”
resulting from variability and transients when circuits
are operated at a rate faster than they assuredly can on
common applications in image processing such as low
pass filtering, and edge detection.

• Propose an error resilience mechanism based on neural
networks (NN) to identify faulty processing elements

(PE), and avoid those PE completely from comput-
ing all future results if they are degraded beyond a
pre-specified threshold.

This paper is organized as follows. Section 2 describes
the recent efforts in literature where process variation (PV)
noise in hardware is considered and schemes for toler-
ance, resilience, and/or mitigation of the same are proposed.
Section 3 describes the impact of process related threshold
voltage variation on CMOS gate delay. Details of the signal
processing fabric built to model PV and a numerical model
to capture functional violations due to PV is presented
in Section 4. Section 5 presents a comparison of image
quality obtained by performing common image process-
ing tasks on this signal processing fabric with and without
process variation (PV) degradation. Section 6 discusses
the proposed neural network based on-line error tolerance
scheme for avoiding degraded PEs. Section 7 concludes the
paper.

2 Related Work

As pointed out in the previous section, manufacturing vari-
ations in devices tend to slow down a circuit/gate. However,
if we choose to operate transistors at the same speed dis-
regarding the prevalent process variation (PV), then the
correct functionality of the circuit is no longer guaranteed.
Seminal work on error tolerance under large scale defects
and PV is presented in [2], where error tolerance techniques
such as error-free operation without reconfiguration for high
volume applications, error-free operation for all applica-
tions through reconfiguration, and error-free operation with
reconfiguration and/or degraded performance/capability for
high-volume applications are discussed. In [4, 5], the
authors propose error tolerant design and test schemes for
multimedia applications such as image compression and
video motion estimation. “Soft DSP” techniques such as
algorithmic noise tolerance (ANT) [8, 20], which com-
putes the result factoring the prevalent noise, have been
proposed to alleviate the impact of degradation in results
arising from PV in advanced CMOS technologies. Another
model for emulating PV induced or other defects in CMOS

Table 1 Technology scaling
predictions for the
end-of-CMOS era [1]

High volume manufacturing 2006 2008 2010 2012 2014 2016 2018

Technology node (nm) 65 45 32 22 16 11 8

Relative integration

capacity 1 2 4 8 16 32 64

Delay = CV /I scaling ≈ 0.7 > 0.7 Delay scaling will slow down

Energy/Logic Op. scaling > 0.5 > 0.5 Energy scaling will slow down

Variability Medium High Very high

Manufacturing process variation
(PV) is projected as the single
biggest impediment for perfor-
mance and energy improvement
with device scaling
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circuits uses a probabilistic switching framework [11]. Also,
a recent paper [18] has proposed the use of non-linear
median filters for off-line restoration of images degraded by
processing on PV degraded hardware.

The work presented in this paper, whose earlier version
appeared in a conference paper [17], differs from the liter-
ature cited above on two counts. First, while most of the
prevalent work on error-tolerance in image processing has
targeted applications where only the relative values of pix-
els are important. In motion estimation [5] the fact that there
is a difference among pixel values is more important than
the actual difference. We target image processing applica-
tions where the actual difference is as important as the fact
that there exists a difference. For example, we consider low
pass filtering based on spatial convolution of pixel values
with a low pass filter mask in Section 5 where convolu-
tion of the image with the mask can accumulate errors over
the entire operation. Second, most error tolerance schemes
use some form of spatial redundancy of all the comput-
ing elements, but in this work we propose error tolerance
with little redundant hardware. The technique can be called
“error avoidance” achieved by eliminating the use of faulty
PEs if their number exceeds a pre-specified threshold and
reusing PEs that are not as degraded. Elements that are
faulty beyond a threshold are continuously identified on-
line by a neural network (NN), thereby working equally well
for transient errors due to a PE failing for a brief period of
time before recovering. The NN itself can operate on a small
footprint additional hardware that may also degrade as the
original circuit.

3 Modeling Process Variation (PV)

3.1 MOSFET Threshold Voltage Variation

Process variation (PV) is a term used in the very large scale
integration (VLSI) literature to refer to random local vari-
ation of characteristics of two or more transistors that are
on the same die and, ideally, are expected to have identical
characteristics. Sources of random variation in an integrated
circuit, include (but are not limited to) fluctuation in the
number of dopant atoms in the channel of metal oxide
semiconductor (MOS) transistor, and the edge roughness
of the laser beam used in lithography. These manufactur-
ing process variations are effectively captured at the MOS
transistor level as variations in the threshold voltage whose
nominal value, denoted as Vth0, assumes no PV. Hence,
actual threshold voltage of a manufactured transistor is a
random variable whose mean value equals Vth0. Recent
research [25] has shown that the threshold voltage can be
modeled as a random variable with Gaussian (normal) dis-
tribution, N(Vth0, σV th), where the standard deviation σV th

normalized with respect to the mean Vth0 is a measure
of variability (δV th) in the threshold voltage and is given
by [25]:

δV th = σV th

Vth0
= K√

WL
(1)

where K is a proportionality constant that depends on oxide
thickness and doping concentration and W and L are width
and length of the MOS transistor. We will use the nor-
malized standard deviation as a measure of variability, δx ,
for any parameter x affected by PV. Thus, Eq. 1 gives the
variability for threshold voltage.

Typical values of technology parameters are available
from the International Technology Roadmap for Semicon-
ductors (ITRS) publications [9]. For 32 nm technology,
K = 8.797 × 10−9m, L = 32 nm, W = 130 nm and
Vth0 = 0.355 V. From Eq. 1, we obtain the variability of
threshold voltage as δV th = 0.135, or 13.5 %.

3.2 Impact of Threshold Voltage Variation on Circuit
Functionality and Performance

The delay td of a logic circuit constructed using MOS tran-
sistors is related to the supply voltage (VDD) and threshold
voltages of its constituent transistors and can be obtained as
follows [15, 16]:

td = td0
VDD

(VDD − Vth)α
(2)

where td0 is a constant of proportionality determined by
simulation of the circuit for nominal parameter values, Vth is
average threshold voltage for nMOS and pMOS transistors,
and α is a device parameter with a value between 1 and 2.
For more advanced technologies, α is closer to 1. Equation 2
is generally referred to as the alpha power-law [15, 16].

Once threshold voltage Vth is modeled by a Gaussian ran-
dom variable as mentioned in Section 3.1, the distribution of
td and its variability, δtd , can be obtained either analytically
using a random variable transformation according to Eq. 2,
or by Monte Carlo simulation. We present data on selected
CMOS technologies in Figs. 1 and 2.

Figure 1 shows histograms of threshold voltage and
delay. The left histograms in (A) and (B) are for thresh-
old voltages (averaged over nMOS and pMOS transistors)
for 45 nm and 32 nm bulk CMOS technologies, respec-
tively. For each technology, the mean Vth0 and normal-
ized standard deviation δV th were obtained as described in
Section 3.1. Each histogram shows an empirical distribution
of 1,000 computer-generated Gaussian random numbers.
Variabilities δV th for 180 nm, 90 nm, 65 nm, 45 nm,
32 nm and 22 nm are shown by diamond-shaped points in
Fig. 2. The trend of increasing variability as the technology
advances toward smaller features is clearly visible.



476 J Electron Test (2013) 29:473–483

Fig. 1 Histogram of threshold
voltage and delay for inverter
comprising NMOS and PMOS
transistors of channel lengths
a L = 45 nm, and b L = 32 nm.
Refer Section 3.2 for more
details on the simulation setup

The two histograms on the right in Fig. 1 are for delays td
obtained from simulation of 1,000 instances of an inverter
gate built in 45 nm and 32 nm bulk CMOS technologies,
respectively. Physical characteristics of transistors in 45 nm
technology were, Lp = Ln = 45 nm, Wn = 180 nm,
Wp = 360 nm, and in 32 nm technology they were,
Lp = Ln = 32 nm, Wn = 130 nm, Wp = 260 nm.
Other parameters such as mean threshold voltage (Vth0),
mobilities (μp, μn), technology parameters (Kp, Kn), etc.,
are provided by the predictive technology model files
[3, 12, 26]. To evaluate the effect of PV on the delay of
an inverter the threshold voltages of its transistors were

modified by random numbers similar to those used to gener-
ate the left histograms. A square wave input was simulated
to the input to output delays to 50 % points of the waveform
at the output, which was loaded with four identical inverters.
The simulation program used was LTSpice [10], which is a
freely available Simulation Program with Integrated Circuit
Emphasis (SPICE) [13] simulation engine. For each of the
1,000 cases used to generate the histograms, the delay td is
the average of the calculated rise and fall delays. Empirical
values of delay variabilities δtd are 0.165 and 0.216, respec-
tively for 45 nm and 32 nm, indicating the trend of increased
variability for the advanced technology node.



J Electron Test (2013) 29:473–483 477

Fig. 2 Variation of delay and
threshold voltage as a function
of MOS channel length. Notice
that as transistors get smaller,
the normalized variability in
delay offered by a logic gate
(here an inverter) is increasing
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(circular points) with technology advancing toward smaller
features is shown in Fig. 2. Unlike the Monte Carlo sim-
ulations described above, here δtd was obtained using the
the alpha power-law of Eq. 2. For each technology node,
an inverter with four-inverter load was simulated just once
with nominal parameters as described in the previous para-
graph to determine td0. Then a large number of random
samples of Vth were generated from a normal distribution,
N(Vth0, σV th). Equation 2 transformed Vth samples into td
samples for which mean, standard deviation and variability
δtd were computed.

Options that allow us to maintain the performance advan-
tage of technology in spite of the increasing variability in
circuit delay are (1) tolerate errors, (2) avoid errors, or (3)
correct errors. In the following sections, we examine the
first two options.

4 Less than Accurate Computing

4.1 Putting Together the Basic Building Blocks

Addition and multiplication are two basic operations needed
for most image processing tasks. For example, convolution,
which is a commonly used operation involves a series of
add-accumulate-multiply (AAM) operations. We built 8-bit
addition and multiplication units at logic gate level in the
32 nm CMOS technology node. To incorporate the faulty
behavior due to process variation (PV), each type of gate
was characterized for delay as discussed in the previous sec-
tion. Threshold voltages of all transistors in the gate were
changed from their nominal values by adding random varia-
tions sampled from a suitable normal distribution according
to Eq. 1. As indicated in Section 3.2, the threshold voltage
variability for 32 nm CMOS technology is δV th = 0.135.
Spice simulation [10] then determined the delays of the gate
for load capacitances corresponding to varying number of

fanouts to identical gates. This procedure was repeated to
obtain a histogram for delay for each type of gate, similar to
the histogram for inverter shown in Fig. 1. These histograms
serve as empirical distributions for gate delays.

The procedure for including PV in the addition and mul-
tiplication hardware unit is given in Fig. 3. To find a clock
delay for the unit we add three-sigma variability to thresh-
old voltages of all gates. Thus, Vth = Vth0 + 3σV th for each
gate whose nominal threshold voltage is Vth0. The maxi-
mum input to output delay of the unit is estimated and used
as the clock delay tck .

Next, a sample unit is obtained by assigning random gate
delays from the empirical delay distributions. The output, y,
when corrupted with PV noise, is related to the noise-free
8-bit output, x, by a non-linear function f,

y = f (x) (3)

where

x = {b7 b6 b5 b4 b3 b2 b1 b0}, y = {b′
7 b′

6 b′
5 b′

4 b′
3 b′

2 b′
1 b′

0}
(4)

and bi and b′
i , for i = 0, 1, · · · 7, are [0, 1] Boolean

variables. Static timing analysis of the unit determines the
maximum signal arrival delay tdi at output i when input
signal changes are synchronized with the start of the clock
period. The function f (x) of Eq. 3 is defined as follows:

b′
i =

{
bi if tdi ≤ tck

equiprobable 0 or 1 if tdi > tck
(5)

We take a pessimistic view in replacing the output with a
random bit because tdi is the worst-case delay and the sig-
nals can possibly arrive earlier. Equiprobable 0 or 1 model
two situations. If the signal delay is longer than tck then the
output flip-flop will retain the old value, which is assumed
to be uncorrelated with the correct bi . If the signal arrival is
close to the end of the clock period, then metastability in the
flip-flop causes a random state.
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Fig. 3 Changing probability
density functions (PDF) of
relevant random variables as we
traverse through levels of
abstraction, starting from
transistor to software (or
algorithmic level)

The function f (x) is used in two ways in later sections.
First, it is incorporated in a software model, which effi-
ciently generates test cases for training the neural network.
Second, it is used to modify signals generated by a logic
simulator while processing data on a circuit that is affected
by PV.

Figure 4 is a high-level view of the synthesis proce-
dure [19] of the underlying image processing architecture.
It comprises of an 8-bit add store unit built with logic gates
(AND, OR, XOR) realized using NAND logic gates.

4.2 Software Emulation

We built a signal processing hardware processing ele-
ment (PE) to deal with images of size 256 × 256 pixels.
PV is captured in software that emulates the 256 × 256
array of 8-bit add-accumulate multiplier (AAM) processing

elements (PE). Each PE consists of a chain of 1-bit full
adders to function as 8-bit adder with their outputs con-
nected to an 8-bit register as shown in Fig. 4. The full adder
consists of AND-OR logic gates, whose delays are sampled
from delay distribution described in Section 4.1. The AAM
PEs perform 8-bit arithmetic operations such as addition
and subtraction, and multiplication is achieved by repeated
additions. Process variation is incorporated by modifying
the delay of each gate based on the threshold voltage vari-
ability sampled from a normal distribution corresponding to
the 32 nm CMOS technology node. Further, if any arith-
metic operation results in a decimal value exceeding 255,
the add-accumulate elements are designed to saturate to
255, thus mimicking a real-world scenario where 8-bit gray
scale images have a maximum intensity level of 255. For
simplicity, we did not use color images, restricting only to
gray scale images in all reported experiments.

Fig. 4 Synthesis of 256 × 256
add-accumulate-multiply
(AAM) processing element (PE)
array, with PV noise added for
software emulation of degraded
hardware
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5 Image Degradation in Low Pass Filtering and Edge
Enhancement

We conducted filtering operations on three test images,
“camera-man”, “baby-face” and “Lena”. The results are
shown in Fig. 5a, b and c, respectively. These images
have been frequently used in the image processing liter-
ature [7]. Left images are the original noisy images. The
first image contains spot noise and requires low pass filter-
ing [7]. The second image has a slight defocus and requires
edge enhancement through a high pass filter [7]. The third
image has both spot noise and defocussing and requires a
combination filter [7].

All images are characterized using a quantitative mea-
sure called perceptive image quality (PIQ) [21], ranging
from a minimum of 0.0 (very poor quality) to a maximum
of 1.0 (exceptional quality). For example, medical applica-
tions like diagnosis of cardiac scan images need a PIQ over
0.4, while motion pictures for aesthetic viewing have PIQ

over 0.8 [21]. Four images in each row in Fig. 5 are original
image (PIQ < 0.8), image processed on ideal hardware (PIQ
> 0.8), image processed on hardware with PV (PIQ < 0.4)
and image processed on hardware with PV but enhanced by
NN guidance (PIQ > 0.8).

The low pass filtering mask used for the camera-man
image is [7],

ξ = 0.25 ×
(

1 1
1 1

)
(6)

The low pass filter implemented on ideal hardware pro-
cessing element (PE) produced the second image in Fig. 5a,
which has an improved quality as PIQ is increased to 0.85
from 0.72. The third image was processed by the filter
implemented on a PE array with PV. The quality degra-
dation (PIQ = 0.35) is clearly visible. There is increased
concentration of scattered black and white spots (similar to

Fig. 5 Images of
“camera-man,” “baby-face,” and
“Lena”. Four versions of each
picture are the original noisy
image, image filtered by ideal
hardware processing element
(PE) array, image filtered on
hardware with process variation
(PV), and image filtered on
hardware with PV and neural
network enhancement. A low
pass filter with mask ξ was used
for camera-man. An edge
enhancement high pass filter
mask ψ was used for baby-face.
A combination of low pass and
edge enhancement mask ξ + ψ

was applied to Lena. PV added
to hardware PE array is
according to the model
developed for 32 nm technology
node (threshold voltage
variability δV th = 13.5 %).
Perceptual image quality
(PIQ) [21] shown for each
image is a scale between 0 and
1, which should be above 0.8 for
a high quality image



480 J Electron Test (2013) 29:473–483

salt and pepper noise). Also, notice that the concentration of
white saturated points is more than black points. This can be
reasoned out as follows: Low pass filtering causes averag-
ing, which tends to increase the low level intensities. If there
are any most significant bit (MSB) flips to 0 (making the
value smaller than what it should be) in the early portions
of the processing, then their effect gets alleviated over sub-
sequent steps of filtering. However, if there is a MSB flip to
1, the effect tends to be cumulative, often giving rise to an
increased concentration of bright spots.

Next, we examine the baby-face image shown in Fig. 5b.
The original image on the left has a degraded quality due to
defocussing. Edge enhancement is an operation where spa-
tial discontinuities in pixel values are computed and added
to the original image to emphasize those discontinuities; the
resulting image is usually sharper-looking. The second and
third images in Fig. 5b show the edge enhancement results
obtained on hardware without and with PV. The degree of
sharpness itself depends on the fraction of the edge infor-
mation added to the original image. Notice the pronounced
accumulation of white spots in the third image (from hard-
ware with PV) due to the cumulative effect of bits flipping
to 1. For high pass (HP) filtering, which is an intermediate
step in finding the edges in the original image, we used the
spatial HP filter mask [7]:

ψ =
(

1 −1
−1 1

)
(7)

Consider the versions of Lena images in Fig. 5c. The
original image on the left has a degraded quality due to
both spot noise and defocussing. Therefore, a combination
of ξ and φ filters was used. The second and third images
in Fig. 5c show the edge enhancement results obtained on
hardware without and with PV. The quality improvement by
processing (PIQ = 0.85) and degradation due to PV (PIQ =
0.38) can be visually perceived.

In the next section, we will attempt to eliminate the
degradation due to PV and produce the final images shown
in the right column of Fig. 5.

6 Error Tolerance Using Neural Network

Neural networks are known to be inherently resilient [14]
to faults in their basic computing elements, i.e., neurons.
This serves as a motivation for the their use in identifying
faulty pixels, since the hardware used for building the NN
is also assumed to have the same kind of PV as the image
enhancing hardware. In the following sections, we describe
the neural network architecture used for on-line identifica-
tion of faulty pixel locations, the training of NN, and the NN
guided results obtained on hardware with PV.

6.1 Neural Network Architecture

The neural network serves to decide the pixel locations
that are faulty across a range of input images and levels of
PV in the underlying hardware. In order to achieve such a
pixel-fault identification, we use a fully connected cascade
feed-forward neural network (FCCFF-NN) [24]. FCCFF-
NN are known to solve hard problems such as n-input odd
parity problem with a maximum of log2(n + 1) neurons,
while a conventional multilayer feed forward network with
one hidden layer and without cascade requires as many as
n neurons. The choice of FCCFF-NN was critical for this
application since we have a total of 8 × 8 = 256 inputs and
an architecture that is efficient in the number of neurons will
allow an area efficient hardware implementation.

The neural network is shown in Fig. 6. It has 256 inputs,
and 256 outputs. Each input to the NN is a PE output from
the most recently computed operation. The outputs of the
NN can take values in the range [−1, 1]; with −1 implying
the computed value by PE is very likely to be incorrect and
+1 meaning the computed value by the PE is very likely
to be correct. Neurons in the hidden layer (not directly pro-
ducing outputs in Fig. 6) are all bipolar with hard activation
function. The output neurons (directly producing an output
in Fig. 6) are summing blocks of of weighted inputs from
preceding hidden neurons and NN inputs. We use 36 hidden
neurons in a fully connected cascade configuration, in addi-
tion to the 256 output summing blocks (also referred to as
output neurons). Transfer functions of both types of neurons
are shown in Fig. 6. Next, we describe the data sets used for
training and the training procedure imparted to the neural
network for faulty pixel identification.

Fig. 6 Fully connected cascade feed-forward neural network. Bipolar
neurons with hard activation are used for hidden layer, while output
neurons are weighted summers of outputs from all the hidden neurons
and inputs. BIAS is a constant input value to all the neurons in the
neural network
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6.2 Content Rich Data Sets for Training

There are three control parameters that can be varied in
order to gather sufficiently content rich data for setting
up the NN training: (1) original input image that is to be
processed on the PE array, (2) underlying hardware used
for processing the images, and (3) operations to be per-
formed on the input image, i.e., low pass filtering and edge
enhancement.

For the first control parameter, we used 10 images,
including camera-man and Lena shown in Fig. 5. These
images were taken from the Cornell image database [7].
For diversity in the second control parameter, we created
1,000 instances of the PE array shown in Fig. 4. Gates in
each instance of the PE array are assigned random delays
sampled from the PDF of gate delay distribution at the
32 nm technology node (for example, delay distribution
of an inverter in 32 nm node is shown in Fig. 1). Out of
these 1,000 instances, 100 instances are used for process-
ing images to generate sufficient data for training. Finally,
for the third control parameter, we classified five of the ten
images for low pass filtering (referred to as LP group), and
the rest for edge enhancement (referred to as EE group).
All images from LP and EE groups were processed on
all 100 instances of the PE array. This gave us a total of
100 × (5 + 5) = 1, 000 images for training the NN. Next,
to serve as a reference (ideal output from the PE array) in
the training phase, we processed all five images from each
group on a PV-free PE array resulting in 10 ideal images.

6.3 Training the Neural Network

From the outputs of the original PE array of size 256 × 256,
blocks of size 8 × 8 are used as input to the NN. Each out-
put of the NN has a possible range [−1, 1]. The outputs of
the NN are trained to take a value −1 if there is a difference
beyond a threshold τ between PV degraded output and the
ideal output, and are trained to take a value +1 if the dif-
ference is less than the threshold τ . The threshold τ can be
set to any value between a minimum of 1 to a maximum of
255. Setting τ = 1 implies that the margin for error is tight
and that any PE whose computation leads to even one inten-
sity level different from the ideal value will be considered
faulty. If, on the other hand, τ is set to a higher value, then
PE whose computed results are within τ intensity levels of
the ideal value are considered fault-free.

We use a neuron by neuron (NBN) training algo-
rithm [23], which has significantly improved convergence
when compared to the conventional error back propagation
training for FCCFF-NN. Further, a comparative study [23]
of the Levenberg-Marquardt training versus NBN con-
cludes that NBN can be a better training procedure for
feed-forward fully connected neural networks (which is the

network of choice in this paper). An NBN training kit is
available online [22].

6.4 Validation of Neural Network Training

The NN training imparted was validated on a new data
set consisting of 10 new images not used in the training
phase [7]. Five images were classified in LP group and other
five in EE group, depending upon their processing require-
ment being low pass or high pass filtering. Each of the five
images from a group were processed on the 900 remain-
ing instances of the 1,000 PE arrays created earlier. This
amounts to every array instance being tested with 10 image
processing operations, five of LP filtering and the rest of
edge enhancement (EE).

We characterize the performance of the NN with two
figures of merit: 1) accuracy of detection (AD) and 2) mis-
prediction (MP). For a given array instance, if Nact is
the number of PE that are faulty, that is, PEs whose com-
puted value is different from the desired value by more than
threshold τ ; and Ndetect is the number of PEs that were cor-
rectly found by the NN to be faulty, then we define, accuracy
of detection (AD) as,

AD = Ndetect

Nact

. (8)

We define mis-prediction (MP) to be the ratio of number
of PEs, Nmis−pred , that were found to be faulty incorrectly
by the NN to the total number of PEs that are actually fault
free. We therefore have,

MP = Nmis−pred

Ntot − Nact

, (9)

where Ntot is the total number of PE in the array. In these
experiments, we have Ntot = 65, 536.

Figure 7 shows the observed accuracy with which indi-
vidual PEs were correctly identified as faulty by the NN.
The figure gives the number of array instances out of 900
(along Y-axis) in which the percentage of correct predic-
tion (AD) was within 0.5 % of the value on X-axis. Mean
accuracy of detection is 95 % for τ = 20 and 97 % for
τ = 50. This can be reasoned as follows: difference between
actual and desired PE values become discernible as the dif-
ference increases; neurons in the neural network, similar to
the human eye, can perceive differences better when it is
greater. Figure 8 shows the inaccuracy of the NN in classi-
fying a good PE as faulty. The figure gives the number of
array instances out of 900 (along Y-axis) in which percent-
age of mis-prediction (MP) was within 0.05 % of the value
on X-axis. Again, the higher threshold, i.e., τ = 50, results
in a smaller average mis-prediction. Next, we reexamine our
on-line error tolerance scheme using the trained NN.
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Fig. 7 Accuracy of detection (AD), percent of faulty PEs correctly
identified by the neural network in 900 PE arrays containing PV, for
thresholds, τ = 20 and τ = 50

6.5 On-Line Error Tolerance

PEs identified to have been faulty by the NN is excluded
from the future computation, instead re-using PEs whose
performance is acceptable. Such a scheme, while requiring
additional time due to PE re-use, offers significant benefits
in the quality of images processing. We now return to the
examples of Section 5, which were processed on ideal PEs
and then on PEs with process variation (PV). The result of
PV degradation can be observed by comparing columns 2
and 3 in Fig. 5. The same images, camera-man, baby-face
and Lena were processed on PE arrays with error avoidance
provided by the trained NN. The resulting images appear
in the fourth of the figure. Most of the PV-induced noise,
as seen in third colum images, is reduced below the limit
of perception and the images are almost indistinguishable
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Fig. 8 Mis-prediction (MP), percent of fault free PEs identifed as
faulty by the neural network in 900 PE arrays containing PV, for
thresholds, τ = 20 and τ = 50

from those processed on ideal PEs, as shown in the second
column. The extent to which the PV effects are eliminated is
further evident from the PIQ measures of images in column
4, which are close to the ideal in column 2.

Our image processing was done through software emu-
lation of the PE hardware. In practice, however, a small
on-chip memory can keep track of the processing elements
that have been identified as faulty by the neural network and
preemptively stop scheduling of future calculations on such
elements. We see significant improvement in visual quality
when NN based decision is used for excluding PEs that are
faulty and re-using PEs that are deemed to be good. Further,
NN monitors PE outputs after each operation, and continu-
ously updates the list of PEs that are faulty. This allows the
scheme to be resilient against transient errors.

7 Conclusion

A neural network based on-line error tolerance scheme for
countering process variation (PV) related degradation in
array processors is proposed. The key take-away from this
work is a demonstration of spatial tolerance without having
to increase redundancy in the processing elements. Instead,
we use an intermediate layer of intelligence such as neural
network to identify, which computation is good enough and
which is not. While neural networks can serve to identify
the faulty elements in array processors, investigations are
required on the possibility of using NN itself as PE [2] in the
array so that one can leverage the inherent error resilience
of the neural network.
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