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Brains and Bytes

Computational neuroscientists are learning that
the brain is like a computer, except when it isn’t.

HE IDEA THAT the human

brain can be thought of as a

fancy computer has existed

as long as there have been

computers. In a simple way,
the analogy makes sense: A brain takes
in information and manipulates it to
produce desirable output in the form
of physical actions or, more abstractly,
plans and ideas. Within the brain in-
formation moves in the form of electri-
cal signals zipping through and among
neurons, the nerve cells that form the
elementary signal processing units of
biological systems. But the likeness be-
tween brains and electronic computers
only goes so far. Neurons, as well as the
connections between them, work in
unpredictable and probabilistic ways;
they are not simple gates, switches,
and wires. For researchers working
in computational neuroscience, the
looming puzzle is to understand how a
brain built from fundamentally unreli-
able components can so reliably per-
form tasks that digital computers have
barely begun to crack.

The brain of a human adult con-
tains approximately 100 billion neu-
rons, each of which has an average of
several thousand connections to other
neurons. As neuroscientists have long
realized, it’s the complex connectiv-
ity as much as the sheer number of
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In collaboration with researchers from Stanford University, IBM scientists have developed an
algorithm that uses the Blue Gene supercomputing architecture to noninvasively measure and
map the connections between all cortical and sub-cortical locations within the human brain.

neurons that make understanding
brain function such a daunting task.
To that end, researchers study indi-
vidual neurons and small collections
of them with the aim of building an
explanation for neural activity from
the ground up. But that task is also far
from simple.

Typically, a neuron constantly re-
ceives signals from thousands of oth-

er neurons. Whether a neuron fires
and thereby passes along a signal to
the thousands of connecting neurons
depends on the nature of the input
it receives. Neural firing and signal
transmission are chemical processes
and the fundamental reason they are
not completely reliable, says Hsi-Ping
Wang, aresearcher at the Salk Institute
for Biological Studies, is that “biology
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is messy. Molecules have to bind and
unbind, and chemical and signal ele-
ments have to mix and diffuse.”
Nature bypasses this messiness in
part by resorting to statistical methods.
For example, Wang and his colleagues
combined recordings of in vivo neural
activity, with a computer simulation of
neuron function in the visual cortex of
a cat, to show that neurons fired most
reliably when they were stimulated
by the almost simultaneous arrival of
approximately 30 input signals. With
fewer than 20 signals arriving at once,
the neuron was significantly less likely
to fire, but the simultaneous arrival
of more than 40 signals brought no
gain in the reliability of the output sig-
nal. It’s not inconceivable that nature
could make more reliable neurons,
says Wang, but “there is a cost to mak-
ing things perfectly reliable—the brain
can’t afford to expend resources for
that additional perfection when slightly
probabilistic results are good enough.”
Neuron firing is not the brain’s only
probabilistic element. Signals pass
from one neuron to another through
biomolecular junctions called synaps-
es. In a phenomenon known as plastic-
ity, the likelihood that a synapse will
transmit a spike to the next neuron can
vary depending on the rate and timing
of the signals it receives. Therefore,
synapses are not mere passive trans-
mitters but are information processors
in their own right, sending on a trans-
formed version of the received signals.
These complications cast light on
the usefulness of thinking the brain is

N
The current puzzle
is to understand
how a brain built
from fundamentally
unreliable
components can
reliably perform
tasks that digital
computers have
barely begun

to crack.

similar to a massively parallel super-
computer, with many discrete proces-
sors exchanging information back and
forth. Information processing by the
brain crucially depends on loops and
feedbacks that operate down to the
level of individual neurons, says Larry
Abbott, co-director of the Center for
Theoretical Neuroscience at Columbia
University, and that aspect makes the
nature of the processing exceedingly
difficult to analyze. “The brain is sto-
chastic and dynamical,” Abbott says,
“but we can control it to an incredible
degree. The mystery is how.”

As an illustrative example, Jim Bed-
nar, a lecturer at the Institute for Adap-

tive and Neural Computation School of
Informatics at the University of Edin-
burgh, considers what happens when a
person catches a flying ball. It’s tempt-
ing—but wrong—to suppose the visual
area of the brain figures out the ball’s
path, then issues precise instructions
to the muscles of the arm and hand so
that they move to just the right place
to catch the ball. In reality, neural pro-
cesses are messy and stochastic all the
way from the visual cortex down to our
fingertips, with multiple and complex
signals going back and forth as we try
to make the hand and ball intersect. In
this system, Bednar says, “the smart-
ness is everywhere at once.”

It’s also important to realize the op-
eration of the brain cannot be overly
sensitive to the behavior of individual
neurons, Bednar adds, if for no other
reason than that “neurons die all the
time.” What matters, he says, must be
the collective behavior of thousands of
neurons or more, and on those scales
the vagaries of individual neural opera-
tion may be insignificant. He regards
the brain as having a type of computa-
tional workspace that simultaneously
juggles many possible solutions to a
given problem, and relies on numer-
ous feedbacks to strengthen the appro-
priate solution and diminish unwant-
ed ones—although how that process
works, he admits, no one yet knows.

Empirical Knowledge

Alexandre Pouget, associate professor
of brain and cognitive sciences and
bioengineering at Rochester University,

Obituary

Carl Adam Petri, 1926-2010

Carl Adam Petri, a German
mathematical and computer
scientist who invented Petri

nets, a modeling language

used to describe and document
concurrent processes through the
use of graph-based structures,
died on July 2 at age 83.

Petri is considered a pioneer
in advancing the fields of parallel
computing and distributed
computing. He also played a key
role in developing methods of
analysis for complex systems and
workflow management.

“In the 1960s he had already
developed ideas about modeling,
distributed systems, and
computers as a communication
medium,” notes Wolfgang Reisig,
a professor at the Computer
Science Institute, Humboldt-
University of Berlin. “The work
was remarkable because it took
decades for the computing
science mainstream to accept his
early vision.”

Born in Leipzig, Germany, Petri
documented Petri nets as part of
his dissertation, “Communication
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with Automata,” in 1962. He taught
at several universities in Germany,
and served as scientific director

for a research institute at the
National Center for Mathematics
and Computing, a research lab
near Bonn.

In 1966, Petri was the
recipient of the Werner von
Siemens Ring, a prestigious
German award in technical
sciences. In 2003, he received
the Order of the Netherlands
Lion award and was honored by
the Queen of the Netherlands.

In 2007, Petri received the
Academy Gold Medal of Honor,
a lifetime achievement award
presented by the Academy of
Transdisciplinary Learning
and Advanced Studies. IEEE
presented Petri with its Computer
Pioneer Award in 2008 for
establishing Petri net theory,
“which not only was cited by
hundreds of thousands of scientific
publications but also significantly
advanced the fields of parallel and
distributed computing.”
—Samuel Greengard



uses empirical knowledge of neuron
function to build theoretical and com-
putational models of the brain. Noting
that neural circuitry exhibits common
features through much of the cortex,
he argues that the brain relies on one
or a handful of general computational
principles to process information. In
particular, Pouget believes the brain
represents information in the form of
probability distributions and employs
methods of statistical sampling and
inference to generate solutions from a
wide range of constantly changing sen-
sory data. If this is true, the brain does
not perform exact, deterministic calcu-
lations as a digital computer does, but
reliably gets “good enough answers in
a short time,” says Pouget.

To explore these computational is-
sues, Pouget adopts a cautious attitude
to the question of how important it is
to know in precise detail what individ-
ual neurons do. For example, the exact
timing of output spikes may vary from
one neuron to another in a given situa-
tion, but the spike rate may be far more
consistent—and may be the property
that a computational method depends
on. In their modeling, Pouget says he
and his colleagues “simplify neurons
as much as possible. We add features
when we understand their computa-
tional role; we don’t add details just for
the sake of adding them.”

The distinction between under-
standing individual neurons and
understanding the computational
capacity of large systems of neurons
is responsible for “a huge schism in
the modeling community,” Bednar
says. That schism came into the open
last year when Dharmendra Modha,
manager of cognitive computing at
IBM Almaden Research Center, and
colleagues reported a simulation on
an IBM Blue Gene supercomputer of
a cortex with a billion neurons and 10
trillion synaptic connections—a scale
that corresponds, the authors say, to
the size of a cat’s brain. This claim
drew a public rebuke from Henry
Markram, director of the Blue Brain
Project at the Ecole Polytechnique
Fédérale de Lausanne, which is using
supercomputers to simulate neurons
in true biological detail. Markram
charged that the neurons in Modha’s
simulation were so oversimplified as
to have little value in helping to un-

derstand a real neural system. In con-
trast, the Blue Brain project exhausts
the capacity of a Blue Gene supercom-
puter in modeling just some tens of
thousands of neurons.

“Both those approaches are impor-
tant,” says Abbott, although he thinks
the task of understanding brain com-
putation is better tackled by starting
with large systems of simplified neu-
rons. But the big-picture strategy rais-
es another question: In simplifying
neurons to construct simulations of
large brains, how much can you leave
out and still obtain meaningful re-
sults? Large-scale simulations such as
the one by Modha and his colleagues
don’t, thus far, do anything close to
modeling specific brain functions. If
such projects “could model realistic
sleep, that would be a huge achieve-
ment,” says Pouget.

With today’s currently available
computing power, computational
neuroscientists must choose between
modeling large systems rather crudely
or small systems more realistically. It’s
not yet clear, Abbott says, where on
that spectrum lies the sweet spot that
would best reveal how the brain per-
forms its basic functions.
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Security

New
Passwords
Approach

To prevent dictionary attacks
by hackers, passwords have
become increasingly complex.
And while administrators
concoct ever-stricter criteria for
passwords that add millions
of more passwords and make
dictionary attacks increasingly
difficult, users want passwords
to be more memorable than
along string of random, case-
sensitive characters. Now, a
pair of Microsoft researchers
and a Harvard professor have

a simple solution that’s easier
to remember, and much less
attractive to criminal hackers.

In a paper titled “Popularity
is Everything: A New Approach
to Protecting Passwords From
Statistical-Guessing Attacks,”
which was presented at the Hot
Topics in Security conference
in Washington, D.C. last
month, Microsoft researchers
Stuart Schechter and Cormac
Herley and Harvard computer
science professor Michael
Mitzenmacher have proposed
a system that allows users to
chose any password they want,
so long as it’s not popular
among other users. “Each time
a user chooses a new password,
the occurrence of that password
is counted by a probabilistic
data structure known as a count-
min sketch,” said Schechter and
Herley in a joint email message.
“We chose to use the count-
min sketch because it allows
us to identify dangerous[ly]
popular passwords, yet do so
while limiting the amount
of information that could be
leveraged by attackers if they
captured it.”

After a small number of users
choose the same password, no
new users may use that word.
This deprives attackers of
common passwords that allow
them to break into a significant
number of online accounts,
designers can keep rules simple
for password selection, and users
don’t need to study those rules.

This new approach is similar
to one adopted by Twitter,
which, following an online
password-guessing attack, now
forbids 390 of the most common
passwords, including “ABCD,”
“1234,” and “p@ssword.”

—Phil Scott
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