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Abstract—Techniques and theories regarding statistical fault 

simulation are presented.  The literature regarding statistical 
fault simulation is explored from its beginning ideas to present-
day applications.  Results from different algorithms and 
applications found in the literature are given.  As an example of 
fault sampling, the affects of fault sampling for fault coverage 
estimation is shown on the s35932 benchmark circuit.  For this 
example, as the sample size increases, the error decreases until 
the estimated coverage approaches the true fault coverage. 

I. INTRODUCTION 

S the complexity of today’s VLSI chips increases, the 
complexity of the testing of these chips increases 

exponentially.  The number of transistors per chip has reached 
in the upper millions making it impossible to exhaustively test 
all faults in a circuit.  In an effort to reduce the complexity of 
the testing of these chips, fault sampling was introduced into 
VLSI testing. 

Fault sampling was first used to estimate the coverage of a 
given set of test vectors in a fraction of the time it would take 
using a complete fault list.  In a typical application, a subset of 
faults is randomly selected from a set of all possible faults.  
Usually the subset is much smaller than the total fault list.  
This subset of faults is simulated to produce an estimated fault 
coverage known as the sample coverage [3].  As is pointed out 
and proven by many authors, the sample size of the subset 
should be selected based on the desired confidence or 
accuracy of the sample coverage.  It need not be based on the 
size of the original population [7], or in this case, the total 
number of faults. 

From here, fault sampling has seen almost 30 years of 
evolution into a world of ideas and applications.  Statistical 
fault simulation is a term that is used by this author to 
summarize this “world of applications”; of which simple fault 
sampling is just the beginning.  This paper attempts to give an 
introduction to the ideas and background of statistical fault 
simulation. 

The rest of this paper is organized as follows:  Section II 
traces the major developments of statistical fault simulation 
from start to present.  Section III gives an example of fault 
sampling using the s35932 benchmark circuit.  Section IV 
provides results from different algorithms found in the 
literature.  Section V concludes this paper. 

II.  BACKGROUND 

The earliest work proposing fault sampling for test 
sequence evaluation in digital circuitry is [4].  In this paper, 
faults are selected at random and fed into a fault simulator.  

The number of non-detectable faults is plotted against the 
number of faults simulated (defined as the sample size in later 
works).  As faults are simulated, the graph is traced into an 
“accept” or “reject” region. 

In [1], Agrawal divided the ideas of fault sampling into two 
defined approaches:  fixed sample size method and sequential 
sampling.  Sequential sampling involves simulation of several 
small sets of sampled faults, each resulting coverage estimate 
brining you closer to the actual value.  This approach also 
provides a way to know the coverage range (p0-p1) that 
bounds the estimated fault coverage, instead of a simple 
“accept/reject” result as in Case’s approach.  Equations are 
given for calculating the fault coverage from fault sampling 
with a 99% confidence level in another work [2]. 

The fixed sample size method, as the name implies, 
involves simulation of a predetermined and set number of 
faults.  It is shown that as the sample size approaches 1000 or 
more, the fault coverage asymptotically approaches the true 
coverage for any circuit [1].  The reason for this is that the 
number of sampled faults depends only on the desired 
confidence range and not the size of the circuit.  This paper 
also points out that the simulation of several small samples of 
faults simultaneously, as in sequential sampling, is ideal for 
parallel simulators. 

STAFAN (STAtistical Fault ANalysis) is presented in [13] 
as an alternative method to fault sampling.  Typical fault 
sampling is problematic because it assumes the availability of 
a complete fault simulation program.  This is not always the 
case because chip technology usually leads simulation 
technology.  Typical fault sampling also gives no information 
about the faults that are not part of the sample, even though an 
“undetectable list” is often desired.  STAFAN uses randomly 
sampled test vectors (not sampled faults, but sampled test 
vectors) to calculate controlabilities and observabilities, which 
are redefined in terms of statistical activity on a line.  Since 
the probability of detecting a fault is the joint probability of 
controlling a line to a number and observing the line on an 
output, the product of the controllability and observability of a 
line yields the probability of detection of a fault on that line.  
Faults with high probability are the ones likely to be detected.  
From here, a simple calculation yields the total fault coverage.   

This approach is one of the first methods with sequential as 
well as combinational abilities.  Also, it only involves true-
value (fault-free) simulation; therefore, its complexity grows 
only linearly with the number nodes, as opposed to the 
exponential growth associated with conventional statistical 
simulation methods. 

McNamer et al applied much of the detailed theory of 
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statistics to sampling and fault simulation [15].  This is the 
first paper to provide equations for fault coverage with a 
100% confidence level.  Simulation-based fault sampling is 
divided into two categories:  simple and stratified.  The 
previously defined methods of fixed sample size and 
sequential sampling fall into the simple sampling category.  
The stratified category comes from a geology word, “strata”, 
meaning deposited layers.  In stratified sampling, the sample 
space is divided into smaller subspaces such that the faults in 
each stratum share some common trait, much like the layers of 
rock deposited in geology.  From here samples are taken from 
each stratum, and a weighted sum leads to the overall fault 
coverage. 

In [16], a relationship between fault coverage and 
probabilistic testability is established.  This relationship is 
then used to propose a method of test generation using 
randomly sampled faults.  This is the first work regarding 
statistical test generation.  The generated test vectors from 
these randomly sampled faults are used to estimate the overall 
fault coverage. 

Ideas of fault sampling move to test vector sampling in 
[11].  This method uses true-value simulation of a circuit with 
randomly sampled test vectors to estimate the controlabilities 
and observabilities of all circuit lines, and therefore, all faults.  
These estimations are used to compute the controlabilities and 
observabilities based on the entire vector set, which are used 
to compute the fault coverage much like in [13].   

This method may be used on combinational circuits and it is 
shown to work on stuck-at and delay faults.  The complexity 
of the algorithm is a function of the number of circuit lines 
only, whereas [1] is a function of the number of circuit lines 
and the number of test vectors.  A fault simulator without 
sampling is a function of the number of circuit lines, test 
vectors, and faults.  Again, the number of sampled vectors 
depends on the desired coverage accuracy, not on the total 
number of lines, vectors, or faults.  This method could work 
especially well for built in self test (BIST) because the typical 
number of test vectors can be in the millions. 

Constantinescu takes the sampling approach into what he 
calls a “multi-dimensional state of events” [5][6].  He 
proposes that there are three major things that affect a fault-
induced error and its propagation through the circuit (and, 
therefore, the fault coverage).  These are 1) fault location and 
type, 2) timing of the fault, and 3) workload executed at the 
time of the fault occurrence.  Typical fault sampling methods 
only take the first into account.  He uses N-stage, stratified 
sampling.  “N-stage” involves dividing sampled 
subpopulations (or strata) into more sampled subpopulations 
N levels deep.  His 3-stage sampling method takes into 
account the three things listed above, representing the 
workload by the number of active system inputs.  His method 
is evaluated using four different hypothetical circuits [6]. 

In [9] a new method for estimating the Defect Level (DL) 
using stratified sampling on defect-oriented (DO) extracted 
faults is presented.  This paper also proposes a new method 
for DO fault extraction.  DL is defined in [3] as the fraction of 

faulty chips among the chips that pass a test. 
Several different statistical methods for defining confidence 

regions are given in [8].  Frequency and Bayesian methods are 
compared for both simple and stratified sampling.  
Interestingly, stratification is shown to degrade the coverage 
confidence limits in this paper. 

Goncalves et al [10] deal with fault sampling under tight 
safety priorities and regulations, cases in which a minimum 
fault coverage of 100% is desirable.  The paper introduces the 
term “Property Coverage” (PC) which is an extension of fault 
coverage to include information such as timing, subsets of 
outputs, and multiple fault analysis.  Very promising results 
are given. 

Thaker, Agrawal, and Zaghloul propose a procedure to 
estimate gate-level coverage of test patterns using stratified 
fault sampling and register-transfer level (RTL) fault 
simulation [18].  The RTL coverage is experimentally shown 
to track the gate coverage in this paper.  Therefore, the 
complete RTL fault list can be treated as a sample of the gate-
level fault list such that each RTL module fault list is a 
stratified sample.  The overall fault coverage is calculated as a 
weighted sum of individual RTL module coverages using the 
stratified sampling technique.  This approach is shown to out-
perform gate-level simulation approaches in CPU time and 
memory.  The problem is that most simulators are optimized 
for gate-level fault models, and not RTL fault models.  It 
shows much future promise. 

III.  ANALYSIS OF FAULT SAMPLING 

To explore the ideas behind fault sampling, a simple 
example is constructed in which the s35932 benchmark circuit 
is simulated with fault sampling for several different sample 
sizes.  The sequential circuit has 35 inputs, 320 outputs, and 
39,094 collapsed faults.  Simulations and test sequence 
generations were performed using the Hitec/Proofs software 
[12] designed by the University of Illinois.  Random selection 
of faults was made possible using Matlab and Excel.  An 
example of a simulator which has built-in random fault 
injection capabilities is described in [17]. 

The notation used is adopted from [3]: 
 
C=true fault coverage (typically unknown) 
c=sample coverage (random variable) 
x=value of c determined from simulation 
Ns=sample size 
 
A test sequence of 222 vectors was generated for the 

s35932 circuit, yielding a true fault coverage, C, of 0.8919.  
The circuit was simulated using eight different sample sizes.  
The results are given in Table 1.  The simulations were run on 
a Pentium-IV, 2.4 GHz processor running Windows XP.  The 
3σ error bounds are calculated using the equation given in [3]: 
 

          ( )xxNs
Ns

error −+±= 1***44.01
5.4

_3σ  (1) 
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Ns x 3σ bounds Time (sec) 
39,094 0.8919 ±0.00 95 
4000 0.9050 ±0.0142 21 
2000 0.8860 ±0.0213 20 
1000 0.8990 ±0.0288 17 
500 0.8900 ±0.0427 17 
250 0.8920 ±0.0613 14 
100 0.8800 ±0.1069 14 
50 0.9400 ±0.1347 15 
25 0.1000 ±0.1800 14 
Table 1:  Circuit s35932 was simulated with random fault sampling for 
several sample sizes, Ns.  The estimated fault coverage, x, is given along with 
the 3σ error bounds and computation time.  Notice the large computation time 
difference of the simulation of all 39,094 faults compared to the simulation of 
any set of sampled faults. 
 

Using the values in Table 1, a percent error is calculated 
and plotted in Figure 1 against the sample size, Ns.  The error 
grows as Ns approaches zero.  In this example, for Ns>100, 
the error oscillates about zero.  Typically, this happens for 
Ns>1000 or more [1].  The percent error is calculated by 
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Figure 1:  Percent Error is plotted as a function of Ns.  As Ns approaches 
zero, the error increases.  For Ns>100, the error oscillates about zero. 

 

IV.  RESULTS FROM DIFFERENT ALGORITHMS 

To explore statistical fault simulation deeper, we turn to 
results from the literature.  The STAFAN algorithm [13] 
results are shown in Table 2 for five different circuits.  The 
average deviations of STAFAN from the true coverage are 
between 0.29 and 3.65%.  In another work [19], the 
algorithm’s CPU time is shown to increase only linearly with 
the number of gates (for combinational circuits).  This is 
compared to a concurrent fault simulator [14] which has a 
nonlinear complexity.  The results are shown in Table 3.  With 
the combinational circuits, STAFAN had a maximum error of 
only 3% in the estimation of the fault coverage. 

Final Coverage Circuit # of 
vec. 

# of 
faults 

N 
C x |err| 

4-bit ALU 52 263 10 0.9657 0.9625 0.0047 
64-bit ALU 155 4376 20 0.7530 0.7509 0.0029 
4-bit Mult. 1111 741 100 0.9312 0.8680 0.0337 
Circuit A 3842 5060 200 0.8644 0.8361 0.0124 
Circuit B 3636 5856 200 0.7126 0.7257 0.0365 
Table 2:  Results from the STAFAN algorithm.  N is the number of test 
vectors applied.  C is the true fault coverage from fault simulation.  x is the 
fault coverage estimated by STAFAN.  The last term, |err|, is the average 
absolute deviation between x and C. 
 
 

 
Table 3:  STAFAN algorithm compared to a concurrent simulator in terms of 
fault coverage and CPU time for a variety of combinational and sequential 
benchmark circuits. 
 

Results from [16] are shown in Table 4.  Fault sample sizes 
of 500, ~1000, and ~1500 are used for test vector generation 
which is in turn used to estimate the fault coverage.  For each 
of the three circuits in Table 4, the estimated coverage 
approaches the measured coverage as the sample size 
increases.  As is expected, the number of generated vectors 
(and therefore the computational time) increases with the 
increased sample size. 

In [10], an ASIC gas burner control system (GBCS) was 
tested with the new fault sampling method presented in the 
paper.  In safety regulated applications such as this, 100% 
property coverage (PC) is desired.  PC is a new term which 
extends the ideas of fault coverage into a broader range of 
applications.  The total numbers of faults in the GBCS along 
with the chosen sample sizes are shown in Table 5.  Table 6 
shows the results from simulation of these sampled faults.  All 
of the simulated faults were either fault tolerant or fail-safe, 
yielding the desired PC of 100% with a confidence level of 
>90%.  See [10] for confidence level calculations. 
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Table 4:  Test generation by fault sampling.  Three circuits are tested for three 
different fault sample sizes. 

 
  

Single Faults Double Faults  
SA BRI SA BRI 

Total faults 2,818 4,575,312 3,967,065 1310  
Ns -- 4,740 18,039 2,192 

Table 5:  Total number of faults and sample sizes used in the GBCS example 
in [10].  SA=stuck-at fault.  BRI=bridging fault.  Ns=sample size. 
 
 

 
Table 6:  Simulation results of the GBCS example using sample sizes in Table 
5.  100% PC is achieved. 

 

V. CONCLUSION 

Theories and Applications in the field termed as statistical 
fault simulation have been explored and reported.  The 
background of fault sampling has been presented along with 
its present-day applications.  An example of the affects of 
fault sampling was shown on the s35932 benchmark circuit.  
The results were as expected and agreed with other results in 
the literature, except in one respect.  Theoretical calculations 
yield a sample size of 1000 or greater for confident fault 
coverage estimation.  This is also generally true for other 
examples from the literature.  However, in this particular 
example, the estimated coverage approached the true coverage 
after only 100 samples were used.  Perhaps more simulations 
must be performed since it is a probabilistic measure. 

Results from several algorithms in the literature have been 
given.  Several of these algorithms have promise of further 
development in the future.  Test vector sampling ideas of [11] 
have high promise of future use due to a rise in the application 
of BIST, which can require millions of test vectors. 
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