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Abstract—The continuous growth of recycled integrated circuits (ICs) poses a serious threat to our critical infrastructures
due to their inferior quality and has become one of the major
concerns to the government and the industry. Detection of these
ICs is challenging especially when they have been used for a
short period of time, as the process variations (especially in
lower technology nodes) could outpace the degradation caused
by aging. In this paper, we propose a robust, accurate, and
low-cost solution for efficient detection of recycled ICs, even
if they have been used for a very short period of time. The
proposed solution utilizes a ring oscillator (RO), and a nonvolatile memory. It stores the RO frequency, conditions (e.g.,
supply voltage, temperature, and duration) for the frequency
measurement, and a digital signature. The simulation and silicon
results demonstrate that we can effectively detect recycled ICs
used as low as one day.
Index Terms—Counterfeit ICs, Recycling, Remarking, Semiconductor Supply Chain, Secure Hash Algorithm (SHA), Digital
Signature.

to train the model making it infeasible especially for high
volume parts. Third, on-chip sensors have been proposed as
an alternative to the conventional test methods for efficient
detection of these ICs [13]–[17]. Unfortunately, these solutions
can provide lower accuracy for designs manufactured with
lower technology nodes due to increased process variations.
Finally, DNA markings are commercially available to provide
traceability for electronic parts [18]. However, a complex
authentication process, excessive implementation, and test cost
have made its application limited in practice [19].
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I. I NTRODUCTION
The counterfeiting of integrated circuits (ICs) continues
to expand due to the astonishing rise of electronic waste in
recent years. Information Handling Services Inc. reported that
counterfeited ICs represent a potential annual risk of $169
billion to the global electronics supply chain [1]. Among all
different counterfeit ICs, recycled ICs account for almost 80%
of all the reported counterfeiting incidents [2]. The deployment
of these recycled chips in a critical infrastructure will be
catastrophic as they exhibit lower performance, and lower
remaining useful lifetime [3]. In addition, the crude recycling
process that consists of removal of the ICs from printed circuit
boards (PCBs) under extremely high temperature followed by
sanding, repackaging and remarking could potentially create
many defects or anomalies [2], [4]. Moreover, the recycling
process may also create latent defects that can pass initial acceptance testing by original equipment manufacturers (OEM)
but are susceptible to failure in the filed [2].
The detection and avoidance approaches for recycled ICs
are broadly classified into four different categories. First, there
are several standards [5]–[8] in practice which recommend
different physical and electrical tests for the detection purpose.
The goal of these tests is to identify defects and anomalies
(see details in Chapter 3 of [2]) present in those recycled
and remarked ICs. However, there are severe limitations for
implementing these tests due to prohibitively excessive test
times, test costs, low detection capability, and lack of automation. Second, researchers have proposed several schemes
based-on statistical data analysis [9]–[12]. However, these
solutions provide limited accuracy when the chips are used for
a short period of time, and often required authentic samples
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Figure 1: Loss of detection accuracy due to process variation.
A. Motivation
The on-chip sensors using ring oscillators (ROs) proposed
in [13]–[16], can be ideal for the detection of recycled ICs if
we can eliminate process variation during manufacturing. The
frequency of the reference RO must remain constant during
normal operation, whereas the frequency of the stressed RO
reduces over time due to aging. The difference between these
two frequencies determines the age of the circuit. Ideally,
the frequencies of these two ROs should be same as they
have been designed with same parameters. However, they
would always differ due to process variations. In addition,
the reference RO experiences some frequency degradation as
the sleep transistors cannot prevent it from aging completely.
These make the authentication process complicated and may
result in false positives/negatives (a recycled IC identified as
new (A1 ), or a new IC identified as recycled (A2 )).
Figure 1 shows the distribution (g(∆f )) for new and recycled ICs. Here, g represents the distribution, and ∆f =
fR − fS is the frequency difference between reference RO
(fR ) and stressed RO (fS ). g (0) (∆f ) and g (t) (∆f ) represent
the distributions for the new (time 0) and aged (time t)
chips, respectively. The objective of these sensors is to reduce
the overlapped areas (shaded by blue, A1 and red, A2 ),
which represent the detection errors. As a result, the sensor
fails to detect recycled ICs with high accuracy when the
chip experiences a small amount of aging (larger overlapped
region). In addition, we have also observed that the higher
process variation increases the spread of the distribution,

which ultimately leads to larger inaccuracy [15]. To address
these problems, the authors in [16] proposed an approach that
significantly reduces the spread [16]. However, the solution
requires large implementation overhead, and cannot eliminate
the effect of process variation completely.
As the stressed RO becomes slower while the chip ages,
the ∆f distribution moves towards the right (see Figure 1). It
is worth noting that the ∆f for a chip always moves towards
the right (highlighted in red dotted arrow) due to aging. If one
(0)
stores the frequency of the stressed RO (fS ) of a new chip
at an on-chip non-volatile memory (NVM), one can uniquely
determine the age of the chip. Then, there is no need for a
reference RO for comparison. However, an adversary could
(t)
tamper the NVM content with the frequency (fS ) of the
stressed RO of a recycled chip to pass the authentication. In
this paper, we utilize digital signature comparison to detect
any such tampering of the NVM content.

A. Proposed On-Chip Structure
Figure 2 shows our proposed structure for detecting recycled
ICs. Main components of the on-chip structure are an RO and
an NVM. This RO can be selected from one of the process
monitors [21]–[23] currently used in modern chips. The RO
output can be made available using an existing primary output
(PO) through multiplexing. We require a counter and a timer to
measure the frequency of the RO. One can also use the existing
on-chip counter and timer for RO frequency measurement
[23]. The NVM is programmed with the registration data and
a signature of the data (described in Subsection II-C). Test
access port and boundary-scan architecture [24] can be used
to access the NVM content.
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B. Contributions
The aforementioned issues motivate us to develop an onchip structure that can detect recycled ICs effectively. The core
of the proposed on-chip structure is utilizing a ring oscillator
and a small non-volatile memory. The on-chip structure stores
the RO frequency, the measurement conditions, and a digital
signature [20] in the NVM. The proposed solution is:
• robust as the process variations do not affect the accuracy
of the authentication process. Unlike previous approaches
[13]–[16], no comparison is performed between different
ROs to determine the usage of an IC. Our solution can
detect recycled ICs accurately even if a chip was used
for a very short period of time (e.g., aging due to manufacturing tests, burn-in, and in-system tests). Moreover,
the integrity of NVM content is ensured by verification
through digital signatures. Any tampering with the NVM
content will be detected during the signature verification
process.
• low-cost as the on-chip structure consists of a single RO
and a small NVM. We do not require any additional
overhead as ROs are commonly used in modern ICs
to monitor process variation [21]–[23]. Note that no
additional pin is required for frequency measurement as
the same resource is available for process monitoring
[21]. On the other hand, the measurement device only
requires a counter and a timer. One can also use this
resource from process monitor circuit [23] to measure
the RO frequency.
• accurate for measuring RO frequency as the measurement
error is much less than the degradation (see experimental
results in Section III-B).
The rest of the paper is organized as follows: We present
our proposed architecture in Section II. The proposed authentication scheme is also discussed in this section. In Section
III, simulation and silicon results are presented to evaluate
the effectiveness of the proposed scheme. In this section, we
also analyze different attacks and their countermeasures. The
concluding remarks are given in Section IV.
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Figure 2: Proposed on-chip aging structure.
The proposed sensor requires one small non-volatile memory that has the capability to hold saved data even if the power
is turned off. One can use electrically erasable programmable
read-only memory (EEPROM), which is very common in
modern chips. In our proposed sensor, the NVM will contain
a data and a signature of that data to prevent tampering
(discussed in detail in Subsection II-C). The data is formed
by concatenating electronic chip ID (ECID), measurement
conditions (e.g., supply voltage, temperature, and duration),
and the counter value. ECID is widely popular to provide
an identification of the chip, and now a requirement for all
new application specific integrated circuits (ASIC) [25]. This
ID can easily be accessible through test access port (TAP)
[24]. The conventional approach for creating ECID includes
writing the unique ID into a non-programmable memory
(One-Time-Programmable (OTP), ROM, etc.) or using postfabrication external programming techniques, such as laser
fuses [26] or electrical fuses (eFuses) [27]. Note that ECID
cannot be modified easily once it is programmed into the chip.
The authentication of the devices can be done at any point
of the supply chain with a very low-cost measuring device.
The measurement of the cycle count of the ring oscillator for
a fixed time interval can be implemented with a timer IC and
a counter (see Figure 2). A trigger input (T rig) is used to start
the measurement process.
B. Generation and Verification of Digital Signatures
Digital signature is a widely used to ensure message integrity and end-point authentication. Message integrity verification is necessary in order to find whether the message has
been modified, whereas end-point authentication ensures the
origin of the message. Public key cryptographic primitives,
such as, Rivest-Shamir-Adleman (RSA) [28] or Elliptic-curve
cryptography (ECC) [29] are widely used methods for generating digital signatures [20].

II. P ROPOSED A PPROACH FOR R ECYCLED IC D ETECTION
This section focuses on developing an on-chip structure, and
a verification process based on a digital signature to detect
recycled ICs.
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(4) A digital signature (Sig(HD )) (described in Section II-B)
is constructed by encrypting the hash output (HD ) with
the OCM ’s private key using Equation 2. This secure
private key is only available to the OCM. One can use
RSA or ECC to generate the signature [20].

As normally the messages (M ) are large, instead of encrypting the whole message with the private key (Kpri ), a fixed
length hash (HM ) is produced from the message by using
any secure hash algorithm (SHA-2/SHA-3) and then this hash
output is used to produce the digital signature (SM ).
HM = HashSHA−2/SHA−3 (M )

(1)

SM = Sig(HM ) = EKpri (HM )

(2)

SH = Sig(HD ) = EKpri (HD )
(5) The oscillator data, RD and the digital signature,
Sig(HD ) are stored in the NVM of the chip.
Note that one can construct a message authentication code
(M AC [31]) on D and store {RD, M AC} into the NVM. In
such case, Steps 3 − 4 can be combined.

(M , SM ) pairs are sent to the receiver for signature ver∗
) from the
ification. The receiver reconstructs the hash (HM
signature using the public key (Kpub ) and matches it with the
received hash (HM ) from M .
∗
= EKpub (SM )
HM

D. Authentication Process
The authentication process is fairly straightforward and can
be performed at any point of the supply chain with a very lowcost measurement set-up. The set-up has to be equipped with
a counter and a timer described in Section II-A. Moreover,
it must be able to read the ECID and NVM content of the
chip. Figure 4 shows the proposed authentication process.

(3)

∗
) ensures the
A perfect match between (HM ) and (HM
success of signature verification process.

C. Registration Process
The registration phase starts after the chips are manufactured, and tested for defects. Only the detect-free chips go
through the registration process. The proposed registration
flow is shown in Figure 3.
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Figure 3: Proposed flow for the registration process.
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The registration process of the chips can be performed as
follows:
(1) The frequency of the ring oscillator is measured by using
the measurement unit described in Section II-A. The
counter value (C0 ) is recorded for a fixed time interval
(tD0 ). The supply voltage (V0 ), and the temperature
(T0 ) during the measurement process are also recorded.
We construct ring oscillator data (RD) by concatenating
counter value and measurement conditions.

Recycled IC
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?
C0-C*0 < ±Δ
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Figure 4: Proposed flow for the authentication process.
Our proposed authentication process can be described as
follows:
(1) The NVM content that consists of ring oscillator data
(RD) and digital signature (Sig(HD )}) of the chip under
authentication is read through the measurement set-up described in Section II-A. One also needs to read the ECID
value. The data (D) is now constructed by concatenating
ECID and RD.

RD = {C0 ||T0 ||V0 ||tD0 }
It is also required to read the ECID value from the chip
through TAP [24].
(2) Data (D) is constructed by concatenating ECID and RD.
D = {ECID||RD}

D = {ECID||RD}
(2) A hash (HD ) is computed on the data (D) by using
∗
Equation 1, and another hash (HD
) is recovered from the
signature (Sig(HD )) by using Equation 3.

One can also put additional information in D regarding
the manufacturer, production site, etc.
(3) A cryptographically secure hash algorithm (SHA-2/SHA3 [30]) is used to produce a fixed length hash (HD ) from
the data using Equation 1.

∗
HD
= EKpub (Sig(HD ))

Note that one needs to use the same secure hash
function (SHA-2/SHA-3) and cryptographic primitives

HD = HashSHA−2/SHA−3 (D)
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(RSA/ECC), which were used during the registration
process.

The simulation result shows that even a single day of usage
can reduce the CC by 1.88%. So, a measuring device which
has a measurement error of less than 1% (practical devices
are expected to have much better accuracy) can detect even a
single day of aging. For 30 days of usage, the change in the
CC is nearly 5%, which can be measured reliably with very
low-cost devices.

∗
(3) The computed hash (HD ) and the recovered hash (HD
)
are tested for any mismatches. Any mismatch indicates
tampering of the NVM content by an adversary or counterfeiter.

(4) If the hashes match perfectly, the measurement parameters
during registration ( (T0 ), (V0 ), and (tD0 ) are extracted
from the ring oscillator data (RD).

B. Performance Evaluation based on Silicon Data
Figure 5 shows the experimental set-up for validating the
effectiveness of our proposed recycled IC detection solution,
which consists of a Temptronic ATS-605 Thermostream system [39] and Nexys-4 FPGA boards with Artix-7 FPGAs
(28nm HPL process) [40]. The Temptronic Thermostream is
a thermal inducing system which can control the operating
temperature of a device over a wide range of temperature, 20◦ C to 225◦ C. The FPGA boards are programmed with one
thousand ROs consisting of 21 stages, 31 stages, and 41 stages
respectively. The structure of a ring oscillator in an FPGA
fabric is significantly different that an ASIC implementation.
Consequently, RO frequencies are significantly different than
the simulations. The FPGA boards are then aged for two hours
at a nominal supply voltage and a temperature of 85◦ C. The
experiments are performed in a room temperature of 27◦ C.
Around 1000 ring oscillators producing oscillations inside the
chip increases the chip’s internal temperature significantly.
Assuming the chips internal temperature is 10◦ C higher than
the environment, we have used a nominal temperature of
37◦ C for our experiment. An accelerated aging in the abovementioned conditions corresponds to approximately 1 day of
in-field aging as discussed in [41].

(5) The RO clock cycle count (C0∗ ) for the fixed time interval
(tD0 ) is measured at the same condition (T0 , V0 ) during
registration.
(6) The difference between the measured clock cycle count
(C0∗ ) and the registration clock cycle count (C0 ) is calculated. If the difference is greater than the precision of
the counter (measurement error), the chip is identified as
a recycled chip. Otherwise, the chip is new.
III. R ESULTS AND A NALYSIS
The deviation of ring oscillator frequency over time due to
negative bias temperature instability (NBTI) [32]–[34] and hot
carrier injection (HCI) [35]–[37] induced aging degradation
has been utilized to develop our proposed on-chip aging
sensor. The aging impact on ring oscillator frequency is well
documented in the literature [38]. The frequency output of an
RO decreases over time due to aging and the impact is more
severe in lower technology nodes.
A. Performance Evaluation based on Simulation
The simulation was conducted with HSPICE MOSRA (integrated circuit reliability analysis tool from Synopsys) with
combined NBTI and HCI aging effects at 20◦ C for 81, 101,
and 121 stage ROs. The data has been collected for 1, 3, 15,
and 30 days of IC usage.
Table I: Frequency deviation of ring oscillators due to aging
degradation.
RO
Stage
81

101

121

Usage
(days)
1
3
15
30
1
3
15
30
1
3
15
30

New CC
(M/sec)
1080.50

872.21

730.83

Aged CC
(M/sec)
1060.20
1053.72
1039.08
1030.72
855.28
850.48
838.78
831.46
716.89
712.85
702.83
697.25

Deviation
(M)
20.29
26.77
41.41
49.78
16.93
21.73
33.43
40.75
13.93
17.97
27.99
33.58

% Deviation
1.88
2.48
3.83
4.61
1.94
2.49
3.83
4.67
1.91
2.46
3.83
4.59

Figure 5: Experimental setup for accelerated aging.
Figure 6 shows the histogram of percentage degradation of
RO frequencies. We have implemented 1000 21-stage ROs
and performed accelerated aging for 2 hours, 4 hours, and 6
hours. We observe a Gaussian distribution for the percentage
degradation for these ROs. The mean (µ) value of the %
degradation for 2hr of accelerated aging which is equivalent to
1 day of usage in real-time, is 0.17% with a standard deviation
(σ) of 0.032. So, any measuring device with reasonable
accuracy (error less than 0.1%) will be able to detect this
limited amount of aging with high-level of confidence. For
higher usage, the distribution moves towards the right and the
recycled ICs can be detected using our solution easily.
Table II summarizes our experimental results. The second
column represents the temperature used for accelerated aging,
whereas the third column represents the aging duration. We
choose 2, 4, and 6 hours, which represent approximately of
1 day, 2 days, and 3 days of usage in the field, respectively.
Column 4 and 5 represent the mean (µ) and standard deviation

Table I shows the oscillation cycle count (CC) per second,
and deviation in the CC for 1, 3, 15, and 30 days of usage
for 81, 101, and 121 stage ring oscillators. The first column
represents the number of inverters in an RO. The usage of
the ring oscillator is put in the second column, whereas, the
third column holds the value of the CC for a new RO. The
fourth column holds the values of CC for aged RO’s, and the
last column denotes the percentage deviation in RO frequency
due to aging. For instance, the seventh row denotes that a 101
stage RO produces 872.21 Mega cycles per second when it is
new. It degrades to 838.78 Mega cycles after 15 days of usage,
which indicates a deviation of 33.43 Mega cycles or 3.83%.
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the attacks that make economic sense to the recyclers. There
can be more sophisticated attacks than those we present in
this section but such attacks will require a large amount of
investment from the recyclers which is against the goal of the
whole recycling process.
• Removal or tampering of the RO: In this scenario, the
attacker tries to replace the RO with a new counterpart or tries
to tamper with the connections inside the chip. However, it is
fairly impossible to replace the RO with a new one. Currently,
recyclers have the capability to tamper with the connections by
using FIB circuit edit [42]. If we assume that the tampering is
possible, then the counterfeiter must remove the old package
and again repackage and remark it according to its original
specifications. This removal and repackaging may not be costeffective to the counterfeiters. Hence, it is unlikely to be used
in practice by an adversary.

Figure 6: Percentage degradation of ring-oscillator frequency
under accelerated aging.
(σ) of percentage frequency degradation distribution, which is
constructed from 1000 ROs. We have observed the average (µ)
degradation of 0.336% with a standard deviation (σ) of 0.0353
when a 21-stage RO is aged for 6 hours. For 31 stage and 41
stage ROs, the average degradation (µ) of 0.395% and 0.342%
have been observed respectively for 6 hours of accelerated
aging.

• Improper registration: In this attack scenario, an untrusted
entity at the production site can program the chip with a false
oscillation count which is significantly less than the measured
value. As a result, the counter value can still be found very
close to the registration value even though a chip has been
used. However, we do not find any financial motive behind
such an act from a foundry’s perspective as it will only help the
counterfeiters. Moreover, we generally consider the foundry
as trusted for IC recycling. Thus, manipulating the registration
process in this way which clearly helps the counterfeiters does
not make any financial sense for the foundries.

Table II: Percentage frequency degradation under accelerated
aging for different ROs.
RO
Stage

Temperature
(◦ C)

21

85

31

85

41

85

Aging
Duration (Hrs)
2
4
6
2
4
6
2
4
6

Mean
(µ)
0.170
0.268
0.336
0.257
0.339
0.395
0.239
0.281
0.342

Standard
deviation (σ)
0.0312
0.0340
0.0353
0.0502
0.0582
0.0642
0.0541
0.0630
0.0622

• Modifying the NVM content: The NVM content integrity is
ensured through the digital signature. Any attempt to modify
the NVM content will result in an integrity check failure which
will expose the chips as compromised ones. A successful
tampering of the NVM content will require forming a signature
of the modified data using OCM ’s private key. The private key
is only known by the trusted OCM which makes this kind
of attack nearly impossible. If only the secret key is stolen
from the OCM , this kind of attack can take place. Applying
brute force to recover the private key of the OCM is nearly
impossible if the key size is kept sufficiently large.

In order to demonstrate the accuracy of our proposed
measurement procedure, we have implemented 4 different
ring oscillators on an Artix-7 FPGA and measure the RO
frequencies using counters realized inside the FPGA (see
Figure 2). We have measured the same RO 330 times at 2
second intervals and recorded the frequency. Figure 7 shows
the histogram plot for all four ROs. We have observed that
the measurement error is less than 0.1% which can be used to
detect 1 day of usage in the field as shown in Table II.
30
20

30

µ = 83.2 MHz
3σ = 69.4 KHz
ǫ = 0.08%

20

10

µ = 83.5 MHz
3σ = 63.9 KHz
ǫ = 0.08%

10

0
83.05

83.1

83.15

83.2

83.25

83.3

0
80.3

80.35

80.4

(a)
40
20
0
97.7

• Dictionary Attack: In this attack scenario, an adversary
(recycler) constructs a dictionary of RO frequencies from
many new chips. Each entry of the dictionary consists of the
NVM contents of new chips. After recycling an old chip, the
adversary measures the frequency of that RO. If a match (or
close enough) is found in the dictionary, he/she can reprogram
the NVM with the respective content from the dictionary. Due
to the process variation, the RO frequencies vary significantly
(generally Gaussian in nature [15]). It can be possible that the
RO frequencies of new and recycled chips are of same value.
Thus, it seems that a recycler can impersonate an old chip
with a new one. However, one can easily detect this attack
by verifying the ECID value. Once the recycler copies the
contents of one chip to the other, there will be a mismatch of
the hash contents and will be detected by signature verification.

40

µ = 97.9 MHz
3σ = 80.0 KHz
ǫ = 0.08%

97.8

20

97.9

(c)

80.45

80.5

80.55

(b)

98

98.1

0
69.6

µ = 69.8 MHz
3σ = 69.8 KHz
ǫ = 0.10%

69.7

69.8

69.9

(d)

D. Design Overhead
Our proposed architecture utilizes ring oscillators (RO) and
a small non-volatile memory, which can be added to any
CMOS digital circuit without adding much overhead (area,
cost, and/or power). Almost every chip is equipped with ROs
primarily to monitor the manufacturing process. The same RO

Figure 7: Percentage error during frequency measurement.
C. Security Analysis
In this section, we present different attack scenarios against
our proposed solution and assess the performance of the
proposed architecture under such attacks. We only consider
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can be used for our proposed structure. We need a small NVM
to store the temperature value (T0 ) of approximately 10 bits,
the registration supply voltage (V0 ) of another 10 bits, the
oscillation count (C0 ) of 32 bits, the fixed time interval (t0 )
of 10 bits, and the digital signature (e.g., using EC-DSA [20]
of around 80 Byte, which depends on the key size and can
be of larger or smaller value). As a result, we require around
(less) 1K bits of memory to store {RD,Sig(HD )} into the
NVM.
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IV. C ONCLUSION
In this paper, we have proposed an on-chip sensor, which
consists of a ring oscillator and a small NVM, and can be
used to detect recycled ICs very accurately. We have proposed
to store the RO frequency into an NVM and use a digital
signature to ensure the resistance against tampering with the
NVM. The chip registration can be undertaken in the testing
facility which ensures that there is no additional cost involved
in the registration process. Simulation and silicon results show
that our proposed architecture is capable of identifying a
very limited amount of aging with the help of very low-cost
measuring devices. A heuristic analysis of different probable
attacks and their countermeasures are also presented. The
design overhead of our proposed solution is significantly
small, which makes it a suitable candidate for detecting aging
degradation for a broader class of ICs.
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