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Abstract: The counterfeiting of electronic components has

become a major concern to the global electronic supply

chain. To address this increasing threat, a specialized service

of testing, detection, and avoidance of counterfeit parts has

been created. However, because of the excessive test time and

cost, and their difficulty of implementation, it is absolutely

necessary to find an optimum set of tests that gives the max-

imum test confidence. In this paper, we develop a new metric

called counterfeit defect coverage (CDC) that represents the

level of confidence in detecting a counterfeit component

after performing a set of tests. We formulate an optimization

problem to identify an optimum set of test methods needed

to maximize CDC while considering constraints on test time,

cost, and application risks. We will present the assessment

of a set of recommended test methods using CDC metric

and the data collected by G-19A Test Laboratory Standards

Development Committee.

I. INTRODUCTION

Counterfeit electronic components pose a great threat to

the global supply chain. The most recent data provided by

Information Handling Services Inc. shows that the reported

incidents of counterfeit parts have quadrupled since 2009

[1]. Counterfeit components penetrate the supply chain in

various ways, but mostly through recycling and remarking

[2]. In the United States, only 25% of electronic waste

was properly recycled in 2009 [3]. That percentage is even

lower for other countries. This huge resource of e-waste

provides counterfeiters with the necessary fuel to build up

an extremely large supply of counterfeit components making

effective detection a necessity.

Over the past several years, standards have been put in

place that provide guidance and a set of requirements for the

detection of counterfeit parts [4] [5] [6]. Existing test meth-

ods recommended by the standards pose a distinct challenge

for the implementation of effective counterfeit detection.

Assessment of these methods is necessary to identify the

best set of tests for counterfeit detection. Most of the test

methods are destructive. Sample preparation is extremely

important as it directly impacts the test confidence. Further,

the test time and cost are major limiting factors. In addition,

the tests are done in an ad-hoc fashion with no metrics for

quantifying counterfeit types, anomalies, and defects. Most

of the tests are carried out without automation, and the test

results mostly depend on the subject matter experts (SMEs).

The decision making process is entirely dependent on the

operators (or SMEs), which is, indeed, error prone. A chip

might be considered counterfeit in one lab while it could be

identified as authentic in another lab with high confidence.

This was proven by a round-robin test run by G-19A group

[7].

The contributions of this paper are: (i) Development of

metrics: We introduce counterfeit defect coverage (CDC) as

an assessment metric for counterfeit detection methods. We

also present under-covered defects (UCDs) and not-covered

defects (NCDs) as a part of the assessment metric. (ii) De-

velopment of CDC model: We propose a model to recommend

a set of detection methods for maximizing counterfeit defect

coverage under test time and cost constraints. This is the

first attempt to cumulatively address the assessment of all

test methods with a data driven approach. Finally, we will

implement CDC on the data collected by G19-A and present

the results.

The paper is organized as follows: in Section II we present

a detailed taxonomy of counterfeit defects. In Section III

we present our method selection technique to maximize

the counterfeit detect coverage. In Section III, we perform

assessment for a set of test methods for a targeted user-

specified test time and cost. We evaluate the effectiveness

of our CDC model and analyze the results in Section IV.

Finally, Section V concludes the paper.

II. COUNTERFEIT DEFECTS

The detection of a counterfeit component is a complex

problem that requires a comprehensive assessment of all

currently available detection methods. To achieve this, in this

section, we present a detailed taxonomy of the defects and

anomalies present in the counterfeit parts. The objective of

developing this taxonomy is to evaluate each test method

based upon their capability of detecting defects. The taxon-

omy was introduced in [8] [9]. A new taxonomy is presented

here after getting feedback from G-19A group. Figure 1

presents the classification of these defects identified in all

different counterfeit types. The defects are broadly classified

into four categories – procedural, mechanical, environmental

and electrical.

Procedural defects are the defects that can be detected by

examining processes and documentation. Mechanical defects

are related to the exterior and interior anomalies caused by

mishandling, prior usage, recycling, and remarking. Environ-

mental defects are those likely to be generated from exposure

to harsh conditions during prior usage. Electrical defects are

related to the substandard electrical performance caused by

degradation from prior use and/or mishandling. The detailed

description of each defect can be found in [8].

III. TEST METHODS SELECTION

The detection of counterfeit components is a multifaceted

problem and it requires a set of detection methods to certify
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Figure 1. A taxonomy of defects and anomalies present in counterfeit electronic components.

a component as genuine with a desired level of confidence.

We will introduce counterfeit defect coverage (CDC) to

represent the level of confidence for detecting a counterfeit

component after performing a set of tests. In this section, we

will also develop a technique to find an optimum set of de-

tection methods that will maximize CDC while considering

test time, cost, and tier level of overall risks.

Table I presents the terminologies and their matrix no-

tation. Vector M denotes the complete set of test methods

currently available for counterfeit detection. m and n repre-

sent the number of test methods and defects, respectively. The

vectors C and T represent the cost and time required to test a

standard batch of samples using each test method. The vector

TL stands for application risk. We have considered applica-

tion risk in five distinct types – critical, high, medium, low,

and very low from SAE G19-A. We have assigned a value

(0 to 100: TL=[0.95 0.85 0.75 0.65 0.55], critical=0.95,...,

very low=0.55) to each application risk, where a higher value

stands for a higher application risk.

Percent counterfeit component (PCC) represents the re-

ported percent of counterfeit components present in the

supply chain. The detailed taxonomy of counterfeit types can

be found in [10] [8] [11] [12]. This data will be available

through the Government Industry Data Exchange Program

(GIDEP) since the Government requires all test labs, OCMs,

and OEMs to report all counterfeit incidents [13] [14].

A current report shows that around 80% of components

belong to recycled and remarked counterfeit types [2]. The

counterfeit defect matrix (CD) represents the defects asso-

ciated with each counterfeit type. The rows and columns of

CD are the defects and counterfeit types, respectively. Each

entry dij would be 1 if a defect for a counterfeit type is

present, otherwise this entry would be 0. Defect frequency

(DF ) is defined as how frequently the defect is visible

in the supply chain. Defect frequency (DF ) is one of the

key parameters for evaluating counterfeit defect coverage,

as the detection of high frequency defects impacts CDC

significantly. DF depends on the counterfeit types and is

the matrix multiplication of the counterfeit defect matrix

(CD) and the percent counterfeit component (PCC). Once

the system is in place, the test results, depending on the

type of defects present in the counterfeit component, will

update DF . The application risk has been incorporated into

our technique by introducing a target defect confidence level

(TC) for each defect. This is basically the multiplication of

the application risk and the defect frequency for each defect.

For high-risk applications, the value of DC for a counterfeit

defect will be higher compared to low-risk applications at

a fixed DF . Based on TC, we will develop under-covered

defects (UCDs), one of our proposed assessment metrics.

Table I
TERMINOLOGIES USED IN OUR PROPOSED METHOD SELECTION

ALGORITHM

Terminology Matrix Notation *

Test Methods M = [M1 M2 . . . Mm]T

Mi ∈ {0, 1} = {Not Selected, Selected}

Test Cost C = [c1 c2 . . . cm]T

Test Time T = [t1 t2 . . . tm]T

Counterfeit Defects D = [D1 D2 . . . Dn]
T

Application Risks TL = [TL1 TL2 . . . TL5]
T ,

TL1: Critical, TL2: High, TL3: Medium

TL4: Low, TL5: Very Low

Percent Counterfeit PCC = [p1 p2 . . . p7]
T

Component p1: Recycled, p2: Remarked, . . . , p7: Tampered

Counterfeit Defect

Matrix
CD =
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, where

dij ∈ {0, 1} ={Not Present, Present}
And rows and columns represent defects

and counterfeit types respectively.

Defect Frequency DF = CD ∗ PCCT

Target Defect TC = [DC1 DC2 . . . DCn]
T

Confidence Level = TL[i] ∗ DF
* [.]T represents the transpose of a matrix [.].

One of the important pieces of data used in our test

selection technique is the defect confidence level matrix

(CL), which is defined as:



CL =









x11 x12 . . . x1n

x21 x22 . . . x2n

...
...

...
...

xm1 xn2 . . . xmn









where the rows and columns are denoted as the methods

and defects, respectively. Each entry of the matrix CL

represents the defect detection capability of a method, i.e.,

the confidence level of detecting a defect by a test method.

If two or more methods detect the same defect then the

resultant confidence level will be increased and is given by

the following equation,

xRj = 1−

ms
∏

i=1

(

1− xij

)

for defect j

where ms represents the number of tests in a subset of test

methods.

A. Proposed Algorithm

Our objective is to find an optimum set of methods to max-

imize the counterfeit defect coverage while considering the

constraints on test time, cost, and overall risk. A counterfeit

defect can be detected by multiple methods with different

level of confidences. Thus, the problem to address becomes

the selection of a suitable set of test methods to achieve the

highest CDC under the constraints. The problem can then

be formulated as:

Select a set of methods MS ⊂ M to Maximize CDC

Subjected to:


























xRj ≥ TCj ∀j for critical

applications

xRj ≥ TCj ∀j for

M1c1 +M2c2 + . . .+Mmcm ≤ Cuser non-critical

M1t1 +M2t2 + . . .+Mmtm ≤ Tuser applications

B. Assessment Metric

To evaluate the effectiveness of test methods, it is of utmost

importance to develop a test metric that represents coverage

for targeting defects. They are described as follows:

(i) Counterfeit Defect Coverage: CDC is defined as

the resultant confidence level of detecting a component as

counterfeit after performing a set of tests and is presented by

the following equation:

CDC =

∑n

j=1(xRj ×DFj)
∑n

j=1 DFj

× 100%

The counterfeit defect coverage cannot assess total risks

alone. We have introduced two types of defects – not-covered

defects and under-covered defects – for better assessment of

the test methods.

(ii) Not− covered defects: The defects are called NCDs

when a set of recommended tests cannot detect them. The

counterfeit defect j will be a NCD if xRj = 0 after

performing a set of tests.

(iii) Under − covered defects: The defects are called

UCDs when a set of recommended tests cannot provide the

desired confidence level. The defects belong to this category

when the resultant confidence level is less than target defect

confidence level. Thus the required condition for a defect j

to be a UCD if xRj < TCj after performing a set of tests.

IV. RESULTS

The simulation results focus on the assessment of test

methods based on the current level of expertise existing in the

field of counterfeit detection. The proposed method selection

algorithm is implemented in the C/C++ environment.

We have accumulated the data for the confidence level

matrix (CL), test cost (C), and test time (T ) from G-19A

group. Note that we assume DF is “1” for all the defects as

the DF data is not currently available. Thus all the defects

are treated equally during test methods selection. Several

analyses were done to evaluate the effectiveness of different

test methods. The test results, the minimum number of tests

recommended for different tier level, are heavily dependent

on the user specified test cost and time. Our constraints were

chosen based on the test time and costs associated with the

current tests recommended by subject matter experts (referred

to below as SME-model) of G-19A group. In this section, we

will compare CDC, NCDs, and UCDs for the current tests

of G-19A group and our proposed CDC algorithm. Here due

to lack of space we present only a subset of results.
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Figure 2. Counterfeit defect coverage vs. number of tests.

Figure 2 shows the change of CDC as we increase the

number of tests for critical applications. The x-axis represents

the number of tests in the recommended test set (output of

CDC algorithm). The rate of increase of CDC for first

few test methods for the SME-model is almost constant

as they are mostly redundant, detecting the same physical

counterfeit defects. However, the CDC-model always selects

a test method that provide significant increase in CDC. The

CDC-model provides a maximum CDC of 99.3% by only

13 test methods whereas the SME-model suggests 19 test

methods that provide a CDC of 99.2%.

Table II, III, and IV show the comparison study of SME

and CDC models. For very low tier application, the SME-

model provides only a CDC of 69%. The number of NCDs

are 16 that signifies the SME recommended test methods do

not detect majority of counterfeit defects. Three test methods

(testing for remarking (EVI), resurfacing (EVI) and material



composition (XRF)) do not impact the CDC. For all the

cases, the CDC-model outperforms SME-model in terms

of CDC, NCDs, and UCDs. Finally, the test time and

cost was approximately 18.4% and 17.6% lower on average

compared to SME-model.
Table II

VERY LOW TIER APPLICATION.

SME-Model CDC-Model

Tests

# Tests CDC # Tests CDC

1 General EVI 35.1 1 General EVI 35.1

2 Detailed EVI 46.4 2
Internal Inspection

(DDPA)
57.1

3
Testing for Remarking

(EVI)
46.8 3

Radiological

Inspection
68.9

4
Testing for

Resurfacing (EVI)
46.9 4

DC Test at ambient

temperature
78.6

5
Material Composition

(XRF)
50.0 5 - -

6
Radiological

Inspection
65.3 6 - -

7
Curve Trace at

ambient temperature
69.0 7 - -

CDC 69 78.6

NCDs 16 3

UCDs 0 0

Table III
LOW TIER APPLICATION.

SME-Model CDC-Model

Tests

# Tests CDC # Tests CDC

1 General EVI 35.1 1 General EVI 35.1

2 Detailed EVI 46.4 2
Internal Inspection

(DDPA)
57.1

3
Testing for Remarking

(EVI)
46.8 3

Radiological

Inspection
68.9

4
Testing for

Resurfacing (EVI)
46.9 4

DC Test at ambient

temperature
78.6

5
Lead Finish Analysis

(XRF)
47.5 5

Key AC/Switching

parameters at ambient

temperature

86.1

6
Lead Finish Thickness

(XRF)
47.5 6 - -

7
Material Composition

(XRF)
50.5 7 - -

8
Internal Inspection

(DDPA)
70.8 8 - -

9
Radiological

Inspection
75.8 9 - -

10

PEMS - Low Risk

(Level 1) External

Only (AM)

75.9 10 - -

11
DC Test at ambient

temperature
85 11 - -

CDC 85 86.1

NCDs 3 1

UCDs 0 0

V. CONCLUSIONS

In this paper we have introduced a means of measuring

test confidence after performing a set of recommended tests

to evaluate their detection capability against counterfeits. The

results obtained on G-19A test data shows that the proposed

test selection algorithm is capable of identifying the best set

of tests for achieving maximum CDC.

ACKNOWLEDGMENTS

The authors would like to thank Steve Walters of Honey-

well, and the G19-A group members for providing valuable

feedback on the defect taxonomy.

Table IV
HIGH TIER APPLICATION.

SME-Model CDC-Model

Tests

# Tests CDC # Tests CDC

1-

11
Low Tier Tests 85 1 General EVI 35.1

12

Key AC/Switching

parameters at ambient

temperature

92.2 2 Detailed EVI 46.4

13
Key Functional at

ambient temperature
94.6 3

Lead Finish Analysis

(XRF)
47.0

14

Key AC/Switching

parameters over

temperature

95.4 4
Internal Inspection

(DDPA)
69.0

15
Key Functional over

temperature
95.6 5 Bond Pull (DDPA) 70.3

- - - 6
Radiological

Inspection
76.0

- - - 7

PEMS - Critical Risk

(Level 4) External

Internal & Material

(AM)

80.4

- - - 8
DC Test at ambient

temperature
88.9

- - - 9
DC Test over

temperature
92.3

- - - 10

Key AC/Switching

parameters at ambient

temperature

96.7

- - - 11
Key Functional at

ambient temperature
98.3

CDC 95.6 98.3

NCDs 1 0

UCDs 3 0
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