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Abstract—We propose a low complexity algorithm to diagnose
non-classical faults in combinational circuits using classic single
stuck-at faults as surrogates. The algorithm is based on effect-
cause analysis and uses information from both passing and failing
patterns as well as knowledge about the outputs where error
is detected or not detected. A set of candidate single stuck-at
faults is identified after performing minimal fault simulations.
Considering that a real defect is hardly ever a single stuck-at
fault, the diagnosed set is called “the surrogate”. The proposed
procedure was evaluated by experiments on ISCAS85 benchmark
circuits and its effectiveness is demonstrated.
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I. INTRODUCTION

Moore’s law prediction is already reaching its final stages
and the number of transistors present in a chip has already
touched more than a billion. As a result of scaling down the
device features, various failure resources which did not affect
the bigger transistors now become prominent. This results in
a loss in the manufacturing yield. Failure analysis procedures
are used to improve the yield and to manufacture chips at
an effective cost. Fault diagnosis is a part of failure analysis
which is becoming more and more difficult due to the process
variations. Hence, the fault diagnosis techniques need to be
revamped to cope up with current technology failures.

An ideal fault diagnosis algorithm or procedure should
be able to report the true failures with more accuracy, i.e.,
the Resolution(the number of true failures reported among
the total number of faults reported) andDiagnosability (the
percentage of correctly identified failures) of a fault diagnosis
technique should be high [8]. Various research works on fault
diagnosis procedures fight to achieve this optimum trade-off
between the resolution, diagnosability and CPU time. Also the
proposed algorithms are getting more and more complex to
achieve the same.

Every Fault diagnostic method can be classified as one of
the following two approaches: (i) cause-effect based analysis

and (ii) effect-cause based analysis. Cause-effect based analy-
sis has a stored simulated response database of modeled faults.
The faulty circuit response is compared against this database
to find out which fault might have caused the failure [5], [7],
[12], [14]. Since this method uses a stored simulated response
database, often known as dictionary, it is highly memory con-
suming and impractical for large circuits. Effect-cause based
analysis, as the name suggests, depending on the failing effect
produced, the search for the cause of failure is performed [3],
[4], [9]. It does not use any stored database. The search for the
cause of failure is done by various methods which trace back
the error propagation path from the failing primary outputs
and consider faults which might have produced the particular
failure. This type of diagnosis can handle any size circuit and
take up reduced or no memory space.

With increasing device density, the failures are not just
classical single stuck-at faults. So diagnostic procedures must
be able to relate as close as possible to the actual failure,
in case it is not a classic single stuck-at fault. In this paper,
we propose a diagnostic procedure which uses surrogate faults
to diagnose non-classical faults, with main focus on multiple
faults. Works of extending the same procedure for bridging
faults is in progress.

The proposed algorithm performs fault simulation using
fault dropping to finally obtain a set of possible candidate
surrogate faults for the actual defect. It is purely simulation
based and does not involve fault dictionaries, proving to be
memory efficient. Also, there are no complex heuristics used
to obtain the final candidates and there is no need to re-run
simulations to keep moving the faults to and from the candidate
list. Hence, the proposed diagnostic procedure is less complex
and is CPU time efficient. When the actual fault is a non-
classical fault, the diagnosis procedure comes up with a set
of surrogate faults, meaning that they have some, if not all
characteristics of the actual defect in the circuit. The term
“surrogate fault” has been used before in the literature [10],
[13], [15].

The rest of the paper is organized as follows. In Section II,
we explain the initial setup for the procedure. In Section III,
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Fig. 1: C17 benchmark circuit.

Fig. 2: C17 benchmark circuit with output selection.

we propose our diagnosis algorithm. Section IV presents the
experimental results for ISCAS’85 benchmark circuits and
Section V concludes the paper.

II. PREPARING THE CUT

In order to achieve the maximum efficiency of the algo-
rithm, some initial setup is required on the Circuit Under Test
(CUT). For explaining the complete diagnosis procedure, we
will be using the ISCAS’85 benchmark circuit C17 throughout
this paper.

Fault simulation of a failing pattern will report all the faults
that can be detected by the pattern on all the outputs. In order
to breakdown this information for the use of this algorithm,a
technique known as ‘Output Selection’ is used. AND gates are
added at the end of each primary output and the other input of
the AND gate becomes another primary input. Now the failing
test pattern can be duplicated as many times as the number of
primary outputs with just activating only one primary output
at a time. i.e. the primary inputs that directly go to the added
AND gates should all be forced to 0 except for one AND gate
at a time, to activate that particular primary output.

Consider the C17 benchmark circuit shown in Figure 1.
The test pattern is “10100” whose good circuit response is
“10”. Assume this circuit fails on this pattern on the second
output. The pattern’s fault simulation will produce faultsthat
can be detected at both the outputs. After implementing output

selection as shown in Figure 2, the test pattern will be
duplicated as “1010010” and “1010001”.

For a large circuit with many primary outputs, the output
specific fault detection data improves diagnostic resolution
and diagnostic time. But this comes with a cost; the number
of test patterns is potentially multiplied by the number of
primary outputs. This technique is implemented because our
fault simulation program could not provide the information
about which faults are detected on which primary outputs. A
fault simulator that can provide this information will eliminate
the need for output selection implementation.

III. DIAGNOSIS ALGORITHM

The algorithm uses the most basic concept that a test
pattern fails because of a fault that it can detect is presentin
the circuit and a test pattern passes because none of the faults
that it can detect are present in the circuit. For this algorithm
to be effective, the only assumption we make is that there is no
circular fault masking present in the circuit under diagnosis.

Let ‘passing set’ be the set of passing test patterns,‘fail-
ing set’ be the set of failing test patterns,‘sus flts’ be the
suspected fault list,‘set1 can flts’ be prime suspect faults
and ‘set2 can flts’ be surrogate faults.

The diagnosis algorithm works in four phases:

Phase 1:
Step 1-1: If failing set is empty, then restorefailing set

and go to Phase 2. Else, select and remove a failing test
pattern fromfailing set.

Step 1-2: Perform fault simulation for the selected failing
test pattern to identify the faults detected by the test pattern.

Step 1-3: Add all the faults detected by the pattern to the
sus flts set and go to Step 1-1.

Phase 2:
Step 2-1: If passingset is empty, go to Phase 3. Else,

select and remove a passing test pattern frompassingset.
Step 2-2: Perform fault simulation for the selected passing

test pattern to identify the faults detected by the test pattern.
Step 2-3: If the detected faults are present in thesus flts

set, remove them and go to Step 2-1.

Phase 3:
Step 3-1: Copy faults fromsus flts set toset1 can flts set

andset2 can flts set.
Step 3-2: If failing set is empty, go to Step 3-5. Else

select and remove a failing test pattern fromfailing set.
Step 3-3: Perform fault simulation for the selected failing

test pattern, to identify the faults not detected by the test
pattern among theset1 can flts set of faults.
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Step 3-4: Updateset1 can flts set by deleting the faults
that are not detected by the pattern. Go to Step 3-2.

Step 3-5: If faults present in theset1 can flts set, are
present inset2 can flts set, delete them from theset2 can flts
set and go to Phase 4.

Phase 4:
Step 4-1: If there is no unselected fault inset1 can flts

set, repeat Phase 4 forset2 can flts set and then STOP. Else,
select a fault and uncollapse it to obtain its corresponding
equivalent set of faults.

Step 4-2: Add the equivalent set of faults toset1 can flts
set.

Step 4-3: Add the opposite polarity fault for the selected
fault and its equivalent set of faults toset1 can flts set.

Figure 3 shows a flowchart of the entire diagnosis pro-
cedure. The initial phase of the algorithm, Phase 1, involves
taking the union of all the faults that are detected by all the
failing patterns. But since this set is huge, we need a criterion
to reduce the suspected faults. Hence, in the second phase, we
take the union of all the faults that are detected by the passing
patterns and subtract it from the union of all the faults that
are detected by the failing patterns. Phase 3 involves taking
the intersection of all the faults detected by the failing pattern
set. The resulting faults are considered to be ‘Prime Suspects’.
These faults are of low priority, but there is a chance that they
can be a surrogate of the actual fault or one of the actual
faults. The simulation repeated in Phase 3 can be avoided if
results from the simulation performed in Phase 1 are stored.
It is thus possible to trade-off simulation time for memory.In
Phase 4, equivalent faults of the set of suspected faults arealso
brought into the suspects list. We also add the opposite polarity
faults of the faults that are present in theset1 can flts set and
set2 can flts set, to get the final candidate fault list sets.

This diagnosis procedure will be able to come up with the
actual faults or surrogate faults that might represent the actual
faulty behavior in almost all of the situations. However, there
is a very small probability that the diagnosis procedure will
come up with no results, i.e., will have zero faults in both SET1
and SET2. That will happen during the case where multiple
faults with masking and interference are present in the circuit
and they together produce a faulty output response that will
allow some of the test patterns that might detect them to pass
and other test patterns might detect them to fail, or vice-versa.
When such a case occurs, we make use of a simple ranking
heuristic, which provides the surrogates based on how many
failing patterns detect a fault and how many passing patterns
detect the same fault.

Fig. 3: Flowchart of diagnosis procedure.

IV. EXPERIMENTAL RESULTS

The algorithm was tested by performing experiments on
ISCAS 85 benchmark circuits using various test pattern sets.
The circuit modeling and the entire algorithm was imple-
mented in Python programming language [2] which inter-
nally invokes ATPG and Fault Simulator of Mentor Graphics
FASTSCAN [1]. VBA Macros [11] were used to duplicate the
test patterns for output selection. The tests were conducted
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TABLE I: Multiple fault diagnosis with 1-detect tests.

Circuit No. of DC Both faults One fault not Both faults not CPU Fault ratio
name Patterns % diagnosed (%) diagnosed (%) diagnosed (%) s SET1 SET2

C17 10 95.454 80.950 19.040 0.000 0.067 0.500 2.091
C432 462 94.038 90.566 7.547 1.886 0.135 0.563 3.516
C499 2080 98.000 49.056 20.754 30.188 0.613 0.371 17.589
C880 1664 94.161 86.792 9.433 3.773 0.502 0.900 3.205
C1908 3625 85.187 90.566 0.000 9.433 0.928 0.488 12.764
C2670 13300 85.437 88.679 3.773 7.547 4.720 0.564 7.046
C3540 3520 89.091 86.792 3.773 9.433 1.547 0.488 5.177
C5315 13899 91.192 98.113 1.886 0.000 7.065 0.422 3.886
C6288 1056 85.616 83.018 0.000 16.981 0.888 0.589 5.536
C7552 17064 86.507 96.226 1.886 1.886 7.539 0.358 7.104

on a PC with Intel Core-2 duo 3.06GHz processor and 4GB
memory.

Results for every circuit were obtained by calculating the
average values obtained from two separate runs of experiments,
each containing 50 different random failure cases (except for
circuit C17, which has only 22 faults).

Multiple (two) stuck-at-faults were injected simultaneously
in the CUT to emulate non-classical failure cases. The two
stuck-at-faults were chosen in such a way that they are closeto
each other in the circuit. Also, the reason for considering only
two faults to be present in the circuit simultaneously is that the
probability of fault masking is maximum only when there are
just two faults in the circuit and the probability keeps reducing
when the number of faults present, increases. This is done to
increase the chances of fault masking, creating a pessimistic
environment for the algorithm to perform. The experiment was
run twice and the average of the results was taken. Table I
shows the multiple fault diagnosis performed with a 1-detect
test pattern set.

The first column shows the ISCAS85 benchmark circuit
name. The total number of patterns in the test pattern set is
in second column. Diagnostic Coverage of the test pattern set
based on single stuck-at-faults, excluding redundant faults is
stated in column 3. From [16], diagnostic coverage(DC) is
defined as,

DC =
Number of detected fault groups

Total number of faults
=

n

N
(1)

Column 4 shows the percentage of cases where both faults
were diagnosed. Column 5 shows the percentage of cases
where only one of the actual faults present was diagnosed. The
sum of these two percentages subtracted from 100% gives the
percentage of cases where both faults were not diagnosed, as
shown in column 6. Simulation time in seconds is stated in
column 7. The ratio of number of candidate faults in SET1
and SET2 are reported in columns 8 and 9, respectively. This

ratio is nothing but the ratio of the total number of faults
reported in each set to the number of faults expected in that
set. The expected number of faults to be reported for an actual
fault includes the actual fault, its equivalent faults and the
opposite polarity faults for all equivalent faults including the
actual fault. This ratio denotes the diagnostic resolutionof the
procedure. As the results in the table indicate, except for the
circuit C499, all other circuits have at least in 80% cases a
perfect diagnosis of both faults. A point to be noted is that the
proposed diagnosis procedure does not assume the absence
of fault masking and the reported percentage of successful
diagnosis includes the possible fault masking and interference
cases. The fault ratio for SET1 is less than 1 because in
most cases faults in SET1 include one of the actual faults,
its equivalent faults and the opposite polarity faults. Theother
actual fault, its equivalent faults and opposite polarity faults
are present in SET2. Hence, the resolution of SET1 faults is
always closer to 0.5 rather than being 1 when considering a
multiple fault on two single fault sites.

For circuits C499, C1908 and C7552, the ratio of faults
in SET2 is high. This is due to the fact that the diagnostic
coverage of the test pattern set is not enough. To prove that
improving diagnostic coverage of the test pattern set will
improve the diagnostic resolution, 2-detect test pattern was
used to diagnose the above mentioned three circuits. The
results of this experiment are shown in Table II.

The last experiment was to try the diagnosis procedure
on a 100% diagnostic test pattern set. The circuit C17 re-
ports 95.454% of diagnostic coverage(DC) with as few as
5 patterns that have 100% detection coverage. Adding one
more pattern that distinguishes the fault pair yielded 100%
diagnostic coverage as expected. The diagnostic algorithmwas
then run using this test pattern set to yield the results shown
in Table III.

The multiple fault diagnosis with this 100% diagnostic test
pattern set improved the resolution in SET1 by a very small
amount and decreased the resolution of SET2 by the very same
amount. Also, the diagnostic coverage was improved by a very
small percentage.

4 NORTH ATLANTIC TEST WORKSHOP



TABLE II: Multiple fault diagnosis with 2-detect tests.

Circuit No. of DC Both faults One fault not Both faults not CPU Fault ratio
name patterns (%) Diagnosed (%) Diagnosed (%) diagnosed (%) s SET1 SET2

C499 3872 98.400 49.056 20.754 30.188 0.696 0.371 11.555
C1908 6425 86.203 90.566 0.000 9.433 2.314 0.488 7.232
C7552 27756 86.750 96.226 1.886 1.886 17.291 0.358 5.905

TABLE III: Multiple fault diagnosis with diagnostic patterns.

Circuit No. of DC Both faults One fault not Both faults not Time Fault ratio
name patterns % diagnosed (%) diagnosed (%) diagnosed (%) (s) SET1 SET2

C17 12 100 80.952 19.047 0.000 0.067 0.489 2.102

V. CONCLUSION

In this paper, we have proposed a lower complexity fault
diagnosis algorithm that is based on effect-cause analysis.
The algorithm has higher diagnosability and resolution forthe
surrogate faults produced to represent multiple stuck-at-faults
without circularly masking each other, even if provided just
with higher detection coverage test pattern set. The same trend
will be exhibited when the diagnostic coverage of the test
pattern set is increased. The algorithm is memory efficient,
since it does not require a dictionary and also has reduced
diagnostic effort (CPU time), since it works on relatively
smaller number of fault suspects and does not require re-
running simulations after frequently moving faults to and from
the suspected fault list based on heuristics.

For future work, we would like to test the performance of
the diagnosis algorithm on other non-classical faults by using
appropriate fault models and their simulators. Also, working
with redundant faults as one of the interfering faults in fault
masking is being examined.

Considering that fault simulation tools will always be
limited to a few fault models (e.g., single stuck-at or transition
faults), we should explore the relationships between non-
classical faults (bridging, stuck-open, coupling, delay,etc.)
and the corresponding surrogate classical representatives. For
example, some non-classical faults like stuck-open or bridging
require an initialization pattern to precede a stuck-at test
pattern. Thus, the test result for the non-classical fault agrees
with a single stuck-at fault only on a subset of patterns. Further
analysis can establish better correlation between actual faults
and their surrogates.
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