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Abstract
Securing wireless networks is distinctly different from securing "wired" networks. In part, this is due to the fact that wireless networks are open: open because the radio medium is a broadcast medium, which means adversaries can easily witness anything that is transmitted; and open because wireless devices are commodity items -adversaries can easily purchase low-cost wireless devices and, with little effort, use these platforms to launch attacks. In spite of these differences, the approach that is commonly taken to secure wireless networks has been to translate traditional, cryptographic network security protocols to the wireless domain. Although the application of conventional cryptographic protocols to wireless networks is essential, such an approach is incomplete - it leaves out the whole wireless aspect! Such an approach cannot capture the full range of threats facing wireless networks, nor can it capture the full spectrum of possible solutions that are available for protecting wireless networks. 

Over the past two years, my research group has focused on addressing core security functionalities that don't directly rely on cryptography, but instead utilize the unique features of wireless communications to secure wireless networks. This effort, SEVILLE (Security Via Lower Layer Enforcements), has led to several technological advancements that promise to dramatically alter how we secure wireless networks. At the most basic level, SEVILLE uses the properties of the wireless medium to enhance traditional approaches to authentication and confidentiality. The enabling factor behind SEVILLE is the fact that in the rich multipath environment typical of wireless networks, the response of the medium along any transmit-receive path is frequency-selective (or equivalently dispersive) in a manner that is location-specific. In this talk, we shall examine both physical layer authentication and confidentiality services, provide fundamental theoretical results for both, as well as experimental validation that has been conducted to verify the potential impact of such theory.    
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