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Circuit
Netlist

Fault Simulation
® Fault simulation similar to testing process

“»evaluates fault detection capabillities of a set of test patter

» Fault coverage = percentage of faults detecteabgfaest vectors
® Fault simulators:
**emulate faults

“»compare output response to known good circuit output response
» For a given set of input test patterns
LAt least one mismatc=> fault is detecte

LINo mismatches> fault is not detected
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C. Stroud 9/09

Test
Vectors

\ AT MR no mismatch
Compare
~ Eault K mismatch
Emulator Detected
Fault Simulator Faults
Fault Models, Detection & Simulation 2



Fault Detection

® Fault detection requires:
“»observation of an error (from the fault) at a primary output

» observability of the fault site
JThe ease at which we can observe the fault behavior

“* Input stimuli that creates an error as a result of fault

» controllability of the fault sit
The ease at which we can control the fault behavior

» controllability of path from fault site to primary output
JAlso considered part afoservability

® Testability of faultt] controllability & observability of site
® Circuit testabilityl] overall circuitcontrollability & observability
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Fault Coverage (simple view)

® Given a set of test vectors, each fault in thet faed
for the circuit can be:
D = detected faults

» Targeted faults and faults “accidentally” detected

+*U = undetected faults
» Could not find a vector to detect fe
But there might be one not included in vector set

T =total faults=D + U

‘*Fault coverage=D /T
» For that specific set of test vectors

® Also referred to afkault grading
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U called fault dropping

_ ~Fault Simulation
® Fault simulation time:

+* Circuit must be simulated for each fault
» N faults= N simulations of circuit

*» Fault simulation speedpuipyby:
» Simulation of a given fault ends on detection

» Parallel fault simulation emulates 1 fault/bit @iheputer word

» Statistical fault sampling

(1>1000 samples gives good estimate of fault coverage
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Simulation Time

Logic simulation
o3 me N

T,— time to simulate one vector
N,..— humber of vectors

Serial fault simulation

% Worst case (no faults dropping): Toec ¥ Nyee X Nig,
N, = number of faults L
* Best case (faults dropping ZTvec X Nyeg

i=1
Nve¢ = number of vectors until faulis detected

Parallel fault simulation (simulate setsRyf faults in parallel)

< Worst case (no faults dropping): T xN x{ Ny, w
Py = number of faults emulated in parallel ", ;| Pu
LNumber of bits in computer integer or long L’ﬂl ,
< Best case (faults dropping): ZT" Noeg

N’veg = number of vectors until last fault in set is aétel
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Fault Models
A good fault model has 2 requirements:
1. accurately reflects the behavior of a physical defect
2. Is computationally efficient with respect to simulation

\/

“ Single fault model (aka “assumption”) used for # 2
Current common fault models include:
2+ Gate level stuclatfi=falists

Stuck-aitoq$s8(0 Xssswkkat- {sesh)1 )
«»» Transistor level stuck fau

Stuck-am (Etuchebicsel) )& sstobi{ $ 810k knmpem)
< Bridging faults (shorts between wires)
Wired-AND & wired-OR
Dominant (one driving source dominates the other)
J Note: opens in wires typically covered by stdalsis
“ Delay faults
Excessive delay in a transition, a gate, or a path

O Known as transition, gate, or path delay faultpessively
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Single vs. Multiple Fault Models

Assume
** N = number of fault sites
“*K = number of possible faults per site
Single vs. multiple fault models
“* Single -ttremnes caam e @iy aree fRaultt ataa timee
# Possible Faulty Circuits KxN
Less accurate but more efficient to simt

“*Multiple - there any number of faults at a time
# Possible Faulty Circuits &¢1)N-1
dThe -1l anowiit iss ttine frawlifeeecocattit
More accurate but cannot possibly simulate alltfgrdups
Statistical fault sampling is only practical sodurti
High single Fault Coverage (FE high multiple FC

“*In general, 100% single FS > 98% multiple FC
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Gate Level Stuclaiak &altivMiddele
Gate inputs or outputs can be:

2 Stuck-ato0(¢s8))

As if input or output were disconnected and tied to Vss
< Stuck-att1(¢s4d))
As if input or output were disconnected and tieghhtio \Wthil

 fault site denoted byX’ with ‘sa0’ or ‘sal’
Note: there is no feedback of fault value from faittke!

Also known as line stu«at fault mode
“*Any line can be sa0 or sal

A—F A
sal 7 sa0 7 A Z A Z
B B sal sa0

Input stuck-at-1 Input stuck-at-0 Output stuck-at-1 Output stuck-at-0
vdd

DS e Pl Pin
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Gate Level Equivalent Faults and Fault Collapsing

® Equivalent faults are indistinguishable & can be collapsed
1 fault in set of equivalent faults represents all in set
“*Fewer faults to simulation> faster fault simulations

® Gate level collapsing
“*AND (NAND) gates

» Any input sa0 = outpussel] s
# Collapsed Faults E+ 2 (wherd = # inputs)

+*OR(NOR) gates

» Any input sal = outpudsel( =)
# Collapsed Faults E+ 2 (wherd = # inputs)

“INVERTER

> Input sse{s=ll). = outputssel( =)
# Collapsed Faults = 2

C. Stroud 9/09 Fault Models, Detection & Simulation 01



Gate Level Equivalent Faults and Fault Collapsing

sa0
A ——
sal
sal
B —¢—
sa0

sa0
»*—Z
sal

Collapsed fault set

sal sa0

sa0 sal

Collapsed fault set

Z sa0 =Asa0 =B s Z sal = Asa

Z sal Zsa0 =Asal

Asal

B sal

AND

AB |Z|Asa( Asall Bsa0 Bsal Zga0 Zsh INVERTER
00/Q O Oc 0 p A|Z AsaQ Asal Zsap Zsal
01/q o 01 ¢ p of1 1 (p| O9 1
10/g o 9 oQnp 1100 Al o a9(QO1
1111 ® 100 h0|01
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sal
A ——

sa0

sa0

B

sal

sal

sa0

Collapsed fault set
Zsal =Asal =Bs:

Al

Z sa0

A sa0

B sa0

OR

AB |Z|AsaQ Asall Bsd0 Bsal Zga0 Zs
oo(q ol 01 oQn _ |@
01|14 1| 1 O0 uf\|o1
io(1(®| 1 1 nf]o1
1111 1 1 1 p\/|o1

1
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Structural Equivalent Faults and Fault Collapsing

Cannot collapse faults at fanosiestesmsmce
it would violate single stuckidafdtitnodelel  # collapsed faults = 12
Fan-autt sttem s#ll — K s#ll & J) sl

.. sl
Fan-autt stem S& — K S & || s c _
s
*— Z
Fan-autt SEm K/gn <D
A ——
s o y
5 S = =
Si531) ?I
~ oD
o] t:
531
D ——

Only 2 collapsed faults for inverter chain (Z sa0 & Z sal)
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Collapsed vs. Uncollapsed Gate Level Fault Sets

For a given circuit (assuming elementary logic gates)
< # uncolBpsedHaliis2B + G)
G = total # gates
G, = total # gate inputs

“# collapsed faults =P, + Fg + G, - N
Op = # primary outputs
Fo= # fanautstnms
N, = # inverters

“*Typically # collapsed flts= ¥ # umoollpsed flts
Should faults be collapsed?
“*YES: for TPG and fault simulation (more efficient)

“*NQO: for computing fault coverage (more accurate)

But longer fault simulation times
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Gate Level Fault Detection

Si5:1) Sl
A —— A=
D Si5:1) 0 Sl
ﬁ;\l z A Z sHD z
Sl Sl sHD
B —x— B
() Sl
Collapsed fault set Collapsed fault set Collapsed fault set
Zsa0 =Asa0=Bsa0 Zsal =Asa0 Zsal=Asal=Bsal
Zsal Z sa0 =Asal Zsal
Asal Asal
B sal B sa0
AND OR
AB |Z|AsaQ Asall Bsd0 Bsal Zsa0 Zshl INVERTER AB |Z|AsaQ Asall Bsd0 Bsal Zga0 Zshl
0ojof of 4 o0 p |q1 A|zAsaQAsal zsaD zsa) OO0 O O1 0(0Of (@@
ﬁﬂ\ooOJ O D 1 oY1 1] (p Od 1 [0%)y 1| 1 Q0 n[\|o1
10j0] o] 9 _oQn 1)o G| o “doqd Ny 1 1 ]l
17111 ] 1 Qo pOlo1 T1(1] 1| 1 1 p\/lo1

Minimum Set of Test Vectors Minimum Set of Test Vectors Minimum Set of Test Vectors

01 0 00
10 1 01
11 10
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Minimum Set of Test Vectors for Gate Level Faults

Inverter requires both input logic values (0 and 1)
“» # vectors = 2

N-input AND or NAND gate
» #vectors N+ 1

All 1s
Walk 0 through a field of 1s

N-input ORor NOR gatt

o #vectors=N+1

All Os
Walk 1 through a field of Os

XOR In not ansdéeneztidayyl dopocogdes(@de from multiple gatgs

*»# faults depends on construction of gate
3 vectors required for pin faults {01, 10, anddy@.1}
All 4 vectors required for internal faults
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Transistor Level Fault Model

Vvdd
Transistor can be: A—d N B—d
» Stuck-am (@ K aa. Stucislsh)t) T
Can result in excessivgd, ] 2-input
< Stuckafff (@lka. stucheppa) oL NAND

Can result in “memory” node (logic gate latch) ~ VSS
Gate level fault model accurate for NMOS but not for CH
“+1 gate input stuclatat 2 Framsisisterstemtiat OND S

A PFET A NFET B PFET B NFET
A | B |
AB| Z | s-om safff| son safff | son safff| son s-off - -9 A—d[ 89

Z
00l 1 1| 1] 41 14 1]t 1)1 11 1 Z Z
01| 1| 1jmEeEjeg 1 | 1| 1| 1 1 A—II% A—

1

0

10 1] 1 1 1 hemép,| 1
11 boo| O O [nmeeénb,n,| O O [nme@m

s |BNFET  __ 'BNFET

stuck-on | stuck-off

Vss Vss
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Transistor Level Fault Equivalence & Collapsing
Stuck-afff feul s i SeEniEs thcms S anes ey ekt
Stuck-am feultss im gresnae | k| thcms S anes espjui e Bt
# collapsed transistor faults 2 Ngg+ Gggr- N + Gy,

“* N, = total # series transistors

“ G~ total # groups of series transistors

N, = total # parallel transistc

Gy, = total # groups of parallel transistors

vdd

# collapsed faults = 6
A—Q - 58— A PFET seon—MBAFHTsson
i Z A NFET safff=BNHET soff
A—] A PFET s-off
] 2-input B PFET s-off
B— NAND ANFET s-om
1 B NFET s-om
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Transistor Level Fault Detection

® Transistor fault detection more difficult than gate level
» Stuck-am feults

> Voltage divider may not produce incorrect logicuesd
» Monitoring Ipq is best approach
dSmall currents may be lost in leakage of > 2Mdrstors

2 Stucl-off faults Vectors to detect:
: : A PFET stuck-off
» Will produce wrong logic valuegut 11 -tooggtZ=a)
vdd (Need ordered set of 2 vectors to detectOl - o detect 7=0
B PFET stuck-off
A_d—IB _qa A PFET A NFET B PFET B NFE] %:ﬁm"t@clz):@
Z | AB| Z| s-om safff son safff | son safff son s-off
, A/B NFETs s-off
A— ool 1 1] 1] 1 11 1J1 171 11 1
; ) Ox or x0 -t gpitZ—=1
:l 2-inpuit o1 4 1 po| 1 1] 1 1 1 B
Q 11 to detect Z=1
5 1 NAND 12 é 1 o | ol 3 . g'%? 1 Min. #vectors = 4
Vss bog DQ detects seonwiil
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Bridging Fault Models

® Two common models for wires shorted together:
“* Wired-AND/Wired- ORfault model
» Shorted wires perform logical AND or logical OR
» Developed for bipolar technology

“* Dominantfault model
» Stronger driving gate dominates the short

» More accurate for MOS technology

® Two faults per fault site
< For N nets, # pa-wise bridging faults :N2-N

» No fault equivalence> no fault collapsing
A A

A— — & ) o
source cbes$tiraditoon
B - B A A B B’
Wired-AND fault model Low A dominates B model
> resistance <
B

short ~ A A

D, |
B —Bn B Bn
\_ B dominates A model

Wired-OR fault model _/
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Bridging Fault Detection

Wired-AND/Wired-OR faults
“+ 1 vector (01 or 10) with 2 outputs (A’ and B,
“ 1 output (A’ or B’) with 2 vectors (01 and 10)
Dominant faults

“+ 1 vector (01 or 10) with 2 outputs (A’ and B’)
(JHarder to detect that Wir-AND/OR (less observab)
Detecting all dominant BFs> detects all WiredAANNI)BRBBE s

5 — —p [ AB | AB'WAND WOR AdomB BdomA | B B’

Wired-AND fault model | 001 00| 0O ’ 00 A dominates B model

00 0

o fot] o1 @011 Oq9QO 11 ,
A — A& 0| 10| @o| @1 Q10 od A A
o g [1|11] 11| 1 11 11

B B"
Wired-OR fault model B dominates A model
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A Newer Bridging Fault Model
DominantAAND [Dimimeari OmR ((Eian 4vasyBBEHmooiee))
“» Stronger driving gate dominates short for only one logic value
Behavior has been observed in ASICs and FPGASs

“* Disadvantage: 4 faults per fault site

2 vectors (01 and 10) with 2 outputs (A’ and B’)
(JHarder to detect than WiredNAMOROBHRIESS observab)e

“* Detecting all domina-AND/OR BFs= detects all dominar
BFs and all WiredANNBDBRBBES

Dominant-AND fault model

A A A—D_,—A’
B—D_‘—B" B—L
A Dom-AND B B Dom-AND A

Dominant-OR fault model

A A A—I_D_,—A’
BD\_ B’

B B
A Dom-OR B
C. Stroud 9/09

B Dom-OR A

AB | AB’ AdandB BdandAl|AdorB|BdorA
00| 00 00 00 Op 00
01|01 .J 01 on .1
101 10 10 ‘O 0 ‘ 110
11111 11 11 1111
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Bridging Fault Extraction

e Considering all possible shorts between any twesvis not practical
¢ Large number of faults to simulate
» For N wires, number of possible fault siteN=choose22—(>-N)/2
Q#faults= N2N for dominant and wiredRNDRRingigonépidtdts
Q#faults= 2(N>-N) for dominantAANDIRGiddgmpf daliss
¢ But wires at opposite sides of IC or PCB not likelyshort
e Capacitance extraction identifies those wires rksly to short
¢ Parallel plate capacitancC = sA/d —
» Proportional to area of parallelisi, d, d,
> Inversely proportional to distance between witks, [
» Also proportional to probability of bridging fault/v —

 Weighted fault coverageC,gr Higher ~~ __&i<<d
» More accurate FC D probability ¥
ZCi of bridging

d
: faults
C — 1=1 | I
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Bridging Fault Detection

e High gateléanadIsttindled tHECt teatilitoozdilycsssumaestt cogipag iy 8 FC
¢ Shown to be true for general sequential logic
¢ Shown not true for noneemhmste th ntitieiecbdmsest: dooion gessmeee s

» Stroud, et. al. BEddmgd-aalilExkmatoarfioomPRipgsiabCeegjgitbdéa for
Manufacturing Test Development”, ITC'00

90% -

o B B | il
Bridging |Original| New BF gﬁo% e 1n
Fault Test Test |G 50% - N in
Coverage Vectors| Vectors |5 40% B ol |
un- £ 300 L~
. 57.5%| 9B5%| .. & N | i
weighted B R i
. 10% -
Weighted 0% - B |
47@0 '0(,7 (0 . O/(/& O/(/& & b‘o &O b‘o i bz‘ ’5{// b‘//
%o ° s Z z Z % °L % 0 o
e, 8, Y. B B Y . %, %
B Stuck-at FC ¥ %, . G 2 e o o Y %Y 7 7 e
- o 4 B U, < < v % %
@ Original BFC Subcircuit % “B % S %
@ New BFC ) . . 4, 1,
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Fault Detection
Recall:

Fault detection requires:

“»observation of an error (from fault) at a primary output
of the fault site
U the ease at which we can observe the fault behavior

“* Input stimuli that creates an error as a result of fault
controllability of the fault site
[ the ease at which we can control the fault behavior
controllability of path from fault site to primary output
U typically considered part aftsesealmliyity

But any given fault may be:
*» Detectable
*»Undetectable
*» Potentially detectable

C. Stroud 9/09 Fault Models, Detection & Simulation 4 2



. At fault site, assign logic value opposite that of staictaalt fault

. From fault site, choose a path to a PO assigning non-
controlling values to all other inputs to gates in that path

1 = noneamoritadlinogvadiiesfoor AN NWAOND o tes

0 = noneamoritodlinoyvadliee fiyr @Y ANORR g s

. For all assigned values, b-trace to Pls selecting input valt
along the way that will produce the assigned values

. If there is a conflict, repeat Steps 2 & 3 choosing new paths
and/or values in Step 3

. [If m@ peztiin czam (e fowmd witihowt comfict, the faoty be
undetectable, otherwise values at Pls form test vector
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Undetectable Faults

® No test vector can detect the fault

<+ Usually difficult to prove a fault is undetectable
® Undetectable faults due to:

*» Re enmwaz ppi tféamiot N d

“*Redundant logic _
Hazar-free multiplexe

5—01—[>oi Good cki/Faulty ckt has undetectable faults
1 |\ 1 } response due to recconeeggent
A '\ fanout andedundanc
co#licf"o 0 y
0 1/0 . AB
= 1 10 }mw
1 sago| oA D
1{ 0L\ Y O
1
373 ()
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Undetectable Faults (cont.)

Minimize circuit to remove redundancy & these faults

“*Undetectable fault may not effect circuit operation
Wasted area

“»Undetectable fault slows down fault simulation
All test vectors are simulated (no fault dropping)

Sometimes undetectable faults are unavoit
*»» Hazard#feseonrocuiss
Glitch-free clock multiplexing
“*Initialization circuitry
Poweruwppessatts
Global resets

“»Use these circuits sparingly to minimize undetectable faults
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Potentially Detected Faults

Due to undefined logic valueb (X,2,3

“*An artifact of logic simulation
Can be a 0 or a 1 but simulator doesn’t know

Used for unkiitiadiizeld dgopc
“* Faults preventing initialization produtkeX,2,3
Potential detect fault if gocckl = 1/0 & faultyckl =U,X,2,:
“» Potential detect faults may be detected by other vectors

“» Probability of detection of a fauilt # potential detects
For high data activity, otherwise probability = 0.5

“*In real circuit, fault may/may not be detected
Depends on powearpuyahadué &adatachieityity

“*In simulation, PDFs also show up as undetected faults
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Potentially Detected Faults (cont.)

Examples of potentially detected fault
Select input to MUX stuck-ait-0
“* Flip-flop cannot be initialized

Clock stuck-aD@addstociat-1 } oo
< Flip-flop cannot be initializer  sel -
3 potentially detected faults cik 520 >

< High detection probability for  sa0/sa1
High data activity ors8k&& Dim
High clock frequency

“* Otherwise these may not be detected
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Fault Coverage Revisited
® Given a set of test vectors, each fault in fault set can be:

\/
0‘0

» Targeted faults and faults “accidentally” detected

+* X = undetectable faults
» There are\NO test vectors that can detect these faults

“+U = undetected faults
» Could not find vector to detect faultsut there could be sorme

» P = potentially detected faults (PDF)
» Also included inU

»T=total faults =D + X+ U
® Fault coverage =+P/2)I' T
“*Detectable FC =i+ P/2)/ (T - X)

> Note: assumes PDF detection probability = 0.5
C. Stroud 9/09 Fault Models, Detection & Simulation 03



Testability Tidbits

A set of test vectors is said to Nedetectable if all faults
are detected at leaNttimes withN different test vectors

“*The higher the value M the higher the fault coverage
for fault models

In the absence of global presets/regeip éxpeegneagnce)
“»testability] initializability
“»difficult to initialize subcircuit: = difficult to tes

“*therefore, logic simulation gives early indication of
difficult to test portions of design

logic simulation provides cheap testability analysis
Logic gates are 100% testable & easily testable
“* Therefore, testability problems come from design

the way designers interconnect the gates

“*Hence, the need for Design for Testability
C. Stroud 9/09 Fault Models, Detection & Simulation 13



