
Fault Models, Detection & Simulation Fault Models, Detection & Simulation -- OrganizationOrganization
�� Testing & Fault SimulationTesting & Fault Simulation
�� Fault Models & DetectionFault Models & Detection

�� Single vs. Multiple Fault ModelsSingle vs. Multiple Fault Models
�� Gate Level FaultsGate Level Faults

�� Equivalent Faults & CollapsingEquivalent Faults & Collapsing

�� Transistor Level FaultsTransistor Level Faults
�� Equivalent Faults & CollapsingEquivalent Faults & Collapsing

�� Bridging FaultsBridging Faults
�� Bridging Fault ExtractionBridging Fault Extraction
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�� Bridging Fault ExtractionBridging Fault Extraction

�� Delay FaultsDelay Faults
�� Fault Detection & Fault CoverageFault Detection & Fault Coverage

�� Controllability & Controllability & ObservabilityObservability
�� Path SensitizationPath Sensitization
�� Undetectable & Potentially Detected Faults Undetectable & Potentially Detected Faults 
�� Fault CoverageFault Coverage
�� NN--DetectabilityDetectability



Fault SimulationFault Simulation
�� Fault simulation similar to testing processFault simulation similar to testing process

��evaluates fault detection capabilities of a set of test patternsevaluates fault detection capabilities of a set of test patterns
��Fault coverage = percentage of faults detected by set of test vectorsFault coverage = percentage of faults detected by set of test vectors

�� Fault simulators: Fault simulators: 
��emulate faultsemulate faults
��compare output response to known good circuit output responsecompare output response to known good circuit output response

��For a given set of input test patternsFor a given set of input test patterns
��At least one mismatch At least one mismatch ⇒⇒ fault is detectedfault is detected
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��At least one mismatch At least one mismatch ⇒⇒ fault is detectedfault is detected
��No mismatches No mismatches ⇒⇒ fault is not detectedfault is not detected
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Fault DetectionFault Detection

�� Fault detection requires:Fault detection requires:
��observation of an error (from the fault) at a primary outputobservation of an error (from the fault) at a primary output

�� observabilityobservability of the fault siteof the fault site
��The ease at which we can observe the fault behaviorThe ease at which we can observe the fault behavior

�� input stimuli that creates an error as a result of faultinput stimuli that creates an error as a result of fault
�� controllabilitycontrollability of the fault siteof the fault site
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�� controllabilitycontrollability of the fault siteof the fault site
��The ease at which we can control the fault behaviorThe ease at which we can control the fault behavior

�� controllabilitycontrollability of path from fault site to primary outputof path from fault site to primary output
��Also considered part of Also considered part of observabilityobservability

�� Testability of fault Testability of fault ∝∝ controllabilitycontrollability & & observabilityobservability of siteof site
�� Circuit testability Circuit testability ∝∝ overall circuit overall circuit controllabilitycontrollability & & observabilityobservability



Fault Coverage (simple view)Fault Coverage (simple view)

�� Given a set of test vectors, each fault in the fault set Given a set of test vectors, each fault in the fault set 
for the circuit can be:for the circuit can be:

��D D = detected faults= detected faults
�� Targeted faults and faults “accidentally” detectedTargeted faults and faults “accidentally” detected

��U U = undetected faults= undetected faults
�� Could not find a vector to detect faultCould not find a vector to detect fault
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�� Could not find a vector to detect faultCould not find a vector to detect fault

��But there might be one not included in vector setBut there might be one not included in vector set

��T T = total faults= total faults = = DD + + UU

��Fault coverageFault coverage = = DD / / TT
��For that specific set of  test vectorsFor that specific set of  test vectors

�� Also referred to as Also referred to as fault gradingfault grading



Fault SimulationFault Simulation
�� Fault simulation time:Fault simulation time:

��Circuit must be simulated for each faultCircuit must be simulated for each fault
��NN faults faults ⇒⇒ NNsimulations of circuitsimulations of circuit

��Fault simulation speedFault simulation speed--up by:up by:
��Simulation of a given fault ends on detectionSimulation of a given fault ends on detection

��called fault droppingcalled fault dropping

��Parallel fault simulation emulates 1 fault/bit of computer wordParallel fault simulation emulates 1 fault/bit of computer word
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��Statistical fault samplingStatistical fault sampling
��>1000 samples gives good estimate of fault coverage>1000 samples gives good estimate of fault coverage
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Simulation TimeSimulation Time
�� Logic simulationLogic simulation

�� TTvecvec×× NNvecvec

��TTvecvec= time to simulate one vector= time to simulate one vector
��NNvecvec= number of vectors= number of vectors

�� Serial fault simulationSerial fault simulation
�� Worst case (no faults dropping):Worst case (no faults dropping):

��NNfltflt = number of faults= number of faults
�� Best case (faults dropping): Best case (faults dropping): ∑ ×

fltN

NT

fltvecvec NNT ××

�� Best case (faults dropping): Best case (faults dropping): 
��NvecNvecii = number of vectors until fault = number of vectors until fault ii is detectedis detected

�� Parallel fault simulation (simulate sets of Parallel fault simulation (simulate sets of PPfltflt faults in parallel)faults in parallel)
�� Worst case (no faults dropping):  Worst case (no faults dropping):  

��PPfltflt = number of faults emulated in parallel= number of faults emulated in parallel
��Number of bits in computer integer or longNumber of bits in computer integer or long

�� Best case (faults dropping): Best case (faults dropping): 
��N’vecN’vecii = number of vectors until last fault in set is detected= number of vectors until last fault in set is detected
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Fault ModelsFault Models
�� A good fault model has 2 requirements:A good fault model has 2 requirements:

1.1. accurately reflects the behavior of a physical defectaccurately reflects the behavior of a physical defect
2.2. is computationally efficient with respect to simulationis computationally efficient with respect to simulation
�� Single fault model (aka “assumption”) used for # 2Single fault model (aka “assumption”) used for # 2

�� Current common fault models include:Current common fault models include:
�� Gate level stuckGate level stuck--at faultsat faults

�� StuckStuck--atat--0 (sa0) & stuck0 (sa0) & stuck--atat--1 (sa1)1 (sa1)
�� Transistor level stuck faultsTransistor level stuck faults

C. Stroud 9/09 Fault Models, Detection & Simulation 7

�� Transistor level stuck faultsTransistor level stuck faults
�� StuckStuck--on (stuckon (stuck--closed) & stuckclosed) & stuck--off (stuckoff (stuck--open)open)

�� Bridging faults (shorts between wires)Bridging faults (shorts between wires)
�� WiredWired--AND & wiredAND & wired--OROR
�� Dominant (one driving source dominates the other)Dominant (one driving source dominates the other)

�� Note: opens in wires typically covered by stuckNote: opens in wires typically covered by stuck--faultsfaults
�� Delay faultsDelay faults

�� Excessive delay in a transition, a gate, or a pathExcessive delay in a transition, a gate, or a path
�� Known as transition, gate, or path delay fault, respectivelyKnown as transition, gate, or path delay fault, respectively



Single vs. Multiple Fault ModelsSingle vs. Multiple Fault Models
�� AssumeAssume

��NN= number of fault sites = number of fault sites 
��KK = number of possible faults per site= number of possible faults per site

�� Single vs. multiple fault modelsSingle vs. multiple fault models
��Single Single -- there can be only one fault at a timethere can be only one fault at a time

�� # Possible Faulty Circuits = # Possible Faulty Circuits = KK××NN
��Less accurate but more efficient to simulateLess accurate but more efficient to simulate
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��Less accurate but more efficient to simulateLess accurate but more efficient to simulate

��Multiple Multiple -- there any number of faults at a timethere any number of faults at a time
�� # Possible Faulty Circuits = (# Possible Faulty Circuits = (KK+1)+1)NN--11

��The The --1 circuit is the fault1 circuit is the fault--free circuitfree circuit
��More accurate but cannot possibly simulate all fault groupsMore accurate but cannot possibly simulate all fault groups

��Statistical fault sampling is only practical solutionStatistical fault sampling is only practical solution

�� High single Fault Coverage (FC) High single Fault Coverage (FC) ⇒⇒ high multiple FChigh multiple FC
��In general, 100% single FC In general, 100% single FC ⇒⇒ > 98% multiple FC> 98% multiple FC



Gate Level StuckGate Level Stuck--at Fault Modelat Fault Model
�� Gate inputs or outputs can be:Gate inputs or outputs can be:

��StuckStuck--atat--0 (sa0)0 (sa0)
��As if input or output were disconnected and tied low to As if input or output were disconnected and tied low to VssVss

��StuckStuck--atat--1 (sa1)1 (sa1)
��As if input or output were disconnected and tied high to As if input or output were disconnected and tied high to VddVdd

�� fault site denoted by ‘fault site denoted by ‘XX’ with ‘’ with ‘ sa0sa0’ or ‘’ or ‘sa1sa1’ ’ 
��Note: there is no feedback of fault value from fault site!Note: there is no feedback of fault value from fault site!

�� Also known as line stuckAlso known as line stuck--at fault modelat fault model
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�� Also known as line stuckAlso known as line stuck--at fault modelat fault model
��Any line can be sa0 or sa1Any line can be sa0 or sa1
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Gate Level Equivalent Faults and Fault CollapsingGate Level Equivalent Faults and Fault Collapsing

�� Equivalent faults are indistinguishable & can be collapsedEquivalent faults are indistinguishable & can be collapsed
��1 fault in set of equivalent faults represents all in set1 fault in set of equivalent faults represents all in set
��Fewer faults to simulation Fewer faults to simulation ⇒⇒ faster fault simulationsfaster fault simulations

�� Gate level collapsingGate level collapsing
��ANDAND ((NANDNAND) gates) gates

��Any input sa0 = output Any input sa0 = output sa0sa0((sa1sa1))
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��# Collapsed Faults = # Collapsed Faults = II + 2 (where + 2 (where II = # inputs)= # inputs)

��OROR((NORNOR) gates) gates
��Any input sa1 = output Any input sa1 = output sa1sa1((sa0sa0))

��# Collapsed Faults = # Collapsed Faults = II + 2 (where + 2 (where II = # inputs)= # inputs)

��INVERTERINVERTER
�� Input Input sa0sa0((sa1sa1) = output ) = output sa1sa1((sa0sa0))

��# Collapsed Faults = 2# Collapsed Faults = 2



Gate Level Equivalent Faults and Fault CollapsingGate Level Equivalent Faults and Fault Collapsing

Collapsed fault setCollapsed fault set
Z sa0 = A sa0 = B sa0Z sa0 = A sa0 = B sa0

Collapsed fault setCollapsed fault set
Z sa1 = A sa1 = B sa1Z sa1 = A sa1 = B sa1

Collapsed fault setCollapsed fault set
Z sa1 = A sa0Z sa1 = A sa0
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Z sa0 = A sa0 = B sa0Z sa0 = A sa0 = B sa0
Z sa1Z sa1
A sa1A sa1
B sa1B sa1

AB  Z Asa0 Asa1 Bsa0 Bsa1 Zsa0 Zsa1
0 0   0     0       0       0       0       0      1
0 1   0     0       1       0       0       0      1
1 0   0     0       0       0       1       0      1
1 1   1     0       1       0       1       0      1

AB  Z Asa0 Asa1 Bsa0 Bsa1 Zsa0 Zsa1
0 0   0     0       0       0       0       0      1
0 1   0     0       1       0       0       0      1
1 0   0     0       0       0       1       0      1
1 1   1     0       1       0       1       0      1

ANDAND

AB  Z Asa0 Asa1 Bsa0 Bsa1 Zsa0 Zsa1
0 0   0     0       0       0       0       0      1
0 1   0     0       1       0       0       0      1
1 0   0     0       0       0       1       0      1
1 1   1     0       1       0       1       0      1

AND

Z sa1 = A sa1 = B sa1Z sa1 = A sa1 = B sa1
Z sa0Z sa0
A sa0A sa0
B sa0B sa0

AB   Z Asa0 Asa1 Bsa0 Bsa1 Zsa0 Zsa1
0 0    0    0        1       0       1       0      1
0 1    1    1        1       0       1       0      1
1 0    1    0        1       1       1       0      1
1 1    1    1        1       1       1       0      1

AB   Z Asa0 Asa1 Bsa0 Bsa1 Zsa0 Zsa1
0 0    0    0        1       0       1       0      1
0 1    1    1        1       0       1       0      1
1 0    1    0        1       1       1       0      1
1 1    1    1        1       1       1       0      1

OROR

AB   Z Asa0 Asa1 Bsa0 Bsa1 Zsa0 Zsa1
0 0    0    0        1       0       1       0      1
0 1    1    1        1       0       1       0      1
1 0    1    0        1       1       1       0      1
1 1    1    1        1       1       1       0      1

OR

A  Z Asa0 Asa1 Zsa0 Zsa1
0   1     1       0       0       1
1   0     1       0       0       1

A  Z Asa0 Asa1 Zsa0 Zsa1
0   1     1       0       0       1
1   0     1       0       0       1

INVERTERINVERTER

A  Z Asa0 Asa1 Zsa0 Zsa1
0   1     1       0       0       1
1   0     1       0       0       1

INVERTER

Z sa1 = A sa0Z sa1 = A sa0
Z sa0 = A sa1Z sa0 = A sa1



Structural Equivalent Faults and Fault CollapsingStructural Equivalent Faults and Fault Collapsing
Cannot collapse faults at fanCannot collapse faults at fan--out stem sinceout stem since
it would violate single stuckit would violate single stuck--at fault modelat fault model

FanFan--out stem sa1 = K sa1 & J sa1out stem sa1 = K sa1 & J sa1
FanFan--out stem sa0 = K sa0 & j sa0out stem sa0 = K sa0 & j sa0 CC

ZZ

sa1sa1
xx

sa0sa0
sa1sa1
xx

sa0sa0sa0sa0
xx

sa1sa1
sa0sa0
xx

sa1sa1

sa1sa1
xx

sa0sa0

AA
sa0sa0
xx

sa1sa1
sa0sa0
xx

sa1sa1sa1sa1

FanFan--out Stemout Stem KK

CC

ZZ

sa1sa1
xx

sa0sa0
sa1sa1
xx

sa0sa0sa0sa0
xx

sa1sa1
sa0sa0
xx

sa1sa1

sa1sa1
xx

sa0sa0

AA
sa0sa0
xx

sa1sa1
sa0sa0
xx

sa1sa1sa1sa1

FanFan--out Stemout Stem KK

# collapsed faults = 12# collapsed faults = 12

C. Stroud 9/09 Fault Models, Detection & Simulation 12

ZZ
sa0sa0
xx

sa1sa1

sa1sa1
xx

sa0sa0
AA

sa1sa1
xx

sa0sa0

sa0sa0
xx

sa1sa1
ZZ

sa0sa0
xx

sa1sa1

sa1sa1
xx

sa0sa0
AA

sa1sa1
xx

sa0sa0

sa0sa0
xx

sa1sa1

Only 2 collapsed faults for inverter chain (Z sa0 & Z sa1)Only 2 collapsed faults for inverter chain (Z sa0 & Z sa1)

DD

ZZ

sa0sa0
xx

sa1sa1
sa0sa0
xx

sa1sa1sa1sa1
xx

sa0sa0

sa1sa1 sa0sa0
BB

sa1sa1sa1sa1
xx

sa0sa0 JJ

DD

ZZ

sa0sa0
xx

sa1sa1
sa0sa0
xx

sa1sa1sa1sa1
xx

sa0sa0

sa1sa1 sa0sa0
BB

sa1sa1sa1sa1
xx

sa0sa0 JJ



Collapsed vs. Uncollapsed Gate Level Fault SetsCollapsed vs. Uncollapsed Gate Level Fault Sets

�� For a given circuit (assuming elementary logic gates)For a given circuit (assuming elementary logic gates)

��# # uncollapseduncollapsed faults = 2(faults = 2(GG + + GGII))
�� GG= total # gates= total # gates

�� GGII = total # gate inputs= total # gate inputs

��# collapsed faults = 2(# collapsed faults = 2(OOPP + + FFSS) + ) + GGII -- NNII

�� OOPP = # primary outputs= # primary outputs
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�� FFSS= # fan= # fan--out stems out stems 

�� NNII = # inverters= # inverters

��Typically # collapsed Typically # collapsed fltsflts≈≈ ½½# # uncollapseduncollapsed fltsflts

�� Should faults be collapsed?Should faults be collapsed?

��YESYES: for TPG and fault simulation (more efficient): for TPG and fault simulation (more efficient)

��NONO: for computing fault coverage (more accurate): for computing fault coverage (more accurate)
��But longer fault simulation timesBut longer fault simulation times



Gate Level Fault DetectionGate Level Fault Detection

Collapsed fault setCollapsed fault set
Z sa0 = A sa0 = B sa0Z sa0 = A sa0 = B sa0
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Z sa0 = A sa1Z sa0 = A sa1
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AB  Z Asa0 Asa1 Bsa0 Bsa1 Zsa0 Zsa1AB  Z Asa0 Asa1 Bsa0 Bsa1 Zsa0 Zsa1
0 0  0     0        0       0       0       0      10 0  0     0        0       0       0       0      1
0 1  0     0        1       0       0       0      10 1  0     0        1       0       0       0      1
1 0  0     0        0       0       1       0      11 0  0     0        0       0       1       0      1
1 1  1     0        1       0       1       0      11 1  1     0        1       0       1       0      1

ANDAND

AB  Z Asa0 Asa1 Bsa0 Bsa1 Zsa0 Zsa1AB  Z Asa0 Asa1 Bsa0 Bsa1 Zsa0 Zsa1
0 0  0     0        1       0       1       0      10 0  0     0        1       0       1       0      1
0 1  1     1        1       0       1       0      10 1  1     1        1       0       1       0      1
1 0  1     0        1       1       1       0      11 0  1     0        1       1       1       0      1
1 1  1     1        1       1       1       0      11 1  1     1        1       1       1       0      1

OROR

A  Z Asa0 Asa1 Zsa0 Zsa1A  Z Asa0 Asa1 Zsa0 Zsa1
0   1     1       0       0       10   1     1       0       0       1
1   0     1       0       0       11   0     1       0       0       1

INVERTERINVERTERAB  Z Asa0 Asa1 Bsa0 Bsa1 Zsa0 Zsa1AB  Z Asa0 Asa1 Bsa0 Bsa1 Zsa0 Zsa1
0 0  0     0        0       0       0       0      10 0  0     0        0       0       0       0      1
0 1  0     0        1       0       0       0      10 1  0     0        1       0       0       0      1
1 0  0     0        0       0       1       0      11 0  0     0        0       0       1       0      1
1 1  1     0        1       0       1       0      11 1  1     0        1       0       1       0      1

ANDAND

AB  Z Asa0 Asa1 Bsa0 Bsa1 Zsa0 Zsa1AB  Z Asa0 Asa1 Bsa0 Bsa1 Zsa0 Zsa1
0 0  0     0        1       0       1       0      10 0  0     0        1       0       1       0      1
0 1  1     1        1       0       1       0      10 1  1     1        1       0       1       0      1
1 0  1     0        1       1       1       0      11 0  1     0        1       1       1       0      1
1 1  1     1        1       1       1       0      11 1  1     1        1       1       1       0      1

OROR

A  Z Asa0 Asa1 Zsa0 Zsa1A  Z Asa0 Asa1 Zsa0 Zsa1
0   1     1       0       0       10   1     1       0       0       1
1   0     1       0       0       11   0     1       0       0       1

INVERTERINVERTER

Minimum Set of Test VectorsMinimum Set of Test Vectors
0101
1010
1111

Minimum Set of Test VectorsMinimum Set of Test Vectors
00
11

Minimum Set of Test VectorsMinimum Set of Test Vectors
0000
0101
1010



Minimum Set of Test Vectors for Gate Level FaultsMinimum Set of Test Vectors for Gate Level Faults
�� Inverter requires both input logic values (0 and 1)Inverter requires both input logic values (0 and 1)

�� # vectors = 2# vectors = 2
�� NN--input AND or NAND gateinput AND or NAND gate

�� # vectors = # vectors = NN+ 1+ 1
��All 1sAll 1s
��Walk 0 through a field of 1sWalk 0 through a field of 1s

�� NN--input OR input OR ororNOR gateNOR gate
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�� NN--input OR input OR ororNOR gateNOR gate
�� # vectors = # vectors = NN+ 1+ 1

��All 0sAll 0s
��Walk 1 through a field of 0sWalk 1 through a field of 0s

�� XOR XOR in not an in not an elementary logic gate (elementary logic gate (made from multiple gatesmade from multiple gates))
��# faults depends on construction of gate# faults depends on construction of gate

��3 vectors required for pin faults {01, 10, and 00 3 vectors required for pin faults {01, 10, and 00 oror 11}11}
��All 4 vectors required for internal faultsAll 4 vectors required for internal faults



Transistor Level Fault ModelTransistor Level Fault Model

�� Transistor can be:Transistor can be:

��StuckStuck--on (a.k.a. stuckon (a.k.a. stuck--short)short)
��Can result in excessive ICan result in excessive IDDQDDQ

��StuckStuck--off (a.k.a. stuckoff (a.k.a. stuck--open)open)
��Can result in “memory” node (logic gate Can result in “memory” node (logic gate ⇒⇒ latch)latch)

�� Gate level fault model accurate for NMOS but not for CMOSGate level fault model accurate for NMOS but not for CMOS
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VddVdd
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AA BB

BB

ZZ

22--inputinput
NANDNAND

VssVss

VddVdd

AA

AA BB

BB

ZZ

22--inputinput
NANDNAND
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�� Gate level fault model accurate for NMOS but not for CMOSGate level fault model accurate for NMOS but not for CMOS

��1 gate input stuck1 gate input stuck--at = 2 transistors stuckat = 2 transistors stuck--at in CMOSat in CMOS

VssVss

VddVdd

AA

AA BB

BB

ZZ

B NFETB NFET
stuckstuck--offoff

VssVss

VddVdd

AA

AA BB

BB

ZZ

B NFETB NFET
stuckstuck--offoff

Z

VssVss

VddVdd

AA

AA BB

BB B NFETB NFET
stuckstuck--onon

VssVss

VddVdd

AA

AA BB

BB B NFETB NFET
stuckstuck--onon

A    PFET  A   NFET  B    PFET  B   NFETA    PFET  A   NFET  B    PFET  B   NFET
AB  Z  sAB  Z  s--on son s--off  soff  s--on son s--off   soff   s--on son s--off  soff  s--on son s--offoff
00   1     1      1       1  00   1     1      1       1  1        1      1        11        1      1        1 11
01   1     1   01   1     1   memmem IIDDQ DDQ 1        1      1        1 1        1      1        1 11
10   1     1      1       1       1        1   10   1     1      1       1       1        1   memmem IIDDQ DDQ 11
11   0  I11   0  IDDQDDQ 0       0    0       0    memmem IIDDQDDQ 0        0   0        0   memmem

A    PFET  A   NFET  B    PFET  B   NFETA    PFET  A   NFET  B    PFET  B   NFET
AB  Z  sAB  Z  s--on son s--off  soff  s--on son s--off   soff   s--on son s--off  soff  s--on son s--offoff
00   1     1      1       1  00   1     1      1       1  1        1      1        11        1      1        1 11
01   1     1   01   1     1   memmem IIDDQ DDQ 1        1      1        1 1        1      1        1 11
10   1     1      1       1       1        1   10   1     1      1       1       1        1   memmem IIDDQ DDQ 11
11   0  I11   0  IDDQDDQ 0       0    0       0    memmem IIDDQDDQ 0        0   0        0   memmem



Transistor Level Fault Equivalence & CollapsingTransistor Level Fault Equivalence & Collapsing

�� StuckStuck--off faults in series transistors are equivalentoff faults in series transistors are equivalent

�� StuckStuck--on faults in parallel transistors are equivalenton faults in parallel transistors are equivalent

�� # collapsed transistor faults = 2# collapsed transistor faults = 2TT -- NNserser+ + GGserser-- NNparpar + + GGparpar

��NNserser= total # series transistors= total # series transistors

��GGserser= total # groups of series transistors= total # groups of series transistors

��NN = total # parallel transistors= total # parallel transistors
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��NNparpar = total # parallel transistors= total # parallel transistors

��GGparpar = total # groups of parallel transistors= total # groups of parallel transistors

VssVss

VddVdd

AA

AA BB

BB

ZZ

22--inputinput
NANDNAND

# collapsed faults = 6# collapsed faults = 6
A PFET sA PFET s--on = B PFET son = B PFET s--onon
A NFET sA NFET s--off = B NFET soff = B NFET s--offoff
A PFET sA PFET s--offoff
B PFET sB PFET s--offoff
A NFET sA NFET s--onon
B NFET sB NFET s--onon

VssVss

VddVdd

AA

AA BB

BB

ZZ

22--inputinput
NANDNAND

# collapsed faults = 6# collapsed faults = 6
A PFET sA PFET s--on = B PFET son = B PFET s--onon
A NFET sA NFET s--off = B NFET soff = B NFET s--offoff
A PFET sA PFET s--offoff
B PFET sB PFET s--offoff
A NFET sA NFET s--onon
B NFET sB NFET s--onon



Transistor Level Fault DetectionTransistor Level Fault Detection

�� Transistor fault detection more difficult than gate levelTransistor fault detection more difficult than gate level

��StuckStuck--on faults on faults 
��Voltage divider may not produce incorrect logic valuesVoltage divider may not produce incorrect logic values

��Monitoring IMonitoring IDDQDDQ is best approachis best approach

��Small currents may be lost in leakage of  > 2M transistorsSmall currents may be lost in leakage of  > 2M transistors

��StuckStuck--off faultsoff faults Vectors to detect:Vectors to detect:
A PFET stuckA PFET stuck--offoff
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��StuckStuck--off faultsoff faults
��Will produce wrong logic values, Will produce wrong logic values, butbut

��Need ordered set of 2 vectors to detect Need ordered set of 2 vectors to detect 

A    PFET  A   NFET  B    PFET  B   NFETA    PFET  A   NFET  B    PFET  B   NFET
AB  Z  sAB  Z  s--on son s--off  soff  s--on son s--off   soff   s--on son s--off  soff  s--on son s--offoff
00   1     1      1       1  00   1     1      1       1  1        1      1        11        1      1        1 11
01   1     1   01   1     1   memmem IIDDQ DDQ 1        1      1        1 1        1      1        1 11
10   1     1      1       1       1        1   10   1     1      1       1       1        1   memmem IIDDQ DDQ 11
11   0  I11   0  IDDQDDQ 0       0    0       0    memmem IIDDQDDQ 0        0   0        0   memmem

A    PFET  A   NFET  B    PFET  B   NFETA    PFET  A   NFET  B    PFET  B   NFET
AB  Z  sAB  Z  s--on son s--off  soff  s--on son s--off   soff   s--on son s--off  soff  s--on son s--offoff
00   1     1      1       1  00   1     1      1       1  1        1      1        11        1      1        1 11
01   1     1   01   1     1   memmem IIDDQ DDQ 1        1      1        1 1        1      1        1 11
10   1     1      1       1       1        1   10   1     1      1       1       1        1   memmem IIDDQ DDQ 11
11   0  I11   0  IDDQDDQ 0       0    0       0    memmem IIDDQDDQ 0        0   0        0   memmem

VssVss

VddVdd

AA

AA BB

BB

ZZ

22--inputinput
NANDNAND

VssVss

VddVdd

AA

AA BB

BB

ZZ

22--inputinput
NANDNAND

A PFET stuckA PFET stuck--offoff
11 11 -- to get Z=0to get Z=0
01 01 -- to detect Z=0to detect Z=0
B PFET stuckB PFET stuck--offoff
11 11 -- to get Z=0to get Z=0
10 10 -- to detect Z=0to detect Z=0
A/B NFETs sA/B NFETs s--offoff
0x or x0 0x or x0 -- to get Z=1to get Z=1
11 to detect Z=111 to detect Z=1
Min. #vectors = 4Min. #vectors = 4
detects sdetects s--on w/ Ion w/ IDDQDDQ



Bridging Fault ModelsBridging Fault Models
�� Two common models for wires shorted together:Two common models for wires shorted together:

��WiredWired--AND/WiredAND/Wired--ORORfault modelfault model
��Shorted wires perform logical AND or logical ORShorted wires perform logical AND or logical OR
��Developed for bipolar technologyDeveloped for bipolar technology

��DominantDominantfault modelfault model
��Stronger driving gate dominates the short Stronger driving gate dominates the short 
��More accurate for MOS technologyMore accurate for MOS technology

�� Two faults per fault siteTwo faults per fault site
��For For NNnets, # pairnets, # pair--wise bridging faults = wise bridging faults = N N 2 2 --NN
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��For For NNnets, # pairnets, # pair--wise bridging faults = wise bridging faults = N N 2 2 --NN
�� No fault equivalence No fault equivalence ⇒⇒ no fault collapsingno fault collapsing
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Bridging Fault DetectionBridging Fault Detection

�� WiredWired--AND/WiredAND/Wired--OR faultsOR faults

�� 1 vector (01 or 10) with 2 outputs (A’ and B’), 1 vector (01 or 10) with 2 outputs (A’ and B’), oror

�� 1 output (A’ or B’) with 2 vectors (01 and 10)1 output (A’ or B’) with 2 vectors (01 and 10)

�� Dominant faultsDominant faults

�� 1 vector (01 or 10) with 2 outputs (A’ and B’)1 vector (01 or 10) with 2 outputs (A’ and B’)
��Harder to detect that WiredHarder to detect that Wired--AND/OR (AND/OR (less observableless observable))
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��Harder to detect that WiredHarder to detect that Wired--AND/OR (AND/OR (less observableless observable))

��Detecting all dominant BFs Detecting all dominant BFs ⇒⇒ detects all Wireddetects all Wired--AND/OR BFsAND/OR BFs
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Wired-OR fault modelWired-OR fault model

A
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A’

B’
Wired-AND fault model

A

B

A’

B’
Wired-OR fault model

AB   A’B’ WAND WOR AdomB BdomA
00    0 0       0 0       0 0       0 0        0 0 
01    0 1       0 0       1 1       0 0        1 1
10    1 0       0 0       1 1       1 1        0 0
11    1 1       1 1       1 1       1 1        1 1

AB   A’B’ WAND WOR AdomB BdomA
00    0 0       0 0       0 0       0 0        0 0 
01    0 1       0 0       1 1       0 0        1 1
10    1 0       0 0       1 1       1 1        0 0
11    1 1       1 1       1 1       1 1        1 1

AB   A’B’ WAND WOR AdomB BdomA
00    0 0       0 0       0 0       0 0        0 0 
01    0 1       0 0       1 1       0 0        1 1
10    1 0       0 0       1 1       1 1        0 0
11    1 1       1 1       1 1       1 1        1 1



A Newer Bridging Fault ModelA Newer Bridging Fault Model
�� DominantDominant--AND/DominantAND/Dominant--OR (aka 4OR (aka 4--way BF model):way BF model):

��Stronger driving gate dominates short for only one logic valueStronger driving gate dominates short for only one logic value
��Behavior has been observed in ASICs and FPGAsBehavior has been observed in ASICs and FPGAs

��Disadvantage: 4 faults per fault siteDisadvantage: 4 faults per fault site
��2 vectors (01 and 10) with 2 outputs (A’ and B’)2 vectors (01 and 10) with 2 outputs (A’ and B’)

��Harder to detect than WiredHarder to detect than Wired--AND/OR BF (AND/OR BF (less observableless observable))

��Detecting all dominantDetecting all dominant--AND/OR BFs AND/OR BFs ⇒⇒ detects all dominant detects all dominant 
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��Detecting all dominantDetecting all dominant--AND/OR BFs AND/OR BFs ⇒⇒ detects all dominant detects all dominant 
BFs and all WiredBFs and all Wired--AND/OR BFsAND/OR BFs
Dominant-AND fault modelDominant-AND fault model

Dominant-OR fault modelDominant-OR fault model
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A Dom-AND BA Dom-AND B
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B Dom-AND AB Dom-AND A
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AB   A’B’ AdandB BdandA AdorB BdorA
00    0 0       0 0         0 0         0 0        0 0 
01    0 1       0 0         0 1         0 1        1 1
10    1 0       1 0         0 0         1 1        1 0
11    1 1       1 1         1 1         1 1        1 1

AB   A’B’ AdandB BdandA AdorB BdorA
00    0 0       0 0         0 0         0 0        0 0 
01    0 1       0 0         0 1         0 1        1 1
10    1 0       1 0         0 0         1 1        1 0
11    1 1       1 1         1 1         1 1        1 1

AB   A’B’ AdandB BdandA AdorB BdorA
00    0 0       0 0         0 0         0 0        0 0 
01    0 1       0 0         0 1         0 1        1 1
10    1 0       1 0         0 0         1 1        1 0
11    1 1       1 1         1 1         1 1        1 1



Bridging Fault ExtractionBridging Fault Extraction
�� Considering all possible shorts between any two wires is not practicalConsidering all possible shorts between any two wires is not practical

�� Large number of faults to simulateLarge number of faults to simulate
�� For For NNwires, number of possible fault sites = wires, number of possible fault sites = NN--choosechoose--2 = (2 = (NN22--NN)/2)/2

��# # faultsfaults= N= N22--N N for dominant and wiredfor dominant and wired--AND/OR bridging faultsAND/OR bridging faults
��# # faultsfaults= = 2(2(NN22--NN) for dominant) for dominant--AND/OR bridging faultsAND/OR bridging faults

�� But wires at opposite sides of IC or PCB not likely to shortBut wires at opposite sides of IC or PCB not likely to short
�� Capacitance extraction identifies those wires most likely to shortCapacitance extraction identifies those wires most likely to short

�� Parallel plate capacitance, Parallel plate capacitance, C = C = εεA/dA/d
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�� Parallel plate capacitance, Parallel plate capacitance, C = C = εεA/dA/d
�� Proportional to area of parallelism, Proportional to area of parallelism, AA
�� Inversely proportional to distance between wires, Inversely proportional to distance between wires, dd
�� Also proportional to probability of bridging faultAlso proportional to probability of bridging fault

�� Weighted fault coverage Weighted fault coverage FCFCWBFWBF

�� More accurate FCMore accurate FC
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Bridging Fault DetectionBridging Fault Detection
�� High gateHigh gate--level stucklevel stuck--at FC traditionally assumed to give high BFCat FC traditionally assumed to give high BFC

�� Shown to be true for general sequential logicShown to be true for general sequential logic

�� Shown not true for nonShown not true for non--decoded multiplexerdecoded multiplexer--based routing resourcesbased routing resources
�� Stroud, et. al. “Stroud, et. al. “Bridging Fault Extraction from Physical Design Data for Bridging Fault Extraction from Physical Design Data for 

Manufacturing Test Development”, ITC’00Manufacturing Test Development”, ITC’00

�� Cypress Delta 39K CPLD manufacturing testsCypress Delta 39K CPLD manufacturing tests
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Fault DetectionFault Detection
Recall:Recall:
�� Fault detection requires:Fault detection requires:

��observation of an error (from fault) at a primary outputobservation of an error (from fault) at a primary output
�� observabilityobservability of the fault siteof the fault site

�� the ease at which we can observe the fault behaviorthe ease at which we can observe the fault behavior

�� input stimuli that creates an error as a result of faultinput stimuli that creates an error as a result of fault
�� controllabilitycontrollability of the fault siteof the fault site
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�� the ease at which we can control the fault behaviorthe ease at which we can control the fault behavior
�� controllabilitycontrollability of path from fault site to primary outputof path from fault site to primary output

�� typically considered part of typically considered part of observabilityobservability

�� But any given fault may be:But any given fault may be:
��DetectableDetectable
��UndetectableUndetectable
��Potentially detectablePotentially detectable



Gate Level Fault Detection Gate Level Fault Detection -- Path SensitizationPath Sensitization

1. At fault site, assign logic value opposite that of stuck1. At fault site, assign logic value opposite that of stuck--at faultat fault

2. From fault site, choose a path to a PO assigning non2. From fault site, choose a path to a PO assigning non--
controlling values to all other inputs to gates in that pathcontrolling values to all other inputs to gates in that path

1 = non1 = non--controlling value for AND/NAND gatescontrolling value for AND/NAND gates

0 = non0 = non--controlling value for OR/NOR gatescontrolling value for OR/NOR gates

3. For all assigned values, back3. For all assigned values, back--trace to PIs selecting input values trace to PIs selecting input values 
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3. For all assigned values, back3. For all assigned values, back--trace to PIs selecting input values trace to PIs selecting input values 
along the way that will produce the assigned valuesalong the way that will produce the assigned values

4. If there is a conflict, repeat Steps 2 & 3 choosing new paths 4. If there is a conflict, repeat Steps 2 & 3 choosing new paths 
and/or values in Step 3and/or values in Step 3

5.5. If no path can be found without conflict, the fault If no path can be found without conflict, the fault may bemay be
undetectable, otherwise values at PIs form test vectorundetectable, otherwise values at PIs form test vector



Undetectable FaultsUndetectable Faults

�� No test vector can detect the faultNo test vector can detect the fault

��Usually difficult to prove a fault is undetectableUsually difficult to prove a fault is undetectable

�� Undetectable faults due to:Undetectable faults due to:

��ReRe--convergent fanconvergent fan--out, out, andand

��Redundant logicRedundant logic

0011 0011
HazardHazard--free multiplexerfree multiplexer
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Undetectable Faults (cont.)Undetectable Faults (cont.)

�� Minimize circuit to remove redundancy & these faultsMinimize circuit to remove redundancy & these faults

��Undetectable fault may not effect circuit operationUndetectable fault may not effect circuit operation
��Wasted areaWasted area

��Undetectable fault slows down fault simulationUndetectable fault slows down fault simulation
��All test vectors are simulated (no fault dropping)All test vectors are simulated (no fault dropping)

�� Sometimes undetectable faults are unavoidableSometimes undetectable faults are unavoidable
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�� Sometimes undetectable faults are unavoidableSometimes undetectable faults are unavoidable

��HazardHazard--free circuitsfree circuits
��GlitchGlitch--free clock multiplexingfree clock multiplexing

��Initialization circuitryInitialization circuitry
��PowerPower--up presetsup presets

��Global resetsGlobal resets

��Use these circuits sparingly to minimize undetectable faultsUse these circuits sparingly to minimize undetectable faults



Potentially Detected FaultsPotentially Detected Faults

�� Due to undefined logic values (Due to undefined logic values (U,X,2,3U,X,2,3))

��An artifact of logic simulationAn artifact of logic simulation
��Can be a 0 or a 1 but simulator doesn’t knowCan be a 0 or a 1 but simulator doesn’t know

��Used for unUsed for un--initialized logicinitialized logic

��Faults preventing initialization produce Faults preventing initialization produce U,X,2,3U,X,2,3

�� Potential detect fault if good Potential detect fault if good cktckt= 1/0 & faulty = 1/0 & faulty cktckt= = U,X,2,3U,X,2,3
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�� Potential detect fault if good Potential detect fault if good cktckt= 1/0 & faulty = 1/0 & faulty cktckt= = U,X,2,3U,X,2,3

��Potential detect faults may be detected by other vectorsPotential detect faults may be detected by other vectors

��Probability of detection of a fault Probability of detection of a fault ∝∝ # potential detects# potential detects
��For high data activity, otherwise probability = 0.5For high data activity, otherwise probability = 0.5

��In real circuit, fault may/may not be detected In real circuit, fault may/may not be detected 
��Depends on powerDepends on power--up value & data activityup value & data activity

��In simulation, PDFs also show up as undetected faultsIn simulation, PDFs also show up as undetected faults



Potentially Detected Faults (cont.)Potentially Detected Faults (cont.)

Examples of potentially detected faultExamples of potentially detected fault

�� Select input to MUX stuckSelect input to MUX stuck--atat--00

��FlipFlip--flop cannot be initializedflop cannot be initialized

�� Clock stuckClock stuck--atat--0 and stuck0 and stuck--atat--11

��FlipFlip--flop cannot be initialized flop cannot be initialized 
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��FlipFlip--flop cannot be initialized flop cannot be initialized 

�� 3 potentially detected faults3 potentially detected faults

��High detection probability forHigh detection probability for
��High data activity on High data activity on SelSel & Din& Din

��High clock frequencyHigh clock frequency

��Otherwise these may not be detectedOtherwise these may not be detected
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Fault Coverage RevisitedFault Coverage Revisited
�� Given a set of test vectors, each fault in fault set can be:Given a set of test vectors, each fault in fault set can be:

��D D = detected faults= detected faults
�� Targeted faults and faults “accidentally” detectedTargeted faults and faults “accidentally” detected

��X X = undetectable faults= undetectable faults
�� There are There are NONO test vectors that can detect these faultstest vectors that can detect these faults

��U U = undetected faults= undetected faults
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�� Could not find vector to detect faults (Could not find vector to detect faults (but there could be somebut there could be some))

��PP= potentially detected faults (PDF)= potentially detected faults (PDF)
�� Also included in Also included in UU

��T T = total faults = = total faults = D D + + XX+ + UU

�� Fault coverageFault coverage = (= (DD++ PP/2)/2) / T/ T

��Detectable FCDetectable FC = (= (DD++ PP/2)/2) // ((T T --XX))
��Note: assumes PDF detection probability = 0.5Note: assumes PDF detection probability = 0.5



Testability TidbitsTestability Tidbits
�� A set of test vectors is said to be A set of test vectors is said to be NN--detectable if all faults detectable if all faults 

are detected at least are detected at least NN times with times with NNdifferent test vectorsdifferent test vectors
��The higher the value of The higher the value of NN the higher the fault coverage the higher the fault coverage 

for for otherother fault modelsfault models
�� In the absence of global presets/resets In the absence of global presets/resets (my experience)(my experience)::

��testability testability ∝∝ initializabilityinitializability
��difficult to initialize difficult to initialize subcircuitssubcircuits⇒⇒ difficult to testdifficult to test
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��difficult to initialize difficult to initialize subcircuitssubcircuits⇒⇒ difficult to testdifficult to test
��therefore, logic simulation gives early indication of therefore, logic simulation gives early indication of 

difficult to test portions of designdifficult to test portions of design
�� logic simulation provides cheap testability analysislogic simulation provides cheap testability analysis

�� Logic gates are 100% testable & easily testableLogic gates are 100% testable & easily testable
��Therefore, testability problems come from design Therefore, testability problems come from design 

�� the way designers interconnect the gatesthe way designers interconnect the gates
��Hence, the need for Design for TestabilityHence, the need for Design for Testability


