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Abstract—A  Built-In  Self-Test (BIST) approach is

presented for the Internal Configuration Access tPormemory, and only 151 in Virtex-5 FPGAs [2].

(ICAP) and Frame Error Correcting Code (ECC) logic
cores embedded in Xilinx Virtex-4 and Virtex-5 &iel
Programmable Gate Arrays (FPGAS).
logic facilitates the detection of Single Event &lsgSEUS)
in the FPGA configuration memory. The ICAP proside
read and write access to the configuration memaoynf
within the FPGA fabric, enabling embedded dynami
reconfiguration and fault-tolerant applications Wwitnemory
scrubbing. Therefore, the fault-free operationttod ICAP
and Frame ECC logic is critical for space and fatdterant
applications that require detection and repair &%. The
BIST approach presented is applicable to all Vileand
Virtex-5 FPGAs for both manufacturing and systewele
testing of the ICAP and Frame ECC logic.

C

10° hours) rates of 246 per million bits of configimat
This
reduction in SEU FIT rate from Virtex-4 to Virtex-5
indicates that Xilinx is designing FPGA configuoati

The Frame ECgnemories to be more robust, as suggested in [$jwenler,

the largest FPGAs currently have configuration meeso
with up to 160 million bits [4]. As a result, somecent
FPGAs, like Virtex-4 and Virtex-5, have incorpoicte
additional logic that enables the detection of SHitushe
configuration memory. This logic can be used
conjunction with user-defined circuitry in the FP@Are to
correct erroneous configuration memory bits thatiitefrom
SEUs [5]. Approaches for on-line SEU detection and
correction for Virtex-4 FPGAs have been proposed5h
and [6] and for Virtex-5 FPGAs in [6] and [7]. Adf these
approaches assume that the embedded specializesl foor

in

The akctuasEU detection, including the Internal Configuratidocess

implementation of the BIST approach in Virtex-4 andpPort (ICAP) and Frame Error Correcting Code (ECC)

Virtex-5 FPGAs and associated experimental resales
discussed'

1 INTRODUCTION

modules, are fault-free.

This paper presents an off-line BIST approach which
completely tests the internal hardware mechanisses tor
SEU detection and correction in the configuratioanmry

The increased use of Field Programmable Gate Arra;/%f Xilinx Virtex-4 and Virtex-5 FPGAs. Since théPBA is

(FPGAs) for implementing digital logic applicatioager the

past two decades has been accompanied by increast

concern about radiation effects; in particular, dffects of
Single Event Upsets (SEUS).

reconfigured for BIST only when testing is desired
uired, there is no area or performance penadtyried by
the system application(s) normally executed in BRGA.

In addition to memoryThe only overhead for the BIST approach is the mgmo

elements, such as flip-flops and random access mesno required to store one additional configuration used

(RAMSs), the contents of the static random accesmang
(SRAM) used as the configuration memory to esthbiie
overall application performed by the FPGA
susceptible to SEUs. An SEU induced bit-flip ie BRAM

configuration memory can alter the functionality tife
FPGA. This makes SEUs of significantly more concier
FPGAs than in traditional application specific onated
circuits (ASICs). Radiation experiments indicalte tSEU
rate in FPGAs increased by a factor of 4.74 whesigte
rules decreased from 600nm to 350nm with a corretipg

reduction in Vcc supply voltage from 5V to 3.3V [1Xilinx

Virtex-4 FPGAs are reported to have SEU FIT (fakiin

1 This work was sponsored by the National Secéwggncy under contract
H98230-04-C-1177 and supported in part by the MatioScience
Foundation Grant CNS-0708962.

is also

configure the target device for BIST. The BIST ageh is
VHDL-based and is applicable to all production &4 and
Virtex-5 devices. Furthermore, the BIST can bedufe
both manufacturing and system-level testing ofi@%P and
Frame ECC logic. The paper begins with an overdéthe
ICAP and Frame ECC circuitry included in Virtex-sda
Virtex-5 FPGAs in Section 2. The test algorithmpéoged
by the BIST approach to detect faults in paritydta&CC
circuits is described in Section 3. Section 4 dbss the
method for generating and applying the test pagtéonthe
ICAP and Frame ECC logic as well as the method tized
output response analysis. Section 5 describesatigal
implementation of the BIST approach in the fabfi&/tex-
4 and Virtex-5 FPGAs along with experimental resulThe
paper is summarized and concludes in Section 6.
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2 FRAMEECCANDICAPLoOGIC

Like any RAM, the configuration memory of an FPGA i
partitioned into words, also referred to fiames which
represent the smallest addressable unit of theigroation
memory for write and read operations. Virtex-4 afidex-

5 frames consist of 1,312 bits [8]-[11]. Each feamcludes

a 12-bit field of 11 Hamming bits and an overaltifyabit

for to provide the potential for single error catien (SEC)

as well as double error detection (DED) in the feadata.
The parity and Hamming bits are generated extdmahe
FPGA by the configuration bitstream generation vgafe
and are subsequently downloaded with the applicatio
specific configuration data to the FPGA configuwati
memory. An overall cyclic redundancy check (CRC)
performed on the device during the download vesifiee
integrity of configuration data during download.owkver,
system memory data subject to change during theatipe

of the FPGA, such as contents of block RAMs and-op
tables (LUTs) used as distributed RAMs, are noteced by
the overall parity and Hamming bits.

Virtex-4 and Virtex-5 FPGAs provide a specializente;
called Frame ECC, for detection and identificatidrsingle-
bit errors and detection of double-bit errors ia frame data
[9][11]. The Frame ECC primitive, illustrated ingkre 1,
has 11 syndrome outputs, an error output, and eymelr
valid output. Each time that a frame is read frtime
configuration memory the Frame ECC module calcsléte
Hamming bits as well as overall parity for the feamiata,
and compares these bits with the Hamming bits ariyp
stored for that frame in the configuration memoBased on

CLK

BUSY
—>
CLK_EN —>
ICAP_IN[3L0] | |CAP 'CAPiOUT[3110]
WRITE
—>
ERROR
—>
Frame |SYNDROME[11:0]
ECC >
SYNDROMEVALID
—>

Figure 1. Frame ECC and ICAP Primitives

The SYNDROMEVALID output is asserted for one clock
cycle per frame during a frame read operation dicate that
the SYNDROME and ERROR outputs are valid for the current
frame [9][11]. The most significant bit of the
SYNDROMHE11:0] bus is the overall parity error indication.
The ERROR output is asserted whenever a single-bit or
double-bit error is detected. To distinguish bemwsingle-
bit correctable errors and double-bit non-corrdetabrors,
the user must add logic to determine the resukdas the
scenarios in the last two entries in Table I.

The ICAP provides access to status and controstergi
as well as to the configuration memory from the APG
fabric [9][11]. The ICAP works like the externa¢ISctMAP
configuration interface except that it has sepadatit read
and write buses, as opposed to a bidirectional it3Pxks.

this comparison, the Frame ECC module producedhe maximum operating frequency of the ICAP is Mz,

indications for no error, single-bit error, and dtm4bit error

in addition to a syndrome indicating the locatidrsingle-bit
errors. System memory element contents (for exampl
block RAMs, LUT RAMs, and flip-flops) are maskedifin
the internal parity and Hamming calculation by #frame
ECC. The error codes for the Frame ECC are suraethii
Table I.

TABLE I. Frame ECC Codes
Error Tvoe Condition
yp (when syndromevalid = 1)
No bit error Hamming match w/ no parity erro

1-bit correctable error (SEQ
2-bit error detection (DED

) Hamming mismatch w/ parity error]
Hamming mismatch w/paoity error

A Hamming mismatch with an overall parity error
indicates that a single-bit correctable error hesuged. In
this case, the bit-wise exclusive-OR of the stdrednming
code and the regenerated Hamming code, which lexdctide

syndrome gives the location of the single-bit error. A

Hamming mismatch (non-zero syndrome) and no overall

parity error indicate a non-correctable doubledsitor has
occurred. In the case of a double-bit error, tlzené data
must be repaired with data from a reliable extesmlrce.
Single-bit errors in the configuration memory canrépaired
with additional user logic implemented in the FP@Aric to
flip the bit in error as was done in [5], [6], afTd.

and it supports 8-bit, 16-bit, and 32-bit word sizeEvery
device includes two ICAPs. However, both ports nahbe
used simultaneously. A bit in a control registerused to
select whether the upper or lower ICAP is the actiort.

3 TEST ALGORITHM

Hamming bits are parity calculated over a certainsst
of bits in the configuration frame data. For exémphe
Hamming parity matrix in Table Il can be extendedahy
number of data bits (D#) where the Hamming bits )(H#
occupy the power-of-2 number locations in the cimgnt
sequence. Each Hamming bit is calculated by eixaus
ORing the data bits that have a logic 1 in the samme as
that Hamming bit, yielding the logic equations show the
lower half of the table for this example.

TABLE Il

D1| H3| D2
1101
1/0]0

Hamming Parity Matrix Example

D3| D4| H4| D5| D6| D7| D8| D9| D1Q
0Oj1/0[1j0]1]0]1
1/1]0 1 0|0
0Oj1/1[1/1]0 0 1/1
0/ 0J0|]0O]JO]1 1 1]1
H1=D10D20D40D50D70D90D11
H2=D10D30 D40 D60 D70 D100 D11
H3=D20D30 D40 D80 D90 D100 D11
H4 =D50 D60 D70 D80 D90 D100 D11

0
1
1
1
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As a result, the Frame ECC logic consists mainly of

parity generators. A parity generator is simplyeaolusive-
OR tree, and can be arranged in linear tree ombathtree

It is possible that the number of test vectors tloe
sequential Hamming and parity bit calculation dircaight
be reduced from that given by Equation 1. Howetrex,set

forms; both arrangements are C-testable with foast t of test vectors described previously will also eestomplete
patterns ifand only ifthe exact parity tree construction andtesting of the word counter, masking circuit, argb-f
interconnections are known for every gate in theetr flops/latches used to perform the sequential Hamgmin

[13][14]. However, for cases where the parity tsé@icture
is unknown, a pseudo-exhaustive test set to delbgate
level single and multiple stuck-at faults is: 1)lkva single
one through a field of zeros, and 2) all combinaiof two
ones in a field of zeros [15]. This set of testtgras also
detects all bridging faults in the Hamming generatircuit
and overall parity generation circuit [16]. Thenef, the

number of test vectord\yy, required in terms of the number

calculation. This means the test pattern sequeBce
independent of the actual architecture of the Fr&@C
circuit. In addition, the walking patterns in tket of test
vectors will detect stuck-at and bridging faultghe ICAP.

4 BIST APPROACH
Our approach to testing the Frame ECC logic is to

of inputs, N, to test any parity generator (regardless ofimplement a customized embedded core in the FP®Acfa

structure) is given by:

2
Nry= N +N:N +N
2 2

For the Virtex-4 and Virtex-5 Frame ECC logic, whic
calculates Hamming and parity over 1312-bits, thenlber
of test patterns required by Equation Nig=861,328.

)

It is interesting to note that the parity calcwdas could
be performed sequentially (32-bits at a time), pgosed to
in parallel based on the entire 1312-bit frameisTdads to a
significant reduction in the amount of logic for eth
calculation of Hamming code bits and overall paritBy
masking appropriate bits from the parity treesdfoy bits to
logic 0 using a mask LUT in conjunction with ANDtga)
the entire set of calculations can be performediesetglly,
one 32-bit word at a time, as illustrated in Fig@re The

sequential Hamming generator requires twelve 32tinp

parity trees (one for each Hamming bit and one tfar
overall parity bit) with the cumulative parity calations
stored in 12 flip-flops. The Hamming and overaltify bits
stored in the middle word of the frame are latcHed
comparison with the regenerated bits to produce
syndrome and overall parity error. This sequernpialfity
generation would require only about 372 XOR gatebs 262
AND gates for the masks. Parallel calculation dherentire
1312 frame bits, on the other hand, would
approximately 8,516 XOR gates.

that will repetitively write and read a single franof
configuration memory via the ICAP with the set efstt
patterns described in Section 3. The target fréonethe
BIST is arbitrarily located in the programmableeitonnect
network to avoid any configuration memory bits tlzae
masked from the Frame ECC circuitry as a result of
potentially legitimate changes to LUT-RAMs and Afipp
contents [9][11]. The basic procedure is as folow

Step 1. Write a configuration memory frame with a test
pattern via the ICAP.

Step 2. Read the frame containing the test pattern,
compacting the ICAP output response.

Step 3. Compact the output response of the Frame ECC
when the syndrome is valid.

Step 4. Generate the next test pattern and repeat Steps 1
through 3 for all 861,328 test vectors.

Even using the 32-bit ICAP interface, this testusetgre
is time-intensive because each frame write and reqdires
a significant amount of overhead in terms of clog&les. In
our implementation of the BIST, there are 318 clogkles
of overhead for each of the 861,328 test pattefiterefore,

théhe actually test time is 318 times the numbeest patterns

(as will be discussed in Section 4.1), or 273,902,8lock
cycles. However, the amount of logic that is tést not
insignificant, and the Frame ECC logic is critidat space

requireand fault-tolerant applications that rely on théeddon and

correction of SEUs during on-line operation.

\
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Figure 2. Sequential Hamming bit calculation



4.1 Test Pattern Generator contain LUT-RAM or flip-flop configuration bits becse

The test pattern generator (TPG) used to genehate tthe_se bit locations are masked in the Frame EC@ log
parity tree test patterns is the largest compoagtite BIST ~ during read back (due to the fact that these hits dhange
architecture. It requires two 1,312-bit shift mtgrs, 1,312 after configuration if the capture command is decbdia
two-input OR gates, and a 32-bit 64-to-1 multiplezoray the conflg_urgfuon_ interface or if the capture ingat the
(the TPG is identical for both Virtex-4 and Virt&y- In all, ~ c&pture primitive is asserted) [9][11]. Additiohaino BIST
the TPG occupies about 1000 slices in Virtex-5 9690 0gic Or routing resources can be located in theeta
percent of all of the resources occupied by the TBIS réconfiguration memory region. Otherwise, the tesfic
circuitry. Virtex-4 and Virtex-5 FPGAs incorporaseveral ~could overwrite and modify parts of its own arcbitge. To
configuration registers to provide write/read asces the €liminate the risk of overwriting the configuratiarf BIST
configuration memory. The Frame Address RegigiéR) logic or routing, the target conf_|gurat|0n memorgrhe is
stores the memory address to/from which frame dgta '0cated in the routing resources in the leftmosiron of /0
written/read. The Frame Data Register Input (FD&iy |1€s (however, any frame containing only routiegaurces
Frame Data Register Output (FDRO) registers faegit 2nd not utilized for the BIST logic could be used).Virtex-
input/output data to/from the configuration memoryhere 4 the target configuration frame is arbitrarilgated in the
are other registers such as the status (STAT) teggithe leftmost column of I/O Tiles in the 16 rows beldwetcenter
cyclic redundancy check (CRC) register, and the roand line. In Virtex-5, the target configuration frarigearbitrarily
(CMD) register which stores the next régister openato located in the lower 20 rows of the leftmost coluofnl/O
perform such as “Writt FAR” or “Read FDRO". To Tiles. To avoid the target frame resources, tH&TBbgic is
write/read to/from the configuration memory, a cimation ~ Physically constrained to the right half of thegetr device
of these registers must be used. In Virtex-4 amtex5, the  during placement and routing.  Additionally, before
frame write and read instructions for the BIST siared in a  Synthesizing the BIST, the Block RAM contents meguire
single 512x32-bit block RAM. The complete set aftey & Minor modification. The Block RAM contents arevite
and read instructions utilize about 10% of the BlgAM.  dependent, since the correct device ID must beearid the
The procedure for writing/reading to/from the cgnfiation D register before data can be written to the gurtion
memory in the context of the BIST is illustrated tine ~ MeMory via the ICAP. This is to ensure that a igumition

pseudocode of Figure 3 and Figure 4, respectively. file formatt_ed for one device is not written, bystaike, to the
wrong device.

Wite_Test_Pattern (Test_Pattern, FRAME_ADDR) {
Wite to Command RESET_CRC 4.2 Output Response Analyzer

Wite to I D Register DEVICE ID : o .
Wite to Command WCFG WRI TE_CONFI G VEM Since only one Frame ECC component is included in

Wite to Frame Address FAR FRAMVE ADDR every Virtex-4 and Virtex-5 device, comparison-lthse
Wite to Frame Data Input FDRI 82 words output response analysis of identical blocks uter(BUT)
for(i=0; i<4l; i++){ is not possible. Furthermore, comparison withestogood
) Wite word(i) of Test_Pattern circuit output responses is not practical, since 861,328
for(i=0; i<41; i++){ 12-bit syndromes could not be stored on the deviostead,
Wite pad word 0x00000000 a 32-bit multiple input signature register (MISR)ittw
o internal feedback and primitive characteristic polyial is
Wite NO-OP .
Wite NO OP employed to compact the Frame ECC output responiea
Wite to CRC 0xO000DEFC final signature. The MISR characteristic polynomix), is
} given by:
Figure 3. Test pattern write sequence via ICAP interface P(X) _ X32 + X28 + X27 X+l (2)
Read—Tes\}v—iFt)aé ttec; ”oénﬁ%“éE—é\EDADSZ éONH G MEM WCFG At the conclusion of the BIST, the signature in KSR
Wite to Frame Address FAR FRAME_ADDR is compared with the known good circuit sighatumres! in
Read Frame Data Qutput FDRO 82 words the BIST logic, producing a single-bit pass/fail trmat.

for(i=0; i<41; i++){

// Discard pad frame Additionally, the MISR is configured in a scan ahauch

that the signature can be retrieved via BoundargnSor
for(i=0; i<41; i++){ comparison with the good circuit signature. Anysmatch

/1 Enable M SR to conpact out put ; [ra— ; ;
/1 of FrameEQC and | CAP of the good circuit signature and the signatureaioet by

} the BIST indicates a faulty circuit response. Howd be

Wite NOOP noted that all MISRs have some probability of stgra

Wite NO-OP aliasing and fault escape. Signature aliasing rscaihen a

} faulty circuit produces the same signature as #udt-free
Figure 4. Test pattern read sequence via ICAP interface circuit. However, signature aliasing is extrematyikely for

. . properly designed MISRs. The classical approxiomafor
In both Virtex-4 and Virtex-5, the frame addresiested  the probability of fault aliasing is™2 wheren is the degree
as the write/read destination for the test patterasnot of the MISR’s primitive polynomial [17]. Therefqrehe



probability of signature aliasing is approximatdlyin 4.3
billion for the 32-bit MISR described by Equation 2

The ICAP is tested by adding another identical B2-b
MISR to observe the ICAP outputs during the BIST

sequence. This MISR, which is enabled when theR@2ad

input is asserted, will detect any stuck-at faattsvell as any

bridging faults in the ICAP inputs and outputs. eTMISR
used to detect faults in the ICAP uses a similaclip
comparison with the known good ICAP signature tdpice
a pass/fail output that is logically ORed with thass/fail
output of the Frame ECC MISR and comparison cir@st
illustrated in Figure 5. A simultaneous test of t€AP and
Frame ECC is logical since the ICAP would almostairly
be used for any space or fault-tolerant applicatibat
actively detects and corrects SEUs. However, tsraach
device includes two ICAPs, only one of the ICAPsyrba
tested per BIST configuration in our current apptoaBoth
ICAPs can be tested by simply generating, downlaadind
executing two BIST configurations that alternateneen the
two ICAPs. It may also be possible to modify theSB

architecture such that both ICAPs are tested duhiagsame

configuration by using the top ICAP for the firstlhof the
BIST sequence and switching to the bottom ICAPrduthe
remainder of the BIST sequence, for example. Widsld
require two additional instructions to write a lodi to the

ICAP_SELECT bit in the control register, enabling access vi

the lower ICAP.

4.3 Additional Logic

In addition to the TPG and MISRs, the BIST archiilez
includes a custom soft-core embedded processoorttrot
the BIST sequence execution. The processor is eddie
VHDL and is implemented entirely in configurablegio

a

blocks. It controls the ICAP read/write signal acldck
enable, the TPG/Block RAM multiplexor select inpuasd
the TPG clock enable. The processor also inclubese
counters for addressing the instruction Block RAM; TPG
multiplexor, and for frame read timing. A blockadram of
the ICAP and Frame ECC BIST architecture, including
(from left to right) the TPG, circuits under te€&UT) and
MISR output response analyzers, is shown in Figur& he
input/output behavior of the architecture is disedk in
Section 5.

5 IMPLEMENTATION RESULTS

The entire BIST circuit is implemented in VHDL, and
only one configuration download is required for REST
application. Some minor architectural differenbesween
Virtex-4 and Virtex-5 devices require changes &® WHDL
model for the two families of devices. First, befavriting
to the configuration memory, a device ID check minst
performed by writing the correct device ID to thg0ODE
register. This prevents accidental configuratioithwa
bitstream formatted for another device. Any attetopwrite
the configuration memory without a successful devib
check will cause the FPGA to attempt a fallback
reconfiguration [9][11]. The device IDs are kepta look-
up table specific to Virtex-4 or Virtex-5 and angthesized
with the design as a constant. Second, the fraodeess
register is formatted differently for Virtex-4 andrtex-5,
requiring a modification to the stored target fraaugress.
Finally, the input/output ordering for the ICAP Virtex-5 is
byte-swapped, compared to the Virtex-4 ICAP. Tioee
we maintain two VHDL BIST models, one for Virtexafhd
one for Virtex-5 with each model supporting all oes
within that particular family.

L >
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TPG ° i 1 7 [32-bif 77
(Generates| o i st | AT SR F)D_
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32 1 // /’
Start 1 | BCC | MISK HD_
1 1
I + enable
c 10 Block i ; Sigr?gtﬂre
ounte IRAMIT™ T conmmmrcun i
7 | RAM SYNDROMEVALID

Figure 5.
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There are six primary inputs and three primary otstp
for the BIST architecture. The VHDL component
declaration illustrating these primary inputs andpaots of
the BIST configuration is given in Figure 6. Itosid be
noted that the four inputs associated with the MISRn
chain,Scan_ClockScan_ModgScan_In andScan_Outare
included only for design verification. Therefommly three
primary inputs and two primary outputs are requifeda
typical application.

The Clock input can be a free-running system clock or
can be supplied by the Boundary Scan interfaceTG&
(DRCK internally). The maximum BIST clock frequenc
when the clock is supplied externally is 100 MHZiat
corresponds to the maximum ICAP clock frequencyhew
the clock is supplied by Boundary Scan, the maxinBI&iT
clock frequency is limited to 50 MHz which correspis to
the maximum TCK clock frequency. It should be dpte
however, that the BIST logic in the FPGA fabric eatually
operate well above the maximum configuration fremyeof
100 MHz in all Virtex-4 and Virtex-5 devices based
timing analysis of the synthesized and routed desig

conponent Frame_ECC BIST is
port ( Clock : in std_logic;
TDl : in std_l ogic;
Start : in std_|logic;
Scan_In : in std_logic;
Scan_Mde : in std_|logic;
Scan_Cl ock : in std_l ogic;
TDO : out std_l ogic;
Done : out std_|l ogic;
Scan_Qut : out std_logic);
end conponent Franme_ECC Bl ST;

Figure 6. BIST VHDL Component Declaration.

The Start signal is an active-high, asynchronous signal

which enables the execution of the BIST sequenke Start
signal should be asserted for a minimum of thredesyof

Clock to begin the BIST sequence, but then may be de-

asserted or may be left asserted. The BIST vatt stnd run
automatically to completion after download by tyitige
Start signal to logic 1 in the top-level VHDL model.
Toggling the Start signal low and then high after the
completion of the BIST will clear the MISRs and sauhe
entire BIST sequence to repeat. This feature eaused to
check for reproducible BIST results during design
verification. TheScan_Modenput places both MISRs in a
scan mode. Witlscan_Modesserted, th&can_Ininput is
an optional input to the MISR scan chain, which barused
in conjunction withScan_Oufthe output of the MISR scan
chain) for loading and retrieving signatures durthesign
verification. The inputTDI and outputTDO provide a
single-bit pass/fail result for the BIST. As ilteeted in
Figure 6,TDI is one input to a 3-input OR gate, with the
other two inputs coming from the outputs of the RIS
signature comparators. When both MISRs contairgtiuel
circuit signatures,TDO (the output of the OR gate) will
equal TDI. However, if either MISR does not contain the
good circuit signature, the output of the functio@&R will

be logic 1, regardless of the stateT@fl. TheDoneoutput is

asserted when the BIST sequence is complete. \Whigen
Done signal is asserted, the pass/fail result is validthe
TDO output. The BIST sequence, after download (and
without tying Startto logic 1), is as follows:

Step 1. Assert theStartinput.

Step 2. Wait for theDonesignal to be asserted.
Step 3. Drive TDI low, poll TDO (should be logic 0).
Step 4. Drive TDI high, polITDO (should be logic 1).

The BIST is interpreted as passing if thBO output
presents a logic 0 in Step 3 and a logic 1 in 3tepThis
ensures that th@DO output is not stuck in the fault-free
state due to a fault in the FPGA. Optionally, teatents of
the two 32-bit MISRs may be scanned out and veribig
external comparison to the known good circuit sigres.

The total execution time for the BIST with an exdr
100 MHz clock is 2.739 seconds. The BIST has been
downloaded, executed and verified on Virtex-4 FX3X35,
and LX60 devices and on Virtex-5 LX30T, LX50T, SX35
and SX50T devices using both Boundary Scan andrette
clock and control. Due to the differences in the
configuration interfaces, Virtex-4 and Virtex-5 pdiwe
different good circuit signatures, as reflectedTible Il
Figures 7 and 8 show the ICAP and Frame ECC BIST
implemented in the smallest Virtex-4 (FX12) and t®%5
(LX20T) devices, respectively. As can be seen athb
figures, the BIST circuitry easily fits in prograrabie logic
resources in the right hand half of the array. sHEhiows that
the BIST can be implemented in all other Virtex-Ada
Virtex-5 devices, all of which have larger arrapiarn those
illustrated in Figures 7 and 8. The target configion frame
areas that should be avoided by constraining thegde
placement are also illustrated in the figures.

Figure 7. Virtex-4 FX12 with ICAP/Frame ECC BIST



Figure 8. Virtex-5 LX20T with ICAP/Frame ECC BIST

Table Il summarizes the actual implementation 8B
circuitry in Virtex-4 and Virtex-5 FPGAs. This indles the
number of slices occupied by the BIST circuitrye ttumber
of lines of VHDL code for the complete BIST circuénd
the total test time (excluding initial configuratitime) at the
maximum operating frequency of 100 MHz. The priynar
reason for the difference in the number of logices is due
to the fact that Virtex-5 incorporates four 6-infudTs and
four flip-flops per slice while Virtex-4 slices ingporate
only two 4-input LUTs and two flip-flops. As a 1ds a
Virtex-5 slice has twice the logic of a Virtex-4ce — hence,
Virtex-4 requires at least twice the number ofedic The
smaller LUTs in Virtex-4 account for the additiorsices.
The 32-bit good circuit signatures for the FrameCE&hd
ICAP modules are also included in Table III.

TABLE III. ICAP and Frame ECC BIST Summary
Virtex-4 Virtex-5
# of logic slices 2546 1010
# lines of VDHL 1125 1125
Total test time 2.739 sec. 2.739 sec
Frame ECC signaturegDx9BC92CDB | 0x969CA7DD
ICAP signature | 0xB3FFB18B | 0x31D989BD

6 CONCLUSIONS

This paper has presented a BIST approach for tA® IC
and Frame ECC modules in Virtex-4 and Virtex-5 FRGA

These modules are critical components used for SE

detection and correction in the configuration memof
FPGAs for space and fault-tolerant applicationdie BIST
approach was developed in VHDL and is applicablalto
Virtex-4 and Virtex-5 devices, and the only overhés the

?17]

memory required to store the BIST configuration and
downtime for the test application. The total téste is
independent of the size of the FPGA. However, wigng
compressed configuration bitstream files, the doadltime
can vary with the size of the FPGA depending on the
physical constraints applied during synthesis. BI&T can

be periodically downloaded and executed in systetmsh
rely on the Frame ECC and ICAP logic for on-linged¢ion
and correction of SEUs to guarantee the fault-fgeration

of these resources. The approach has been imptedyen
downloaded, and verified on a variety of Virtex-fda
Virtex-5 devices.
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