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Abstract

Bandwidth on wireless links keeps increasing, so does the
bandwidth on wired links. Therefore, the discrepancy in
bandwidth between wireless and wired links still persists.
Such discrepancy causes the wireless link to likely remain
the bottleneck for data transfers from wired networks to a
wireless destination,

As a bottleneck, the basestation may experience conges-
tion losses that can adversely impact TCP performance. We
propose a technique that substantially alleviates the conges-
tion at the base station and enforces fairness among the TCP
connections that are sharing the wireless link. Our tech-
nique does not require any change at the TCP sender or the
TCP receiver. We evaluate our technique using simulations
with ns-2. Preliminary results yield almost a null conges-
tion loss rate, a decrease in average queue length, and an
increase in the throughput. Fairness is very well enforced.

1 Introduction

Widespread use of wireless networks is becoming a reality.
Many wireless Internet Service Providers such as GoAmer-
ica, Wayport, or SurfnSip are already competing for this
tremendous market [5].  In December 2002, AT&T, In-
tel, and IBM created Cometa Networks, a group that will
provide wireless Internet access nationwide. The wireless
access points will certainly be using 802.11b which offers
a bandwidth up to 11 Mbps, a tremendous bandwidth for
wireless links. However, wired links are also offering in-
creasing bandwidths: in june 2002, the IEEE Standards
Board approved the standard IEEE Std 802.3ae for a 10Gb/s
Ethernet. Since backbone links are overprovisioned such
that congestion losses in core routers are rare [4], the dis-
crepancy in bandwidth elects the basestation most likely to

be the bottleneck with combined congestion and wireless
losses, leading to a very poor TCP performance.

We propose a technique that we call Basestation Flow
Control (BFC) that can alleviate congestion for TCP traf-
fic at the basestation. BFC does not require any change at
the TCP sender or the TCP receiver. The key of this tech-
nique is to tamper the window size field in the TCP header
of all acknowledgments. The window size TCP header field
is normally used by the receiver for flow control. In this
work, we propose to extend the usage of this field to protect
both the basestation and the ultimate receiver from over-
flooding. Such approach is justified by the special place
of the basestation in data transfers from wired networks to
wireless devices. We consider the wireless system (bases-
tation+mobile) as an end-system. This is why we consider
our scheme as a flow control mechanism, rather than a con-
gestion control mechanism.

This paper is organized as follows: Section 2 introduces
the reader to the network model and the problem. Related
work is presented in Section 3. We present and describe
our technique in Section 4. This technique is evaluated
through simulation using ns-2. Section 5 describes our ex-
periments. The results of these experiments are presented
and discussed in Section 6. Section 7 is dedicated to our
conclusion and future work.

2 TheProblem

Figure 1 shows the network model that we consider. Mobile
nodes are accessing the Internet through wireless points of
attachment. These points of attachments are basestations
with wired access to the Internet and wireless access to mo-
bile nodes. Data transfers are mainly from servers to mobile
nodes. In this work, our objective is to improve these data
transfers that are destined to mobile nodes.

Due to the discrepancy in bandwidth between wired and
wireless links, the basestation is likely to be the bottleneck
for most transfers destined to mobile nodes. Moreover,
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Figure 1: Network Model

bad radio conditions on the wireless link may adversely de-
crease the link layer throughput, leading to packets delayed
at the basestation. If packets are delayed at the basesta-
tion, queue will build up. Such conditions lead to a situation
where packets are lost due wireless losses and to congestion
at the basestation. Surges in the contention for the wireless
medium may also lead to the same situation. In summary,
the basestation is likely to be the bottleneck for data trans-
fers destined to a mobile node due to:

1. Discrepancy between wired and wireless bandwidth
2. High error loss rates.
3. High contention for the medium .

The idea is to consider the basestation and the mobile as one
end-system that the sender should not overflow. To achieve
this, we need two functions. First, we must estimate the op-
timal congestion window size that every TCP sender should
use. Second, we have to “force” the TCP sender to adopt
this optimal congestion window size. We present in the Sec-
tion 4 how we achieve these two functions.

3 Related Work

The most relevant work is the FDA [6] flow control scheme
for basestations. FDA works in conjunction with Snoop [1].
Snoop attempts to recover wireless losses without involving
the sender. However, Snoop has to buffer packets sent on
the wireless link and not yet acknowledged. If the wireless
link experiences severe losses, Snoop may drown in severe
buffer space problem. FDA proposes to alleviate the prob-
lem of buffer space by taking two actions: FDA forces a
selected set of TCP senders to decrease their sending rates
and drops optimistically from the buffer some packets not
yet acknowledged.

Katabi proposes in [7] XCP, the eXplicit Control Proto-
col for high bandwidth-delay product networks. In XCP,
the bottleneck router knows the current average round trip
time (rtt) and congestion window size (cwnd) used by all
XCP connections going through it. With the knowledge

of all rtt’s and cwnd’s, XCP implements two controllers:
one for efficiency and one for fairness. The efficiency con-
troller aims to keep the link busy while minimizing conges-
tion losses. The fairness controller aims to enforce fairness
among the XCP connections that are sharing the link. XCP
is efficient, robust and stable. However, XCP requires mod-
ifications at the sender, at the receiver, and the intermediary
nodes.

Our work is original in that it proposes a control algo-
rithm that is more intuitive than XCP and does not require
the knowledge of the current congestion window. We de-
velop this control algorithm such that it can immediately be
deployed without any change to TCP senders or TCP re-
ceivers.

4 Design and | mplementation
In this section, we will first introduce the notation and ter-
minology that we will use, and then will develop the BFC
technique. We will develop this technique in two steps.
First, we will assume that explicit information is avail-
able at the basestation. We mean by explicit information the
knowledge of the current average round trip time and cur-
rent congestion window size for all TCP connections that
share the wireless link. With such information, we compute
the optimal congestion window size for each TCP connec-
tion based on its current round trip time. The use of the
optimal congestion window by all TCP senders size aims to
maximize the wireless link utilization, minimize congestion
losses at the basestation, and enforce fairness. We call this
technique eXplicit BFC (XBFC) because TCP senders and
TCP receivers provide explicit information to the basesta-
tion to determine the optimal congestion window size.
Second, we develop a technique that does not require
explicit information. Therefore, TCP senders or TCP re-
ceivers do not have to cooperate with the basestation.
Our objective is to implement BFC to work with current
TCP implementations. We call this technique Blind BFC
(BBFC) to stress the fact that our technique does not get
any assistance from TCP senders or TCP receivers.

4.1 Notationsand Terminology

At the basestation, time is divided in epochs E7 of variable
duration rtt/ (j € {0..}). We consider that we have n/ TCP
senders S7 (i € {1,..,n?}) that are sharing the bottleneck
(the basestation) during epoch E7. During epoch E7, N7
packets P/ (k € {1,..,N7}) are sent by all TCP senders
S7 and received by the basestation. In each packet P, TCP
senders insert their current average round trip time rtt{ and
current congestion window size cwnd’. Based on this in-
formation, the basestation computes the optimal congestion



window size cwnd?,, (rtt]) that sender S7 must use during
the ;" epoch E7.

The value of cwndjopt(rttg ) is inserted

on the packet P{. When the TCP receiver gets packet P}

with the information cwndjopt(rttg ), it will echo this value

to the TCP sender in the acknowledgment.

e Normalized Epoch Window size NEWJ: NEW7 is
the maximal number of packets that every sender S¢
is allowed to send during epoch E7. For fairness,
N EW/7 is the same for all TCP senders.

e Global average round trip time rtt: rtt/ is the es-
timate of the global (for all TCP connections) aver-
age round trip time made at the beginning of epoch

Ei. rttd is estimated based on the round trip times

rtt] " reported by packets P/~ (k € {1,..,N7~1})

during epoch EJ='. rtt is defined as rtt/ =
1 NITE -1

N 2k=1 T

e Global average congestion window size cwnd’:
cwnd’ is the gIobaI average congestion window de-
fined as Zk 1 cwnd’ is defined
similarly to rtt7.

g—1
cwnd;, .

e Wireless link bandwidth Bw: Bw is the bandwidth
of the wireless link between the basestation and the
mobile nodes.

e Estimated input rate M7 to the basestation: )\’ is the
estimate of the input data rate to the base station made
at the beginning of epoch E7.

e Average queue length Q7: Q7 is the average queue
length at the basestation at the beginning of epoch E7.

e Maximum queue Size Qnrqe: @ nraz 1S the maximum
queue size at the basestation.

4.2 eXplicit BFC (XBFC)

During the epoch E7 of duration r¢t7, a basestation can
send up to Bw x rtt’ packets on the wireless link. The
basestation has to send Q7 packets (average backlog at the
basestation) and the new packets sent by all TCP senders
during epoch E7. Then, all senders should not send more
than (Bw x rtt/ — Q7) packets during epoch E7 if we want
to eliminate the queue at the basestation. To enforce fair-
ness, each sender must be able to send the same amount
of data, i.e., the normalized epoch window size NEW.
Suppose that there are n/ TCP senders S? during epoch
E7. Then, each sender S7 should be allowed to send up

to NEWJ = [-L(Bw x rtt! — Q7)) during epoch EY.

Now, we have to determine the optimal congestion win-
dow size cwndy,,, that a TCP sender should use. The opti-
mal congestion window size obviously depends on the cur-
rent round trip time experienced by the TCP sender. As an
example, suppose that the duration of epoch E7 is 100ms,
the round trip time rtt] reported on packet P/ is 20ms,
and the normalized epoch window size N EW/ is 60 pack-
ets. During epoch E7, the TCP sender with round trip
time 20ms can send 5 (4222:5) “windows of data”. Since
the TCP sender can send up to NEWJ = 60 packets,
cwnd’, .(20ms) should be set to 20— = 12. For any

20ms

packet P-7 reporting a round trip time of rtti, we must set

the optimal congestion window size to cwndopt(rttfc) =

NEW?
TttJ
J
Tftk

opt

. We can summarize our formula as:

L (Bw x rtt! — Q7)
rtt{
rity,

(rt]) —

cwnd’ @

opt

In order to compute the optimal congestion window
cwndjopt (rtt],) size for each sender, we need at the basesta-
tion the current average round trip time for each TCP con-
nection and the total number n’/ of TCP connections per

epoch E7.

Approximatingn’: When the system reaches a steady state
where all TCP connections are sending the same number of
packets N EWJ during epoch E7, we can trivially show that
the average congestion window size cwnd’ is equal to the
normalized epoch congestion windo size NEW7, There-
fore, we can write that the estimated rate \’ to the bases-

tation is equal to n’ x C“Jt’;jl Replacing n7, Equation ( 1)
becomes:
cwnd’ Q7
- @nd” (Bw — %
Cwndopt (’I’tti) — A ( — rttd ) (2)

rtt]

Due to the uncertainty on the estimate of the input rate \7
and the estimate of the average queue size @7, we introduce
three coefficients a, 3, and ~v. Moreover, the system does
not reach the steady equilibrium as TCP connections are
dynamically opened while others are closed. This may lead
to temporary queue build up. In order to take into account
the queue build up, we limit the optimal congestion window

size by applying * a reducing factor (1 — QMJM)
In [2], we derive from Equation (2) the following expres-

1We apply the reducing factor twice when > 0.3.
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The coefficients o and 3 are chosen with similar values
as for XCP. In [7], these values (o« = 0.6 and 5 = 0.226)
are shown to lead to a stable controller. + is a conservative
factor. The value v = 0.85 gave the best results. Further
work must be done to justify these factors.

Our objective in the next section, is to develop Blind BFC
BBFC such that no information is explicitly provided to the
basestation. BBFC can be immediately deployed to work
with current TCP implementations.

43 BBFC

The problem with XBFC is that it requires explicit coop-
eration from the TCP sender and the TCP receiver. Our
objective is to develop BBFC to work with current TCP
implementations. Therefore, no special cooperation from
the TCP sender or TCP receiver should be sought. We have
three problems to solve. First, we must estimate the round
trip time ¢,. for every TCP connection. Second, we must es-
timate the current congestion window size cwnd for every
TCP connection. Third, we must feedback TCP sender with
the optimal congestion window size cwnd ().

Estimating Round Trip Times. Measurements of round
trip times for TCP connections may be done at the bases-
tation using SYN packets as in [8]. However, SYN pack-
ets may experience different delays than data packets. This
may be due to ARP delay (first packets) and special han-
dling of SYN packets by routers. Another method is to get
the measurements during the slow start phase of TCP. Fig-
ure 2 shows the timeline for one TCP connection. For the
very first packets of a TCP connection, the largest differ-
ence in arrival time at the basestation of two packets from
the same TCP connection is a good estimate of the round
trip time. After slow start, packets get equally spaced based
on the bandwidth at the bottleneck. Therefore, the round
trip time for a connection may be measured well at the very
beginning of the connection. It is possible to capture with
good accuracy the large gaps rttq and rtt, for every TCP
connection. The average w can be used as the basis
of the estimation of the round trip time during the TCP con-
nection lifetime. Round trip times and state variables used
to make the measurements are kept in a hash table. Now, we
must estimate the current congestion window size for each
TCP connection.

(o]
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Start of connection

Time'
Figure 2: Packet Timing for One TCP Connection

Estimating Congestion Window Size: We maintain coun-
ters of the numbers of packets N/ sent by sender S/ and
received by the basestation during epoch E7. We can esti-

mate the congestion window size cwnd? used by sender S/
N7
rttg

sender S7. The estimate of the current congestion window
size of each TCP connection is made at the beginning of
each epoch E7. Now, the remaining problem is to feedback
the TCP senders with the optimal congestion window size
cwnd),, and “force” them to respect it. We examine this
problem in the next subsection.

as where rtt/ is the estimate of the round trip time for

Feedback to TCP connections: Current TCP implemen-
tations do not include any mechanism that would allow
a router to advise a TCP sender to use a given conges-
tion window size. However, we can use the window size
field of the TCP header to set an upper limit on the con-
gestion window size. Whenever the basestation receives
an acknowledgement destined to sender S with a win-
dow size field win, we search the hash table to get the
optimal congestion window size cwndy,, (i) correspond-
ing to sender Sg for the current epoch E7. The window
size field in the acknowledgment is tampered and set to
the value min(win,cwnd'z)pt(z’)). The limitations of us-
ing the window size field is that a TCP sender S} with
a current too small congestion window size will not take
quickly advantage of the offered optimal congestion win-
dow size cwnd),,;(i). \We must observe that this feedback
only sets up an upper limit on the congestion window size.
The sender still uses the normal mechanism of TCP to reach
this upper limit. In the following, we will present our ex-

periments and results.

5 Experiments
We evaluate the eXplicit BFC (XBFC1 and XBFC2) and
BBFC schemes using simulations on ns—2. Figure 3 shows
the simple topology used.

We have n senders S; and one receiver. The (wired) links
from the senders to the basestation have a bandwidth of 100
Mbps and a propagation delay of ;. Variable values for
o;will allow us to simulate different round trip times. The
wireless link has a bandwidth of 2 Mbps and a propaga-
tion delay of 6. A variable propagation delay allows us to
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Figure 3: Topology of the Network

simulate satellite networks as well as wireless LANs. Ex-
periments run long lived TCP connections up to 3000s in
order to smooth out the effect of slow start.. For some set
of experiments, we keep the number of TCP connections
fixed and vary the round trip time of the TCP connections.
For other experiments, we keep the round trip time fixed,
and vary the number of TCP connections. The queue size is
set to the bandwidth delay product. For experiments related
to the fairness index, TCP connections have different round
trip times. When the round trip times are equal for all TCP
connections, it is known that TCP is quite fair.

6 Resultsand Discussion
We are mainly interested in the following metrics:

e Fairness index for the throughput as defined by Jain
in [3]. Let tg; be the throughput on TCP sender S;

(¢ € {1,..,n}). The fairness index is defined as
w Ly
%7“132 If all TCP connections get exactly equal

shares in throughput then the fairness index is 1. Oth-
erwise, it is smaller.

e Average bottleneck queue length @

e Average throughput of all connections.
e Wireless link utilization

e Packet drop probability

All the figures in this section present four curves. The
four curves correspond respectively to TCP without bases-
tation flow control (TCP Alone), TCP with eXplicit BFC
(XBFC1) when all information is available, TCP with eX-
plicit BFC (XBFC2) when all information is available ex-
cept the number of TCP connections and TCP with Blind
XBFC (BBFC).

6.1 Fairnessindex
Figure 4 reports the fairness index on the y-axis. The x-axis
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Figure 4: Jain and Chui’s Index of Fairness

represents the number of TCP connections. For each point,
we run one experiment with 2 long lived TCP connections.
The one way propagation delay for the i** TCP connection
is equal to (50 + @ x 2)ms with ¢ € {1,..,x}. Attheend
of the experiment, we measure the throughput of each TCP
connection and compute the fairness index as defined above.

First, we note that eXplicit XBFC1 (XBFC2) and BBFC
fairness indexes are almost indistinguishable and very close
to 1. The explicit information available to XBFC1 does not
provide any advantage over BBFC.

Second, TCP Alone starts offering a good fairness index
(higher than 0.90) as soon as 50 or more TCP connections
share the basestation. This fairness is due to the fact that as
the number of TCP connections increases, the congestion
increases at the basestation. When congestion is heavy, it
is unlikely that some subset of TCP connections would be
able to develop a high throughput.

6.2 Bottleneck Average Queue Length

Figures 5 and 6 both show the average queue length on the
y-axis. On Figure 5, the x-axis represents round trip times
RTT. Each point corresponds to one experiment. In each
experiment, 50 long lived TCP connections with the same
round trip time RT'T share the bottleneck. At the end of
the experiments, we report the average queue length expe-
rienced by all TCP connections. First, we note that sim-
ple XBFC1, XBFC2 and BBFC are again almost indistin-
guishable. XBFC1 has a slightly smaller average queue size
when the round trip time exceeds 1200ms.

Second, TCP Aloneincurs a much higher average queue
length than XBFC1, XBFC2, or BBFC. Average queue
length increases with rtt as there is more oustanding data
put on the network to achieve a given throughput.
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Figure 6: Average Queue Length vs Number of Connec-
tions

On Figure 6), the x-axis represents the total number of
TCP connections. Each point corresponds to one exper-
iment. In each experiment, = long lived TCP connec-
tions with different round trip time share the bottleneck
(i*" TCP connection has a one way propagation time of
(50+ix2)ms). At the end of the experiments, we report the
average queue length experienced by all TCP connections.

First, we note again that XBFC1, XBFC2, and BBFC
are almost indistinguishable.

Second, TCP Aloneincurs a much higher average queue
length than XBFC1, XBFC2, or BBFC.

Average queue length slightly decreases as the number
of TCP connections increases. A higher contention on the
wireless link seems to make TCP back off more often, lead-
ing to a slightly smaller average queue size.

6.3 Total Throughput

In this section, we report on Figures 7 and 8. the total
throughput (in Mbps) obtained by all TCP connections dur-
ing the same experiments performed in Section 6.2. The
y-axis represents the total throughput of all TCP connec-
tions. On Figure 7, the x-axis represents the round trip
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Figure 8: Total Throughput vs Number of Connections

time in milliseconds. First, we note that XBFC1 exhibits a
slight advantage over XBFC2 and BBFC for a round trip
time higher than 400ms. For a round trip time between
50 and 400ms, XBFC2 and BBFC exhibit a high variabil-
ity in their performance. We are still investigating the rea-
son why the performance for XBFC2 and BBFC is so low
and wildly changing in the range 50-400ms. Second, TCP
Alone’s throughput is clearly lower than our schemes when
the round trip time is higher than 400ms.

Figure 8 shows that XBFC slightly outperforms XBFC2
and BBFC. Moreover, the total throughput for our schemes
exceeds by 10% the throughput obtained with TCP Alone.
The total throughput does not vary much with the number
of TCP connections.

6.4 Packet Drop Probability
In this section, we present the packet drop probability for
the same set of experiments as above.

Figure 9 presents our results for the packet drop probabil-
ity versus the round trip time (in ms). First, note XBFC1,
XBFC2, and BBFC almost never experience any packet
drop while TCP Alone experiences drops, especially for
low round trip times. With low round trip time, TCP con-
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nections reach high congestion window sizes. Moreover,
since the propagation time is low, there are not many pack-
ets “on the wires”. Therefore, most packets have a high
probability to get into the queue at the same time. This
leads to high drop probability.

Figure 10 presents our results for the packet drop prob-
ability versus the number of TCP connections. The packet
drop probability does not change much with the number of
TCP connections.

In general, for all of our experiments, the three schemes
XBFC1, XBFC2, and BBFC almost never experience any
packet drops while TCP experiences as manay as 10% of
the packets.

7 Conclusion and Future Work

Our experiments show that BBC can improve the through-
put and the packet drop probability. BBFC yields also a
much lower average queue size. Such observation may min-
imize the requirement space on basestations. But, the most
remarkable property of BBFC is that it enforces fairness.
Moreover, BBFC may be implemented without requiring
any change to current TCP implementations. BBFC is very

promising because the extra information that TCP senders
could provide does not bring any dramatic improvement: in
all our experiments, XBFC1 or XBFC2 do not clearly out-
perform BBFC.

As future work, we want to study more closely BBFC.
First, we want to set analytically the parameters «, 3, and
~ that yiields a stable control algorithm. We also need to
assess BBFC in a dynamic environment with a mix of short-
lived and long-lived TCP connections.

One key problem is related to the variable available band-
width on a wireless link: the link layer throughput is a
function of the current contention on the wireless link and
the channel condition. High contention on the medium and
high bit error rate reduce the available bandwidth. We are
currently considering this problem.
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