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Abstract— Denial of service (DoS) attacks have become
major threats to network security, which is pertinent to the
deployment and performance of network-based control sys-
tems (NBCS). In this paper, we propose two queueing models
to simulate the stochastic process of packet transmission under
DoS attacks. The motivation is to quantitatively investigate
how the attacks affect the performance of NBCS. The control
system consists of a discrete PI controller (either event- or
time-driven), a second-order plant, and two one-way delay
vectors induced by networks. Experimental results indicate
that the event-driven controller is more robust than the
time-driven one under attacks. Model I DoS attacks (excessive
packet loss) impair the performance, but do not destabilize the
system with the event-driven controller. Model II DoS attacks
(increased delay jitter) deteriorate the performance or even
destabilize the system.

1. INTRODUCTION

Remote control using the Internet or other IP-based
(Internet protocol) wide area networks has become an
emerging technology. A possible scenario of a net-
work-based control system is depicted in Fig. 1. It is known
that packet transmission in wide area networks is a complex
stochastic process; thus, delay jitter/packet loss will be in-
troduced into control loops.

A relevant but more serious issue is the network DoS at-
tacks. These attacks are a significant problem because they
have been proven capable of shutting an organization off
from the Internet or dramatically slowing down network
links [1]. Malicious users send a large number of spurious
packets to a destination to consume excessive amounts of
endpoint network bandwidth. Furthermore, in the past three
years, there have been large-scale worm activities (viral
self-propagating computer programs), causing significant
disruptions to the Internet [2], [3].

Packet delay jitter and loss become worse under DoS at-
tacks, which in turn may significantly impair the NBCS
performance such as percentage overshoot, rise and settling
times, and mean squared error.

The motivation of the study is to quantitatively investigate
how DoS attacks affect NBCS. It is difficult for legitimate
users to launch real DoS attacks against the prototype of
NBCS to measure performance, since the attacks are them-
selves classified as cybercrime against the law [4]. We
propose two simple models to macroscopically approximate
the packet transmission of NBCS under DoS attacks. The
models are based on a multiple-input queue, which essen-
tially captures the mechanism of network equipment opera-
tion. Model I estimates the case that DoS attacks target an

endpoint (either the controller or the plant machine) or the
customer-edge routers close to the endpoint. In this case, a
large number of NBCS packets may be lost. Model II ap-
proximates the case that service-provider-edge routers,
possibly few hops away from a targeted endpoint in the path,
are attacked. Empirically, the latter type of attack tends to
slow down the network links. As a result, NBCS packets
may endure relatively long and oscillatory delay jitter.

The simulated delay jitter/packet loss are then incorpo-
rated into a control loop (a discrete PI controller with a
second-order plant). The numerical simulation results indi-
cate DoS attacks causing long delay jitter may significantly
deteriorate the performance of NBCS no matter whether an
event- or time-driven controller is used. On the other hand,
the attacks causing excessive packet loss degrade the per-
formance but do not destabilize the system with an
event-driven controller.

A detailed survey on NBCS was given in [5]. There are
also a few works that studied NBCS in which underlying
networks are in a regular status. A networked PI controller
over IP network was implemented in [6] while [7] proposed
a neural network middleware for tracking of a networked
mobile robot. The effect of delay jitter on quality of control
in EIA-852-based networks was investigated in [8]. Asyn-
chronous and synchronous actuation for a networked control
system was discussed in [9]. A general-purpose architecture
for the Internet-based teleoperation was presented in [10]. A
teleoperation control system, based on the characteristics of
the measured site-to-site packet round trip time, was de-
signed and tested in [11]. Reference [12] pointed out the
importance of network security in industrial informatics.

The remainder of the paper is organized as follows.
Section II introduces the specific controller algorithm and
plant dynamics. Section III describes the two queueing
models for packet transmission under DoS attacks. Section
IV gives the simulation methodology. Sections V and VI
analyze the NBCS performance under the two models of
DoS attacks, respectively. Conclusion is presented in Sec-
tion VIIL.

II. AN EXAMPLE OF CONTROL SYSTEM

The focus of this paper is to study how network security
anomaly affects NBCS. A simple discrete PI algorithm and a
second-order plant are used. The ideal control system is well
understood so that the performance degradation of NBCS
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Fig. 1 Realization of a network based control system.

under DoS attacks can be better quantified. The plant
transfer function is

2029.826
G,(s)=
(5 +26.29)(s +2.296)
has the gainst =0.1701, and K, =0.41 [6]. Note

that we use a slightly different value for the integral gain

, and the PI controller

K, from the original one in [6]. The time scale is in ac-
cordance with the control of an electromechanical system,
where the sampling rate f of the plant is 50 samples/sec.

Under a unit step input, the resultant performance without
considering packet transmission latency is: percentage

overshoot  p0=0.097688, rise time #,=0.16 sec, settling

time #_ =0.28 sec, and mean squared error 7.5€=0.004304.

II1. SIMULATION MODEL

The abstract structure of NBCS control loops is shown in
Fig. 2. The sensor measurement and control signal are
transmitted between a controller and a plant via network
packets. Each sensor packet has a certain time delay before

arrival at the controller. Let the latency be d, ;, thus the

jitter of sensor packets is defined as
Tpi = db,i _m.in(db,i)’ dh,i < (1)
1

where the first subscript b represents it is the backward delay
from the sensor to the controller and the second subscript i
denotes the index of the packet. The packet loss will be
treated separately. Similarly, the jitter of control packets is
defined as

Ty =ds mjin(df,j), dy; <o )

where the first subscript f represents it is the forward delay
from the controller to the actuator and the second subscript j
denotes the index of the packet.

min(d, ;)and min(d, ;)can be regarded as the de-
i ’ J '
terministic delay due to the signal propagation and the finite

bandwidth. In the simulation, we assume that the determi-
nistic delay has already been compensated. Thus we only

consider the stochastic delay jitter 7, and 7 , in the control
loop.

For system operation, the sensor is time-driven. Every
1/ f, seconds it sends a packet of the sensor measurement

to the controller. The packet will travel through networks
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Fig. 2 Abstract structure of a network-based control system

and then arrive at the controller. A packet may be lost during
the transit; thus, the controller can be either time-driven

(every 1/ f seconds use the latest measurement packet

stored in the buffer to calculate control signal and transmit it
to the actuator) or event-driven (transmit the control signal
upon receiving a measurement packet from the sensor). The
actuator will be event-driven.

In computer communication systems, packets moving
from one site to another have to access shared resources
(communication links and network equipment). For each
router in the path between a plant and a controller, the
mechanism governing packet transmission can be abstracted
by a queue [13]. The discipline for the service is commonly
assumed first-come-first-serve. Packets arrive at a router at
unpredictable times. If a packet finds that the router CPU is
idle, it will be immediately served for a certain amount of
time. If the router CPU is busy, the packet will be in the
queue to wait. When a queue with a finite size is full, the
newly arrived packet is dropped.

The routers in the path handle not only the NBCS packet
flow, but also other traffic (non-control applications/flows
of other NBCS systems). To capture this, we use a queue
with two input processes: one is the NBCS packet flow and
the other is the background traffic. Later on, we will add the
DoS attacks into the queue. Considering the fact that the
routers are heterogeneous/dynamic plus it is infeasible to
collect the very detail of traffic data from the routers, we
choose to use a lumped queue to simulate the process of
packet transmission between a plant and a controller. As will
be shown in Section V, the simulated delay jitter under the
network regular status from the lumped queue is close to the
measured data reported by several US network measurement
projects [14], [15].

For simplicity of presentation, we use the mean values to
represent the corresponding stochastic processes. For the
model of backward delay jitter 7, , A, is the mean arrival
rate (packets/sec) of the sensor data; i/ is the mean arrival

rate of the background traffic; 4 is the mean service time

(msec) of the server in the queue; A is the mean arrival rate
of the sensor data at the controller. Currently, it is not un-
common that IP routing from a site to another exhibits
symmetry [14]. So we assume the background traffic arrival
and the server service time in the model of forward delay

jitter 7, will have identical distribution with those in the

model of backward delay jitter 7, . The mean arrival rate of

output



control signals is A = f| (time-driven) or 4 = A (event-
background

driven). traffic g

We are interested in the total time spent in the queue by
the packet n of NBCS. This is simply the sum of waiting time

sensor data
sensor

and service time of the packet, which is denoted by
s, =w, +u, 3)
We will simulate s, and then use it to approximate the delay

jitter7, and 7 .

A. DoS Attack Model I (Larger Packet Loss)

This model approximates the case that DoS attacks target
endpoints (a plant or a controller) or customer-edge routers
close to endpoints. Attackers can send a flood of packets to
overwhelm the endpoints. Likewise worms can propagate
into the local area network within an organization and make
extremely high-rate port scans. The feature of this kind of
attack is that a lot of NBCS packet might be dropped. Since
only endpoints are attacked, the survived sensor/control
packets may experience relatively small jitter, given that the
remaining network may have a regular status.

Fig. 3 shows the model, where we explicitly introduce
another arrival process (attack traffic) into the queue with
mean arrival rate ¢ (packets/sec). We assume that hackers

attack the path from the sensor to the controller. The essence
of the model is that we are able to change the magnitude

@ of attack traffic to approximate the severity of the DoS
attacks.

B. DoS Attack Model II (Longer Delay Jitter)

Recall that attackers may try to flood the critical routers in
the path between a plant and a controller. Those routers may
be few hops away from the endpoints. Those routers owned
by Internet service providers or telecommunication carriers
are commonly high-end and can handle relatively high
packet rate. The effect of the attack is to overload these
routers and then slow down network links. Since the control
or sensor signal packets have a comparatively small arrival
rate, the particular NBCS packet flow may have small loss.
Nevertheless, it is likely that the packets in the flow may
experience a longer delay jitter.

We choose to lump the attack traffic into the mean service
time 4 in order to approximate these attacks. In other

words, no explicit attack flow is added into the queue. A
reference value g, is given first as a representative of
network normal status. We increase £/ to model the esca-

lated severity of the DoS attacks. Since the victim routers
may handle the NBCS traffic in both directions, the value of
M in both forward and backward delay will increase under

DoS attacks. The model is depicted in Fig. 4.
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Fig. 3 Model I DoS attacks. Adjust ¢ (attack traffic rate) to approximate

the severity of attacks.
IV. SIMULATION METHODOLOGY

The queue in the model is the G/G/1, where “G” denotes
the distributions for interarrival and service times of packets
are generally distributed, and “1” denotes one server in the
queue (serving one packet at a time). In the simulation, we
assume the service time under regular or attack status ob-
serves an exponential distribution. The background traffic is
a Poisson process with a mean rate i/ . Thus, the back-

ground traffic load of the channel can be defined as W/ .
We also assume the computational time at a controller is
negligible, and hence only stochastic delay jitter (7, and

7 ;) are put in the control loop simulation. Packet loss and

large delay jitter are allowed. The packet out-of-sequence
problem in the IP network is regarded as a special case of
packet loss in NBCS, since a controller after having received
the new packet from a sensor will usually ignore the out-
dated packets which arrive later.

For each simulation run, the time of simulation lasts 15
seconds. The buffer size of queue is 10 in all cases. The
reference input for the control loop is a unit step excitation.

In the remaining sections, the values for performance
metrics such as percentage overshoot and so on are under-
stood as an average value of many repetitive simulation runs
unless the authors make an explicit statement.

V. PERFORMANCE UNDER DOS ATTACK MODEL
I (LARGER PACKET LOSS)

Empirically, in DoS attacks, the injected packet rate
roughly grows exponentially in the beginning and then
saturate at a high level [2], [3]. To fit our simulation envi-
ronment, we assume that the rate of attack packets grows
exponentially to a maximum point ack mag (maximum
packet rate) at 3 second and then levels off until the end of
simulation 15 second. The exponential growth and satura-
tion of attack traffic rate is in accordance
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with one’s intuition, though the specific times are a bit ar-
bitrary.
M,=3 ms and 60% background traffic load are given as

one example of network normal status for both event- and
time-driven control approaches. Since the simulation time is
15 sec and the sampling rate is 50 samples/sec, there are 750
measurements packets from a sensor to a controller. Each

sensor packet experiences delay jitter of 7, , and every
control packet endures delay jitter of 7, .. In one simula-
tion run of the regular case, we average over 7, ; to get the

jitter value 7, of 6.97 msec. The results of other simulation

runs are close to this value. As reported in [15], the one-way
jitter of one major US backbone link from Atlanta to Chi-
cago is 8 msec. For any practical NBCS system, the jitter
including the contribution of edge networks may be above
the value. Thus, the parameters we use are a reasonable ap-
proximation for representing the network normal status.

Based on DoS attack Model I, we run 10 simulations for
each value of ack_mag. Fig. 5 shows the performance of the
event-driven control method. It is clear that the system is still
stable, though a large number of packets are lost due to the
attacks. For example, the loss ratios are: 84%/0 and
85.2%/0.2% for backward and forward channels under
ack_mag 2000 packets/sec and 2500 packets/sec. Since at-
tackers do not attack the forward channel, the loss ratio is
small there. It can be seen in Fig. 5 that the performance is
clearly degraded. The percentage overshoot increases above
0.15, compared to 0.09 without delay. The rise and settling
times are even much larger than those without delay.

Fig. 6 displays the performance of the time-driven control
approach. When ack_mag is greater than 1000 packet/sec,
the system becomes unstable. The loss ratios are
69.2%/0.7% and 85.9%/0.4% for backward/forward chan-
nels under rate 1000 packets/sec and 1500 packets/sec. Note
that the controller is time-driven so that the number of

packets from the controller to the actuator is high (close to
750). Comparing Fig. 6 to Fig. 5, the time-driven approach is
more susceptible to network attacks. These attacks cause
excessive packets losses in the path from the sensor to the
controller, which makes the controller compensation based
on the data stored in the buffer quite inaccurate.

VI. PERFORMANCE UNDER DOS ATTACK MODEL
II (LONGER DELAY JITTER)

A. Event-Driven Controller

With the reference £4,=3ms, four levels of 1 (6,9, 12,

and 15ms) are used to model different magnitude of DoS
attack. If g2 gets larger, the DoS attacks get more severe.

For each value of g/, we change yu from 10% to 90%,

which models the background traffic load from low to high.
At every pair of (4, Wit ), we run 20 simulations, and the

average performance values of 20 runs are reported in Fig. 7.
Fig. 7 clearly conveys that the performance is degraded
under DoS attacks. With different classes of ¢, the larger

M gets, the worse the percentage overshoot. Under the
same class of £/, large background traffic load tends to

cause high percentage overshoot. The implication is that the
DoS attacks will cause the worse degradation if the path
between the controller and the plant has already been under
heavy load of background traffic.

The performance of rise time is not affected significantly
by the attacks. In all cases, it is within 0.16-0.26 sec. The
patterns of settling time and mean squared error are very
similar to that of percentage overshoot, which are substan-
tially impaired by DoS attacks. When DoS attacks get more
intense (4 increases), the control system may become di-

vergent.
B. Time-Driven Controller

Fig. 8 displays the performance under this strategy. The
patterns of Fig. 8 are very close to those of Fig. 7 of event-
driven controller. Time-driven method is likely to have a
shorter rise time. Since the rise time under the event-driven
approach is also reasonable, the improvement of the time-
driven approach is minor in this aspect. In terms of per-
centage overshoot, settling time, and mean squared error, the
time-driven approach is inferior to the event-driven method
in our simulation environment.

VII. CONCLUSION

In this paper, the performance of a network-based control
system under DoS attacks are investigated. We propose
multiple-input queueing models to approximate the resultant
delay jitter/packet loss, which are then incorporated into the
control loop. Model I captures that DoS attacks targeting
endpoints may cause excessive packet loss. From simulation
results, this type of attack deteriorates the performance, but
the system may remain stable with the event-driven con-
troller. Model II captures that DoS attacks targeting the
network links cause longer delay jitter. This kind of attack



has a substantial negative impact on the performance. Sys-
tems might be destabilized when the DoS attacks get more
intense.
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