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The National Strategy for Homeland Defense, published by the then U.S. Office of Homeland Security in
July 2002, directs all U.S. government agencies to conduct vulnerability analyses of their sensitive systems.
This policy applies to Department of Defense systems, including the simulation packages used to design and
exercise national missile defense.

Many, if not most, of the previous vulnerability analyses of missile defense simulation platforms have
utilized traditional reverse engineering techniques along with a review of all documentation and publicly
available sources. These experiments have produced some useful information, though the amount of platform
specific data recovered has been limited.

The use of genetic algorithms (GAs) has been shown to be an effective method of performing boundary
analysis and parameter optimization. In this paper, we show how GAs can be used to extract information
concerning how particular parameters affect heavily parameterized missile defense simulation system
performance. This information would be very valuable to researchers as part of a greater vulnerability analysis

of national missile defense software.
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1. Background

In July of 2002, the then U.S. Office of Homeland
Security published the National Strategy for Homeland
Defense. Part of this strategy required all governmental
agencies to conduct vulnerability analyses of all critical
systems. The goals of these analyses were to discover any
vulnerability that might allow a hostile organization to
not only sabotage sensitive systems, but also compromise
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them for the purpose of information extraction.

To comply with the newly issued strategy, the
Missile Defense Agency ordered that a vulnerability
analysis be conducted of their missile defense simulation
packages. These simulations were used to design and
develop modern defense strategies for the United States.
To develop modern strategies, these missile defense
simulation packages were required to simulate highly
sensitive military hardware. To enhance national
security, the developers of these simulation packages
made them highly parameterized, meaning that no
performance data was stored in the software packages
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themselves. Any performance information needed for
the simulation of a system had to be provided by the end
user. However, it was feared that while the simulation
packages did not contain any performance data, the
packages might contain some inherent information
necessary to perform the simulations, such as behavioral
characteristics. Any information of this type that could
be gained from the simulation packages still could be
considered a vulnerability.

2. Previous Research

Analysis of national missile defense simulation software
is a relatively new endeavor. Vulnerability analysis,
though, is not a new field. There even has been
considerable work performed using genetic algorithms
(GAs) as part of vulnerability analyses.

Many, if not most, of the previously published studies
regarding vulnerability analysis of national missile
defense simulation packages have utilized traditional
vulnerability analysis techniques. These techniques have
included traditional reverse engineering practices [1]
and documentation review [2]. These studies also made
use of publicly available information as part of the
vulnerability analysis [2]. The amount of information
recovered from these experiments was considerable
[1]. This large amount of data resulted in a desire to
determine which pieces of data were more important to
the execution of the simulation models.

Vulnerability analysis research has been performed
using GAs; the research domains vary considerably. For
example, GAs have been used to perform vulnerability
analysis of resource constrained tactical networks [3]
and have also been used to conduct vulnerability analysis
of tactical battlefield environments [4].

Though GAs have not been used to find
vulnerabilities in missile defense simulation software,
they have been utilized in the analysis of other types of
simulation packages. Researchers at the Naval Research
Laboratory have had success using GAs to perform
vulnerability experiments on intelligent controllers for
autonomous vehicles [5]. It should be noted that the
term “vulnerability” carries a different meaning in the
context of the Naval Research Laboratory experiments.
The goal of those experiments was to utilize a GA in
partnership with a vehicle simulator to discover sets
of data that would cause the intelligent controller to
fail. This differs with the meaning of vulnerability in
the context of this experiment. In this case, the term
vulnerability is used to describe any potentially sensitive
information that may potentially be extracted from the
missile defense simulation packages.

2
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3. Evolutionary Computation

Evolutionary Computation (EC) [6,7,8,9] is the field of
study devoted to the design, development, and analysis
of problem solvers based on simulated evolution.
Evolutionary computations (ECs) are biologically-
inspired systems that have been successfully used to
solve a wide range of problems in the areas of robotics
[10], constrained optimization [9], machine learning [8],
network and computer security [11], and vulnerability
analysis [5], just to name a few. ECs are different from
most traditional problem solvers in that they operate on
a population of candidate solutions (CSs) rather than
on just one CS. They have been particularly successful
in solving large complex problems for which traditional
problems solvers yield unsatisfactory results.

Figure 1 provides a pseudo-code example of an
EC. Initially, a population of CSs (also referred to as
individuals) is randomly generated and evaluated
using a user-specified evaluation function. The
evaluation function assigns each individual a fitness
that is representative of its “goodness.” After the initial
population has been created and evaluated, the EC
begins to iteratively refine the population by: 1) selecting
parents based on their fitness, 2) allowing the selected
parents to create offspring through crossover (sexual
reproduction) and/or mutation (asexual reproduction),
3) evaluating the offspring, and 4) determining which
individuals of the current population and the set of
offspring get to survive to the next generation.

3.1 Genetic Algorithms

Most ECs fall into one of three categories [7]: genetic
algorithms [8,9,12,13], evolutionary algorithms (EAs)
[6,14] and Swarms [5]. GAs primarily rely on sexual
reproduction (called recombination or crossover)
to recombine CSs selected to be parents while EAs
primarily rely on mutation. Swarms are EC techniques

Procedure EC()
{
t = 0;
Initialize Pop(t);
Evaluate Pop(t);
While (Not Done)
{
Parents(t) = Select Parents (Pop(t));
Offspring(t) = Procreate(Parents(t));
Evaluate (Offspring(t));
Pop (t+1l)= Replace (Pop (t),O0ffspring(t));
t =t + 1;

Figure 1. The evolutionary process of an EC
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based on social evolution. However, to date, GAs have
been the most popular and widely used EC paradigm.
GAs also have a long history of success on a variety of
optimization problems [16]. More recently, they have
been applied to a number of other problems including
pattern recognition, robotics, expert systems, and
biological applications [17].

When developing a GA for a given application, after a
suitable evaluation function has been developed, thought
must be given to the following issues: 1) the population
size, 2) the representation of candidate solutions, 3)
how to select individuals to be parents, 4) the type of
procreation methods that will be used to allow the
parents to create offspring, and 5) which individuals of
the current population will be replaced with the newly
created offspring.

3.2 Parent Selection in GAs

The number of individuals within the population of a
GA usually varies based on the problem at hand. Once
the user has specified the population size it remains
static throughout the evolutionary process. Regardless
of the application, the size of a population must be
chosen carefully. Choosing a population size that is
too large may result in far more function evaluations
than needed to converge upon a solution. Choosing a
population size that is too small may cause the GA to
prematurely converge on a population of undesirable
candidate solutions [7].

3.3 The Representation of Candidate Solutions

GAs typically are divided up into two broad categories
based on the way individuals are represented. In
binary-coded GAs [7,8], candidate solutions are
represented as binary strings. Thus, binary-coded GAs
require a mapping function that is used to map the
binary string (known as the genotype representation)
into the corresponding candidate solution (known as
the phenotype representation) that the binary string
represents. Real-coded GAs, on the other hand, operate
exclusively on the candidate solution (phenotype
representation). Therefore, no mapping function is
needed. Although much of the theoretical work on GAs
has been done using binary-coded GAs [8], most real-
world applications of GAs use real-coded representations
[2,9].

3.4 Parental Selection in GAs

The way in which parents are selected can dramatically
affect the search behavior of a GA. If too much emphasis
is placed on selecting individuals that have the best
fitness, then the population will rapidly converge to a

sub-optimal solution. However, too little emphasis on the
better performing individuals of a population will result
in slow convergence (and sometimes non-convergence).
Thus, it is important for the parent selection method
to balance selection pressure (the tendency to select
the better performing individuals) with diversity (the
tendency to select less fit individuals as parents in hopes
that they possess genetic material critical for evolving
optimal or near-optimal solutions) [7,9].

There are a number of popular selection methods
used by GA researchers [7,8,9,18]. The first method is
known as Proportionate Selection [7,18]. Proportionate
Selection assigns a probability of a particular individual
being chosen to procreate based on its fitness. This
probability can be represented mathematically using the
formula p, = f,/ 3f, where p, is the probability that the
individual will be chosen, f is the fitness of the individual,
and }f is the summed fitness values of all individuals in
the population.

Another frequently used method of selecting parents
is known as Linear Rank Selection [7,12,18]. Linear
Rank Selection selects parents based on a subjective
fitness. This subjective fitness is determined by the
individual’s relative fitness when compared to other
members of the population. The most fit individual
in the population would receive a ranking of one; the
second most fit individual would receive a ranking of
two, etc. The subjective fitness is frequently computed
using the formula sf; = (P-rj)(max-min)/(P-1) + min,
where sf; is equal to the individual’s subjective fitness,
P is the size of the population (number of individuals
in the population), 77 is the individual’s rank within the
population, max is the subjective fitness to be assigned
to the best individual, and i is the subjective fitness to

be assigned to the worst individual.
Perhaps the most widely used selection method is

Tournament Selection [9]. In k-Tournament Selection,
k individuals are randomly picked from the population
and the best of these k individuals is selected to be a
parent. This process is repeated to select a second parent
if needed. Binary tournament selection (k=2) is the most
widely used selection method.

3.5 Genetic Operators

The operators used to create offspring typically fall into
one of two categories: recombination and mutation [8,9].
In this section, we will briefly introduce three popular
recombination (crossover) operators and Gaussian
mutation. The recombination operators that we present
typically are used for real-coded chromosomes (see Section
3.3). These operators differ significantly from single-point
crossover used in many GA applications!. When using
real-coded GAs, the three recombination operators to be
presented perform better than single-point crossover [9].

Volume 1, Number 4

JDMS 217



Imsand, Evans, Dozier, and Hamilton

3.5.1 Recombination Operators

A number of different recombination operators are used
in the creation of offspring. Most of these operators are
concerned with how the CS of each parent is combined
to form an offspring. The most commonly used genetic
recombination operators for real-coded GAs are mid-
point crossover, flat crossover (also known as BLX-0.0
crossover), and BLX-0.5 crossover.

Mid-point crossover attempts to average the
attributes of both parents and assign the average to
the new offspring. For example, consider a real-coded
GA that attempts to find a number whose square root
is less than three. Suppose that two parents have been
selected, p, and p,. Each parent contains two pieces of
information — its fitness and its CS, x, whose square
root potentially may be less than three. To create a new
offspring, c, that has a CS, x, the CSs of each parent are
summed and then divided by two. This would yield the
average of the two values, and would be assigned to the
newly created offspring’s value of X. This calculation
can be represented mathematically as x_= (x, + x,) / 2.
In this example (and the ones to follow), we use CSs
that are composed of only one variable. However, to
apply this recombination operator (and those to follow)
to CSs that are composed of a number of variables, each
of the values assigned to the corresponding variables of
the parents are crossed and the result is assigned to the
corresponding variables of the offspring.

A second type of recombination operator typically
used with real-coded GAs is known as flat crossover [19].
Flat crossover uses the values of the genes (variables) of
the two parents and assigns a value to the corresponding
genes of an offspring by randomly selecting a value that
lies between the values of the genes of the parents. Using
the example above, x_= Ulx,, x,], where x, < x,.

The third type of crossover operator frequently used
in real-coded GAs is known as BLX-0.5 crossover [20].
BLX-0.5 crossover is similar to flat crossover since the
values of both parents are used in the creation of the
new offspring. However, BLX-0.5 crossover attempts
to expand the potential values of the offspring by
multiplying the difference of the two parents by a
constant factor, in this case 0.5. This operation can be
represented mathematically by the following formulas,
where x, = x, and where rnd(lb,ub) returns a random
number with in the interval [Ib..ub]:

Let A = A(x, - x,), where .= 0.5
x,=rnd(x, — A, x, + A).

3.5.2 Mutation

It is sometimes advantageous to use mutation on
individuals in a population to replace the genetic diversity
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that may be lost due to selection and recombination [13].
Mutation is used in genetic search as a way of preventing
a phenomenon known as premature convergence [21].
Premature convergence typically results when there is
a lack of genetic diversity within the population. This
usually will cause the GA to converge upon a sub-
optimal (undesirable) solution. In real-coded GAs,
mutation typically comes by way of perturbing the values
of an offspring’s genes by adding a normally distributed
random number with a mean of zero and a standard
deviation of o. This is also known as Gaussian mutation
and is denoted as N(0,0) [9].

3.6 Replacement

After the offspring of a generation (or iteration) have
been created and evaluated, a replacement method is
used to decide which individuals should be allowed to
survive and which individuals should die. There are
several replacement methods of choosing the survivors
of a generation [6,22]. Two of the more common
methods are generational replacement [12] and steady-
state replacement [23]. In generational replacement, p
offspring are created and the offspring replace the p
individuals of the population. In steady-state selection,
A (usually A is equal to one or two) offspring are created
every iteration and these offspring replace the worst
) individuals of the current population. [24,25]. This
replacement occurs regardless of how good the offspring
are relative to the individuals that they are replacing.

4. Commanders Analysis and Planning
Simulation

The Commanders Analysis and Planning Simulation
(CAPS) system is an operational missile defense
simulation. The CAPS simulation system primarily is
composed of two major components: the graphical user
interface and the simulation engine. When examined at a
macroscopic level, the graphical user interface provides
an environment designed to allow the user to interpret
information and initiate actions. The simulation engine
is used to execute the simulation itself.

The CAPS simulation system belongs to an informal
class of simulators that can be termed as being heavily
parameterized. Members of this informal classification,
such as CAPS and Extended Air Defense Simulation
(EADSIM), execute simulations identically regardless of
the sensitivity of the information provided as input [26].
The same simulation engine(s) and algorithms are used
to simulate classified and unclassified scenarios. These
scenarios can make use of classified or unclassified data
without affecting the manner in which the simulation is
executed.

To conduct a vulnerability analysis experiment using
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CAPS, a more detailed examination of the simulation
system must be performed. Areas examined particularly
closely include the file(s) and file types used by CAPS,
and how the simulation engine interacts with these

files.
4.1 CAPS File Types

Several binary executable files provide the CAPS
simulation system functionality. These executables
serve as either the graphical user interface (GUI) for the
CAPS simulation system, or as part of the simulation
engine itself. The GUI for CAPS is provided by the
binary executable caps_gui.exe. The simulation engine
is composed of two different binary executables: caps_
f.exe and caps_s.exe. The caps_f.exe executable is used
to generate information concerning the operating area,
defended area, and footprint. The caps_s.exe executable
is utilized to perform risk generation and scenario
generation [27].

According to CAPS terminology, each simulation is
known as a scenario [27]. All of the data that is unique
to a particular simulation is stored in this scenario file.
This data includes locations for all tactical assets, terrain
characteristics, boundaries for the areas to be defended,
and battle management rules. The scenario file also
contains information required by the simulation engine,
such as the seed value for the random number generator
and location of other input/output files.

Specific data regarding the performance of tactical
systems is stored in other external files. For example,
data regarding the performance of the Patriot Advanced
Capability—3 (PAC-3) missile system is stored in an
external file labeled “patriot.interceptor.” These external
files are separated into different directories depending
on their function. These functions include interceptors,
radars, lasers, aircraft, etc. In addition to being grouped
into separate directories, the data files also carry different
file extensions based on what type of system they
represent. As already illustrated, interceptors are stored
in files with “.interceptor” extension, while aircraft files
carry an “.air” file extension.

In addition to the data contained in the input files for
each tactical system, CAPS also makes use of “flyout
tables” that also are stored in external files. These
external files are used by the CAPS simulation engine
while simulating the scenario and are capable of being
generated by several different simulation platforms.
For example, data generated by using the EADSIM
simulation package are capable of being used to provide
the flyout table values [26].

The input files passed to the CAPS simulation engine
are designated with an “.in” file extension. These files
are a composite of most of the data contained in the
other input files, with exception of the files containing

the flyout tables. The input file includes the data
pertaining to tactical system performance and all of the
data contained in the scenario file. The flyout tables are
not included in the input file, though. Instead, the input
file contains a path to the appropriate file where the
flyout information is stored.

The CAPS simulation engine produces a total of
fifteen different types of output files. These files are all
differentiated by the file extension assigned to them. For
example, files with an “.out” file extension are designed
to be a human readable form of all data points used in the
simulation. Files ending in “.out.scn” are designed to be
interpreted by the GUI for graphical representation. Files
ending in “.c.out” containing color code information,
again for processing by the GUI, while files ending in
“.err” contain information concerning any errors that
may have occurred during the simulation. Additional
information concerning the various types of output
files created by CAPS can be found by consulting the
documentation.

4.2 CAPS Execution and Functionality

The Commander’s Analysis and Planning Simulation
(CAPS) is designed to support new system acquisition
as well as operational planning. Individual System
Capabilities can be modeled and evaluated against threats
in user-defined scenarios. The performance of upper tier
versus lower tier systems can be evaluated. Additionally,
doctrine and its effect on successful engagements can be
evaluated.

5. Experimental Setup and Implementation

As previously stated, the goal of this study was to show
that a GA is capable of extracting information that
could be used as part of a greater vulnerability analysis
of national missile defense simulation software. It was
originally hypothesized that a GA would be capable of
solving for the values of each individual parameter used
in a simulation package.

We selected the CAPS simulation system to be the
target simulation system used in this study. The CAPS
simulation system was chosen based on an assessment
of the system’s future use as well as guidance from our
research sponsor. Compared to other simulations we
evaluated, we found CAPS the most interesting because it
was targeted to run on multiple platforms (Solaris, IRTX,
and Windows). For the purposes of the GA study, CAPS’
ability to input from multiple file formats made this the
most straightforward simulation to evaluate. After the
CAPS simulation system had been sufficiently reverse-
engineered to interface with, there still was considerable
work performed on the design and implementation of
the GA. The most challenging part of the design was
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constructing an evaluation function (for assigning a
fitness to each individual of the GA population) that
would not optimize parameter values, but instead
maximize the amount of change each value caused on
the simulation output. Scalability also was taken into
account when designing the fitness evaluation function.
The ability to conduct future research to determine
which groups of two, three, four, ... , 7 parameters were
most influential also was desired.

The GA used in this study was a real-coded GA, using
a modified steady-state survivor selection algorithm,
with a fixed population size of 40 individuals. Parental
selection was performed using tournament selection,
with each set of parents creating only a single offspring.
A population size of 40 was chosen after a review of
research concerning population sizes for similar GAs.
Some research indicated that a population size of 50 was
optimal [28], while other studies showed a population
size of 30 to be preferred [28]. Averaging these two
different population sizes yielded a population size of
40.

5.1 Simulation Setup

We first constructed a scenario inside of the CAPS
simulation system using the standard graphical user
interface provided by CAPS. When configuring the
scenario, it was decided to use the third generation
Patriot missile system, also known as PAC-3, as the
defensive system. The offensive system selected was a
generic medium range ballistic missile model provided by
CAPS. Since the data concerning the defensive weapons
systems were of far more interest to the study, it was
decided that the use of a generic offensive weapon was
acceptable. To minimize any potential impact that terrain
configuration might have on the performance of either
system, it was decided that the geographical location
should be relatively level. Though the exact location
of the offensive and defensive weapons system was
unimportant, it was decided that the experiment should
approximate a likely combat scenario. For this reason,
the offensive weapons system was placed just north of
the Iraq-Kuwait border, while the defensive weapons
system was placed in the middle of Kuwait. The total
distance between the two objects was approximately
67.72 miles or 108.98 km.

5.2 Genetic Algorithm Architecture

As previously stated, evolutionary computation used in
this study was a real-coded GA using a modified steady-
state survivor selection. In order to determine which
parameter(s) had the greatest impact on the simulation,
it was necessary for each individual in the population to
store two pieces of information for every variable used
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by the simulation. The first piece, a floating-point value,
indicated how much mutation potentially could be
applied to a particular simulation variable. The second
variable, a Boolean value, indicated whether the pre-
specified mutation should be applied.

The survivor selection algorithm employed by the
GA was a modified steady-state algorithm. The original
steady-state algorithm requires that the offspring
replace the parents, regardless of their fitness relative to
the parents. The modified steady-state algorithm used
in this study purposefully allows the 40 best individuals
to survive, regardless of whether they are newly created
offspring (this is known as a (p+A)-GA). Tests showed
this survivor selection method allowed population
evolution to occur more rapidly with no noticeable
tendency toward premature convergence. Further formal
study on this survivor selection algorithm is planned.

The other critical attributes of the GA used in this
study were conventional. As previously mentioned, a
population size of 40 was chosen. Parents were chosen
using a tournament selection [9] algorithm and the BLX-
0.5 [20] procreation operator was used in the generation
of offspring.

5.3 Fitness Evaluation

In order to use a GA for this type of study, a consistent mean
of evaluating an individual’s fitness had to be developed.
Based on specific guidance from the research sponsor,
we assumed that the designers of defensive weapons
systems, such as the PAC-3 system, would desire to
intercept an incoming threat as soon as possible. Using
this assumption, it was decided that the best indication
of an individual’s fitness would be the amount of time
required for the defensive system to disable the offensive
system. For example, an individual that is capable of
intercepting the incoming threat in 17.8 seconds would
be considered to have greater fitness than an individual
capable of interception in 20.2 seconds.

The CAPS simulation system produces several output
files after executing a simulation. The file carrying an
“.out” extension is particularly useful for the purpose of
determining an individual’s fitness. Files with an “.out”
extension contain human readable output of each data
point generated by the simulation engine. The data
in this file was capable of being easily parsed and all
pertinent data extracted.

After analysis of the “.out” output file, it was
discovered that any time the defensive weapon initiated
an engagement, the phrase “Shot X:” was recorded,
where X represents a method of identifying which shot
was being tracked. On the same line as the phrase “Shot
X:” was data indicating what time the shot(s) had been
launched, and the expected intercept time. The launch
time could then be subtracted from the expected intercept
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time to yield a value indicating how many seconds were
required for interception. The following is a pseudo-code
representation of the output file processing function:

while (not end-of-file (output file)) do
buffer = read line(output file);
if (“Shot 1:” in buffer) do
tokens = tokenize (buffer, ™ “);
total time = tokens[intercept time]-
tokens[launch time];
return total time;
end if;
end while;

The algorithm described provided the basis for the
previous parameter optimization experiment. However,
the goal of the experimentdescribed here was to determine
which parameters in the CAPS simulation system had
the most impact on the simulated performance of the
PAC-3 missile system. To accomplish this goal, it became
necessary to devise a slightly different fitness function.

The new fitness function was required to know which
CAPS variables had been modified, and how much
modification had been applied to them. The solution
to this problem was to devise a new fitness function,
incorporating parts of the old one. The new fitness
function first calculated the amount of time needed for a
baseline set of parameters to cause the simulated PAC-3
missile to intercept the incoming threat. Next, the new
fitness function applied any mutations called for by
the instance of class GeneLinkage being evaluated. A
pseudo-code version of the algorithm can be expressed
as:

Time = InterceptionTime (Baseline);

Baseline

TimeModlned = InterceptionTime (Modified) ;

if (numberOfAttributesModified <= K)
divisor = 1;
else
divisor = numberOfAttributesModifed;

Fitness=|Time —-Time | /divisor;

Modified Baseline
The value of K is a constant, equal to the number of
attributes that are being solved for. In other words,
if K = 1, then the algorithm will search for the most
influential single parameter. If K = 2, then the algorithm
searches for the two most influential parameters, and
so on. Calculating the fitness in this method allows
the GA to maximize the amount of difference between
the two-parameter sets, while minimizing the number
of attributes modified. The GA then can successfully
solve for the parameter that has the most impact on
the simulated performance of the PAC-3 missile system.
Notice that the value, K, only provides a preference for
those CSs that use K or fewer attributes; however, it is

still possible for the best solution to be one where greater
than K attributes are considered. The value of K may
also be set to the total number of attributes. This will
remove the preference for considering a smaller number
of attributes and would result in a final population
containing the 40 best individuals discovered regardless
of the number of attributes an individual considers.

5.4 Random Number Generation

The GA used in this study makes heavy use of pseudo-
randomly generated numbers. These numbers were
generated using the C++ library function rand(). Pseudo-
random number generator performance has been shown
to have an affect both on the speed of a GA, and the
quality of solutions generated [29]. For this reason, the
pseudo-random number generator rand() included with
Microsoft Visual C++ 6.0 was evaluated. This evaluation
was conducted using the frequency test, Kolmogorov-
Smirnov test, and gap test. The level of significance, a,
was 0.05 for all tests performed.

The library function rand() generates pseudo-random
numbers distributed uniformly. To confirm this, 10,000
pseudo-random numbers were generated and stored in
an external file. The numbers were on the interval [0,
100). The data generated by rand() successfully passed
all three tests for pseudo-random number generation.

5.5 Algorithm Execution

In order to determine how influential a simulation
variable might be, some manner of comparing datasets
must be employed. In order to make a comparison, a
baseline value must first be obtained. This baseline is
established by running the simulation using a default
dataset and measuring its fitness using the fitness
function developed for this study. This fitness value was
used as a basis for comparison for the remainder of the
experimental run.

After determining the baseline fitness to compare
against, the population of candidate solutions was created.
Each member of the population was initialized randomly.
Generating a random number between 0 and 1 initialized
the Boolean values. If the random number was less than 0.5,
the Boolean variable was assigned a value of false. Otherwise
it was assigned a value of true. The floating-point value used
to apply mutation to each simulation variable typically was,
though not always, within = 10% of the value used in the
baseline dataset. To better understand this process, consider
the CAPS variable “int_max_tof.” This variable was
assigned a value of 55.9885 in the baseline individual. The
corresponding mutation amount was assigned a random
value from the range = 10% of 55.9885.

After the population was created and randomly
generated, it was evaluated using the modified fitness
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function. This evaluation determined each individual’s
fitness based on the amount of change between it and
the baseline fitness value, and the number of attributes
that had been mutated.

After each member of the population had been
evaluated, the population was randomly divided into
two different tournaments. From these two tournaments,
two individuals were chosen to create a new offspring.
The new offspring then was placed into the population
using the modified steady-state survivor selection.
Stated differently, the new offspring replaced the worst
individual in the population, regardless of whether
the offspring was more fit than the individual being
replaced.

For the sake of data collection, each individual of
the population stored its data in an external file after
having its fitness value set. This provided a way to track
the population’s evolution, since each individual created
stored its data in an external file.

Because it was unclear as to the number of iterations
the GA would require to find a solution, it was initially
decided to allow the GA to run for a total of 10 hours.
Five different runs of ten hours were performed, and the
resulting data were examined. After examination of the
data, it was discovered that the GA always derived its
best solution prior to 800 function evaluations. Stated
differently, the GA always found the best solution prior
to the generation of the 800™ offspring. After discovering
this information, the GA was then executed 100 times,
allowing each execution run to generate a maximum
of 4,000 offspring. The number 4,000 was chosen for
two primary reasons. First, and most importantly, the
amount of time required for the GA to generate 4,000
offspring is very small, typically requiring about two
minutes. Second, the maximum value of 4,000 offspring
provided each execution of the GA far more time to find
a solution than was indicated as being necessary by the
initial five experimental runs.

6. Experimental Results

As previously stated, the GA was executed a total of
100 times in an attempt to discover the single most
influential parameter. During each execution, the GA
was allowed to create only 4,000 offspring. Initial
experimental runs showed that the GA determined its
solution by the creation of the 1,000 offspring. For this
reason the number of offspring the GA was allowed to
produce was limited to 4,000. This allowed the GA a
reasonable amount of extra execution time if necessary.
Of the 100 runs, 73 runs indicated that the single most
influential parameter was the CAPS parameter int_max_
tof. Though the CAPS documentation never directly
describes what this parameter does, it is surmised that it
indicates the maximum time of flight for the interceptor,
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in this case the PAC-3 missile. Further more, another
23 experimental runs indicated that the parameter inz_
max_tof_flag was the single most influential parameter.
Considering the apparent naming convention used by
the developers in CAPS when labeling variables, it is
reasonable to assume that the variable int_max_tof_flag
is a Boolean value indicating whether the data stored
in int_max_tof should be considered while performing
the simulation. If this is the case, then it is reasonable
to say that the GA found that the parameter int_max_
tof is the single most influential parameter, with a 96%
certainty rate. Two other parameters, see_to_intercept
and int_min_tof, also were named as the single most
influential parameters, though only for a small fraction
of the experimental runs. Table 1 contains the frequency

with which individual parameters were found to be most
influential by the GA.

Parameter Name Occurences
int_max_tof 73
int_max_tof_flag 23
int_min_tof 2
shape_delay 2

Table 1. Frequency of genetic algorithm results

7. Conclusions

The goal of this research was to determine which
parameters were most influential upon simulation
output. Once obtained, this information could be used
as a part of a broader vulnerability analysis of the
simulation package. The GA used in this study was able
to determine the single parameter that most affected
output from this single class of simulation package.

This is significant because when analyzing simulation
software, there may be hundreds or thousands
of parameters. This is particularly true in defense
simulations where a desirable design feature is to have
unclassified simulations whose results are only classified
when classified parameters are used. By determining
the parameters that most influence the outcome of a
simulation, a vulnerability analyst quickly can determine
which parameters to focus on as he/she evaluates the
simulation software.

The findings of this study are significant because of
the empowering nature of the information obtained. By
allowing researchers to focus on influential parameters,
a more thorough vulnerability analysis of the simulation
package can be performed. Being able to prune away
insignificant parameters reduces analysis time.

Requiring further study are the effects of using the
modified steady-state survivor selection algorithm. This
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method of survivor selection was used in this study
because of its indicated potential to more rapidly evolve
the population of candidate solutions. Further research
should be performed to confirm the initial findings of
increased efficiency, as well as explore any drawbacks.
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Endnote

In Single-Point Crossover, two parents are cut at a
randomly selected “crossover site” to create two children. The
first child is created by recombining the first part of the first
parent with the second part of the second parent. The second
child comes as a result of recombining the first part of the
second parent with the second part of the first parent.
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