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Abstract—A denial of service (DoS) 1  attack is a well-known 
problem for networks. Although many research papers have 
addressed the problem of DoS attacks, some drawbacks still exit. 
The major problem is this: when a responder receives a request or 
key message, and system resources are required to verify that the 
request has been sent from a legitimate user 2 , the additional 
computing time and memory storage involved provides an adversary 
the opportunity to launch a DoS attack. In order to prevent this 
attack, we present a new protocol called the Identity-Based dynamic 
access control filter (IDF), which checks every filter value on every 
received frame to determine if they have permission to enter the 
system and use system resources. In this paper we focus on wireless 
network protection, but the same concept can be applied to a wired 
network as well. A performance analysis of the critical step used in 
preventing a DOS attack is conducted and the result is compared 
with other Public Key-based schemes. 

Keywords-Wireless network, Information Security; AAA; 
Denial of Service Attacks 

I.  INTRODUCTION 
The current IEEE 802.1x or ongoing 802.11i standard still 

lack the ability to prevent DoS attacks on access points (APs) 
or authentication, authorization and accounting (AAA) servers. 
Placing more arms, e.g. cryptography, around these standards 
will simply make it easier for attackers to launch DoS attacks 
as a result of the added computational requirement. Attackers 
can launch DoS attacks by sending numerous faked request 
messages and secret keys to the responder3. This process will 
keep the responder busy verifying them. If a victim performs 
the required computation and stores information about the state 
of each illegitimate request, the victim will be swamped in a 
short period of time.  

We launched DoS attacks by using the method mentioned 
above on IEEE 802.11 and 802.1x standards, including EAP-
MD5, EAP-TLS and LEAP as well as the Temporal Key and 
Integrity Protocol (TKIP) with the Message Integrity Code 
                                                           
1 We do not distinguish between DoS and distributed denial of service (DDoS) 
attacks in this paper since a DDoS attack is a sophisticated attack method of 
DoS using many computers in a distributed manner. 
2 In this paper, the masculine or feminine term is used for a legitimate user or 
adversary, respectively.   
3 The responder could be an access point, firewall, or an AAA or database 
server that stores user information. 
This work was partially supported by a Nokia grant. 

(MIC). These latter items are major issues within the ongoing 
IEEE 802.11i standard. Those experiments are based on 
Cisco’s current firmware and equipment, i.e. Cisco AP 1200 
and 350. Different types of frames are modified, including 
authentication or association request frames, EAP frames, or 
incorrect keys to drag down the system’s performance. The 
results show that one laptop, acting as an adversary, has 
sufficient capability to launch a DoS attack against several APs 
because of the latter’s limited resources. For an AAA server, at 
least 10 or more adversaries are required to drag down the 
performance of the server. Although the 802.11i is considered 
to be more secure than the other standards, it is vulnerable to 
DoS attacks. In reality, the time between launching and 
obtaining a successful DoS attack on 802.11i is made shorter 
than other standards by taking advantage of the cost of 
computation. When a DoS attack is launched from one laptop, 
it takes, on average, 5 seconds to bring down an AP using 
TKIP with MIC, 8 to 10 seconds with EAP-TLS and LEAP, 
respectively, and about 15 seconds for WEP.  

The use of ingress and egress filters is recommended in 
order to reduce the risk of DoS attacks, but it may fail to stop 
the DoS attacks that are launched using a spoofed source IP 
address from a legitimate user, or from a valid range of the 
source IP address. The drawback of an IP-based filter is the fact 
that an IP address is a fixed set and cannot change dynamically 
permitting the user to protect the IP address from being spoofed 
by an adversary. Our proposed IDF protocol is an ID-based 
filter, which can change dynamically on every frame and 
cannot be reused, thus preventing filter values from being 
spoofed. The faked frames will be blocked outside the filter in 
order to stop a junk message DoS attack. The remainder of this 
paper is organized as follows. Section 2 reviews the related 
works in defending against DoS or DDoS attacks. Section 3 
proposes the concept for the IDF protocol. Section 4 explains 
in detail how the IDF protocol defends against DoS attacks. 
Section 5 describes DDoS user detection provided by an IDF 
and outlines a performance comparison. Section 6 contains the 
conclusions and suggestions for future work. 

II. RELATED WORKS 
To prevent a DoS attack, authentication is an important 

issue in helping the users and responders identify each other 
prior to accepting one another’s frames. There are several PKI 
signature authentication schemes that have been proposed to 



prevent DoS attacks [1][2][3]; however, they are vulnerable to 
DoS attacks on the first and third message. For example, on the 
first frame of W. Aiello, et al [1] and J. Leiwo’s [2] schemes, 
the request message including the user’s ID or nonce is sent in 
unprotected clear text to the responder. If the responder 
requires a user identity check, as is done with W. Aiello’s 
scheme, an adversary can launch a DoS attack by spoofing the 
legitimate user’s identity in order to pass the responder’s 
identity check. If the responder need not check the user’s 
identity using the first message, as is done in J. Leiwo’s 
scheme, the adversary can randomly generate a nonce on the 
request message to the responder in order to launch a DoS 
attack. In these two schemes, once the responder has received 
the first request message, the responder must generate a nonce 
and then compute a hash function for each received faked 
request message. This process causes DoS attacks, since the 
adversary has forced the responder to keep busy processing 
spoofed request traffic and thus has limited ability remaining 
for servicing legitimate users.   

In the third flow, they must either verify the received 
signature sent from a legitimate user, or not. This step requires 
more computation and is vulnerable to a DoS attack, because 
an adversary can send a plethora of faked signatures to the 
responder for verification. Furthermore, if an adversary 
launches DoS attacks by continuing to send a pair, consisting 
of the first and third messages, to the responder, the burden on 
the responder will increase until the system buffer overflows. 
Just imagine, that if millions of pairs of frames are sent from an 
adversary to a responder, how much computation is required by 
the responder to determine if the messages are forged. The IDF 
can assist those schemes in blocking the faked message and 
thus preventing a DoS attack. 

The client puzzle is another DDoS defending scheme that 
requires a client to do more work than a server in order to be 
served. Originally, cryptographic puzzle was used for key 
agreement not access control [4]. The idea that a client must 
commit resources first and do a considerable amount of 
computation was proposed by Dwork and Naor [5], and used to 
address the problem of junk e-mail. Juels and Brainard [6] 
introduced a cryptographic client puzzle, which is sent to a 
client when a server appears to be under TCP SYN flood 
attacks. A client must solve its puzzle correctly in order to get 
service. Later, Aura and Nikander proposed the DoS-resistant 
authentication scheme [7], which combined the stateless 
authentication protocols [8][9] with a client puzzle to address a 
DoS attack. Wang and Reiter [10] proposed a puzzle auction to 
address DoS attacks. This scheme permits the client to 
determine the difficulty, i.e. bid, of the puzzle. A higher bidder 
pays more, in terms of complex computation, to obtain a higher 
priority for receiving services. Although the puzzle scheme 
reduces the risk of DoS attacks, it sacrifices the legitimate users 
who must accept mandatory expensive operations on their 
machines. It is neither fair for legitimate users nor efficient.  

Photuris [11] uses a cookie (hash value) based on PKI-
based algorithm for DoS resistance. The user must return the 
cookie generated by the responder for verification. Although 
Photuris uses a cookie to guard against flooding attacks sent 
with bogus IP Sources or UDP Ports, it has vulnerability for 
DoS attacks that was pointed out by [12]. 

III. PROTOCOL DESIGN 
In IDF, each user has their unique filter generated from 

their master pre-shared secret key, the details of which are 
discussed in section 4.2. The master key is protected by two-
factor feature keys. 1. The user’s password is memorized by the 
user and never stored on the device or sent in traffic. 2. A 
nonce and timestamp are generated by the user’s system and 
unknown to the user. Only legitimate users and responders can 
update their filters and determine each other’s next filter value. 
Furthermore, the Advanced Encryption Standard (AES)-
Counter mode (CTR) with Cipher Block Chaining (CBC) and 
Message Authentication Code (MAC), i.e. AES-CTR+CBC-
MAC, or what is now simply called the AES-CCM mode 
[13][14], is used to guarantee the confidentiality and integrity 
of data during communication. The system performs 
computations only after the frames have passed the access 
control filter, F(t), which is a time-dependent function that 
changes every frame, as shown in Fig. 1. If a frame sent from a 
user or responder does not match the filter value, it will be 
blocked by the filter before the system resources are consumed. 
Similar access control techniques are being used in packet 
filters, routers and firewalls and are well-known for their 
processing speed. 

System Resources

Dynamic Access Filter : F(t)

F(t), with E[Data]

If the F(t) matches the
filter value, then E[Data]
is allowed to use system
resources

 
Figure 1.  The concept of IDF: if the F(t) matches the filter value, then 
E[Data] is allowed to use system resources.  

IV. THE IDF PROTOCOL 
The IDF protocol consists of three stages. The first stage is 

the initial configuration stage. In this stage, the master secret 
key of a user and responder are generated and exchanged via a 
secure channel as pre-shared secrets. Using the pre-shared 
secrets, the initial access control filter values for every 
legitimate user will be generated and stored on a responder 
filter table before a responder starts to broadcast the beacon 
information. The second stage is the mutual authentication 
stage used by users and responders to identify one another. The 
third stage is the fast dynamic access control filter stage. Since 
the responder must process a large volume of traffic and the 
filter value is changed with every frame, the computational cost 
for the third stage should be less than other stages. In order to 
keep the notations simple and easy to understand, the 
discussions of the IDF protocol are based on one user with a 
responder. 

A. Notations for IDF Protocol 
idR RP     A responder’s identifier and password assigned by an administrator 

RT RiN     Timestamp and initial nonce generated by responder’s system when 

RP  is assigned 



RK          Master secret key of a responder generated by a keyed hash function 
during the initial setup stage 

idU uP     User’s identifier and password, typed in for each session and not 
stored in the device  

uT uiN      Timestamp and initial nonce generated by a user’s system when 
uP  

is assigned 
UK          Master secret key of a user generated by a keyed hash function 

during the initial stage 

iN           A random number that is chosen by a user. This number remains the 
same during the user’s login session. It will be updated 
automatically after a new 

UK  is generated, and used for the next 
login session 

KUT         Timestamp when 
UK  is generated 

RN          A nonce generated by a responder. It is encrypted using the AES-
CCM mode when sent to challenge a user with beacon or broadcast 
frames, and updated after a configurable valid time interval 

NRT          Timestamp when a responder’s nonce 
RN  is generated 

( )tRf         A 128-bit seed from a responder’s truncated function used to update 
filter

( )tRF  

( )tUf         A 128-bit seed from a user’s truncated function used to update 
filter

( )tUF  

( )tRF         The access filter is stored in a responder’s filter table to filter the 
frames from users 

( )tUF         The access filter is stored in a user’s filter table to filter the frames 
from a responder 

( )keyh         A collision free keyed hash function. HMAC-SHA-512 is 
recommended in this paper 

( )tRMAC   The output of HMAC-SHA-512, which is used to generate the filter 
of a responder 

( )tUMAC   The output of HMAC-SHA-512, which is used to generate the filter 
of a user 

RiS          A responder’s initial seed during the initial setup stage 

UiS          A user’s initial seed during the initial setup stage 

)(tRS         A responder’s seed used to update the session key 
( )tRSK  

)(tUS         A user’s seed used to update the session key 
( )tUSK  

UN          A nonce generated by a user. It is encrypted using the AES-CCM 
mode when sent to challenge a server during the mutual 
authentication stage 

NUT          Timestamp when a user’s nonce 
UN  is generated 

( )tRSK       A responder’s session key used to update the dynamic access control 
filter.  It could also be an input key for the AES-CCM to encrypt 
data during communication 

( )tUSK       A user’s session key used to update the dynamic access control filter 
and could also be an input key for the AES-CCM to encrypt data 
during communication 

( )tRFT        A timestamp generated by a responder when updating its filter 

( )tUFT         A timestamp generated by a user when updating its filter  

B. Initial Configuration Stage 
Generate Master Keys and Store as Pre-Shared Secrets 

KU, KR, and Ni, are the pre-shared secrets of a user and a 
responder and are stored on both systems4. KU and KR are the 
master secret keys of a user and responder, respectively, and 
generated by the following equations: 

                                                           
4 The pre-shared secrets KU, KR, and Ni could be exchanged via a secure 
channel or a trusted third party to secure delivery in the initial stage. 

( )[ ]uiuuiduiNU NTPUhK ||||||=  ( )1  

( )[ ]RiRRidRiNR NTPRhK ||||||=  ( )2  

Nui and Tu are generated automatically by the user’s system 
when a user types in the Uid and Pu during the initial 
configuration stage. Every time a user logs in, the system 
generates a different nonce Nui and timestamp Tu to ensure a KU 
is varying. Nui is only known by the user’s system and will be 
the input key for the HMAC function in (1). Like the user’s 
system, a responder’s initial nonce NRi and timestamp TR are 
only known by the responder’s system. They are generated 
automatically by a system when an administrator assigns the PR 
and Rid to a responder. NRi is an input key for the HMAC 
function and used to generate the responder’s master key KR, as 
shown in (2). Both the user’s password Pu and the responder’s 
password PR are dictionary attack resistant because they are 
protected by the nonce and timestamp that are unknown to 
everyone. The user or responder only knows half (Uid, Pu or Rid, 
PR) of the master secret while their systems know the other half 
(Nui, Tu or NRi, TR). This mechanism is called two-factor feature 
and widely used to protect the real user’s password from 
dictionary attacks.  

Ni is a random number chosen by a user during the initial 
configuration stage and stored in both systems as a pre-shared 
secret. While this number remains constant during a single 
login session, it is different for other various login sessions. 
The new Ni can be updated locally, as illustrated in (3), while 
the user’s KU is updated and then stored for the next new login 
session (see the key refresh session for details).  

( )[ ]iKUUidiNuKhi NTKUhN ||||||⊕←  ( )3  

Initial Filter Setup in a Responder as a Filter Table  
After a user and responder have saved the pre-shared 

secrets, e.g. Ni, KU, KR, in their systems, the responder must 
generate a filter table for all of its legitimate users. To create 
the initial filter table, a responder must generate a random 
nonce NR, and timestamp TNR with the two calculation steps 
outlined in (4) and (5). Then, the responder begins sending out 
the beacon message periodically. The user’s access control 
filter will be created once he receives the beacon message and 
derives the NR, and TNR using the pre-shared key KR.  

( )[ ] RiNRRiRKiN STNNh ≡⊕ ||||    ( )4  

The input key for the HMAC function is formed by KR 
XOR Ni, where the latter is chosen by a particular user. 
Different users have different Ni and thus different SRi. SRi is a 
512-bit responder’s initial seed and used as an input key in (5). 
It will be changed as soon as a new responder’s nonce NR and 
timestamp TNR are generated for updating the beacon message 
or after different Ni are generated during the users various 
logins. Because the input key, SRi, is never repeated, the output 
of the HMAC function in (5) is made very secure by avoiding 
dictionary attacks [15][16][17].  

( )
[ ][ ] )0(|||||||| RNRRiUid

RNiN
RiS MACTNNKUh ≡⊕   ( )5  

[ ]Ri NN ⊕  is the number of rounds used to conduct the hash 
function. From a performance standpoint, it is recommended 



that the number be truncated to 10 bits, i.e. 0 to 1023 rounds. 
MACR(t) is a 512-bit keyed hash value and is truncated in three 
parts, which include the 128 most significant bits fR(t) and the 
128 least significant bits SR(t), as shown in Fig. 2. t is the index 
of a time-dependent function, and t=0 is the first seed used to 
generate the first access control filter and session key. 

fR(t) SR(t)

MAC R(t)= HMAC-SHA-512

128 most
significant bits

128 least
significant bits  

Figure 2.  The responder’s truncated function 

fR(0) is the seed used to generate a 160-bit responder’s filter 
FR(0) 5  using (6). FR(0) is the initial filter value stored in a 
responder’s filter table, as shown in Table 1. The frame sent 
from the user must match this value in order that the remaining 
portion of this frame is admitted into the responder’s system. 
SR(0) is a seed used to update the session key KRS(t) and generate 
the new filter.  

( )[ ] )0()0()0( |||||||| RRNRRiURiS FfTMACNKh ≡  ( )6  

TABLE I.  RESPONDER’S DYNAMIC ACCESS FILTER TABLE 

Flag Uid Access  
Filter 

Hash 
Value 

Session  
Key 

. . . . . Packet  
counter 

Idle 
Time 

 A FR(0) MACR(0) SR(0) . . . . .     

 

Each row specifies the information for a particular user. 
The packet counter will accumulate all the received frames 
passed by the control filter for the user, and begin recounting 
on the user’s next login. This feature aids the responder in 
detecting any abnormal traffic from the user, and thus helps 
prevent a DDoS attack. The idle time is represented by the time 
that the packet counter does not increment while the user 
remains connected. The responder should ask the user to re-
authenticate if the idle time is too long. 

User Login Session 
When a user wants to establish a connection, he must type 

in the user ID and password in order to login. The user’s 
system has stored Nui and Tu from the initial setup, so it can 
generate a KU based upon the password and ID that the user 
entered and computed using (1). If this KU matches the pre-
stored KU, then the system identifies this login user as a 
legitimate one. If this KU does not match the pre-stored KU, 
after a reasonable number of trials, the user’s system should be 
locked.  

Key Refresh Session 
The KU is different for every login session. During each 

login session, when a pre-stored KU is matched, the system will 
generate a new nonce Nui and timestamp Tu. Given the new 
nonce and timestamp, the system performs a calculation using 
(1) to obtain the new KU. The new KU and Ni will be encrypted 

                                                           
5 It is recommended that the 160-bit HMAC-SHA-1 is used to generate the 
IDF in this paper, but different applications may vary. 

using the AES-CCM and sent to the responder after the mutual 
authentication stage.  The new KU and Ni have to be stored as 
pre-shared secrets on both sides for the next login session. 

C. Mutual Authentication Stage 
Following the initial configuration stage, the responder will 

broadcast the beacon message periodically, as shown in Fig. 3. 
The NR and TNR are encrypted using the AES-CCM mode, 
and the master key of the responder, KR, is used as an initial 
input key for this mode. This encrypted data will be sent out 
and bound with the beacon frame. The user’s initial filter will 
be generated after he successfully decrypts the encrypted data. 
In the mutual authentication stage, the first three frames are 
used by the user and responder to identify each other. 

PC
M
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A

56K

I NS ERT  T HI S  E ND

Beacon Info. with

User Responder

1.Check filter FR(0)

 Access filters

Initial Filter FR(0)

3. Update the filter
to FR(1)

3.Generate the
     User's filter FU(0)

Check filter

 Access filters

1.D[ NR, TNR ]

 2.Figure out FR(0) , and
  generate NU , TNU

( )[ ]NRRRKAES TNE ,

( )[ ]NUUUKAESR TNEF ,),0(

Mutual Authentication Stage

 2.Figure out FU(0)

( )[ ])1()0(),0( , RFRSKAESU TDataEF    

idU

(3)

(2)

(1)

 
Figure 3.  Mutual authentication stage overview 

Frame 1    :UR →  Beacon with ( )[ ]NRRRKAES TNE ,  

A Responder sends out a Beacon message periodically. NR 
and TNR will be changed in accordance with the beacon update 
time interval. The NR and TNR are used by the responder to 
authenticate a user. When a legitimate user receives the beacon 
message, he will execute three steps: First, use the pre-share KR 
to decrypt the beacon message in order to obtain NR and TNR. 
Second, perform the same calculation, as his responder, using 
(4), (5) and (6) to obtain SRi, MACR(0), fR(0), SR(0) and FR(0). FR(0) 
is a 160-bit filter value and returned to the responder for 
checking. Third, generate a user’s nonce NU, and a timestamp 
TNU to authenticate the responder and, in addition, create the 
user’s initial dynamic access filter using (7) and (8).  

( )[ ] UiNUURiiNUK STNNNh ≡⊕ ||||||   ( )7  

( )
[ ][ ] )0(|||||||||| UNUURiUid

UNiN
UiS MACTNNNKUh ≡⊕   ( )8  

SUi is a 512-bit user’s initial seed that is only used in the 
initial configuration stage. This seed will be changed for every 
login session as a result of the varying properties of KU, Ni, NU, 
and TNU. The primary aim of (7) is to generate different seeds 
for every login session in order to avoid reuse of the filter 
values. [ ]Ui NN ⊕  is the number of rounds employed in 
conducting the hash function, and from a performance 
perspective  should be truncated to 10 bits. MACU(t) is a 512-bit 
keyed hash value truncated in three parts, including the 128 
most significant bits fU(t) and the 128 least significant bits SU(t), 
as shown in Fig. 4. 



fU(t) SU(t)

MAC U(t)= HMAC-SHA-512

128 most
significant bits

128 least
significant bits  

Figure 4.  The user’s truncated function 

fU(0) is the initial seed used to generate a 160-bit user’s 
access control filter FU(0) , as illustrated in (9). FU(0) is the user’s 
first access control filter value stored on the user’s system for 
checking the frame sent from the responder. SU(0) is a user’s 
first seed used to update the session key KUS(t) and generate the 
new access filter.  

( ) (0) (0) (0)|| || || ||U U U NU U USUi
h K N MAC T f F  ≡ 

 ( )9  

Then, the user will create an access filter table, as shown in 
Table 2, to store the filter value and other key information. 

TABLE II.  USER’S DYNAMIC ACCESS FILTER TABLE 

Flag Rid Access  
Filter 

Hash 
Value 

Session  
Key 

. . . . . Packet  
counter 

Idle 
Time 

 K FU(0) MACU(0) SU(0) . . . . .     

 
Frame 2   :RU →  

( ) [ ](0),, ,id R U NUAES KU
U F E N T              

The NU and TNU are encrypted by KU and sent to the 
responder with the filter value FR(0). When the responder 
receives frame 2, it will perform three steps: First, use Uid to 
see if the received FR(0) matches the one on its filter table. If 
there is a match, the responder decides this frame was sent 
from a legitimate user, and passes the encrypted data to the 
system for decryption using this user’s KU to obtain NU and 
TNU. Second, use (7), (8) and (9) to derive this user’s SUi, 
MACU(0), fU(0), SU(0) and FU(0). Third, generate a timestamp TRF(1) 
and update the filter value on the responder’s access filter table 
for checking the next frame sent from this user using (10). fR(1) 
and SR(1) will be truncated from MACR(1) , as illustrated in Fig. 
2. fR(1) is a seed used to update the responder’s access control 
filter from FR(0) to FR(1) , using (12). SR(1) is a seed used to update 
the responder’s session key KRS(t) for the next frame.  

( )[ ] )1()1()0()0(
|||||||||| RRFRRiURRSK MACTMACNNKKh ≡  ( )10  

KRS(t) is the responder’s session key, as defined in (11). 
When t=0 , KRS(0) is the first session key used by the responder 
to generate MACR(1) in order to update the access filter from 
FR(0) to FR(1) using (10) and (12). This session key is also used 
as an input key by the AES-CCM to encrypt the data. This 
data, with filter value FU(0) , will be sent to the user once the 
responder has updated its filter to FR(1). 

(0) (0)|| || || ||Ri R NR U R RSh S S T K K K  ≡   ( )11  

( ) (1) (1) (1) (1)(0)
|| || || ||U i R RF R RKRS

h K N MAC T f F  ≡ 
 ( )12  

 

 

Frame 3   :UR →  ( )[ ])1()0(),0( , RFRSKAESU TDataEF       

The responder sends the encrypted timestamp TRF(1) and the 
data with the filter value FU(0) to the user. When the user 
receives frame 3, the following three steps are performed: First, 
FU(0)  is checked to see if it matches the filter value. If there is a 
match, it is believed that this frame was sent from his 
responder. The encrypted data is then passed into the system 
for decryption. Since the user knows the same secrets SRi, SR(0), 
TNR, KU, and KR as the responder, he can perform the same 
calculation, i.e. (11).  This calculation will derive the same 
session key KRS(0) , used by the responder, to decrypt the data 
and obtain the timestamp TRF(1). Second, KRS(0) and TRF(1)  are 
used to perform the same calculations, i.e. (10) and (12), as the 
responder to derive the responder’s  MACR(1),  fR(1), SR(1) and 
FR(1). FR(1) is a filter value that will be returned to his responder 
for checking. SR(1) is a seed used by the user to compute the 
responder’s next session key KRS(1). Third, generate a timestamp 
TUF(1) and then update the access filter from FU(0) to FU(1) for 
checking the next frame from the responder.  

[ ] )0()0( |||||||| USNURiUUi KTNNSSh ≡   ( )13  

KUS(t) is the user’s session key, as defined in (13). When t = 
0, KUS(0) is the first session key employed by the user to 
generate MACU(1) in order to update his filter from FU(0) to FU(1)  
using (14) and (15). This session key is also used as an input 
key for the AES-CCM to encrypt the data when replying to the 
responder’s frame.   

( ) (0) (1) (1)(0)
|| || || ||U i R U UF UKUS

h K N N MAC T MAC  ≡ 
  ( )14  

( ) (1) (1) (1) (1)(0)
|| || ||U U UF U UKUS

h K MAC T f F  ≡ 
 ( )15  

 fU(1) and SU(1) will be truncated from MACU(1) as illustrated 
in Fig. 4.  fU(1) is a seed used to generate a new user’s access 
control filter FU(1) , using (15). SU(1) is used to update the user’s 
session key to KUS(1). Once the user identifies the responder on 
the third frame, the mutual authentication stage for the IDF 
protocol is completed. Next, the fast dynamic access filter stage 
is initiated. 

D. Fast Dynamic Access Control Filter Stage 
This stage is called the fast dynamic access control filter 

stage because the user and responder need not generate the 
nonce in order to identify each other. In addition, the amount of 
computation is less than that required for the other stages, since 
fewer rounds of the hash function are performed. A time-
dependent scheme is used to refresh the session key and update 
the filter on both sides. In this stage the filters for both the 
responder and user keep changing in every frame. If a frame is 
lost in this stage, a re-transmission by TCP or LLC (Logical 
Link Control) still maintains connectivity. If a connectionless 
link is being used, then the mutual authentication must be 
performed again in order to maintain high security for the re-
established link 
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Figure 5.  The fast dynamic access filter stage 

In this stage, three steps must be performed on both sides. 
First, the access filter is checked on each side when the frames 
are received. Second, filter values are determined for the other 
side. Third, filter values are updated for the next frame. The 
following frames, i.e. 4 and 5, are the first and second frames 
for this Stage, as shown in Fig. 5. 

Frame 4:  :RU →   
( )(1) (1)(0)

, , ,id R UFKUS
U F E Data T  

   

In the first frame of this Stage, the user sends to the 
responder FR(1) with timestamp TUF(1), which is protected by the 
AES-CCM. When the responder receives Frame 4, it performs 
three steps: First, Uid is used to see if the received FR(1) matches 
the one in its filter table. If there is a match, the responder 
identifies this frame as one that was sent from the legitimate 
user. The encrypted data is then passed to the system for 
decryption using this user’s session key KUS(0) to obtain the data 
and timestamp TUF(1). Since the responder knows the previous 
user’s secrets SUi, SU(0), Ni, NR and TNU, it can perform the same 
calculation, i.e. (13), as the user did to derive the session key 
KUS(0). Second, KUS(0) and TUF(1)  are used to perform the same 
calculation, i.e. (14) and (15), as the user to derive the user’s 
MACU(1), fU(1), SU(1) and FU(1). FU(1) will be returned to the user 
for checking. SU(1) is a seed used by the responder to compute 
the user’s next session key KUS(1). Third, the responder 
generates a timestamp TRF(1) and updates its filter from FR(1) to 
FR(2) for checking the next frame sent from the user, using (16), 
(17) and (18). KRS(1) is the new responder’s session key used to 
generate MACR(2) in (17). This key is also used as a new input 
key by AES-CCM to encrypt the data when the next frame is 
sent to the user.   

[ ] )1()1()1()0( |||||||| RSRFURRR KTKKSSh ≡   ( )16  

( )[ ] )2()2()1()1(
|||||||||| RRFRRiURRSK MACTMACNNKKh ≡  ( )17  

 fR(2) and SR(2) will be truncated from MACR(2) using the same 
method shown in Fig. 2. fR(2) is a new seed used to update the 
responder’s filter from FR(1) to FR(2) , as illustrated in (18). FR(2) 

is the new responder’s access filter, is stored in the responder’s 
access filter table and used for filtering the next received frame. 

( ) (2) (2) (2) (2)(1)
|| || || ||U i R RF R RKRS

h K N MAC T f F  ≡ 
 ( )18  

Frame 5:   :UR →   ( )[ ])2()1()1( ,, RFRSKU TDataEF     

When the user receives Frame 5, he will repeat the same 
three steps outlined for Frame 3. Both the user and responder 
repeat the same three steps on each side for the remaining 
frames until the user logs out. Note that if the responder or user 
does not receive the frame from each other during the 
connection established, the filter value should remain the same 
to allow the frame retransmission. The DoS attack could only 
happen when a legitimate user sends a filter value to the 
responder, which never receives that value due to 
communication error, so that the responder neither updates its 
filter value nor responds to the user. An adversary could spoof 
this filter value and sends it to the responder to launch a DoS 
attack. When the responder receives this spoofed filter value 
that matches the one on its filter table, the session key will be 
used to decrypt the encryption part of this frame. This action 
will fail due to the adversary does not have the correct session 
key to encrypt the frame. Then the responder will send an alert 
message to ask that user to re-login by using the KU and Ni that 
were generated after the most recent login, and consequently 
the spoofed filter value is changed to a new value. The DoS 
attack could be successfully launched only on the first frame 
and will be stopped. All the repeated frames will be blocked 
since the filter value is changed. The legitimate user still can 
log in by simply typing in his new password to the system. 

V. DDOS DETECTION AND PERFORMANCE ANALYSIS 

A. DDoS User Detection and Prevention  
The IDF protocol can help the responder detect an 

abnormal action from a user by checking the packet counter, 
shown in Table 1. The packet counter contains the number of 
successful packets that have been accepted by the responder. If 
the user’s packet number increases by an abnormal amount in a 
short period of time or is much higher than all the others, the 
responder can check to see if a destination site is being 
attacked.  If an attack is underway, the responder can send an 
alarm with a de-authentication message to the user and break 
the connection, thus stopping the DDoS attack.  

B. Performance Comparison with Signature Schemes  
The critical step in the IDF protocol for preventing DoS 

attacks is the processing in frame 2 where the responder 
verifies the user’s authentication credentials. When a responder 
receives the frame, a comparison with the filter table is 
conducted using an Exclusive OR (XOR). The XOR operation 
produces a logic 1 output only if its inputs from two filter 
values are different. If the inputs are the same, the output is a 
logic 0. The verification time for the IDF protocol to do a XOR 
computation of 160 bits is about 2 nanoseconds for a Pentium 4 
2.2GHz machine with 512 MB DDR SDRAM running at 266 
MHz under Windows XP SP 1. A Comparison of the Frame 2 
verification times of the IDF protocol with other authentication 
protocols, based on RSA or DSA signature schemes using the 
same PC, is shown in Table 3. Since every scheme must fetch 



the authentication information from the database using the 
user’s ID, the fetch time is not included in the table. If a 
numeric ID is used, then the fetch time is a memory read cycle 
when the authentication information is available in main 
memory. The source code for Crypto++ 5.1 is compiled by 
Microsoft Visual C++ 6.0. The public exponent is 65537 for 
RSA and 160 bits for DSA. Clearly, the IDF protocol is more 
capable of preventing a DoS attack than these other protocols. 

TABLE III.  COMPUTATION TIME FOR VERIFICATION 

Schemes Verification Time / frame 

IDF 160-Bit Filter Verification 2 Nanoseconds 

RSA 1024 Signature Verification 0.28 Milliseconds 

RSA 2048 Signature Verification 0.96 Milliseconds 

DSA 1024 Signature Verification 3.74 Milliseconds 

VI. CONCLUSION AND FUTURE WORKS 
In this paper, we have introduced the IDF in order to 

prevent a DoS problem. The IDF protocol possesses many 
unique properties. It is an ID-based, not IP-based, filter and 
unique for every user. The filter value varies with every frame 
on both sides to prevent filter spoofing. The pre-shared secret 
KU is not the user’s real password and also not a permanent 
value stored on the device. It is different for every login session 
to protect user’s privacy. In addition, it employs a very 
important underlying principle that is used to protect the 
responder from a DoS attack, and that principle is simply this: 
Do not create any state or do any expensive computation 
before you can ensure that the received frame is legitimate. 
Furthermore, the IDF protocol has two other features that aid in 
preventing DoS attacks. First, if an adversary has never been a 
legitimate user, she needs to discover the responder’s master 
secret key KR in order to decrypt the encryption beacon frame 
to obtain the nonce NR and timestamp TNR so as to be in a 
position to launch a DoS attack. Second, if she has been a 
legitimate user at one time, she may have known the 
responder’s master key KR for a short period before the 
responder updated it. In spite of the fact that the adversary 
knows the responder’s KR, she is still unable to fake the filter 
value to impersonate a legitimate user and launch a DoS attack, 
because she does not know the other legitimate user’s secrets 
KU, Ni, NU and TUN needed to calculate their current filter value. 
Each legitimate user has their unique filter value which is 
known only by their responder. Any faked frame will be 
blocked by the access control filter.  

The IDF protocol has provides the capability for a user to 
move to a different computer/device. The user can store pre-
shared secrets (Ni, KU, KR) and the session information Nui and 
Tu in a media, such as a smart card. Then, the user can put the 
smart card on other devices and repeat the procedures outlined 
in section 4.2 for user login and a key refresh session. The IDF 
is also capable of combining with other protocols and 
standards, in order to make them more secure. Because all of 

the sensitive information can be afforded extra protection, e.g. 
using the AES-CCM encryption, it is not sent out in clear text 
and thus resilient to an eavesdrop attack. When any other 
scheme is combined with the IDF, all the frames must pass a 
filter check before system resources are committed. As a result, 
this action provides a good defense against a DoS attack. 
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