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OutlineOutline
• Quick Public Key Infrastructure (PKI) Review
• Concerns / Goals of PKI Initiative
• Opportunities for Early Involvement
• Resource Implications
• What This Means to PACOM
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Brief Intro to Public Key (1 of 3)Brief Intro to Public Key (1 of 3)
• Public Key Technology Supports Encryption

 Don’t Need Prior Arrangement Between Parties

Alice

Directory

PKB

Bob

Bob, PKB

Alice, PKA

Encrypted E-mail 3) Decrypt Message 
using Private Key

1) Obtain Bob’s
Public encryption Key
2) Encrypt Message 
with  Bob’s PKB

This slide adapted w/ permission from 1999 IA Conference Briefing by
Ms. Rebecca Harris, DISA/D25 & Mr. Gary Dahlquist, NSA/V51
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Brief Intro to Public Key (2 of 3)Brief Intro to Public Key (2 of 3)
• Public Key Technology Supports Signature

 Recipient Doesn’t Need to Know Anything About Sender 
in Advance

Alice

Directory

Bob

PKA

Bob, PKB

Alice, PKA

2) Obtain Alice’s
Public Signature  Key
3) Verify Message 
with Alice’s PKA

Signed E-mail1) Sign Message 
using Private 
signature Key

This slide adapted w/ permission from 1999 IA Conference Briefing by
Ms. Rebecca Harris, DISA/D25 & Mr. Gary Dahlquist, NSA/V51
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Brief Intro to Public Key (3 of 3)Brief Intro to Public Key (3 of 3)
• Public Key Technology Provides Critical 

Security Services:

 Digital Signature Identification & 
Authentication

 Integrity
 Non-Repudiation

 Key Encryption / Agreement Confidentiality
 Privacy

This slide adapted w/ permission from 1999 IA Conference Briefing by
Ms. Rebecca Harris, DISA/D25 & Mr. Gary Dahlquist, NSA/V51
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Public Key CertificatePublic Key Certificate

X.509 Certificate

Policy Identifier

• Cryptographically binds an identity to a 
public key

This slide adapted w/ permission from 1999 IA Conference Briefing by
Ms. Rebecca Harris, DISA/D25 & Mr. Gary Dahlquist, NSA/V51
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Public Key Infrastructure (PKI)Public Key Infrastructure (PKI)
• Addresses All Functions Throughout Life of 

Certificate
Certificate 
Application

Certificate 
Use

Certificate 
Issuance

Certificate 
Revocation

Application
Verification

Certificate
Expiration / 

Renewal

Certificate
Suspension

Certificate 
Acceptance

Certificate
Life

Cycle

This slide adapted w/ permission from 1999 IA Conference Briefing by
Ms. Rebecca Harris, DISA/D25 & Mr. Gary Dahlquist, NSA/V51
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PKI AssurancePKI Assurance
• Assurance in a PKI comes from:

 Cryptographic strength
» Algorithm, key sizes

 Form & Protection of private key material
» Type of token (e.g., hardware, software)
» Evaluated assurance level (e.g., FIPS 140-1)

 Processes & Controls employed in PKI operation
» Personnel, physical, procedural, & technical security

• Assurance needed in a PKI depends on:
 Value of information / Consequences of loss, disclosure, 

or modification
 Level of risk

This slide adapted w/ permission from 1999 IA Conference Briefing by
Ms. Rebecca Harris, DISA/D25 & Mr. Gary Dahlquist, NSA/V51
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PKI in ContextPKI in Context
• Public Key Infrastructure (PKI)

 is an element of the DoD Information Assurance (IA) 
Strategy: Defense-in-Depth

 provides “a solid foundation for IA capabilities across the 
Department”

 provides “general-purpose PKI services… to a broad 
range of applications, at levels of assurance consistent 
with operational imperatives”

 [quotes from Hamre memo, emphasis added]
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DoD PKI InitiativeDoD PKI Initiative
• Established a DOD PKI Program Management Office 

(PMO) 
 Assistant Secretary of Defense for Command, Control, 

Communications and Intelligence (ASD(C3I)) Memorandum 
dated 9 April 99

» NSA named as the Program Manager
» DISA named as the Deputy Program Manager

• Established Department-Wide Policy Objectives
 Deputy Secretary of Defense Memorandum dated 6 May 99

» Encourages widespread use of public key-enabled 
applications

» Provides specific guidelines for applying PKI services 
throughout the Department

» Establishes a timeline for implementation

This slide adapted w/ permission from 1999 IA Conference Briefing by
Ms. Rebecca Harris, DISA/D25 & Mr. Gary Dahlquist, NSA/V51
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Encouraging Widespread UseEncouraging Widespread Use
• Web server access control

 Both server-side and client-side authentication

• Signed electronic mail
 As distinct from organizational messaging

• Multiple Functions / Single Token
 “The target architecture will combine the features of

» an identification card,
» building access token, and
» workstation access token,

 on a single token.” 
 [Hamre memo, emphasis and formatting added]
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Specific Guidelines (1 of 3)Specific Guidelines (1 of 3)

Class User Identification User Token Algorithms

2 (Basic)

3 (Medium)

4 (High)

5 (Classified)

Not in person, authorized 
list or database

In person to LRA or
Trusted Agent

In person to LRA ONLY

In person to LRA ONLY

Software

Software
Hardware

(FORTEZZA/Smart Card/USB)

Type II

Type II

Type II

Type IHardware
(STE FORTEZZA Plus card )

• Establishes Multiple Assurance Levels

• Requirements also include personnel, physical, 
procedural, and technical security controls

• Infrastructure may issue certificates at equal or lower 
assurance levels

This slide adapted w/ permission from 1999 IA Conference Briefing by
Ms. Rebecca Harris, DISA/D25 & Mr. Gary Dahlquist, NSA/V51
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Specific Guidelines (2 of 3)Specific Guidelines (2 of 3)
• Provides Conditions for Use of Levels

 Applications of Digital Signature

Criticality  of Information

Mission Support /
Administrative

Mission Critical /
National Security

Class 3 Class 3

Class 3 Class 4

Encrypted
Network

Unencrypted
Network

This slide adapted w/ permission from 1999 IA Conference Briefing by
Ms. Rebecca Harris, DISA/D25 & Mr. Gary Dahlquist, NSA/V51
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Specific Guidelines (3 of 3)Specific Guidelines (3 of 3)
• Provides Conditions for Use of Levels 

(cont’d)
 Applications of Key Exchange (Encryption)

Classified
Information

Communities 
of Interest

Sensitivity  of  Information
FOUO/Sensitive

Information
Encrypted
Network Class 3 Class 3 Class 3

Unencrypted
Network Class 5 Class 3 Class 4

This slide adapted w/ permission from 1999 IA Conference Briefing by
Ms. Rebecca Harris, DISA/D25 & Mr. Gary Dahlquist, NSA/V51



Timeline for ImplementationTimeline for Implementation
Capability to Issue 

Class 3 Certs.
(October 2000)

All DOD Users Issued 
Class 3 Certs. (Minimum)

(October 2001)

All Private DOD Web Servers 
(Class. And Unclass. and

Server/Client on Same Network) -
Class 3 Server Certs. (Min.) With

Server Authentication Via SSL or Better
(June 2000)

Add Class 3 Certs. Required for
Client Authentication

(October 2001)

All DoD E-Mail Signed
(October 2001)

2000 20011999 2002 2003

Start -
Issue Class 4 Certs.

and Replace Class 3 Certs. With Class 4 Certs.
as required (loss, compromise…) 

(January 2002)

Complete
(June 2000)

Start -
Use Class 4 Certs./Tokens for

Cat. 1 Mission Critical Systems
on Unencrypted Networks

(Immediately)

Start -
Use of Class 3 Certs. for Cat. 2 &
Cat. 3 Mission Critical Systems, 

Other Apps. on Encrypted Networks 
(Immediately)

Complete -
Migration to Use of Class 4 Certs./Tokens

for Cat. 2 & Cat. 3 Mission Critical Systems,
Other Apps. on Encrypted Networks

(December 31, 2002)This slide adapted w/ permission from 1999 IA Conference Briefing by
Ms. Rebecca Harris, DISA/D25 & Mr. Gary Dahlquist, NSA/V51
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Service / Agency ConcernsService / Agency Concerns

• Near Term 
 Resources to operate High Assurance Certification 

Authority Workstations
 Resources to operate Local Registration Authorities 

and the required in person registration

• Long Term
 Resources to operate multiple separate 

infrastructures

This slide adapted w/ permission from 1999 IA Conference Briefing by
Ms. Rebecca Harris, DISA/D25 & Mr. Gary Dahlquist, NSA/V51
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Target Goals & ObjectivesTarget Goals & Objectives
• Appropriate security

 Multiple Assurance Levels
• Make use of open standards based products and 

services
• Minimize Service resource impacts 

 common processes and components
 minimum number of tokens

» Today:  Software & FORTEZZA
» Future: SmartCards

• Ensure interoperability with external DOD partners
 Federal / Allies / Commercial

• Long term goal of merging the DoD Key Management 
Systems (PKI, EKMS, others)

This slide adapted w/ permission from 1999 IA Conference Briefing by
Ms. Rebecca Harris, DISA/D25 & Mr. Gary Dahlquist, NSA/V51



Target ArchitectureTarget Architecture
DoD PKI
ROOT CA(s)

NSA

DoD Users

REGIONAL
SITES

Cross Certification
(Future)

Local Registration 
Authorities

CA SERVER(S)
External CA(S)

Federal/Allied PKIs

ROOT CA(s)

CA(S)

Centralized
Decentralized

Common 
Registration
Workstation 

This slide adapted w/ permission from 1999 IA Conference Briefing by
Ms. Rebecca Harris, DISA/D25 & Mr. Gary Dahlquist, NSA/V51
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OpportunitiesOpportunities
• DoD Medium Assurance PKI Pilot

 Old Medium Assurance = New Level 3 Assurance
 Pilot is COTS based (Netscape)
 Must coordinate with OASD(C3I) and Joint Staff
 Probably will only cover the US side

• Interim External Certification Authority (ECA)
 Intended for industry partners
 Model is:

» Use COTS technology
» Provide interoperable certificates
» Use independent (cross certifying) infrastructures

 Must coordinate with DoD PKI PMO
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Resource ImplicationsResource Implications
• C/S/A responsibilities:

 Develop service-specific PK-enabled applications
 Procure local infrastructure elements:

» LRA workstations
» Local Directories
» Applications

 Operate the above, and “acquire training”
» Training material development falls to PMO/Services

 Management of CINC unique or tactical applications
 Provide manning and workstations at registration site

» LRA envisioned to be 1 person w/ adequate backup
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What This Means to PACOMWhat This Means to PACOM
• IF immediate implementation desired:

 Work with OASD(C3I)
 Select reasonably viable commercial solution
 “Finesse” policy

• IF medium term (4-8 months) desired:
 Work with OASD(C3I)
 Understand detailed program plan
 Minimize risk of creating an orphan solution

• IF longer timeframe available:
 Wait and see

• REGARDLESS -- Make sure you’re “in the 
loop” as the initiative progresses
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ConclusionsConclusions
• PKI is a Vital part of IA
• The DoD PKI Initiative will

 Provide a service to other systems
 Eliminate stovepipes
 Ultimately, reduce resources

• BUT in the short term, some uncertainty 
exists

• Several opportunities to play in the process:
 DoD Medium Assurance PKI Pilot
 Interim ECA
 Review / Comment on documents
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Backup SlidesBackup Slides

Includes slides supporting non PKI related 
discussion points
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Federal Crypto Policy (1 of 2)Federal Crypto Policy (1 of 2)
• Federal Information Processing Standards 

(FIPS) Publication 140-1:
 http://csrc.ncsl.nist.gov/fips/fips1401.htm
 “…applicable to all Federal agencies that use 

cryptographic-based security systems to protect 
unclassified information within computer and 
telecommunication systems…”

 “…operated by a Federal agency or by a contractor of a 
Federal agency or other organization that processes 
information…on behalf of the Federal Government to 
accomplish a Federal function

• List of Certified Products:
 http://csrc.nist.gov/cryptval/140-1/1401val.htm



SPAWAR CINC Interoperability Program Office 

25
http://cipo.spawar.navy.mil/

Federal Crypto Policy (2 of 2)Federal Crypto Policy (2 of 2)
• May not apply when one or more party to the 

transaction is not bound by the policy...
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