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Abstract—A method for fault diagnosis using fault dctionaries, diagnostic trees,
and probability is presented. A diagnostic algorihm is described which implements
various test vectors on a failing chip while dynangally assigning a probabilistic
value, called a “Likelihood”, to each fault. Singé stuck-at faults are assumed. The
algorithm’s results are examined on a 74181 4-bit l2U circuit. In most cases, the
algorithm yields a list of probable occurring faults, with a likelihood associated with
each fault. In some cases, only one fault is pregen the list and a 100% confidence
can therefore be awarded to that fault. The real pwer of the algorithm is shown
when faults do not all begin with equal likelihoods Fault Likelihoods can be given
more “weight” due to such things as maintenance Ieggand the type of error that
caused the chip to fail. When faults begin with tis weighted likelihood, the results
are much more conclusive.

Introduction

VLSI Testing asks the question, “Did a fault o&uin diagnosis, however, the
question is, “Which fault occurred?” Answeringsiguestion can be a considerably
complex and even impossible task when 100% confieléndesired. In many diagnosis
procedures, 100% confidence cannot be achievetbdtiep complexity, algorithm
performance, and inherent uncertainties assocvwitédhe test itself. The results
produced by these diagnosis procedures are incanelunless there is a way to quantify
the probability, or “Likelihood”, of each possilfi@ult’'s occurrence.

In this paper, a diagnostic algorithm is presetitadl identifies single stuck-at
faults with some associated level of quantifiedoatality. We begin with an
introduction to the ideas of fault dictionaries afagnostic trees, the key ideas behind
the most fault diagnosis algorithms. With thisoimhation in hand, the proposed
Diagnostic Algorithm is presented. The Likelihd®anction, which introduces
probability into the algorithm, is defined and eadpkd. This function behaves very
differently when the beginning probabilities of thecurrence of faults are not assumed
to be equal. This concept is explained and exglofiéhe paper concludes with several
example results of the Diagnostic Algorithm, usihg 74181 4-bit ALU as a test circuit.

Fault Dictionaries

Applying a test to a chip simply identifies a fguthip; this is used in testing.
For diagnosis, there must be something that “mapsvehich tests activate and
propagate which faults. From here, the possibitityprobability, of a particular fault’'s
occurrence in a failing chip can be eliminated iést that theoretically activates and
propagates that fault yields good results (i.e -faofty outputs). Likewise, a fault will
be more suspicious if a test that theoreticallwatés and propagates that fault yields
bad results (i.e. faulty outputs).

The fault dictionary is the simplest form for mapgiout which tests activate and
propagate which faults. Fault dictionaries are enadhe design stage for a theoretical
non-faulty chip. They are then used in the diagnssge to compare with experimental
results on a failing chip.



A typical fault dictionary is shown below in Figute Each fault for a chip (or
system) is listed down the left side of the talnd the test vectors that activate and
propagate the faults are listed along the top. allgthe fault list is collapsed by rules of
equivalence. If not, an unnecessary amount ofdauill share the same test syndrome
(described below). The test vectors typically ¢sinsf a complete test set for the chip if
one is known. The matrix of ones and zeros irfdloé dictionary relate the faults to the
tests that detect each fault. For matrix elemightd “1” means the particular test set,
Test j, detected the fault, Faulti. A “0” mearesT|j did not detect Faulti. A row, i, of
ones and zeros is known as the test syndromedardiresponding Fault i. For example,
the test syndrome for Fault 5is {0 0 0 1 0 0}. d'ar more faults can have the same test
syndrome. For example, the test syndromes fort Raauhd Fault 3 are both {1 000 0
0}.

Testl | Test2 | Test3| Test4| Test5| Test§

Faultl 0 1 0 0 0 0
Fault2 1 0 0 0 0 0
Fault3 1 0 0 0 0 0
Fault4 0 1 0 1 0 0
Fault5 0 0 0 1 0 0
Faulté 0 0 1 0 0 0
Fault7 0 0 0 0 0 1

Figure 1: Example of a Fault Dictionary

The fault dictionary for the 74181 4-bit ALU is@hin in Appendix A. For this
dictionary, a red cell in position [i,j] indicatésat Fault i was detected by Test j, similar
to a “1” in the fault dictionary above. This 7418t dictionary will be explained in
more detail.

Diagnostic Trees

Another way to look at the fault dictionary isdbigh the diagnostic tree. An
example of a diagnostic tree is shown in Figure®@Ww. This tree is just another
representation of the fault dictionary in FigureThe results of each test (“1” for
detection of a fault, “0” for no detection) revediich branch we will follow in our
diagnostic tree. When we reach the end of a brahetcorrect fault will be identified.
In some cases, two or more faults cannot be disishgd by the given test set. This
happens when two faults share the same test syedrém example is Faults 2 and 3
below. Fault dictionaries and diagnostic treesicaudistinguish between these two



faults’. The Diagnostic Algorithm presented in this papevides a probabilistic way to
deal with this problem.

Fault 7

Fault 5

Fault 6

TEST1 =0 Fault1

Fault 2 or 3 Fault 4

Figure 2: Example of a Diagnostic Tree

The first test applied in a diagnosis method ighat‘trunk” of the diagnostic tree.
From here, the diagnosis method will typically &do the end of a tree depending on the
outcome of each test. The decision of the ordéesif greatly affects the length of the
diagnostic tree. For example, consider again Ei@uabove. In this case, Test 1 is
applied first and is found at the “trunk” of thedéx The order of tests increases until Test
4 is applied last. At its longest “branch”, thiaghostic tree is five levels deep: {TEST
1, TEST 2, TEST 3, TEST 4, Fault 7}. Considemhi¢ order had been reversed, starting
with Test 7 and going to Test 1. In this case |ohgest branch would have been 8
branches deep!

Diagnostic Algorithm

Using the ideas of fault dictionaries and diagieasees, diagnosis algorithms can
be run on failing chips that will match experimérést vector results with information
from these dictionaries and trees to find the fthdt is occurring. As stated previously,

' In some cases, more test vectors may be used to distifgiveeen the two faults. However, this is not
always possible and tends to be computationally expensive.



it is often impossible or too computationally expee to exhaustively test a complex
chip using complete test sets to yield a singld faith 100% confidence. If diagnosis
results that include multiple possible faults aré¢ useful, some method of quantifying
each fault’s probability must be established.

The Likelihood Function

The probability associated with the occurrenca t#ult, i, in a failing chip will
be referred to as tH&elihood of Fault i A “0” likelihood indicates that the fault did ho
occur, and a “1” indicates that the fault definiteccurred. After each test, faults that
pass will be droppédrom the list of possible occurring faults (i.eey will be assigned
a likelihood of zero). The total likelihood of theopped faults will be divided equally
between the faults that remain in the list of polesoccurring faults. Stated formally,

Lot =D+ + L (t-D)
N(t)

LM =L -+ (1)

whereL, (t )is the likelihood associated with fault i at tilneFaults 0,...,m are the faults

that failed the test at time t-1. N(t) is the tatamber of remaining faults in the list at
time t. Time is represented by the applicatiotests, so if time t represents the test that
is about to be applied, time t-1 represents thethes was most recently applied.

Testl Test2 Test3 Test4 Testb Test6
Faultl 0 1 0 0 0 0
Fault2 1 0 0 0 0 0
Fault3 1 0 0 0 0 0
Fault4 0 1 0 1 0 0
Faults 0 0 0 1 0 0
Fault6 0 0 1 0 0 0
Fault7 0 0 0 0 0 1
Two Two One One Only
faults faults fault fault one fault
dropped dropped dropped dropped remains
if zero if zero if zero if zero
Likelihood
of each
remaining
fault: 0.14 0.2 0.33 0.5 1 1

Figure 3: Dynamic Likelihood during Diagnostic Test

2 Only if there is 100% confidence in the results oftts, which may not be the case.



This is best illustrated by an example. Consiberfault dictionary of Figure 3
above. This faulty chip is being diagnosed an@ b&presents that the fault is still under
consideration (i.e. still in the list of possibbufts). Recall that Tests represent time. For
this example, the results of Tests 1-5 are “0”, tedresult of Test 6 is “1”. A “0” result
of a test indicates that no faults were found k&t test, and a “1” result indicates that
faults were found. Before Test 1 is applied attimthe likelihood of each fault is
1/N(t)=1/7=0.14. When the results of Test 1 domeotal the presence of a fault (i.e.
result =0), Faults 2 and 3 are dropped since theyheeoretically supposed to be found
by Test 1. The likelihood of both of these faustslivided up evenly among the
remaining five faults yielding new likelihoods ofi@ + (0.14+0.14)/5=0.2 for each fault.
Tests 2-4 are applied in the same manner andHib@dis are adjusted accordingly until
only one fault remains. After Test 4, Fault 7he bnly fault remaining and its likelihood
is therefore *.

Beginning Probabilities

In the example in Figure 3, the likelihood funatiof equation 1 appears to have
only calculated the mean probability of each renmgfiault (i.e. 1/7=0.14, 1/5=0.2,
1/3=0.33). The reason for this is the assumptierbegan with, that all faults begin with
equal likelihood. Indeed, if there is no knowleddéhe chip-under-test beforehand, this
is the only possibility. However, most chips urgteng diagnosis have large amounts of
beforehand knowledge associated with them. An @kawof this is a maintenance log,
which records the history of failures and repagsogiated with the chip or system.

Beginning | Likelihoods | Likelihoods Ending
Likelihoods | after Test 1| after Test2 | Likelihoods

Faultl 0.22 0.27 0.56 0.56
Fault2 0.11 0 0 0
Fault3 0.11 0 0 0
Fault4 0.11 0.16 0.45 0.45
Faults 0.11 0.16 0 0
Fault6 0.22 0.27 0 0
Fault7 0.11 0.16 0 0

DA

Two faults Three faults Fault 4

dropped if droppedif dropped--

Test 1="0" Test2="1" less
likelihood

Figure 4. Dynamic Likelihood during Diagnostic Test withUnequal Beginning Likelihoods

3 This is calculated assuming that all faults start off wijhal likelihood. This will not always be the case.
* A likelihood of “1” means that fault is occurring with@% confidence. This is only possible if you have
100% confidence in the results of the tests.



Consider again the example in Figure 3; but tinieta maintenance log reveals
that Faults 1 and 6 have occurred twice as mangstias any other fault on the chip.
With this new information, a “beginning likelihoodblumn is added and shown in
Figure 4 with a new distribution that allows Fadltand 6 to be twice as likely as the
other five faults. After Tests 1 and 2 are runylfa is selected as the most likely fault.
On a system level, this faulty part can be replaaed if that does not fix the problem,
the part associated with Fault 4 (the second niiadt/Ifault) will be replaced.

Many other things may affect the beginning andforamic likelihoods of each
fault. Risky manufacturing processes such asghate oxides of some transistors may
point to certain parts of a chip for high faultdllhood. Some tests may not be as reliable
as others, producing a different distribution ohdsnic likelihood (this would require
some re-working of equation 1). All of these thlsrwgould produce a different beginning
likelihood (or dynamic distribution) that would @/ a diagnosis method to produce
more conclusive results.

The Algorithm

Building on the ideas of fault dictionaries, diagtic trees, and the likelihood
function, a Diagnostic Algorithm is written and s\toin Figure 5 below. The algorithm
takes in a table of beginning likelihoods (receifrenn a maintenance log, etc.) and
dynamically redistributes the likelihoods with theplication of each new test vector.
The algorithm assumes that only single stuck-dtdaue present. The algorithm also
assumes 100% confidence in each test vector, sthihéikelihood is zeroed and the
fault dropped if a test shows that the fault is padsible. As mentioned before, this may
not be the case and the algorithm can be changeditale different likelihood
distribution functions for each test vecfor.

START | Assign beginning likelihoods to each fault
LOOP | Apply next test vector to faulty circuit
If outputs are faulty (i.e. Test yields “1”)

Assign zero likelihood to faults that show ‘@t current test vector
Else

Assign zero likelihood to faults that show ‘Gt current test vector
Redistribute likelihoods using equation 1
Repeat LOOP
END Output final fault likelihoods

Figure 5. Pseudo code for Diagnostic Algorithm

The output of the algorithm will yield a set ofgstble faults (in some cases only
one fault), with different likelihoods. Howevernaajor advantage of this algorithm is
that it need not be completed to yield useful nssulf the algorithm is stopped at any
point, there will still be a list of possible fasilvith different likelihoods. This list just
gets smaller and smaller as more tests are tiiiadcs is useful when complex circuits are

® Given a lack of experience with code writing, only theys® code is given for the algorithm. The
algorithm was, however, tested manually and the resultiae in the following section.
® These cases are not explored in this paper.
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being diagnosed which may take hours to apply etestyvector. It may be
advantageous in this case to sacrifice diagnossiglution for diagnosis time.

Results

This algorithm was implemented on the 74181 4Abt). The complete fault
dictionary of this circuit is given in Appendix At was found using the Proofs simulator
of the University of lllinois. A collapsed faulst was used and the equivalent faults are
not shown. The smallest known complete test s&Rafectors was used. In this
dictionary and in the following figures, a red delllicates that the test of that column
detected the fault of that row.

The Diagnostic Algorithm was applied on this citdor several randomly
selected faults. In the following pages, resulés@ven for each trial. Examples 1 and 2
show snapshots of the Diagnostic Algorithm in pesceThe “More Examples” section
shows only the end result of the algorithm. Asestdoefore, the algorithm assumes only
single-stuck at faults are present. We also asshateall faults begin with equal
likelihood. In the last example, we disregard gesond assumption. In each example,
the fault that is actually occurring is highlightedblue.

Example 1: Fault 36-2-1

The fault that is occurring is fault 36-2-1, usihg Hitec/Proofs software’s
format. This corresponds to a stuck-at-1 faulth@second input of gate #36. Figure 6
shows a snapshot of the algorithm after the setamyl Notice that the only faults that
remain in the list (i.e. the only faults with noara likelihood) are the faults that have a
test syndrome of {0,1} for the first two test vexsto There are 39 total faults in this list,
so each fault has a likelihood of 0.0256 (thereen&37 faults to begin with, so the list
has already been reduced by over 80%). Figur@wsh snapshot after the fourth loop.
Here, only the faults remain in the list that haviest syndrome of {0,1,0,0} for the first
four test vectors. Each of the 20 remaining faisl&ssigned a probability of 0.05.
Figure 8 and Figure 9 show snapshots after tha amdl eighth loops respectively. With
each loop, the list of likely faults is shortenefter the eighth loop, only two faults
remain. These two faults each have a probabifif.®and are indistinguishable since
they share the same test syndrome. The use oftesireectors or beforehand
knowledge in the form of differing beginning likebods may allow us to make an
educated guess about which fault is occurring.

Example 2: Fault 28-2-1

The fault that is occurring in this example is $iheck-at-1 fault of the second
input of gate #28. Results are shown in Figuradd Figure 11. After 6 loops of the
Diagnostic Algorithm, the likelihood list is onlyedreased to 56 possible faults, each
with a probability of 0.0179. This is not as gaxlin Example 1, which only had 19
possible faults after the sixth loop. After abt®are applied the algorithm was able to
get down to four possible faults, again not as gaoé&Example 1.
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Figure 6: Example One, after Tests 1 & 2
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Figure 7: Example One, after Tests 3 & 4
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Figure 8: Example One, after Tests 5 & 6
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Figure 9: Example One, after Tests 7 & 8
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FAULTS (EQUIV) TEST1 TEST2 TEST3 TEST4 TESTS5 TEST6 TEST7 TEST8 TEST9 TEST10 TEST11 TEST 12
1 0 of |
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|
Figure 10: Example Two, after Tests 1-6
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B
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Figure 11: Example Two, after Tests 1-12

More Examples

Figure 12 through Figure 15 show more examplesngfie stuck-at faults. In
these examples, only the end result of the Diagnédgorithm is shown. In Example 3,
fault 61-3-1 is found with 100% confidence. Thisans that there are no other faults
that are equivalent to this fault or have the sasesyndrome: {0,1,1,1,0,0,0,0,0,0,0,0}.

In Example 4, fault 85-1-1 is found as the onlyifauth the test syndrome
{1,0,0,0,0,0,1,1,1,0,1,0}. However, there are Ienequivalent faults that are not shown
in the fault dictionary, yielding a total of 4 pdse faults. Each of these faults has a
likelihood of 0.25 and cannot be distinguished withbeginning likelihoods. One good
thing about equivalent faults is that they typigadbint to one gate that can easily be
replaced (if diagnosis is on the system level).

Example 5 yields the worst results yet. It coflseictentifies fault 22-1-1, but
keeps eleven other faults as possibilities. iltsresting to notice that the examples with
the worst results typically have only one identifyitest in the fault’s test syndrome (i.e.
test syndrome{0,0,0,0,0,0,0,0,0,0,1,0} of exampbnd test syndrome
{0,1,0,0,0,0,0,0,0,0,0,0} of Example 5).

In Example 6, fault 41-2-0 is correctly identifiatbng with one incorrectly
identified fault. This case is even worse sineeititorrectly identified fault, fault 41-2-
0, has 4 equivalent faults attached with it, malartgtal of 6 possible faults.
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Figure 12: Example Three, fault 61-3-1 found with 100%onfidence

FAULTS(EQUIV)  TEST! TEST2 TEST3 TEST4 TESTH TEST6 TEST7 TEST8 TEST9 TEST10 TEST1l TEST12
s 1 [ [ [ [ [wi w1 et [  [er T ]

Figure 13: Example Four, fault 85-1-1 found with podble equivalent faults
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1

20
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Figure 14: Example Five, fault 22-1-1 found with severakrong faults

FAULTS(EQUIV)  TESTL TEST2 TEST3 TEST4 TESTS TEST6 TEST7 TEST8 TEST TEST10 TESTIL TEST12

10 0 0
i 1 0

Figure 15: Example Six, fault 41-2-0 found with 6 paasitic equivalent faults

Example with Beginning Likelihoods

Reconsider Example 5, which yielded the worstltesun this example, fault 22-
1-1 is correctly identified along with eleven otliecorrectly identified faults. Imagine
that the faults had a maintenance log, which gayeater beginning likelihood to a
section of the circuit involving gates 20-30. Alsoagine that the type of error that
caused the failure gives more likelihood to thstfgection of 25 gates. So, faults
associated with gates 1-30 begin with twice thelilifood, and faults associated with
gates 20-25 begin with four times the likelihoodtier faults.

Figure 16 shows the beginning and ending likelthdistributions. Now, the
final probable occurring fault list is down to ortlyree faults, instead of twelve. The rest
of the twelve are still in the possible fault lisyt with less likelihood.
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Faults (EQUIV) Beginning Likelihoods Ending Likelihoods
101 0.006 0.073
20 1 1 0.012 0.136
22 11 0.012 0.136
24 1 1 0.012 0.136
26 11 0.006 0.073
28 1 1 0.006 0.073
301 1 0.006 0.073
32 11 0.003 0.06
34 11 0.003 0.06
56 5 1 0.003 0.06
50 5 1 0.003 0.06
64 4 1 0.003 0.06

ALL OTHER FAULTS {0.003, 0.006, 0.012} 0

Figure 16: Example Five redone, this time with beginningdikelihoods

Conclusion

The Diagnostic Algorithm has given accurate residt the 74181 4-bit ALU,
even when equal beginning likelihoods are assuniée. results are much more
conclusive when the beginning Likelihood of eaadhitfes weighted by beforehand
knowledge such as maintenance logs. During eaghdbthe algorithm, Likelihoods are
dynamically allocated to each possible fault, yirddone of the algorithm’s most useful
characteristics: it can be halted at any pointaseful information can still be obtained.

One possible improvement of the Likelihood functiaa previously mentioned, is
to allow different Likelihood distributions for ela¢est vector, depending on the
confidence in the results of a particular test @eciAnother area of future study is the
relationship between the number of 1's in an odogrfault’s test syndrome and the
number of faults that remain possible after th@allgm is run. Examples two and five
both had only one “1” in the test syndrome, andéhexamples yielded the worst results
(the largest number of wrongly guessed faults)ariples three and four had three and
five 1's in the test syndromes, respectively, amdded the best results. This relationship
was found to be consistent in several other exasrtplt are not shown.
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Appendix A’

Circuit 74181 4-Bit ALU Complete Fault Dictionary
FAULTS (EQUIV) TEST1 TEST2 TEST3

LV 1 0 A 1

N
3
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" The Fault Dictionary uses a collapsed equivalent fstiand a complete 12-vector test set. The
equivalent faults are not shown. Faults are labeled usinigitec/Proofs software’s format. A red cell
indicates that the fault was found using the test vectoreafeél’'s corresponding column.
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