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Meet at the front of the trap
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An encoding example
• Excluding the black 

border, start at the pixel 
in the upper left corner 
of the image.

• Set the color value of 
the current pixel to the 
ASCII value of the 
corresponding character 
in the message you want 
to hide.

• Move two pixels to the 
right. If you are at the 
edge of the image, wrap 
around and skip a line.

• Repeat the previous 
two steps until the entire 
message is coded.
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Methods for Digital Steganography
• Images as Carriers
• Audio File Carriers 
• Data Ordering
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Audio Steganography

• compresses svega.wav (mono, 44.1 kHz, 16bit encoded) and hides 
hidden_text.txt. The hidden text is encrypted using pass as a password. 
This produces the output called svega_stego.mp3. If no information was 
hidden, you would obtain this.

• uncompresses svega_stego.mp3 into svega_stego.mp3.pcm and 
attempts to extract hidden information. The hidden message is 
decrypted, uncompressed and saved into svega_stego.mp3.txt

http://www.petitcolas.net/fabien/steganography/mp3stego/svega_stego.mp3
http://www.petitcolas.net/fabien/steganography/mp3stego/svega.mp3
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Example Process

• Steganography and 
encryption
– separate goals

• Limitations
– shared secrets



COMP 7370  – Steganography
7

Steganography Sites
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Discrete Cosine Transform



COMP 7370  – Steganography
10

Sequential
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Frequency Histograms
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Probability of Embedding
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Pseudo-Random (Outguess)
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Extended C
hi-Square Tests
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Detection Rate
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OutGuess and F5 Detection
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F5 Algorithm
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R
ec ei ve r -o pe ra tin g 

c ha ra cte ris ti cs  (F 5)
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Stegdetect
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False Positives
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StegBreak Performance
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