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Meet at the front of the trap

randocl capitalopic 1o a rark dicEase= ofTe=n

contricTe=d by car=l=po inTern=t weo=re. tHic ocad

11lnEen caupes th= aFfected p=EsON To randomly
capitalire l=tterp in & bBOdy oF t=zT. pl=age
do not confuse thic dicesac= witH a blatant

attEnpt aT otegancgBRiPhv.

Figura 1. Difficulty hiding data. This text, encoded as 8-bit ASCH, is
254 bytes long. The hidden message, at 23 bytes, i5 about ten times

smaiier than the carrier data but remains conspicuous.
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An encoding example

Television stadc
An essay of pcores

Figure 2. A medium conducive to success. The message from Figure
| can be hidden using a picture of television static. The static in the
black box can be encoded in |92 bytes, which is only eight times
largar than the hidden message.
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Excluding the black
border, start at the pixel
in the upper left corner
of the image.

Set the color value of
the current pixel to the
ASCII value of the
corresponding character
in the message you want

to hide.

Move two pixels to the
right. If you are at the
edge of the image, wrap
around and skip a line.

Repeat the previous
two steps until the entire
message is coded.




Methods for Digital Steganography

 Images as Carriers
* Audio File Carriers
- Data Ordering

HTHL
<IM3 SRCa"il.jpg"” ALT="imag= 1" HAME="il":
<IMG SRCa"il.jpg"” HAME="il" ALT="image 1"=

Pe=rl E-mail
td = Ea + Eb 4+ Lo Eio: donoddr=xze] . =chi,
td = Ea 4+ o + Lhs cdonodlanl . goar

td = Eb 4+ & + Lo bo: donodlanl . gonr,
. . donoddr=ze=] . =ch

Figure 4. Exampies of steganography using permutations. HTML and
PERL offer stepancgraphic potential, but steganography using data
ordering can be limited by the number of permutations possible.
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e C:AWINDOWS\System 3 2\cmd. exe

FiswDevelopment~MP35tego *encode —E hidden_text.txt —-P pass svega.wav svega_stego.mp3
MPIStegoEncoder 1.1.15

S%ee README file for copywright info

Microzoft RIFF,. WAUE audio, PCM. mono 441@WH=z 16hit. Length: ©®: HW:-2H

MPEG-1 layer III. mono Psychoacoustic Model: AT&T

Bitrate=128 kbps De—-emphasiz: none CRC: off

Encoding "svega.wav' to "svega_stego.mpd"

Hiding "hidden_text_ txt"

[Frame 7?1 of 711 {18@_BA8x>» Finizhed in H#: B: 6

FiswDevelopment~MP35tego *decode —H —P pass svega_stego.mp3
MPIStegoEncoder 1.1.15
S%ee README file for copywright info
Input file = ‘svega_stego.mp3d’ output file = *svega_stego.mp3.pcm’
ill attempt to extract hidden information. Output: svega_stego.mpd.txt
the hit ztream file svega_stego.mp3d iz a BIMARY file
HDH: ==FFF. id=1. 1=3. ep=off, bh»=?, =f=A, pd=1, pr=A, m=3, j==A, c=H,. o=H, e=A
-.=MPEG—-1 . layer=II11. tot hitrate=128, sfrqgq=44.1
=gingle—ch, shlim=32, jshd=32. ch=1
[Frame 771 1Avg =zlotssAframe = 417.434; hs/smp = 2.78: hr = 127.837 kbhps
Decoding of "svega_stego.mp3d" iz findizhed
The decoded PCM owutput file name iz "svega_stego.mpd.pcm'

FisDevelopment~MP3Stego >

« compresses svega.wav (mono, 44.1 kHz, 16bit encoded) and hides
hidden_text.txt. The hidden text is encrypted using pass as a password.
This produces the output called . If no information was
hidden, you would obtain

uncompresses svega_stego.mp3 into svega_stego.mp3.pcm and
attempts to extract hidden information. The hidden message is
decrypted, uncompressed and saved into svega_stego.mp3.txt
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http://www.petitcolas.net/fabien/steganography/mp3stego/svega_stego.mp3
http://www.petitcolas.net/fabien/steganography/mp3stego/svega.mp3

Frivate it
4‘ Encrype

Example Process

:-*'|'*~. Spir

Duta churks + Steganography and

Apphy .
{4} ety encryption
e eadn — separate goals
that corgain hidden

b ke « Limitations
IJ' ‘ * — shared secrets
nconspicuoues fles

rrye

Diaca chunks

'\\L/ Combine

Ercrypted data
De=crppe

Frivaite dhiia

Figure 3. Process flow of secretly trans mitting data.

Lising steganography, brivate data remains unde-
tectable until  reaches is intendad qudience.
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Steganography Sites

Steganography Sites

Data Hiding Homepage

hittp:iinil weeramedin.mit. edu/CataHidirg
Information Hiding homepags
http:erwescl cam.ac.uk!~hppisteganog mp by
Steganalysis

bt et comiBtemral y sl
Steganography and DigitalWatermarking
bt baewea jjc. comiStegarcg raphy
Stegofrchive.com
http:istegancgraphptnpod. comistego hitml
Watermarking Mailing List

hittp:ibaewracwa terrrarkingworld. o rg'mlhieml
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Shared secret key

Cover Image Redundant data Stego image

Recdundant data
identification

*

b

[ A hidden message

cartaining content

to be communicated Data selection
without an and replacement

eavesd ropper
knowing
that communication
is happening.

Hidden message

Figure 1. Modern steganographic communication. The encoding step of a
steganographic system identifies redundant bits and then replaces a subset of them
with data from a secret message.
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Discrete Cosine Transform

For cach color component, the [PEG image tormat uses
a disaete cosine tansform (1DCT) to ranstorm suce essive
5 = 8 pixel blocks of the image into 64 DCT coctheients
each, The DCT coetheients Flu, ¢) of an 8 = 8 hlock of

mage pixels fx, p) are given by

..I'I|I| Illll
T | I.'-.IIIII 1 — Jr l.l B r
e v Lo e SRR F ) = O 1)
Flie,#)) = = Cl)le) flx.y): <, V)
i 8 _I_ Iy e e 2 J
where Qlwe) 15 a6d—clement quantization mble.
(2x+ 10T 2p+1T
CEs s
| & | &

where (C{x) =1 ‘UE when xequal Oand Clx) = 1 other-
wise, Atterwards, the H1||n'.'-.'i|15 operation quantzes thie

cocthoients:
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Sequential

In the simple case, the embedding step changes the
least-signibicant bit of colors in an image. The colors are
addressed by their indices ¢ in the color table; we reter o
theirrespective frequencies betore and atter embeddingas
wand n;” . Given unitormly distributed message bits, it
= 031 then pixels with color 2¢ are changed mone fre-
quently to color 28 + 1 than pixels with color 20 + 1 are
changed to color 2i As a result, the tollowing welation is
likely to hold:

k-

| nzi—nzist | = |nzi —n2ien |
[n other words, embedding uniformly distributed mes-
sage bits reduces the frequency ditterence between adja-

cent colors,
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Frequency Histograms
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Figure 4. Frequency histograms. Sequential changes to the (a)
ariginal and (b) modified image’s least-sequential bit of discrete
cosine transform coefficients tend to equalize the frequency of
adjacent DCT coefficients in the histograms.
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Pseudo-Random (Outguess)

Inpuit: message, shared secret, cover image
Cutput: stego image
initialize PR.ING with shared secret
while data left to embed do
get pseudo-random DET coetheient from cover image
IWDCET=0and DET =1 then
get next LSB from message
replice DCT LSB with message L5B
end if
nsert DT mto stego nmage

end while

Figure 6. The OutGuess 0.1 algorthm. As it runs, the algorithm
replaces the least-significant bit of pseudo-randomly selected
discrete cosine transform (DCT) coefficients with message data.
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1.0
—IFF'='|':J-|‘:. T | T | T | T

- —FP =0]p% | | | i

Detection rate

0 0.05 0.1 0.15 0.2 0.25
Change rate

Figure 7. The extended y2-test detects pseudo-randomly embedded
messages in |PEG images. The detection rate depends on the
hidden message’s size and can be improved by applying a heuristic
that eliminates coefficients likely to lead to false negatives. The
graph shows the detection rates for three different false-positive
rates. The change rate refers to the fraction of discrete cosine
transform (DCT) coefficients available for embedding a hidden
message that have been modified.
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Detection Rate

Table 1. Detection rate P, for a nonlinear support vector machine.!’

SYSTEM

|5teg
|3teg
3teg
|3teg
Cuts uess
Cutsuess
Cuts uess
Cutsuess

MESSAGE IMAGE 51ZE

256 « 256
128 = 128
b4 « 64
32 x 32
256 « 256
128 = 128
b4 « 64
32 x 32

Pp IN PERCENT
(P:1.0) (Pr0.0)
99.0 98.5
99,3 99.0
99,1 08.7
86.0 74.5
05.6 89.5
§2.2 617
54.7 12,1
21.4 7.2
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OutGuess and F5 Detection
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0.b 0.8 1.0
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Figure 8. Different feature vectors based on wavelet-like decompaosition and on squared differences. {a) The receiver

operating characteristic (ROC) for OutGuess detection and (b) the ROC for F5 detection,
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Input: message, shared secret, cover image
Chtpul: skego mage
initialize PR.MG with shared secret
permutate DET coetheients with PRING
determine & from image capacity
caleulate code word length e 20— 1
while data left to embed do
get next k-bit message block
repeat
i3+ 4 non-rero AC cocthoents!
s+ k-bit hash fot LSB in 3
¢ 5 k=bit message block
it 5= (i then
decrement absolute value of DT coetheient
nsert Ce, into stegoimage
end i
until s =0 or =0
insert [T coetheients from & into stego image

end while

Figure 9. The F5 algorithm. F5 uses subtraction and matrix encoding
to embed data into the discrete cosine transform (DCT) coefficients.
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Figure 10. Receiver-operating characteristics (ROCs) of the F5 detection
algorithm. The detection rate is analyzed when using double
compression elimination and against single compressed images.
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Stegdetect

r-
1.0 _._._,_-J]
[ 0.8 _.--""'"_F'E -
= — ] glmage size 640 x 480
£ 0.6 37:‘?1"; s+ vImage size 320 x 240 —
= High quality &40 x 480
o 04
3 = L — -
Q. El S e
) T
D‘l"
0 500 1,000 1,500 2,000 2,500
(a) Message size (in bytes)
1.0 _,_..-""i_ - I T I L]
r_""l”’—::-" B—a Image size 640 x 4807
y0a 1 Vi e— Image size 320 x 2407
E s ! Z ]
§°° 17 i
804 —
d 0.2 :'r F‘f i
a 100 200 300 400 500
(b} Meszage size (in bytes)
Figure 11. Using Stegdetect over the Intemet. (a) |PHide and (k) |Steg produce
different detection results for different test images and message sizes.
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False Positives

Table 2. Percentages of (false) positives
for analyzed images.

TEST

|5teq
|PHide
CUkS uess

EBAY

0.003

2.1
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USENET

Q.007F
2.1
Q.14




StegBreak Performance

Table 3. Stegbreak performance on a 1,200-MHz Pentium I,

SYSTEM ONE IMACE FFTY IMAGES
(WORDS/SECOND) (WORDS/SECOND)

Phide 4500 00

(utCues 013 18000 i)

e 36,000 4700
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