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Abstract—In this paper, we propose a multi-level fault-tolerant storage cluster called MFTS, which provides flexible reliability for a wide
variety of applications. MFTS makes use of a reliability upper-bound (i.e., Parameter r) to guide the process of adjusting fault-tolerance
levels, i.e., i-erasure(s) and i € {1,2,...,r}. In particular, MFTS can map an appropriate coding scheme to an application with
individual reliability requirements. MFTS is capable of partitioning multi-level reliable storage using a virtual storage space, thereby
adapting to any changing reliability demands of applications. We present the implementation of the MFTS system, which adopts an
intersecting zigzag sets code (IZS code) rather than replication or general-purpose erasure codes. Our MFTS has three salient
features: partial updates, fast reconstructions, and minimal overhead of fault-tolerance level transitions. To quantify performance
optimization in our storage cluster, we compare 1ZS-enabled MFTS with two storage clusters equipped with the Vandermonde- and
Cauchy-Reed-Solomon codes. The experimental results show that: 1) three schemes have comparable user-response-time
performance in both the operational and degraded modes; 2) MFTS outperforms the other two alternatives by up to 26.1 percent in the
offline reconstruction case; 3) MFTS speeds up the online reconstruction by up to 23.7 percent over the other two schemes with

marginal increase in user response time.

Index Terms—Erasure-coded storage cluster, multi-level fault tolerance, optimized maintenance bandwidth, TCP-Incast

1 INTRODUCTION

N large data centers, data loss is unacceptable for many

applications like banking systems, E-mail servers, and
weather forecasting systems. Three-way replication is one
of the most popular fault-tolerant techniques used in
modern distributed storage systems (e.g., the Google file
system [1] and the Hadoop system [2]). Although the rep-
lication is of high-performance, it inevitably leads to low
storage utilization. Extra space for replicas can cost addi-
tional millions of dollars for a large-scale data center. To
construct inexpensive large-scale storage systems, one can
rely on erasure codes to fully utilize capacity of storage
devices [3], [4]. Erasure codes are deployed in real-
world storage systems, such as OceanStore [5], FAB [6],
Pergamum [7], and Azure [8], etc. From the perspective of
applications, it is desirable to provide an appropriate
fault-tolerance level for each application’s data. Therefore,
we design a Multi-level Fault-Tolerant Storage cluster
(MFTS) to dynamically offer multiple redundancy levels
at run time. To achieve high performance, we incorporate
an erasure code with optimized maintenance into the
MFTS system.

e |. Huang, F. Zhang, and C. Xie are with the Wuhan National Laboratory
for Optoelectronics, Huazhong University of Science and Technology
(HUST), Wuhan, Hubei 430074, P.R. China.

E-mail: {hjzh, cs_xie}@hust.edu.cn, feng7188@gmail.com.

o X. Qin and W.-S. Ku are with the Department of Computer Science and
Software Engineering, Shelby Center for Engineering Technology, Samuel
Ginn College of Engineering, Auburn University, AL 36849.

E-mail: {xqin, weishinn }@auburn.edu.

Manuscript received 9 Aug. 2013; revised 13 Dec. 2013; accepted 24 Jan.
2014. Date of publication 2 Feb. 2014; date of current version 12 Nov. 2014.
For information on obtaining reprints of this article, please send e-mail to:
reprints@ieee.org, and reference the Digital Object Identifier below.

Digital Object Identifier no. 10.1109/TDSC.2014.2304296

Data volume has continuously increased over the last
decade [9]. The massive amount of data that need to be
archived leads to large-scale clustered storage, and com-
modity-based storage clusters have continued growing in
popularity because of their cost-effectiveness and scalabil-
ity. Modern large-scale storage clusters inevitably and fre-
quently experience failures; therefore, it is important to take
storage reliability into account. These phenomena motivate
us to improve availability for storage clusters by tolerating
one or multiple node failures to deliver non-stop storage
services to applications.

There are a variety of data-intensive applications like
web-search, E-mail server and database system, each of
which has specific reliability requirements. For instance, a
Hadoop storage system stores each chunk in a triple-
mirrored way to provide resiliency [2], and a mirror file
system keeps an extra copy in a remote backup site to tol-
erate disasters [10]. Furthermore, the reliability require-
ments of an application may change during its execution.
For example, to tolerate data loss caused by a single fail-
ure, an E-mail server may employ a RAID-1 or RAID-5 sys-
tem according to performance and capacity requirements.
Recently stored E-mail files are more likely to be accessed
than those E-mails saved a couple of months ago. In this
case, the E-mail server can keep an extra copy for recent E-
mail files in RAID-1 for good I/O performance, and save
old email files using RAID-5 to improve storage utilization.
Therefore, to meet such dynamically changing reliability
requirements of applications, it is necessary to develop
storage systems offering multiple fault-tolerance levels.

It is straightforward to adopt multiple fault-tolerant
schemes to realize a multi-level reliable storage system. For
example, one may employ mirroring, RAID-6, and (k + 3, k)
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Reed-Solomon codes to tolerate one, two, and three failures,
respectively. When a system administrator intends to
upgrade the fault-tolerance level from level 2 (i.e., 2-fault-
tolerant) to 3, it is time-consuming to recompute all redun-
dant data from the original data. Even worse, rebuilding a
failed node requires reading all of the data in k surviving
nodes, leading to the problem of maintenance bandwidth.

The goal of this study is to develop a multi-level fault-
tolerant storage cluster with minimal maintenance over-
head caused by modifying data blocks, reconstructing
failed nodes, or altering fault-tolerance level. This goal is
achieved by proposing an implementable design for the
Intersecting Zigzag Sets codes (IZS codes) [11]. Our MFTS
system has the following three optimization techniques:
(1) Efficient modification via partial updates—only data
fragments needed for modification are read or written.
(2) Fast reconstruction via exact updates—only data frag-
ments needed for reconstruction are read. (3) Minimal over-
head of fault-tolerance transitions—enabling or disabling
certain parity nodes to change fault-tolerance levels.

This paper’s contributions are summarized as follows:

e We propose a framework of multi-level fault-tolerant
storage system or MFTS, which provides flexible reli-
ability for a wide variety of applications according to
data features and access patterns. MFTS can map
applications to appropriate coding schemes and sup-
port multi-level reliable storage space.

e We give an implementable design for the IZS code,
which enables the MFTS system to have three salient
advantages: (1) modify archived data through partial
updates; (2) alter fault-tolerance level by construct-
ing or disabling only parity nodes; and (3) recon-
struct failed nodes via exact repairs. Thanks to the
above functionalities, MFTS not only offers adjust-
able fault-tolerance levels to satisfy various applica-
tion requirements, but also achieves optimized
maintenance bandwidth.

e We implement the IZS(k +1i, k)-enabled MFTS in a
commodity-based storage cluster, where i€ {1, 2, 3}.
To quantify performance optimization, we compare
MFTS with two storage clusters equipped with two
Reed-Solomon codes. The experiments show that: (1)
three schemes have comparable user-response-time
performance in both the operational and degraded
modes; (2) MFTS outperforms the other two alterna-
tives by up to 26.1 and 23.7 percent under offline and
online reconstructions, respectively.

The remainder of the paper is organized as follows. We
review related work in Section 2. Section 3 presents the
design issues of MFTS. Then, we develop an implementable
design of IZS(k +r, k) code for MFTS in Section 4. The avail-
ability analysis of MFTS can be found in Section 5. Section 6
provides the implementation details of MFTS. Section 7
presents functional tests and performance evaluation.
Finally, Section 8 concludes the paper.

2 RELATED WORK

There are several research projects adopting multiple cod-
ing schemes within a storage system, including AUTORAID

TABLE 1
Comparison of Different Fault-Tolerance Solutions
‘ System ‘ Redundancy schemes ‘ Prototype ‘ 1I/0 Mode
Autoraid [12] RAID-1, RAID-5 hardware-level in-band
TSS [13] RAID-1, RAID-5, cRAID-5 device driver in-band
RAIF [14] all RAID levels filesystem-level in-band
DHIS [15] RAID-0, RAID-1, RAID-5 pseudo-driver in-band
PanFS [16] RAID-1, RAID-5 filesystem-level out-of-band
OceanStore [5] Replica and RS codes filesystem-level | Peer-to-Peer
MFTS(Ours) 1ZS with Optimized Update | filesystem-level out-of-band

[12], TSS [13], RAIF [14], DHIS system [15], Panasas File Sys-
tem (PanFS) [16], OceanStore [5], etc. However, each of
these systems has individual research motivations. For
example, AUTORAID applies RAID-1 to hot data, whereas
RAID-5 to cold data; TSS accomplishes the task of data
migration between two different redundancy schemes
based on access pattern; RAIF supports flexible per-file stor-
age policies using a stackable file system which stacks on
top of the combination of several file systems; DHIS system
uses application-level hints to select customized placement
and caching policies for the data; PanFS employs RAID-1
pattern to store small files, and disperses large files across
multiple storage nodes in RAID-5 mode.

Conceptually, MFTS provides the most appropriate
fault-tolerant storage spaces for various applications with
specified reliability requirements. MFTS achieves such a
flexibility by placing important data to storage nodes with
high reliability. Most fault-tolerant storage systems using
erasure codes apply one of the following two families of
codes, namely, XOR-based RAID codes and Reed-Solo-
mon codes. Existing storage systems based on RAID codes
are unable to dynamically add a new redundancy scheme
to upgrade the redundancy level. For example, owing to
the specific parity layout of RAID-5 and RAID-6, it is bur-
densome to replace the 1-fault-tolerant RAID-5 layout by
the 2-fault-tolerant RAID-6 one. As a generalization of
RAID, systematic Reed-Solomon codes (RS codes) offer a
good tradeoff between reliability and storage utilization
[17]. As such, we adopt a systematic RS-like coding to
develop a multi-level reliable storage system, i.e., MFTS.

The above-mentioned storage solutions hold two or more
redundancy schemes in a system, providing transparent
and reliable storage services for upper applications. These
solutions can be accomplished at the hardware-level [12],
driver-level [13], [15] and file-system-level [14], [16] (see
Table 1, third column). Compared to the hardware or
driver-level approach, a file-system-level scheme can sup-
port a flexible placement policy using the higher-level infor-
mation, and per-file storage policies can help to quickly
locate the unrecoverable faults. Therefore, we develop the
prototype of MFTS at the file-system level.

Within storage virtualization, all data and I/O requests
pass through virtualization devices in ‘In-band” mode.
Thus, AUTORAID, TSS, RAIF, and DHIS systems belong to
‘In-band” mode (see Table 1, fourth column). For example,
RAIF is mounted atop the combination of networked, disk-
based and memory-based file systems, all requests and data
must be transferred via the RAIF Module. ‘Out-of-band” is
necessary and suitable for distributed storage clusters
focusing on system scalability. In ‘Out-of-band’ mode, the
host can directly read/write data from/to storage nodes,
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ensuring the system scalability. Therefore, we implement
our multi-level storage system in ‘Out-of-band” mode (see
Fig. 1).

In this paper, we implement a prototype of MFTS in
‘Out-of-band’ mode at the file-system level, providing
appropriate reliable storage space based on the specific reli-
ability requirement of the application. In addition, MFTS
not only simultaneously supports multiple fault-tolerance
levels in commodity-based storage clusters, but also pro-
vides highly efficient transitions of fault-tolerance levels via
only updating redundancy data.

3 FRAMEWORK OF A MULTI-LEVEL RELIABLE
STORAGE CLUSTER

Now we describe the framework of our multi-level reliable
storage, which selects an appropriate coding scheme for an
application imposing specific reliability requirements.

3.1 Architecture

From users’ perspective, MFTS offers a file system interface
just like NFS. Underneath MFTS is a distributed storage sys-
tem. Fig. 1 depicts the architecture of MFTS, which belongs
to a commodity-based storage cluster. The metadata server
manages the control information of the whole system,
including information about the distribution of data blocks.
When users access a file, the file-system client looks up the
file-metadata from the metadata server. The storage nodes
can manage low-level storage allocation themselves, which
adopt the commodity hardware owing to IT investment.
These storage nodes are assumed to be distributed. As to a
certain (k+r, k) erasure code, MFTS distributes the user
data among the k systematic nodes (a.k.a., data nodes) and
stores the redundancy data in the r parity nodes, achieving
access parallelism. That is, data is typically stridden across
multiple storage nodes to enable high aggregated I/O band-
width. When the number of failed nodes is not greater than
r (i.e.,, <r), MFTS can still provide storage service to front-
end users uninterruptedly.

3.2 Mapping Applications to Coding Schemes

Data of different applications are likely to exhibit various
characteristics such as essential attributes and access pat-
terns. Essential attributes include data importance and
inherited attributes (e.g., read-only, writable, append-only,
etc.); access patterns refer to access frequencies and 1/0O
types (e.g., read-intensive or write-intensive). Each redun-
dancy scheme has individual features with respect to fault-
tolerance, computation complexity, and storage utilization.
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TABLE 2
Association between Coding Scheme and Data Characteristic
l Data Importance ‘ Access Frequency ‘ Optional Placement Pattern
Not important — RS(k,k)
Important Low frequency RS(k+1,k)
Important High frequency Mirroring
Very important Low frequency RS(k+2,k)

Very important Medium frequency Mirroring+RS(k+1,k)

Mirroring+Mirroring

Very important High frequency

Our MFTS relies on a mapping algorithm to offer appro-
priate mappings between coding schemes and applica-
tions. Algorithm 1 shows how to map an application
requirement to an appropriate coding scheme. Three prin-
ciples are followed as follows. First, to choose redundancy
schemes that can meet applications’ specified reliability
goals. For example, a storage cluster stores only original
data for ‘not important’ data, and keeps an extra copy for
‘important’ data, and tolerates two failures for ‘very
important’ data (see lines 3, 6 and 13, respectively). Sec-
ond, to allocate a coding scheme with low computation
complexity (e.g., Mirroring) for frequently accessed data
(see line 8). Last, to assign a coding scheme with high stor-
age utilization (e.g., RS codes) to less-frequently accessed
data (see line 10).

To demonstrate how Algorithm 1 works, let us consider
a special case where application requirements include ‘data
importance” and ‘access frequency’, and candidate coding
schemes include Mirroring, RS(n, k), ‘Mirroring+RS(n,k)’.
The RS(k, k) scheme partitions data into data blocks to be
dispersed across multiple storage spaces without parity.
Similar to RAID 1+5 [18], the 'Mirroring+RS(n, k)’
scheme stores an extra copy of all the data blocks except
parity blocks. The mapping outcome obtained by Algo-
rithm 1 is summarized in Table 2. Note that the above spe-
cial case (i.e., with factors of data importance and access
frequency) can be extended to incorporate other factors,
which may lead to more comprehensive and reasonable

mappings.

Algorithm 1: Mapping an application to a coding scheme

Input: Application Attributes,
Output: Coding Scheme

e.g., data importance, access frequency

1
2 switch Data Importance do // 0-Fault-tolerance
3 case Not Important
4 ‘ Coding=RS(k,k); break;
5 endsw
6 case Important // 1-Fault-tolerance
7 if High access frequency then
8 | Coding=Mirroring; break;
9 else
10 | Coding=RS(k+1,k); break;
11 end
12 endsw
13 case Very Important // 2-Fault-tolerance
14 if High access frequency then
15 |  Coding=Mirroring+Mirroring; break;
16 else if Medium access frequency then
17 | Coding=Mirroring+RS(k+1,k); break;
18 else
19 | Coding=RS(k+2,k); break;
20 end
21 endsw
22 endsw

23 return Coding

In summary, as to infrequently accessed data, it is
inclined to employ the coding scheme of high storage effi-
ciency, e.g., RS(k+1, k) and RS(k+2, k), and RS(k+1, k)
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Fig. 2. Requirement-oriented reliable storage.

or RS(k+2, k) is chosen according to the specific data
importance. As to hot data which needs high perfor-
mance, it is common to adopt the Mirroring scheme
because of its no computation overhead and low response
time. Especially, ‘Mirroring’, ‘Mirroring + RS(k+1, k)" or
‘Mirroring 4+ Mirroring” is then chosen depending on the
data importance. Although both Mirroring and RS(k +1,
k) tolerate single failure, the former is good at access per-
formance and the latter has higher storage efficiency.

3.3 \Virtual Reliable Storage Space

From the viewpoint of management strategy, require-
ment-oriented data reliability is referred to provide an
appropriate reliable scheme for each application. Each
application data is logically stored in an independent
storage space. Currently, storage systems usually map
physical space to logical space by ‘Volume’, which is a
key element of block-based storage virtualization. A use
case of ‘Volume’ is RAID (e.g.,, RAID-1 can map two
physical spaces to a logical space). Because networked
storage service (e.g., cloud storage) usually offers a file-
based access interface, it is natural to employ file-based
data access to achieve a reliable storage system. That is,
the block-level reliability strategy in disk array is shifted
up to the file-level in cluster storage.

As shown in Fig. 2, the multi-level reliable storage sys-
tem is partitioned into three layers: application layer, data
virtualization layer and storage resource layer. The appli-
cation layer takes charge of the decision-making of the reli-
ability strategy, and the data virtualization layer is
responsible for the layout and organization of stored data.
The physical storage resource is transparent to upper-level
applications because of the virtualization layer. An impor-
tant application with high access frequency is mapped to
‘Mirroring + RS(k+1, k)’ scheme, meaning that two identi-
cal copies of the application data and a copy of the corre-
sponding parity data are stored to underlying storage
devices.

3.4 Putlt All Together

In a storage cluster, we divide its storage nodes into several
redundancy sets, which correspond to the storage groups
shown in Fig. 6. Each redundancy set constitutes an individ-
ual virtual reliable storage space adopting a special coding

scheme (see Fig. 2). According to the mapping method, an
application is directed to an appropriate redundancy set,
then the application data are dispersed across multiple
nodes which belong to the redundancy set, thereby meeting
its reliability requirement.

As to fault-tolerant storage, it is necessary to consider
three metrics as follows: recovery capability, maintenance
overhead, and storage utilization. This study is especially
concentrated on the maintenance/updating overhead of the
multi-fault-tolerance-level storage system. The following
three cases may result in updating issues: data modification,
rebuilding of failed nodes, and transition of fault-tolerance
level. Take fault-tolerance level-transition as an example,
when upgrading the fault-tolerance level, traditional era-
sure codes entirely regenerate all new redundancy data
rather than selectively generate a fraction of redundancy
data. Thus it is necessary to consider the updating issue of
redundancy schemes.

4 ERASURE CODES WITH OPTIMIZED
MAINTENANCE BANDWIDTH

4.1 Background

Replication and erasure coding are the two primary redun-
dancy schemes for the reliable storage system. Although
data replication can achieve low response time, it is desir-
able that the distributed storage system efficiently employs
the storage space and networking bandwidth. Erasure
codes can reduce bandwidth by an order of magnitude in
comparison with replication and provide higher storage
space utilization for a given reliability level [19].

It is well known that an (n = k + r, k) erasure code can be
used to store information in a distributed storage system
with 1 nodes. If the code is maximum distance separable
(MDS), the storage system can recover the original informa-
tion from any k surviving nodes. If the code is a systematic
code, the information is stored exclusively in the first k
nodes, and the redundancy data are stored exclusively in
the last r nodes, where  is a parameter that can describe the
reliability level. RS codes are not only the MDS codes, but
also belong to systematic codes [20], [21], [22].

Within (n, k) erasure codes, if parameter n is different
(e.g., ni, ne, with n; <ny), then the fault-tolerance capabil-
ity of (ny, k) erasure code is weaker than that of (n,, k) era-
sure code, and the storage utilization of (ni,k) erasure
code is higher than that of (nq,k) erasure code (i.e., k/ny
versus k/ny). As described in Section 3.2, we associate the
different coding schemes with different applications.

4.2 Issues of Maintenance Bandwidth
There exists an issue of maintenance bandwidth in erasure-
coded storage—how much information is accessed for
updating or rebuilding. Wu et al. [23] introduced a new
class of erasure code (termed regenerating code) to enable
efficient node repair. In [24], a novel “Twin-code frame-
work’ was proposed to enable repair-bandwidth minimiza-
tion. But they offer less flexibility because of the restriction
of n > 2k.

There are three typical maintenance operations in the
multi-level fault-tolerant storage: (1) modifying data, (2)
rebuilding failed node(s), and (3) transition of fault-tolerance
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TABLE 3
Symbols and Definitions
Symbols ‘ Definition ‘
block A basic unit of data or parity; it is the building block
in erasure coded storage cluster, analogous to strip in RAID
packet A transferring unit through TCP/IP
element A calculating unit in the IZS coding algorithm
k Number of information columns in array A
r Number of parity columns/nodes
p Number of rows in array A, p > k, e.g., p=2k'1
ai,j Element of array A, 0 < i <pand 0 < j < k
C Columns, C={Cy, C1, ..., Ck-1,Ck, ..., Crar1},
where Cp.; is the it" parity column, 0 < ¢ < r
e Unit vectors, e={eq, €1, ..., ex-1 }, and eg is a zero vector
w; Sum vector, u; = Z;:[) e;, where 0 <1 < k
£l (x) Permutation f9 for g'" parity node, f7(z) = z+ge;
o - Complement of a,; in an information element subset,
o3 a,7={az,:0<1<kandl#j}
r; The i*" entry in row parity column Cj,
zf The " entry in parity column Cl.q
z3 The 2" generating set of column Cl.4
ij The coefficient of a;, ; in parity column Cp.g

levels (i.e., storing the encoded data using another coding
scheme). To address the maintenance issue, we introduce an
MDS array code named IZS code [11] to the design of MFTS
and propose an implementable design for the IZS code,
thereby enabling MFTS to achieve low maintenance band-
width: (1) when a data block is modified, the parity block(s)
can be exactly updated without accessing any other data
blocks; (2) when any of the parity nodes are erased, the par-
ity node can be rebuilt efficiently because of its simple
encoding procedure; (3) if any of the data nodes are erased,
the information node can be rebuilt by accessing about 1/r
of all the surviving data blocks; (4) to downgrade or upgrade
the fault-tolerance level, MFTS simply discards or generates
the parity node, respectively.

4.3 Intersecting Zigzag Sets Codes

The maintenance/updating operations in MFTS include
data modification, reconstruction of failed nodes, and tran-
sition of the fault-tolerance level. As to data modification, it
is expected that the erasure code may efficiently update the
parity blocks. The decoding efficiency of a coding scheme
may significantly influence the reconstruction time. As to
level-transition, we restrict the modification to the redun-
dant data, so MFTS can keep the same information data
after changing the fault-tolerance level. To optimize the
maintenance/updating performance, it is important to
ensure the number of accessed data is minimal. Aiming at
the design goal of minimizing maintenance bandwidth, we
develop a set of coding algorithms, including construction,
modification, level-transition, and reconstruction.

IZS codes were proposed by Tamo et al. [11]. The IZS
codes provide a solid theoretical foundation for the design
and implementation of our MFTS. In this paper, we present
the first implementable design for the IZS codes in storage
clusters. Our 1ZS implementation relies on the coding algo-
rithm of the RS codes.

Let A = (a;;) be an array of size p x k. A column is also
called a node, and each entry is an information element. In
order to retain the MDS property and minimize the mainte-
nance bandwidth in the network, each information element in
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A should appear exactly once in each parity column. In this
section we give the general algorithm of construction and
reconstruction for (k +r, k) MDS code, show how to modify
information data, and show how to upgrade or downgrade
the fault-tolerance level in MFTS. Before presenting the
algorithms in pseudo-code, we summarize the symbols
used in the algorithms in Table 3.

The construction consists of two steps: first choosing the
appropriate parity sets, and then determining the coeffi-
cients in the linear combinations in order to make sure that
the constructed code is an MDS code. Thus, IZS is an RS-
like code, where the parity is simply appended to the source
data in a systematic mode, and the parity is the linear com-
bination of source data elements. Particularly, the first par-
ity column is the sum of each row of A. The construction
process is given in Algorithm 2.

Algorithm 2: Construction of gth parity node Cj.4 in (k+rk) MDS
code, with 1 < g < r-1

Input: k,p, g
Output: Z9, 39

/* Determining the permutation(ff) */
for v < 0 to k-1 do
forz < 0 to p-1 do
| f)(z) = z+gey;
end
end
/% Choosing elements and coefficients for set ZJ */
foreach element a; j, 0 < i < p-1and 0 < j < k-1 do
if fJ (i) == « then
Put a; ; toset ZJ;
if uj-i==1 then
‘ Y =2%
else
| Bli=1s

end
return ZJ, 39

Algorithm 3 illustrates the procedure of data modifica-
tion. It is observed that r + 1 reads (i.e., reading r old parity
elements and one old information element) and r + 1 writes
(i.e., writing r new parity elements and one new information
element) are needed to modify a single information element
a; j, without reading any other information data. Thus, such
an updating is deterministic and partial.

Algorithm 3: Modifying an element in (k+rk) MDS code

/* Assume element a;j; is overwritten with a;] */

Geta; ;; // Reading original element
for g < 0 to -1 do
Get 2593y // Reading parity element
J

if u;-i==1then B =29 else 7 =1;
25900y + = (B jai i +B7 a5 5);

Put z // Writing new parity element

IOL
end

Put a;Aj; // Writing new element

Algorithm 4 presents the pseudo-code of level-transition.
When the fault-tolerance level decreases, MFTS will discard
only some parity nodes (see line 7), which means that MFTS
responds to the I/O requests using the coding scheme offer-
ing low fault-tolerance level after level degradation. On the
other hand, MFTS must generate the extra parity nodes
using the construction procedure to improve the reliability
(see line 3). No matter which case, the elements in the
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systematic node are kept intact so they can achieve an excel-
lent updating performance.

Algorithm 4: Transition of fault-tolerance level for (k+rk) code

/* Assume 7. and 7 are the current and target fault
tolerance level, respectively, where r. # ry. */

if r. < r then

for r < r.+1 to r; do
Generate the parity column C'...1 using the construction procedure
listed in Algorithm 2;

end
else
forr «+ ry+1 to r. do
| Discard the parity column Cr.r.1;
end

OOVONNANUT =W~

—_

end

For the jth failed information node C);, one can recon-
struct the node using the complement of a,;, i.e., a5 The
number of complement elements approximates 1/ of sur-
viving information elements. The reconstruction process is

presented in Algorithm 5.

Algorithm 5: Reconstruction of j'* failed information node Cj in
(k+1r,k) Code, with 0 < j < k

Input: k,p, j
Output: a; 5, i€ {0,1,...,p-1}
/+ Determining the needed information elements */

if j==0 then eo=(1,1,...,1);
fori < 0 to p-1do
if i - e;==0 then
Get the surviving information elements a; 33
end
end
/* Calculating the failed information elements */
for i + O to p-1 do
if i - e;==0then

Calculate a;,; using zf?(l> and a, 7;

else
‘ Calculate a;, ; using zf}(i> and a; 7;
end
end
return ap j, a1 j, .-, Qp-1,5

It is a conventional wisdom to transfer large packets to
improve network bandwidth utilization; that is, it is
inclined to adopt a small row number (i.e., parameter p).
Therefore, we choose code-duplication mechanism [11] to
increase the number of columns. Algorithm 6 gives the
pseudo-code of a 2-duplication-based (2k + 2, 2k) code.

Algorithm 6: Construction of a 2-duplication-based (2k+2,2k) code

/% Z is the generating set of parity column Coags1, and fi;

is the coefficient of element a;, ;. */
Input: k, p

Output: Z, 8, Z={Zo,Z1,..., Zp1}

/+ Determining the permutation (f;) */

fori < 0 to k-1 do
for z < 0 to p-1 do
| fi(z) = z+ei;
end
end
/* Choosing elements and coefficients for set 2 */
forl < 0 to p-1do
foreach element a; j, 0 < i < p-land 0 < j < 2k-1do
t = j mod k;
Puta; ; toset Zg, (;);

if (j < k and ws-i==1) or (j > k and wy-i#1) then

‘ Bij=2;
else
| Bij=1,;
end
end
end
return Z, 8
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Fig. 3. (a) The set of permutations for a 2-duplication (6, 4) code. (b) A
2-duplication (6, 4) MDS code generated by the left permutations. The
first redundancy node C, is the row sum and the second redundancy
node Cj is generated by the construction Algorithm 6. The shaded ele-
ments are needed to reconstruct the failed node Cj.

Algorithm 7 lists the reconstruction procedure of the 2-
duplication-based (2k+ 2, 2k) code. If an information node
fails, about a little more than 1/2 of the surviving elements
are needed to reconstruct the failed information node.

Algorithm 7: Reconstruction of j** failed information node in 2-
duplication (2k+2,2k) MDS code

Input: 5, 0<j <2k
Output: a; ;, i€ {0,1,...,p-1}
/* Determining the needed information elements */

if j==0 then eo=(1,1,...,1);
fori < 0 to p-1do
if i - ej==0 then
Get the surviving information elements a; 5

if j < k then
‘ Get the information elements a; j.x;
else
|  Get the information elements a; ; x;
end
end
end
/% aj j+r denotes {a; ji.x when j < k,or a; j  when j >k} */
/* Calculating the failed information elements */

fori < 0 to p-1do
if i - ej==0 then
Get the row parity element r;;
Calculate a;,; using r; and a; 7;
else
Get the zigzag parity element 2f56)5
Calculate a;, ; using Zfi() @05 and a; j4x;

end
end
return ag j, a1, j, -+, Qp-1,5

Assume the size of array A is 4 x 4. We use 2-duplication
scheme (see Algorithm 6) to construct a (6,4) MDS code
with array size 4 x 6. As show in Fig. 3, the shaded elements
should be accessed to reconstruct the failed systematic node
Cy according to Algorithm 7. We employ the 2-duplication
1Z5(6, 4) code in the comparative reconstruction experiment
where the fault-tolerance level is 2-erasures.

4.4 Amount of Data Used for Reconstruction
Since a single erasure is more likely to happen than r>2
concurrent erasures, we take single—node reconstruction as
an example. Especially, we compare the number of elements
needed to be accessed to rebuild a systematic node.
According to the reconstruction procedure listed in
Algorithm 7, we can get the number of elements in 2-
duplication (k + 2, k) MDS code:

Nizs=px (k+r=1)/r + px (r—1)/r. (1)

With the original property of MDS codes, a user can read
any k nodes to reconstruct a failed node. That is:

Npg =p x k. (2)
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Fig. 4. Markov chain for the RS(k + r, k) code with concurrent rebuild.

The data-amount ratio Ry, is:

NRS kr

Riata = = .
data NIZS k +2r—2

5 AVAILABILITY ANALYSIS

A handful of studies focus on node-oriented availability
analysis for replicated systems using Markov models (for
example, [25]), whereas many disk-oriented availability
models are developed for RAIDs [26], [27]. Now we
describe a node-oriented model for RS-coded storage. Our
model extends the existing disk-oriented model by consid-
ering IZS coding in the context of storage clusters.

5.1 Availability Model

The MFTS system is built using a collection of storage
nodes, thus MFTS achieves high reliability through redun-
dant nodes. We assume a node consists of disk drives, a
network interface controller, and a power supply. Similar
assumptions can be found in [28]. Each component inside a
node has no duplicated one, meaning that the node fails if
any one of these components encounter failures. Each data
strip is stored on one disk in a storage node.

The reliability of RS-coded storage can be estimated
using a Markov model [29], [30]. Let « and A denote the
repair rate and failure rate of a storage node, respectively.
An MDS-coded storage system can be recovered to the
fully operational state from any failure state excluding the
Data Loss state (i.e., Reconstruction-in-Parallel or Concurrent
Rebuild) [31]; the state transition probability is . Fig. 4
shows the Markov chain model for the RS(k +r, k) code. In
this model, we assume that systems do not encounter any
hard error during a rebuilding process of r failed nodes.
State ‘0’ represents a state in which all storage nodes are
operational. State ‘1’ and ‘r’ denote one and r failures,
respectively. The probability of state transition from ‘0’ to
1" is (k+ )\, because there must be at least (k+1) failed
nodes before the system transits into the first failure state.

Since our MFTS can accomplish node recovery in a recon-
struction-in-parallel way, the mean time to repair (MTTR) a
storage node relies on its node capacity. Usually, MTTR is
much shorter than the mean time between failures or MTBF
(see, for example, Table 4). That is, we have A < p. Markov
models are widely applied to analyze the mean time to data
loss or MTTDL of storage systems. Using the canonical Mar-
kov model, we obtain the MTTDL value of an RS(k + 1, k)-
coded redundancy set (see Eq. (4)). Similarly, MTTDL of the
redundancy set using RS(k + 2, k) or RS(k + 3, k) can be
expressed by Egs. (5) and (6), respectively:

m

MTTDL s(+1,5) = E(k+ 1)22°

(4)
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TABLE 4
Parameters in an RS(n, k)-Coded Storage System
‘ Parameter ‘ Value
Z(Total data in the system) 4TB
~v(Node throughput for rebuild) 200GB/hrs
S(Data in a storage node) 1TB
MTTFg;sk 2~ 100, 000 hrs
MTTFnode = 20,000 hrs
MTTR,ode S/~ (=5hrs)

1/MTTF,oqe (= 5x 107°)
1/MTTR04e (=0.2)

Z/S (ie., k=4)

Varies. e.g., =2 for RS(6,4) code

A(Failure rate of node)

(v(Repair rate of node)
k(Number of data nodes)
r(Number of redundancy nodes)

2

& (5)

MTTDLgswr20 ~ Lo 1) s 20

3

e . (6)

MTTDLgg(y35 =
RSG30) ™ 1l + 1) (k + 2)(k + 3)\*

5.2 Analysis of the Coding Schemes

Let us assume that both MTTF and MTTR of a storage
node in MFTS follow the exponential distribution (.e.,
A =1/MTTF, o4, b = 1/ MITR,0q.). MTTFy;g, of the Seagate
SV35.5 Series SATA drive specified in the product datasheet
is approximately 1,000,000 hours [32]. For disks that are less
than five years old, the replacement rate is larger than the
vendor-specified MTTF by a factor of 2 ~ 10 [33]. Therefore,
we let MTTFy;. be 100,000 hours to consider the worst case.
A study [34] reveals that the annual failure rate (AFR) of
disks is about 20 percent of that of a low-end storage system
(i.e., MTTF, g, = 0.2 x MTTF . = 20,000 hours).

We analyze the reliability of an RS-coded storage cluster
where k equals to 4 (the system reliability can be easily
quantified in the case of k # 4). Table 4 summarizes all the
parameters for the availability model of an RS(n, k)-coded
storage system. We apply Eqgs. (4), (5), and (6) to calculate
the MTTDL values (see Table 5). Apart from MTTDL, the
table also lists the corresponding storage utilization.

Fig. 5 shows the reliability levels of six reliable storage
systems. For example, AUTORAID [12], TSS [13], DHIS sys-
tem [15], and PanFS [16] tolerate a single node failure. RAIF
[14] can tolerate two failed nodes. Theoretically, the (k + r,
k) erasure codes can tolerate r = 4 failures. However, there
is no incentive to adopt RS(k + 4,k) because RS(6,4) and RS
(7,4) in a 4-TB storage cluster have an MTTDL value of 3.04
x 10° and 1.74 x 10® years, respectively (see Table 5). Fur-
thermore, a handful of well-known storage systems like
Hadoop [2] and GFS [1] maintain three copies for each file,
tolerating two failures. Therefore, it is sufficient to employ
the 3-fault-tolerant coding schemes codes for reliable stor-
age systems. We implement the MFTS system using the IZS

TABLE 5
MTTDL and Utilization of an RS(n, 4)-Coded Storage Cluster
\ Coding Scheme | RS44) | RS(4) | RS64) | RS(74)
3 6 9 12
MTTDL (hours) 5x 10 4x 10 ] 2.7% 10r 1.5x 10 _
(years) 0.57 456x 10 3.04x 10° 1.74x 10
Storage Utilization 100% 80% 66.6% 57.1%
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Fig. 5. Reliability levels of six storage systems.

(k + 3, k) coding scheme, which includes the IZS(k + 1, k),
1ZS(k + 2, k), and 1ZS(k + 3, k) codes. Hence, MFTS can
dynamically adjust fault-tolerance levels (i.e., fault-toler-
ance level r € {1,2,3}).

6 PRrRoTOTYPE OF MFTS

We implemented an MFTS prototype using FUSE [35], a
framework for building file systems in user-space. Fig. 6
shows an overview of MFTS’s architecture. In our design,
MFTS is a stackable file system which is located above local
file systems; thus the global page cache can automatically
cache both systematic data and redundancy data. The
MFTS client takes charge of fault-tolerant operations (e.g.,
encoding, decoding, and level-transition) and dissemination
of coded data, and provides a different reliable storage
space to the upper applications. The metadata server is
responsible for mapping coding schemes, rebuilding failed
nodes, and collecting workloads besides the usual metadata
management. Storage nodes are divided into different
groups; each group offers appropriate fault-tolerant storage
space to individual applications.

6.1 Interactive API

The MFTS metadata server provides storage access API
to the file-system client. The API supports several file
operations (e.g., create, read, write, delete, and repair, etc.)
and i-node operations (e.g., lookup, update, etc.). Storage
nodes respond to the I/O requests from the metadata server
and file-system client. The clients use mfts_create to create
new files, specifying a target location which has a specific
fault-tolerance level. Operation mfts_read returns file data
by reading data from storage nodes and decoding erasure-
coded data when needed. Using the mfts_write operation
allows the storing of new or modified file data to storage
nodes and updating of the file-metadata on metadata
server. Operation mfts_rewrite carries out the data modifica-
tion by Algorithm 3. Operation mfts_rebuild reconstructs the
failed systematic node by Algorithm 7 or the failed parity
node by Algorithm 6. In multi-level fault-tolerant system, it
is necessary to upgrade/downgrade the fault-tolerance
level of a storage group to achieve the appropriate reliability
capability. Operation mfts_level accomplishes it.

6.2 Fault-Tolerant Module

Fault-tolerant Module carries out erasure encoding on the
data passed from the MFTS client or decoding on the
encoded data gathered from the storage nodes via Dissemni-
nation Module. The encoding and decoding operations refer
to the write and read requests, respectively. Particularly,
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Fig. 6. An architecture overview of MFTS.

the module can deal with the following request types:
mfts_create, mfts_read, mfts_write, and mfts_level. For exam-
ple, operation mfts_level generates the parity column Cs
using the construction procedure listed in Algorithm 6
when the fault-tolerance level r increases from 1 to 2, i.e.,
1Z5(5, 4) — 1Z5(6, 4). On the contrary, mfts_level simply dis-
cards the parity column C5 when the coding scheme IZS(6,
4) is replaced by IZS(5, 4). Thus, 1ZS(k + 2, k) can be seam-
lessly downgraded to IZS(k + 1, k) with minimum mainte-
nance overhead.

6.3 Rebuilding Module

When the metadata server discovers a failed node through
Failure Monitor Module, the rebuilding operation will be
invoked. Take 1ZS(k+2, k) as an example. If a systematic
node fails, a replacement node is rebuilt by a reconstruction
process in Algorithm 5. If the parity node C}, fails, a replace-
ment node is the row sum of all the systematic nodes. If par-
ity node Cj; fails, a replacement node is rebuilt using the
construction procedure in Algorithm 2. In the case of 2-era-
sures in 1ZS(k +2, k), the rebuilding is sightly more com-
plex. It is required to read all data blocks in k surviving
nodes {Cy,C,...,Cy} when both systematic node C and
parity node Cj; are erased. Node Cj can be reconstructed
from both surviving systematic nodes {Ci,C,...,Cj 1}
and parity node Cj, leveraging the rule that the first parity
column is the sum of each row of A. Then, parity node Cj;
can be recovered using Algorithm 2. The rebuilding process
is transparent to the foreground applications, so MFTS cli-
ents can provide an online storage service to the applica-
tions during the reconstruction.

6.4 Coding Scheme Mapping Module

This module completes the function of mapping from
an application to an appropriate coding scheme (see Sec-
tion 3.2). At the heart of the coding scheme mapping mod-
ule is a workload collector, which intently collects workload
information when MFTS client issues 1/O requests. The
workload information is used to quantify the access fre-
quency of application data. Data importance is designated
manually by system administrators. According to the access
frequency and data importance, the module decides an
appropriate coding scheme for the application data. The
resulting coding scheme will activate Fault-tolerant Module
to fulfill the task of encoding or decoding.

In the module implementation, access frequency is mea-
sured as the number of I/O accesses within a specified
time period. For example, let us consider an array H of a
file’s access frequency; each record in H is logged once
every 6 hours. Suppose we have H = {150, 120, 120, 80, 20,
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10, 20, 10}, the access-frequency array indicates that the file
has a high access frequency on the first day (see the first
four records in H) and its access frequency is fairly low on
the second day (see the last four records in H).

7 EVALUATION

In this section, we first test MFTS’s functionalities. Then, we
evaluate its performance using workload of real-world
applications (e.g., web search).

7.1 Experimental Environment
In our testbed, a metadata server and an MFTS client are
built from two server-level machines. The metadata server
is a Dell server (PowerEdge R710) with two Intel Xeon
E5620 @2.40 GHz (four cores) CPUs, and 8 GB DDR3 RAM.
The MFTS client is a SuperMicro server with two Intel Xeon
X5560 @2.67 GHz (six cores) CPUs, 12 GB DDR3 RAM, and
its memcpy() and XOR speeds are 4.45 and 1.68 GBps,
respectively. The operating system running on both the Dell
and SuperMicro servers is Fedora 12 X86_64 (Kernel 2.6.32).
There are 12 PC-level machines serving as the storage
nodes of MFTS. Each storage node is composed of a
3.2 GHz Intel Core Duo processor (E5800), 2 GB DDR3
memory, and Intel G41 Chipset Mainboard with on board
integrated Gigabit Ethernet interface. All disks attached in
the storage nodes are WD1002FBYS SATA2. The operating
system running on the storage nodes is Linux Ubuntu 10.04
X86_64 (Kernel 2.6.32). All the machines (i.e., storage nodes,
a server, and a client) are connected by a WS-C3750G-24TS-
S Cisco(R) switch with 24 Ethernet ports.

7.2 Evaluation Methodology

Both MFTS's functionalities and performance are evaluated
in our experiments. The functionality tests include reading
files in the presence of failed nodes (see Section 7.3.2),
rebuilding a failed node (see Section 7.3.3), and upgrading
fault-tolerance levels. For example, we follow four steps to
test accessing files in degraded mode. First, we write a
media file (abc.avi) using the mfts_write API. Second, we
make a systematic node out of operation. Third, we use the
mfts_read API to read the remaining encoded files and create
a new file (abc_decoded.avi). Finally, we run the diff command
to verify that ‘abc_decoded.avi’ is identical to the original ‘abc.
avi’. We apply the procedures similar to the above four steps
to test the functionalities of node rebuilding and fault-toler-
ance-level transition.

We compare 1ZS-based MFTS with two storage clusters
equipped with the Vandermonde Reed-Solomon (VRS) [20]
and the Cauchy Reed-Solomon codes (CRS) [36]; the reason
is two-fold. First, the implementation of IZS code relies on
the coding algorithm of RS codes; Second, it is unwise to
adopt XOR-based RAID codes or three-way replication to
implement the MFTS system—as to RAID codes, it is of
high I/0O overhead to upgrade the 1-fault-tolerant RAID-5
layout to the two-fault-tolerant RAID-6 one due to the spe-
cific parity layout of RAID-5 and RAID-6; for the latter,
three-way replication has low storage utilization. We imple-
ment the VRS and CRS codes using the Zfec [37] and
Jerasure [38] libraries, respectively. It is worth noting that
Zfec and Jerasure are currently the fastest implementation
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Fig. 7. Data encoding performance.

of VRS and CRS, respectively [39]. It is suggested that a con-
figuration of ‘r = 3’ can achieve sufficient MTTDL for the
archival storage [7]; both four-way replication and (k + 3, k)
erasure coding have similar reliability [6]. Thus, we set
parameter r to be 3 in the following tests.

To evaluate the I/O performance of MFTS, a trace
replayer is run on the SuperMicro server, which serves as
multiple concurrent users and issues the I/O requests to
the Fault-tolerant Module according the time-stamp
recorded in the workload trace file. The Dissemination Mod-
ule disperses/gathers coded data to/from storage nodes
through TCP connections. We use the real-world trace—
WebSearch2.spc or Web-2—to drive the trace replayer.
Web-2 trace was collected from a popular search engine
[40]. Its write ratio is 0.02 percent, IOPS is 298, and average
request size is 15.07 KB. We evaluate the online reconstruc-
tion performance of MFTS using the Web-2 trace.

There exists an access mode called synchronized reads
within the node reconstruction. This access mode may
result in a throughput collapse problem, which motivates
us to address the TCP-Incast issue of cluster-based storage
systems in general and MFTS in particular. We denote the
request unit issued by a spare storage node as Storage
Request Unit (SRU), which contains multiple data blocks.
We use average response time as the I/O performance met-
ric, and both reconstruction time and average user response
time to evaluate the online reconstruction performance.

7.3 Performance Results

In this study, we mainly focus on both encoding and
decoding performances of IZS-based MFTS system,
because both encoding and decoding operations dominate
all the read/write procedures (e.g., R/W in fail-free case,
R/W in degraded mode, and R/W under reconstruction).

7.8.1 Data Encoding Performance

When the MFTS system is about to upgrade the fault-toler-
ance level, a new parity node should be created as soon as
possible. The time spent in creating the parity node is deter-
mined by three primary factors: encoding performance, net-
work latency, and storage I/O bandwidth. To evaluate the
impact of encoding on the performance, we conduct a set of
comparative tests on the SuperMicro server using coding
schemes 1254 + i, 4), CRS(4 + i, 4) and VRS(4 + i, 4), where
ie{1, 2, 3}. Fig. 7 gives the encoding performance. We vary
block size to study the sensitivity of the coding schemes to
data block size, with (n, k) = (7, 4). Fig. 7b illustrates the
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TABLE 6 TABLE 7
Encoding Operations Involved in the Three Coding Schemes Average Response Time Under Different Data Block Sizes
Codi Step-1 Step-2 Average User Response Time Data block size
1in
oding (Coefficient Generation) (Linear Combination) (ms) 16KB | 24KB | 32KB | 48KB | 64KB
. XOR for parity node C; 1ZS(6,4) 5.75 5.75 5.75 5.65 5.58
128 Algorithm 2 or 6 Multiplication for other nodes CRS(6,4) 5.67 5.67 5.66 5.66 5.65
CRS Cauchy matrix XOR-based Operations VRS(6,4) 568 568 568 568 568
VRS Vandermonde matrix Multiplications

encoding performance of three schemes when data block
size is varied from 1 to 32 KB.

As shown in Fig. 7a, the encoding performance of 1ZS
anywhere is between those of VRS and CRS when r <2.
CRS is better than both IZS and VRS because CRS converts
expensive multiplications into efficient XOR operations (see
Table 6 for operations involved in the three coding
schemes). From Fig. 7b, two observations are apparent:
First, both IZS(7, 4) and CRS(7, 4) are noticeably better than
VRS(7, 4); Second, the block size has sight impact on the
encoding performance for a specific (k + 3, k) erasure code.

To measure performance effect of network and storage
bandwidth, we use the API mfts _write to issue write
requests of 640 MB to the storage nodes powered by the var-
ious coding schemes. The writing procedure mainly consists
of four steps: (1) reading original file data from the Super-
Micro server; (2) encoding the data; (3) transferring the
encoded data to the storage nodes; and (4) writing the
encoded data into the nodes. Fig. 8 shows the results of
the writing process powered by the three coding schemes.

Fig. 8 shows that the write performance of IZS is very
close to those of CRS and VRS. Time spent in writing data
consists of four components: (1) reading, (2) encoding, (3)
transferring over the network, and (4) writing to the storage
nodes. The encoding time only accounts for a small portion
of the total time within the networked storage. For example,
in the case of 1ZS(6, 4), CRS(6, 4), and VRS(6, 4), the encod-
ing time accounts about 5.4 ~8.7 percent. Although CRS
(6, 4) has faster encoding performance than that of IZS(6, 4)
by a factor of 1.51 (see Fig. 7a), the write performance of
CRS(6, 4) is almost the same as that of IZS(6, 4) (i.e., only
improved by 2 percent). This observation implies that both
network latency and storage bandwidth play a dominated
role in affecting the I/O performance of the MFTS system.

7.3.2 User Response Time in Degraded Mode

To support uninterrupted storage services, the MFIS sys-
tem must be able to decode data stored on a failed node
even in the presence of any failed storage node, that is, it
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Fig. 8. Write performance of the three coding schemes.

can respond to I/O requests before having the failed node
reconstructed. We pay attention to the impact of data block
size on decoding performance and; thus, we measure aver-
age user response time when data block size S, is set to 16,
24, 32, 48, and 64 KB, respectively. Table 7 shows the aver-
age user response times of 1Z5(6, 4), CRS(6, 4), and VRS
(6, 4) in degraded mode when the Web-2 trace is replayed.

Two observations are evident from Table 7. First, the
average user response times of the three coding schemes in
the degraded mode are very close to each other. Second, the
three coding schemes are insensitive to data block size
in the networked storage environment (see Section 7.3.1
for the reason).

With respect to decoding, IZS reads fewer elements from
surviving storage nodes than CRS or VRS when a request
covers more than three elements. The probability distribu-
tion of workload indicates that IZS should achieve better
performance than CRS and VRS in average user response
time. However, our empirical results are inconsistent with
the statistic analysis. The inconsistency lies in the fact that
read requests directed to a surviving node are not contigu-
ous in IZS, which causes extra disk access latency.

7.3.3 Reconstruction Performance

The reconstruction procedure is closely related to system
reliability. Reconstruction schemes fall into two catego-
ries—offline and online reconstruction schemes. Under off-
line reconstruction, storage systems devote all resource to
reconstruct failed node(s). In the case of online reconstruc-
tion, storage systems can respond to I/O requests issued by
foreground applications during the reconstruction process.
In this group of experiments, we limit the capacity of each
storage node to 10 GB, which is large enough to cover the
footprint of the workloads.

We conduct experiments to evaluate both the offline and
online reconstruction cases of I1Z5(6, 4), CRS(6, 4), and VRS
(6, 4), with the data block size of 16 KB. The online recon-
struction is driven by the Web-2 trace, which has been
widely used in the evaluation of online reconstruction tech-
niques [41], [42]. The Web-2 trace represents the read-inten-
sive application. When read requests are located on a failed
data node, the required data block will be reconstructed by
retrieving k£ = 4 surviving blocks.

Table 8 details average user response time, reconstruc-
tion time, and transferred data amount of the coding
schemes during the reconstruction process. In this set of
experiments, k, r, and RTO are set to 4, 2, and 200 pus,
respectively. Here RTO denotes the retransmission time-
out of TCP network. The block size and SRU are 16 and
256 KB, respectively. It is shown that IZS outperforms
CRS and VRS under offline reconstruction by a factor of
1.261 and 1.271, respectively; and IZS improves the per-
formance of CRS and VRS in the online reconstruction
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TABLE 8
Performance of MFTS During the Reconstruction Process, with k = 4, r =2, RTO = 200 us, S, = 16 KB, and SRU = 256 KB
Metric 1ZS CRS VRS Speedup (IZS vs. CRS) | Speedup (IZS vs. VRS)
offline [ online | offline [ online | offline [ online offline [ online offline [ online
Reconstruction Time (s) 291 409 367 506 370 512 1.261 1.237 1.271 1.252
Average User Response Time (ms) - 16.8 - 15.4 - 15.9 - 0.917 - 0.946
Total Data Amount (bytes) 30%2° 40%2° 40%2° 1.333 1.333

case by a factor of 1.237 and 1.252, respectively. The
online reconstruction is slower than the offline counter-
part (e.g., the reconstruction times of IZS in offline and
online cases are 291 and 409 seconds, respectively),
because an online reconstruction process must share CPU
and I/0 bandwidth with applications.

Table 8 also shows that IZS merely increases the response
time of CRS and VRS by 9.1 and 5.7 percent, respectively.
Such marginal increases are induced by a set of non-contig-
uous disk reads in IZS, and non-contiguous disk reads give
rise to extra disk access latency [43].

7.3.4 Sensitiveness to SRU Size

To evaluate the impact of block size on reconstruction per-
formance, we conduct two sets of experiments to measure
reconstruction time and average user response time respec-
tively using fixed SRU (i.e., SRU = 256 KB) and varied SRU
(i.e., SRU = 4 x p x 5p). Figs. 9 and 10 plot the results of tests
driven by the Web-2 trace with fixed and varied SRU,
respectively.

From Table 7 and Fig. 9a, it is observed that the average
response times in the degraded mode is less than those in
the online reconstruction mode, because the storage and
network bandwidth are shared by both the user and recon-
struction I/O requests in the online case.

Fig. 9 shows that if SRU is fixed, reconstruction time and
average user response time are sightly sensitive to data
block size. For example, the average response time of CRS
(6, 4) varies from 15.4 to 16.0 ms; the reconstruction time
varies from 490 to 506 seconds. In contrast, Fig. 10 shows
that if SRU is changing, the reconstruction time and average
response time are rather sensitive to the data block size. For
instance, when the block size goes up, the reconstruction
time decreases, whereas the response time increases. The
average response time increases because the reconstruction
process consumes significant network and storage band-
width when SRU is large.

Figs. 9a and 10a indicate that IZS has slightly longer aver-
age user response time than those of CRS and VRS. As
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Fig. 9. Impact of block size (Sy,) on reconstruction times and average
response times, with a fixed SRU (SRU = 256 KB).

mentioned in Section 7.3.3, the reason is that the IZS coding
leads to some non-contiguous disk reads.

Figs. 9b and 10b show that IZS improves the reconstruc-
tion performance over CRS by anywhere between 23.7 and
30.6 percent, and IZS improves the reconstruction perfor-
mance over VRS by anywhere between 25.2 and 32.6 per-
cent. The reason why IZS can reduce reconstruction time is
that IZS merely needs to read 30 GB data from surviving
storage nodes. Note that 30 GB is 3/4 of the data volume
accessed by CRS or VRS (see Eq. (3)).

7.3.5 Impact of TCP-Incast

Recall that MFTS is a clustered storage system, where stor-
age nodes are connected via Ethernet/IP switches. In this
experiment, we study the TCP Incast congestion issue. When
rebuilding a failed storage node in MFTS, data packets (i.e.,
SRU) are fetched in parallel from surviving nodes. The sub-
sequent rebuilding-read request will not be issued until the
rebuilding node has received all the data packets for the
current request. Phanishayee et al. discovered that such syn-
chronized reads over TCP /IP network may result in the Incast
problem [44].

We measure the goodput performance (i.e., throughput
observed by applications) of MFIS when the number of
storage nodes is varied from 1 to 12, and the block size is
set to 64 KB; the SRU size is the product of block size and
number of rows (e.g., 256 KB = 64 KB x 4). Fig. 11 shows
that when RTO is 200 ms, there is a throughput collapse
where the goodput sharply drops when the number of stor-
age node is 6. However, the Incast impact can be mitigated
by adopting high-resolution retransmission (e.g.,, RTO =
200 1) [45].

Table 9 illustrates the impact of parameter £ on recon-
struction speed of IZS, CRS, and VRS. The reconstruction
speed is calculated as the total amount of reconstructed
data divided by reconstruction time. In this experiment, k is
set to 4, 6, and 8, respectively; with parameters r = 2, RTO
= 200 ms, and IOPS = 150. We observe that the Incast
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Fig. 10. Impact of packet size (Sy,) on reconstruction times and average
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Fig. 11. Impact of the storage node number on goodput, with RTO =
200 ms and 200 us, and IOPS = 150.

problem can deteriorate the reconstruction performance of
all the three schemes. The parameter k significantly affects
reconstruction speed in the Incast scenario. For example, the
reconstruction speeds of VRS(6, 4), VRS(8, 6) and VRS(10, 8)
are 839.0, 385.8, and 308.4 Mbps, respectively.

The reconstruction-performance improvements of 1ZS
over CRS and VRS become more prominent as k
increases. For instance, IZS speeds up the reconstruction
time over CRS by a factor of 122.6, 202.5, and 224.0 per-
cent when £k is 4, 6, and 8, respectively. Here 122.6% =
0.92 x (4/3), 4/3 is the data-amount ratio when k = 4 and
r =2 (see Eq. (3)). The Incast problem is caused by insuffi-
cient buffer capacity in switches to handle large influx
of packets in many-to-one communications. Compared
with the VRS and CRS codes, IZS reduces the number of
accessed data blocks, thereby weakening the requirement
of buffer space in switches and optimizing the synchro-
nized reads potentially.

7.4 A Summary of Observations
Important observations drawn from the above experimental
results are summarized as follows:

e The write performance of IZS is close to those of CRS
and VRS; both network latency and storage band-
width play a dominated role in write performance
for networked reliable storage systems;

e The average response times of the three coding
schemes (i.e., CRS, VRS, and 1ZS) in the degraded
mode are very close to each other;

e 1ZS outperforms CRS and VRS in the offline recon-
struction case by a factor of 1.261 and 1.271, respec-
tively; and IZS improves the performance of CRS
and VRS in the online reconstruction case by a factor
of 1.237 and 1.252, respectively;

e The reconstruction-performance improvements of
IZS over CRS and VRS become more prominent
in the TCP-Incast scenario than in the non-Incast
scenario.

8 CoNcCLUSIONS AND FUTURE WORK

To meet various reliability requirements of applications, we
design a multi-level fault-tolerant storage system called
MFTS to offer multiple fault-tolerance levels at run time.
The MFTS system employs the Reed-Solomon-like codes
(IZS codes) with optimized maintenance bandwidth. MFTS

TABLE 9
Reconstruction Speed Under Different Data Node Numbers,
with RTO = 200 ms and IOPS = 150

Reconstruction Speed (Mbps) Number of information nodes (i.e., k)
4 [ 6 [ 8
1ZS(k+2,k) 783.6 571.4 495.6
CRS(k+2,k) 852.3 4235 354.9
VRS (k+2,k) 839.0 385.8 308.4
Speedup (IZS vs. CRS) 0.92 1.35 1.40
Speedup (IZS vs. VRS) 0.93 1.48 1.61

has three salient features. First, it enables mapping of the
most appropriate fault-tolerant schemes to applications
with individual reliability requirements. Second, it dynam-
ically adjusts fault-tolerance levels if an application’s reli-
ability requirement is changing. Fault-tolerance levels are
upgraded or downgraded in MFTS by simply constructing
or discarding parity nodes. Third, it improves the mainte-
nance performance, which reduces time spent in recon-
structing any failed storage node, modifying the archived
data, and altering fault-tolerance levels.

MEFTS achieves good maintenance performance owing to
three techniques. First, the archived data are modified
through partial updates, which makes the updating over-
head in MFTS very small. Second, the node reconstruction
is performed through exact repairs, which enable the recon-
struction traffic to be minimized. Third, the fault-tolerance
level is altered by constructing or disabling only parity
nodes. The experimental results also validate the perfor-
mance optimization—MFTS can significantly improve the
reconstruction performance in both offline and online
reconstruction cases, and the improvement becomes more
prominent in the TCP-Incast scenario.

We implemented the MFTS system in a small-scale stor-
age cluster. We also addressed potential challenges in
applying MFTS to large-scale networked storage systems.
For example, synchronized reads may lead to the Incast prob-
lem; both network and storage bandwidths rather than
encoding/decoding speed dominate the I/O performance
of large-scale clusters. In the future, we will evaluate the
MFTS system in a large-scale storage cluster, where the
number k of data nodes is greater than 16 [6], [7].
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