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Abstract

A growing range of vehicle security vulnerabilities have been revealed recently. Researchers and hackers
were able to modify the software on electronic control units (ECUs). They have placed unauthorized devices and
software on vehicles to control a wide range of vehicle functions. More worrisome are attacks over wireless
communications. The wireless signals from vehicle Key fobs have been hijacked to open vehicle doors and start
vehicle engines even when the key fobs are far away from the car. Security keys used to protect messages from
key fobs have been broken. Wireless tire pressure monitoring systems have been hacked to set bogus time
pressure status. Malware can propagate onto vehicle electronic systems through multiple venues. The most
damaging security vulnerabilities, however, are only emerging as vehicles begin to connect to the external world
such as with the Internet, other vehicles, wireless networks at vehicle dealers, and roadside Intelligent
Transportation System (ITS) networks.

Solutions to vehicle security challenges must address many unique challenges that have not been well
addressed in other types of networks. For example, many devices on vehicles have significantly limited abilities
due to cost constraints. Security operations should be highly automated and should not require driver
intervention. Vehicle security threat detections must be performed with extremely low error rates to reduce the
probabilities of wrongfully blaming innocent vehicles and drivers. Any security capability placed onboard
vehicles must be kept up-to-date over a vehicle’s long lifecycle without causing inconvenience to the vehicle
owner or consuming excessive wireless bandwidth. A solution must be highly scalable to support, for each
automaker, millions of new vehicles each year, tens of millions of vehicles in operation, tens to over a hundred
devices on each vehicle, and many more spare parts. This list goes on.

This talk will highlight these security challenges and discuss selected solutions.
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